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XARFIEEZETE/tmp TIEERMULFIREL THEVET
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-CentOS7DISOA X—(EMinimalf X—>%FIBALTWSCE
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-LinuxhiRESMCOI>R—%> NTOJ S LAZERBDBFRICRFEL THDTE X1

*TomcatODA1 > A== FEEBEDZBFTARFLTH DL %2

-unzipdY> RMMEATERIE % 3

%1, IDR—F2NTOYS AL TFURLOI-H -4 RIS O- R BTENTIEETT,
https://canon-its.jp/product/eset/users/index.html
X1-HY-ZXBANCOJ (>3 3(ESVTINEBEI-T-IHA NZT- R ETY,

LinuxhRESMCOI>R—%> NFOJ5 A
X 1-H-ZXHANCITOISL/IZ2T7) =T AV TUZZABI £ 1T EEY )L

(ESET PROTECT)J—=I3%4 IR/N\—>3>T0JSAICDOWT/TOIS L (AVTUIZREY
tF1UF1EIBY-)l) >l Linux ServerCZHFIADIZE/ESET Security Management
Center V7.2 |LEQETOI S LNTEVET,

%2. TomcatoD{ > AN—=3—(FAFOURLEDAI>O—- RN EIEET T,
https://archive.apache.org/dist/tomcat/tomcat-9/v9.0.35/bin/apache-
tomcat-9.0.35.tar.az

% 3. O¥>R [yum install -y unzip] 247U TS0,

AOZAN=IFENEOBIE (I T O@BOCRDFET , 1A M=ILZITIRRE.
1~7ONETEMEFEVE T, sFMCOFTELTE. B3 —MISBT 2.

1.MySQLOty N7y
2.MySQLEIEETHI> MDEKTE
3.MySQL ODBCR31/ /Dty 7y
4. ESMCH-){DA > A=)
5.TomcatDtzy k7S

6.PDFLR— MERIRIEDIBE
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&%

CES —b& | N=23>
m ESMCV7.2 for CentOS7 & 1.MySQLOEYRYT | 5.0

Nol #JIXY—-IAX=F

1-1-1.SELinuxQFMEB LV EREIF A NDNYIFYT (1)
SELinuxDIRAERERE R TE TP AN DI\ Py T %#ES I B

I K/HRBER
BUFOINY RERATUTIZEW

[root@localhost tmp]# getenforce

[Enforeing

[root@localhost tmpl#

[root@localhost tmpl#

[root@localhost tmpl#

[root@localhost tmp]# cp —p /etc/selinux/config /etc/selinux/config. bk
[root@localhost tmpl#

[root@localhost tmp]

[root@localhost

tmp]# 1s -alt /etc/selinux/ | grep config
— T 1 root root i

543 6f 16 18:26 config
543 6H 16 18:26 config, bk

11 -1 root root
[root@localhost tmpl#

[=<> F] # getenforce

[#e#8] FEOREE MRS 5. DisabledDFAIUT, 1-1-3
ETOFRMTHERL

[=<> ¥] # op —p /eto/selinux/config
/eto/selinux/config. bk

[=<> ¥] # 1s —alt /eto/selinux/ | grep config

[#3R] Sy 27 9777 A VBERENTVWBZ &

Nol #JIXY—-IARX=F

1-1-2.SELinuxOFMEB LV EREI7 A NDNYIFYT (2)
SELinuxQ B Bhi B2 snt 9%

IV R/IBEER
BUF QIR REFATUTIEN

[root@localhost tmp]# vi /ete/selinux/config
(ZEHRIT) —
£ enforcing - SELinux security policy is enforced.
3 permissive - nux prints warnings instead of enforcing.
Linux policy is loaded.

L REE—F
(%)
4 enforcing - SELinux security policy is enforced.
% permissive — SELinux prints warnings instead of enforcing.
% disabled - No SELinux policy is loaded.

disabled -

LR, Bl T
[root@localhost tmpl# diff /eto/selinux/config /eto/selinux/config. bk
TeT

< SELINUX=disabled

> SELINUX=enforoing
[root@localhost tmpl#

[=<> F] # vi /eto/selinux/config

[%£¥] Tlenforcing] % [disabled] ICEET 3

[=<> F¥] # diff /eto/selinux/config
/eto/selinux/config. bk

[Fe#] ZE@FtenforcingiciifiEhTWaZ &
< SELINUX=disabled

> SELINUX=enforcing

Nol #JIXY—-JAAX=F

1-1-3.SELinuxOfMEB LV REI7 A NDNYIFYT (3)
OSH#es)#% . SELinuxiMEEsban TL\aCe%hER g3

IV /B EIR
BUFOINY RERATUTZEW

[root@localhost tmpl# shutdown -r now
[root@localhost tmpl#

[root@localhost tmp]# getenforce
Disabled

[=< ¥] # shutdown - now
[=<> F] # getenforce

[Fe38] FHiEs%CBRENEAE Shi MR s

No2 #IVY—-IAA-S
1-2.MariaDBOHIFR
MariaDBhT LA > A M= ENTVBIBERHIBRYT 2.

IV /B EIR
BUFOINY RERATUTZEW

6_64 1/2
17_5. x86_64 2/2
postfi L el7. x86_64 1/2
‘mariadb-1ibs-5. 5. 60-1. el17_5. x86_64 2/2

mariadb-1ibs. x86_64 1:5.5.60-1.el7_5

HeAEtE
postfi

ETLELE!

[root@localhost tmpl#

[root@localhost tmp]# rm -rf /var/lib/mysql/
[root@localhost tmpl#

LELE:
64 2:2.10.1-7.el7

[=%> F] # yun remove —y mariadb-1ibs

[#E] 7oA A P—ABRETLTWBZ L

[2<> ¥] # tm —xf /var/lib/mysql/
[##E] 71 V27 + ) BB BBAITHIRT S

No3 #JYY=)l{A—

1-3.MySQLY—/NRUAS MIDHI>0- K
$BELIZURLASRPMIPA IV EERIS S 3. (AFIRET(E/tmpZFIFAY )

IV R/BEIR
LUFOINY RERATUTREW

[root@localhost J# yum localinstall -y https://dev. mysql. con/get/mysql80-community-release-el7-3. noarch, rpm
E P

IR
Running transaction
A A h—jL : mysql80-communi ty-release-el7-3. noarch 1/1
RS : mysql80-communi ty-release-el7-3. noarch 1/1
A YA b=
mysql80-communi ty-release. noarch 0:el7-3
ETLELE!

[root@localhost tmpl#

[2<2 F] # yum localinstall -y
https://dev. mysql. con/get/mysql80-community-release—el7-
3.noarch. rpm

(] BRRBHA S h TR &
AV F—Xy FMERETERVREDEAIERRICR Y £3,

FIvJ

FIvJ




No4 #IXY—-IARX-=F I K/ REER FIvs

1-4.MySQLY— D1V AM=)b BUFOINY RERATUTLIZEW
1-3TAYA=IVUIURS NIESERIL TMYSQLY—/) A >R =)V B,
[root@localhost tmp]# yum install -y mysql-community-server [=<> F] # yum install —y mysql-community—server a
»»»»» PP
perl-macros. x86_64 4:5.16.3-294.e17_6 [#E] A A P—ARETLTNWEZ L
perl-parent. noarch 1:0.225-244. el7 o

perl-podlators. noarch 0:2.5.1-3.el7
perl-threads. x86_64 0:1.87-4.el7
perl-threads-shared. x86_64 0:1.43-6. e17

SETLELE!
[root@localhost tmp]# mysql -—version [=<> F] # mysql —version
mysql Ver 8.0.23 for Linux on x86_64 (MySQL Community Server - GPL) d
[root@localhost tmpl# [#e#B] BUDR—T a0 ThHB L
No5 #1YY—-AA=S I K/HERBER FIvy
1-5.MySQLY—)\i2h/ R Eies2 LUFOIN RERTUTIZEN
MySOLY =/ >R b VEEET—ESMEEIL TLWBWES, T—ESORT—HRBHERETIRENSEMT 5. a

[root@localhost tmp]# systemotl start mysqld [=<> ¥] # systemot] start mysqld
[root@localhost tmp]#
[root@localhost tmp]# systemotl status mysqld [=<> F] # systemotl status mysqld a
@ nysqld. service - MySQL Server

Loaded: loaded (/usr/lib/systemd/system/mysqld. service; enabled; vendor preset: disabled) [#E8] MySQLY —/ N33 iEH) (active) LTWBHZ & a

Active: active (running) since i 2020-06-22 11:49:34 JST; 13s ago
Docs: manimysqld(8)
http://dev. mysql. con/doc/refman/en/using-systemd. html
Process: 1390 ExecStartPre=/usr/bin/mysqld_pre_systemd (code=exited, status=0/SUCCESS)
Main PID: 1463 (mysqld)
Status: “Server is operational”
CGroup: /system. slice/mysqld. service
mq1463 /usr/sbin/mysqld

65 22 11:49:27 localhost. localdomain systemd[1]: Starting MySQL Server...
65 22 11:49:34 localhost. localdomain systemd[1]: Started MySQL Server.
[root@localhost tmpl#

No6 #IXY—=) 1A= I K/ HERBER FIvy

1-6.MySQLY -\ D B BhEBNELE MFOIT>RERITUTUIZE L
BBHEBHRENNTVRWESE, BBEEREZEMT S,
[root@localhost tmp]# systemctl enable mysqld [=<> F] # systemctl enable mysqld o
[root@localhost tmp]#
[root@localhost tmp]# systemctl status mysqld
@nysqld. service — MySQL Server
Loaded: loaded (/usr/lib/systemd/system/mysqld. service; enabled; vendor preset: disabled) [=<> K] # systemct] status mysqld o
Active tive (running) since A 2020-06-22 11:49:34 JST; Imin 8s ago
Docs: man:mysqld(8) [#e38] B BhiER) (enabled) (T8> TV D T & ZHER a
http://dev. mysql. com/doc/refman/en/using-systemd. html
Main PID: 1463 (mysqld)
Status: “Server is operational”
CGroup: /system. slice/mysqld. service
mq1463 /usr/sbin/mysqld
6f] 22 11:49:27 localhost. localdomain systend[1]: Starting MySQL Server...
6f] 22 11:49:34 localhost. localdomain systemd[1]: Started MySQL Server.
[root@localhost tmp]#
No7 #IXY=-)AX=S IV /B EIR FIvJ
1-7.7—9N—-ADHREXE(1) BUFOINY RERATUTZEW
| BETPANDI\YITYTZEUSTS
[root@localhost tmp]# ep —p /etc/my. enf /etc/my. cnf. bk [==> F] # cp —p /etc/my. enf /etc/my. enf. bk o
[root@localhost tmp]#
[root@localhost tmp]# a
[root@localhost tmpl# 1s -alt /ete/ |grep my.cnf [a<> ¥] # 1s -alt /ete/ |grep my.cnf
—rw-r——r—— 1 root root 1243 3H 26 23:33 my. cnf
~rw-r—r— 1 root root 1243 3/ 26 23:33 my. cnf. bk [#B] Ry 77 v 777 A VBMERERTVH Z & a
drwxr-xr-x 2 root root 6 3H 26 23:33 my.cnf.d
[root@localhost tmp]#
No8 #IXY—-JAAX=F I R/HEREIR FIvl
1-8.7—9IN—-ADBEXE(2) LUFOINY RERATUTREW
EITINONEEEEID
[root@localhost tmp]# vi /etc/my. enf [2=> F] # vi /etc/my. cnf a
TUTT g T
# read_rnd_buffer_size = 24 UTofEziamys a
datadir=/var/1ib/mysql max_allowed packet=33M
socket=/var/1ib/mysql /mysql. sock innodb_log_file_size=1004
innodb_log_files_in_group=2
log-error=/var/log/mysqld. log character-set-server=utf8
pid-file=/var/run/mysqld/mysqld. pid BEE—F default_password_lifetime=0
max_allowed packet=33) log_bin_trust_function_creators=1
innodb_log_file_ size=100) o
innodb_log files_in group=2 [a=> K] # diff /etc/my.cnf /ete/my. cnf. bk
character-set-server=utf8
default passyord lifetime=0
log bin_trust function creators=1 MMYSQL8. 0235731 U 1 7 DBBNRT 7 4 )V k TONIT/R > TV
[root@localhost tmp)# Bz, AFL—VOARBBREENDBRIIUTOMEEBES
[root@localhost tmpl# diff /ete/my.enf /etc/my. enf.bk B
22, 26d21
< max_allowed_packet=334 disable-log-bin=0
< innodb_log file size=100M
< innodb_log_files_in_group=2 o
< character-set-server=utf8 [MeE] ML ENERELWI &
< default_password_lifetime=0
< log_bin_trust_function creators=1
[root@localhost tmpl#
I R/5EREIR FIvy
1-9.MySQLY —/\&Bi2Eh/ FREN S MR OV RERFTU TN
ZBEULREITANERIREE DI, MySQLEBIBEIL, IES(ICHR BT 2L RT3,
[root@localhost tmp]# systemctl restart mysald [== F] # systemctl restart mysqld o
[root@localhost tmpl#
[root@localhost tmpl# systemctl status mysqld [=< F] # systemctl status mysald a
@ ysqld. service - MySQL Server
Loaded: loaded (/usr/lib/systemd/system/mysqld. service; enabled; vendor preset: disabled) [AER]  MySQLH — 3258 (active) LTWD Z & o

Active: active (running) since H 2020-06-22 11:58:22 JST; 6s ago
Docs: man:mysqld(8)
http://dev. mysql. com/doc/refman/en/using-systemd. html
Process: 1541 ExecStartPre=/usr/bin/mysqld_pre_systemd (code=exited, status=0/SUCCESS)
Main PID: 1565 (mysqld)
Status: “Server is operational”
(Group: /system. slice/mysqld. service
mq1565 /usr/sbin/mysqld

6/] 22 11:58:21 localhost. localdomain systemd[1]: Stopped MySQL Server.
6/] 22 11:58:21 localhost. localdomain systemd[1] i QL Server. ..
6/1 22 11:58:22 localhost. localdomain systemd[1]: Started MySQL Server.

[root@localhost tmpl#




|1&Z

| CREETEED |ms—b& | N=23>
| m ESMCV7.2 for CentOS7REFRE 2.MySQLEIEE AV NOEE | 5.0

Nol #JYY—-INAA-=S
2-1.MySQLEEETHD> MO A0 — RiEsR
MySQL8.0TEEIBETHY> MAIHR/ (D — RIS FEEN TS e tER S Do

IV R/HEREIR
FOIRvY REeETUTIZEN

[root@localhost tmpl# grep ”temporary password” /var/log/mysqld.log

2020-06-22T02:49:30. 390533Z 6 [Note] [MY-010454] [Server] A temporary password is generated for
root@localhost: bmworyca6M(3

[root@era—cent7 tmpl#

No2 #1JY—-)A A=
2-2. EBETHIY M)A —REE
2-1THER U BERE TNV MOYIEA(RD— REZEET D,

[z~ F] # grep "temporary password”
/var/log/mysqld. log

[#ER] T:] B#ORRU— REZHRTS,

I R/HEREIR
BUF OOV RERTU TRV

[root@localhost tmpl# mysql_secure_installation
Securing the MySQL server deployment.

Enter password for user root:

The existing password for the user account root has expired. Please set a new password.
New password:

Re-enter new password:

The *validate_password’ plugin is installed on the server.
The subsequent steps will run with the existing configuration
of the plugin.

Using existing password for root.

Estimated strength of the password: 100
Change the password for root ? ((Press y|Y for Yes, any other key for No) : n

skipping.
By default, a MySQL installation has an anonymous user,
allowing anyone to log into MySQL without having to have
a user account created for them. This is intended only for
testing, and to make the installation go a bit smoother.
You should remove them before moving into a production
environment.

Remove anonymous users? (Press y|Y for Yes, any other key for No) : y
Success.

Normally, root should only be allowed to connect from
"localhost’. This ensures that someone cannot guess at
the root password from the network.

Disallow root login remotely? (Press y|Y for Yes, any other key for No) : y
Success.

By default, MySQL comes with a database named ’test’ that
anyone can access. This is also intended only for testing,
and should be removed before moving into a production
environment.

Remove test database and access to it? (Press y|Y for Yes, any other key for No) :
- Dropping test database...

Success.

- Removing privileges on test database...

Success.

Reloading the privilege tables will ensure that all changes

made so far will take effect immediately.

Reload privilege tables now? (Press yv|Y for Yes, any other key for No) : vy
Success.

All done!

[root@localhost tmpl#

[z2<=2> F] # mysql_secure_installation

Enter password for user root:= 2-1THEFR L 7=
BRRT—F

New password:= {EE DR Y — |

Re—enter new password:= New password & [FAIEED /%
RAY—F

MYSQLS. 0TI/ R A 7 — R U 2 — D HIHIfE A
TMEDTUM
%mt&)‘ RAT — RITIELLF O & fh il 7 3 A
)
E3 s
SRR — RE 8L L
© RICFVNCF 1307 b
ey 150el -
C R 130T E
XMySQL OFHEF AU —FiZ, UTFOXFZFA
FBL, ESMC DA VR b—NZKHET B & 2RER

LTBYET,
{1}

ERXFEFRALRNE D, JTEEIES,

No3 #1YY—=)l1 X
2-3.MySQLICiERR:R
2-2TZEEUR)(ZT—RTMySQLIEOY (> %5 3.

HTFOIvY ReRTUKIZEN

[root@localhost tmp]# mysql —u root ——host 127.0.0.1 —p
Enter password:

Welcome to the MySQL monitor.
Your MySQL connection id is 11
Server version: 8.0.20 MySQL Community Server — GPL

Commands end with ; or ¥g.

Copyright (c) 2000, 2020, Oracle and/or its affiliates. All rights reserved.

Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective
owners.

Type "help;’ or ’'¥h' for help. Type ’¥c¢' to clear the current input statement.

mysql>

mysql> quit

Bye

[root@localhost tmpl#

[2<> F] # mysql —u root ——host 127.0.0.1 —p

Enter password:= 2-2TCRELENRAT—F

[#EB] R/ A TEDZLERRT D,

[2<> F] quit

FIvy

FIv9




&R |m>—b3 | N->3> |E=
[m ESMCV7.2 for CentOS7/BZEFIEE  [3.MySQL ODBCRSA/tDtyhryT | 5.0 |

Nol #JJVY—=)IAA-=S

3-1.0DBCRFANDA> A=)V
yumIX> RTODBCRIANDA>AM—)1 TS

PR O3> RERTLTIZE

[root@localhost tmpl# yum localinstall -y
https://downloads. mysql. com/archives/get/p/10/file/mysql-connector-odbc-8. 0. 17—
1. el7.x86_64. rpm

NNNNN PR

Success:® Usage count is 1
Success: Usage count is 1

L : libtool-1td1-2. 4. 2-22. e17_3. x86_64 1/3
TRAET : unixODBC-2. 3. 1-14. e17. x86_64 2/3
TRk : mysql-connector-odbc-8. 0. 17-1. e17. x86_64 3/3

A VA K=t
mysql—connector—odbe. x86_64 0:8.0.17-1.el7

IRAFPERSE % A > R h— L LE LT
libtool-1tdl. x86_64 0:2.4.2-22.el17_3 unixODBC. x86_64 0:2.3.1-14. el7

SETLELE]

[root@localhost tmp]#

[root@localhost tmpl# yum list installed | grep odbe

mysql—-connector—odbc. x86_64 8.0.17-1.el7

8.0.17-1. el7.x86_64

[root@localhost tmp]#

@/mysql-connector-odbc—

[2<>F] # yum localinstall -y
https://downloads. mysql. com/archives/get/p/10/f
ile/mysql-connector—-odbc-8. 0. 17—

1. e17. x86_64. rpm

[#R] FIALABRL R =L ENZ L

[=<=> K] # yum list installed | grep odbc

[#FB] HUDNN—VarThiI L

No2 #JVVY—=)IARA=S
3-2.0DBCRSANDREIFINDINYITYT
HEIFAIND) I Ty T #EIS TS

I R/FEERSEIR
BUF I RERITUTIEL

[root@localhost tmpl# cp —p /etc/odbcinst. ini /etc/odbeinst. ini. bk
[root@localhost tmpl#

[root@localhost tmpl# ls —alt /etc/ | grep odbcinst. ini

-rw-r——r—— 1 root root 515 6H 22 12:09 odbcinst. ini
~rw-r——r—— 1 root root 515 6H 22 12:09 odbcinst. ini. bk
[root@localhost tmpl#

[=2<=F]# cp —p /etc/odbcinst.ini /etc/odbeinst.ini.bk
[2<=F]# Is -alt /etc/ |grep odbeinst.ini

[BR] 02Ty F 77 ANBERENTWAZE

No3 #IXY—=)IAA=S
3-3.0DBCRSANDFRETFAINEE
ODBCRIANDIHET1 T IV RIA ) FIFECTEERIRAEICIEIES D

X R/HERER
BUF OO REFATU TN

[root@localhost tmpl# vi /etc/odbcinst. ini
(ZE "R

[MySQL]

Description= ODBC for MySQL

Driver= /usr/lib/libmyodbc5. so

Setup= /usr/lib/libodbemyS. so

Driver64= /usr/1ib64/1ibmyodbc5. so
Setupb4= /usr/1ib64/1ibodbemyS. so
FileUsage= 1

WEE-FTHRELETS

(ZEH %)

[MySQL]

Description= ODBC for MySQL

Driver= /usr/1ib64/libmyodbc8w. so
Setup= /usr/1ib64/1ibodbemyS. so
#Driver64= /usr/1ib64/1ibmyodbc5. so
#Setupb4= /usr/1ib64/1libodbemyS. so
Threading=0

FileUsage= 1

(B a—NAEH)
(EVa2a—VAEH)
(ZA T T T D)
(EAVENTY T D)
RRAE DB

[root@localhost tmpl#

[z K] # vi /etc/odbcinst. ini

(EERD ONFITBERLT (BER)DLIITTSD

FIvy

FIvs




No4 #J2Y—-IAA-
3-4.0DBCRF1NDEEI7 (N EEEPROHEER
ODBCRIANDHEIr (N OZEBEFIEHERI D

[root@localhost tmpl# diff /etc/odbcinst. ini /etc/odbeinst. ini. bk

11, 15¢11, 14

< Driver=/usr/1ib64/1ibmyodbc8w. so

< Setup=/usr/1ib64/1libodbcmyS. so

< #Driver64=/usr/1ib64/1ibmyodbc5. so
< #Setup64=/usr/1ib64/1libodbcmyS. so
< Threading=0

> Driver=/usr/1ib/libmyodbc5. so

> Setup=/usr/1lib/libodbcmyS. so

> Driver64=/usr/1ib64/1ibmyodbch. so
> Setupb4=/usr/1ib64/1ibodbcmyS. so
[root@localhost tmpl#

No5 #IJVY—-IAA-
3-5.0DBCRFANDEEI7 (N EEDEF
3-4TEBULEREEZEHID

[root@localhost tmpl# odbecinst —i -d -f /etc/odbcinst. ini

odbcinst: Driver installed. Usage count increased to 2.
Target directory is /etc

odbcinst: Driver installed. Usage count increased to 2.
Target directory is /etc

odbcinst: Driver installed. Usage count increased to 2.
Target directory is /etc

odbcinst: Driver installed. Usage count increased to 2
Target directory is /etc

[root@localhost tmp]#

IV R/HERBIE
IR0V ReETUTTREN

[2< 2 F] # diff /ete/odbeinst. ini
/etc/odbeinst. ini. bk

[#38] EEER L EERNANE LWVHFERT S

< Driver=/usr/1ib64/libmyodbc8w. so

< Setup=/usr/1ib64/1ibodbemyS. so

< #Driver64=/usr/1ib64/1ibmyodbc5. so
< #Setup64=/usr/1ib64/1ibodbemyS. so
< Threading=0

IV R/ RSN
BIFOIv> ReETUTIREN

[=< F] # odbeinst -i —-d -f
/etc/odbeinst. ini

FIvs

FIvso




|m>—F& | N=23>

[

@ESMCVIZ for CentOS7iBEaFTRE

[4.ESMCT—\OAS ARV I 5.0

Nol #IVY—-IAA-S
4-1.FirewalldDfS1E - F3H1E
Firewalld'EsibaN TWB L% R YD

[root@localhost tmp]# systemotl stop firewalld
[root@localhost tmpl#
[root@localhost tmp]# systemotl disable firewalld
Removed symlink /etc/systemd/system/multi-user.target.wants/firewalld. service.
Removed symlink /etc/systemd/system/dbus-org. fedoraproject.FirewallDl. service.
[root@localhost tmpl#
[root@localhost tmp]# systemotl status firewalld
@ firevalld. service - firewalld - dynamic firewall daemon
Loaded: loaded (/usr/lib/systemd/system/firewalld.service; disabled; vendor preset:
Active: inactive (dead
Docs: man:firewalld (1)
LR, Al T

enabled)

[root@localhost tmpl#

No2 #IYY—-NARX-S
4-2 . 1Y AM-S—ICRITIEREMNS
AYAN-S—[CEITHERZF 5B (/tmpIAAICLInUXKRESMCOI R~ T 0I5 L% BB L THNET)

[root@localhost tmp]# unzip Component_Linux_x64, zip

[root@loualho;t tmpl#

[root@localhost tmpl#

[root@localho. L tmpl#

[root@localhost tmp]# chmod +x Component_Linux_x64/Server-Linux-x86_64, sh
[root@localhost tmp]#

[root@localhost tmp]# ls —alt Component_Linux_x64

“rik 316760

drwxr-xr-x 2 root root 203 65 16 15:07 .

drwxrwxrwt. 9 root root 4096 651 16 15:07 .

—-rwxr-xr-x 1 root root 83910322 11H 19 2019 Serve —Linux-x86_64, sh

1 root root 412269 117 19 2019 A= FY A b_linux64_v71280. pdf
1 root root 9804733 115 19 2019 RDSensor-Linux-x86_64. sh
1 root root 46829841 11/ 19 2019 MDMCore-Linux-x86_64. sh
1 root root 137064572 11/] 19 2019 era.war
—rw-r--r—— 1 root root 46324704 115 19 2019 Agent-Linux-x86_64. sh

[root@localhost tmpl#

No3 #JIXY—-IAX-=F
4-3.ESMCH—- D1V AM-5—%RIT
ESMCH—/{DA > AM—5—%ER4TUA VANV ERIIET D

[root@localhosi tnp]# . /Component Limux x64/Server-Limux—x86 64, sh —localo=ja_JP —skip-license —

db-driver=MySQL —-db 21.0.0. 1 —db-port=3306 ——db-adnin Toot —db-admin—
password: Trver-root—-password: db-user ra_server_user ——db-user
password: rt—t

ESET Security Management Center Server Installer (version: 7.2.2234.0), Copyright c 1992-2020 ESET,

spol. s r.o. - All rights reserved.

S gy S

Removed backup directory: /opt/eset/RemoteAdministrator/.Server-809012213
[Product installed,

[root@localhost tmpl#

IV K/ REEER
BUFOINY RERATUTIZEW

[=<> F] # systemot] stop firewalld

[ F] # systemotl disable firewalld

[=<2 F] # systemot] status firewalld

[##] Firewalld®¥ElELTWSZ &

I K /HRER
BUFOINY RERATUTIZEW
[=<> F] # unzip Component_Linux_x64. zip

32bi t L, [Component_Linux x32.zipl »720 £4

[=<> F] # ohmod +x Component_Linux_x64/Server-Linux—
x86_64. sh

[=<> F] # 1s —alt Component_Linux_x64

éﬁ%] /&\'—i yva vORRET S, FAFCERITERIGESh
wazk,

IV K/HBER
LUFOINY RERATUTZEN

[=<> ¥] # . /Component_Linux_x64/Server—Linux—x86_64. sh —
locale=ja_JP —skip=license —db-driver=HySQL —db~

ESMCH /U >N LT T4, IERICEEIL TVBH

[root@localhost tmp]# systemctl status eraserver
@ eraserver. service — ESET Security Management Center Server
Loaded: loaded (/etc/systemd/system/eraserver.service; enabled; vendor preset:
Active: active (running) since H 2020-06-22 12:32:07 JST; 5min ago
Process: 2191 ExecStart=/opt/eset/RemoteAdministrator/Server/ERAServer ——daemon ——pidfile
/var/run/eraserver. pid (code=exited, status=0/SUCCESS)
Main PID: 2194 (ERAServer)
CGroup: /system. slice/eraserver. service
mq2194 /opt/eset/RemoteAdministrator/Server/ERAServer ——-daemon —p. ..

disabled)

61 22 12:32:07 localhost. localdomain systemd[1]: Starting ESET Security Ma. ..
6] 22 12:32:07 localhost. localdomain stemd[1]: Started ESET Security Man...
Hint: Some lines were ellipsized, use -1 to show in full

[root@localhost tmpl#

No5 #IYY=JIAA-S
4-5.MySQLY —/\DERfEHHE:E
ESMCHOT —AR-ZMERENTVSTE

[root@localhost tmpl# mysql —u root —p
Enter password:

Welcome to the MySQL monitor.
Your MySQL connection id is
§E[§S" ‘”51‘3’2%8‘ 0. 18 MySQL Community Server — GPL

Commands end with ; or ¥g.

“help;’ or '¥h' for help. Type 'Y¥c'
> show d.atabases,
e

to clear the current input statement.

| information_schema |
| mysql |
| performance_schema |
| sys |
.

—t
5 rows in set (0.00 sec)
mysal> quit
[root@localhost tmpl#

127. 0. 0. 1 —db-port: —db-admin—username=root —
db-admin-password=xxxxxxxx —server—root—passw
db—user—username=era_server_user —db-user—password=xxxxxxxx
—cert—hogtname=k

db—admin-password= <FME2-2>CREL=EHET AT DR
U—F

server-root—password= ESMC Web= X Y — /L DEHE DLW /SR T —
¥

db—uger—password= ESMCRAMER T3 F — 4 R— 2D 2—F—DA
U—F

<db-adnin-password>, <{server-root-password>, <db-user-
passwordmu‘F@jﬁ&ﬂﬁTbﬁ \ XFEOHRICTR T —F v —
TUREANTBUERD Y
CER Y =TI T
17se’ ()¥ |~ A

(:X?—f/—&/xli ¥ ZANLTEEY, )
MRy —T Y=y v A —WOXFTIE, VAT b EHFRSEAE
FOobORHY EY, ThLOXERFORAL EIMLT BT,
TOXFEOEMITERT BXFEDRT— TV —F VA LRPET,
%7z, <db-admin-password>, <{server-root-password>, <db-user-
passwordICAFOXELRIA TS &, ESUCOA > R b — M RELT

B, MALRNES TEES S,
i@?é’?xb\i$>

[MB] EHICA YA P—AENTZZ L EZHBT S,

IV R/ 5B
LUFOINY RERATUTREN

[2+> F] # systemct] status eraserver

[#38] ESMCH — XD RM LTV 5 2RI 5,

IV K/ BRI
HFOIR>RERTU TR

[2<> F] # mysal —u root —p

[2+> F] > show databases;

[#R] era_dbAMERRENTVBHZ L

[=+> ¥] quit

FIvs

FIvl

FIvJ

FIvo

FIvo




| CEEEED |ms—b& | N=>3> I
| m ESMCV7.2 for CentOS7i8&F/EE  [5.TomcatD1 A=)l | 5.0 |
Nol #IAVY—=)AA-S IR/ HEREIR FIVv)
5-1. Java8 DAY AM=)b HMFoIv>y ReETUTEEN
JavaETRIREACZAN-ITD

[root@localhost tmpl# yum install —y java—-1.8.0-openjdk [=<> F] # yum install —y java—1l.8.0-openjdk D
“““““ bzl k)
Downloading packages:
java—1. 8. 0—open jdk—1. 8. 0. 232. b09-0. e17_7. x86_64. rpm | 291 kB 00:00
Running transaction check
Running transaction test
Transaction test succeeded
Running transaction

A A h—/Lth : 1:java—1.8.0-openjdk-1.8. 0. 232. b09-0. el7_7.x8 1/1

R ¢ 1:java-1.8. 0-openjdk-1.8. 0. 232. b09-0. e17_7.x8  1/1

[RER] F VA P—NENZ LEHRTD 0

A VA h—b

java—1. 8. 0-openjdk. x86_64 1:1.8.0.232. b09-0. el7_7

ETLELE!
[root@localhost tmpl#

No2 #IYY—-IA A=
5-2. Tomcat®1>Ar=)b
FEBOT LY MICERICAREULTomcatZ 2R Y 3

[root@localhost tmpl# tar xzvf apache—tomcat—9. 0. 35. tar. gz
NNNNN bk

apache—tomcat-9. 0. 35/bin/setclasspath. sh

apache—tomcat-9. 0. 35/bin/shutdown. sh

apache—tomcat-9. 0. 35/bin/startup. sh

apache—tomcat-9. 0. 35/bin/tool-wrapper. sh

apache—tomcat-9. 0. 35/bin/version. sh

[root@localhost tmpl#

No3 #IYY—IAA-S
5-3-1. TomcatDs&7E(1)
TomcatdT LI N%EEITSD

[root@localhost tmp]# mv apache—tomcat—9.0.35 /var/lib/tomcat
[root@localhost tmpl#
[root@localhost tmpl# ls —alt /var/lib/tomcat

&Rk 124
drwxr-xr-x. 13 root root 145 65 16 15:17 ..
drwxr-x—— 2 root root 4096 6H 16 15:16 bin
drwxr-x——— 2 root root 30 6H 16 15:16 temp
drwxr-x—— 2 root root 4096 6H 16 15:16 lib
drwxr-xr-x 9 root root 220 6H 16 15:16 .
—————— 2 root root 238 2H 6 04:36 conf
"""""" LUFEm

[root@localhost tmpl#

No3 #IVY—IARX-=S
5-3-2. TomcatD:%E(2)

bt@localhost tmp)# vi /etc/systemd/system/tomcat. service
LIFONEZRLAT D

[Unit]

Description=Apache Tomcat 9

After=network. target

[ TomcatOY—E2I7(VERk TS
-

Group=tomcat

Type=oneshot
PIDFile=/var/lib/tomcat/tomcat. pid
RemainAfterExit=yes

ExecStart=/var/lib/tomcat/bin/startup. sh
ar/lib/tomcat/bin/shutdown. sh

ExecReStart=/var/lib/tomcat/bin/shutdown. sh;/var/lib/tomcat/bin/startup. sh
[Install]
WantedBy=multi-user. target

[root@localhost tmpl#

[root@localhost tmpl# cat /etc/systemd/system/tomcat.service
[Unit]

Description=Apache Tomcat 9

After=network. target

[Service]
Us tomcat
Group=tomcat

/1ib/tomcat/tomcat. pid
RemainAfterExit=yes

r/1ib/tomcat/bin/startup. sh
r/1ib/tomcat/bin/shutdown. sh
ExecReStart=/var/lib/tomcat/bin/shutdown. sh;/var/1lib/tomcat/bin/startup. sh

[Install]
WantedBy=multi-user. target

[root@localhost tmpl#

I R/FEEREIR

FOIv> ReRTUTEEN
[z2<> F] # tar xzvf apache—tomcat-9. 0. 35. tar. gz

MAFIELL T OTomcatD/N—V 5 VT2V Tk, THHN
Foyra—FRLEN—VarzANLTIEEY,

I R/ FERREBIA
MTFOIvY ReETUTKEEN

[=2~> F] # mv apache-tomcat-9.0.35
/var/lib/tomcat
[=22~> F] # 1s -alt /var/lib/tomcat

[#FR] Tomcat9DT 4 L7 b U 23/usr/local/tomcatic
BBIhTnaz e

IV R/ HEREEH
BUFOIY> RERTU TRV

[z2~<> F] # vi /etc/systemd/system/tomcat. service

[2<=> K] # cat
/etc/systemd/system/tomeat. service

[RRB] ERONEDT 7 A VBEREATVWBZ L

FIvy

FIvd




No3 #IAVY—IA A=Y
5-3-3. TomcatD&E(3)
TomcatOY—EZRI7IUCEITIERZ(G SIS

IR/ HEREIR
HTFOIvY ReRTU TSN

[root@localhost tmpl# chmod 755 /etc/systemd/system/tomcat. service
[root@localhost tmpl#

[root@localhost tmpl# 1s —alt /etc/systemd/system/tomcat. service

—rwxr-xr-x 1 root root 366 6H 22 14:12 /etc/systemd/system/tomcat. service
[root@localhost tmpl#

[=~> K] # chmod 755
/ete/systemd/system/tomcat. service

[z2<> K] # 1s -alt
/ete/systemd/system/tomcat. service

k[lféi’gl R LTc7 7 A MZEATHRBHESh TS 2

No3 #IAVY—=ARA-=S
5-3-4. TomcatDs%E(4)
tomcatd —HZ{ERKL . BIEIP (I OA—F —%tomcat1-HIEEID

I R/HEREIE
BUF OOV REFFTU TN

[root@localhost tmpl# useradd -s /sbin/nologin tomcat
[root@localhost tmpl#
[root@localhost tmpl# chown -R tomcat:tomcat /var/lib/tomcat/
[root@localhost tmpl#
[root@localhost tmpl# 1s —alt /var/lib/tomcat/

s

SRy
drwx—————- 2 tomecat tomcat 238 5 6 05:40 conf
drwxr-x-——— 7 tomcat tomcat 81 5H 6 05:37 webapps
drwxr-x-——— 2 tomcat tomcat 6 5 6 05:36 logs
drwxr-x-—— 2 tomecat tomcat 6 5/ 6 05:36 work

[root@localhost tmpl#

[z~ K] # useradd —s /sbin/nologin tomcat
[22<> F] # chown -R tomcat:tomcat
/var/1lib/tomcat/

[2~<> F] 1s -alt /var/lib/tomcat/

[#e32] TomcatDEE 7 7 4 VDO FT A Z M Tomecat 2 —HFIZ
RoTnpZ &

No4 #IYY—-NAA=F

FIVv)

FIvy

5-4.webd>Y-)VI\w&r—SDRE
EBOT4L I NICERICARBULIrA )V EFREDIBFICEEYS 2

I R/FEEREIR
BF oIy FeFTL TR

[root@localhost tmp]# cp Component_Linux_x64/era.war /var/lib/tomcat/webapps/
[root@localhost tmpl#

[root@localhost tmpl#

[root@localhost tmpl# ls —alt /var/lib/tomcat/webapps/ | grep era.war
-rw-r——r— 1 root root 140191965 65 22 14:16 era.war

[root@localhost tmpl#

[=2~> F] # cp Component_Linux_x64/era.war
/var/1ib/tomcat/webapps/

[=2<> F] # 1ls -alt /var/lib/tomcat/webapps/ |
grep era.war

[#R] FiEOHFICera. vardRE S iz Z &

No5 #1VY—=I A A=
5-5.WEBJ>Y—)l&SSLIBETHAT 3 DMDERR (BRI 1TTHIFTRT)
BOERKL . FREDIHARICALEY S

IYYR/HERER
MFoIv RERTLTTZEN

[root@localhost tmp]# keytool —genkeypair —keyalg RSA —keysize 4096 —dname “CN=Unknown,
0U=Unknown, O=Unknown, L=Unknown, ST=Unknown, C=Unknown” -alias tomcat —keypass xxxxxx —
keystore .keystore —storepass xxxxxx —validity 3650

[root@localhost tmpl#

[root@localhost tmpl#

[root@localhost tmpl#

[root@localhost tmpl# mv .keystore /var/lib/tomcat/conf/.keystore
[root@localhost tmpl#

[root@localhost tmpl#

[root@localhost tmpl# 1s —alt /var/lib/tomcat/conf/ | grep .keystore
—-rw—r—r— 1 root root 3913 6H 22 14:17 .keystore
[root@localhost tmpl#

No6 #IVVY—IAA-S
5-6.Tomcats®EI7 I INDINYIPYD
TomcatDFEITINDONYI 7y T#EUEF S

[root@localhost tmpl# cp —p /var/lib/tomcat/conf/server.xml
/var/lib/tomcat/conf/server. xml. bk

[root@localhost tmpl#

[root@localhost tmpl# ls —alt /var/lib/tomcat/conf/ | grep server.zml
—rw—————-- 1 tomcat tomcat 7588 5H 6 05:40 server.xml

-rw—————— 1 tomcat tomcat 7588 5H 6 05:40 server.zml.bk
[root@localhost tmpl#

[Z<> K] # keytool —genkeypair —keyalg RSA —
keysize 4096 -dname “CN=Unknown, OU=Unknown,
0=Unknown, L=Unknown, ST=Unknown, C=Unknown” -alias
tomcat —keypass xxxxxx —keystore .keystore —
storepass xxxxxx -validity 3650

X é—dname RO —F—ERITRECSThETREL T
ZEWN,

¥ —keypass & -—storepass DEIER—DLH O EERIC

BELTLEEW,
[<> K] # mv .keystore
/var/1lib/tomcat/conf/. keystore
[=2<> K] # 1s -alt /var/lib/tomcat/conf/ | grep

. keystore

[RERR] BT DOBEATIC. keystore B SNz &

IV R/ BB
FoIvY ReETUTEEN

[z~ F] # cp -p /var/lib/tomcat/conf/server. xml
/var/lib/tomcat/conf/server. xml. bk

[=2<> F] # 1s -alt /var/lib/tomcat/conf/ | grep
server. xml

[#RB] NI T 9T T 7 ANBERSATNEI L

FIvy

FIVvy




No7 #IAVY—=)AA-S
5-7. TomcatDSSLODRE
SSLESTEZBNNCI B SBEIFANEIEIETD

[root@localhost tmpl# vi /var/lib/tomcat/conf/server. xml
(ZE T RIT)
<{!-= Define a SSL HTTP/1.1 Connectore on port 8443

A=
{Connector port="8443" protocol="org. apache. coyote. httpll. HttplINioProtocol”
maxThreads="150" SSLEnabled="true”>
<{SSLHostConfig>
{Certificate certificateKeystoreFile="conf/localhost-rsa. jks”
type="RSA” />

</SSLHostConfig>
</Connector>
(%)
<{!-= Define a SSL HTTP/1.1 Connectore on port 8443

{Connector port="8443" protocol="org. apache. coyote. httpll.HttplINioProtocol”
maxThreads="150" SSLEnabled="true”>
<{SSLHostConfig>
{Certificate certificateKeystoreFile="/var/lib/tomcat/conf/.keystore”
certificateKeystorePassword="%—2R F 7 D/NA T — R”
type="RSA” />
</SSLHostConfig>
</Connector>

No8 #IAVY—-NARA—=S
5-8. TomcatDiEEh
TomcathMEBICEEEN T 2NERI D

[root@localhost tmpl# systemctl start tomcat
[root@localhost tmpl#
[root@localhost tmpl# systemctl status tomcat
@ omcat. service — Apache Tomcat 9
Loaded: loaded (/etc/systemd/system/tomcat.service; disabled; vendor preset: disabled)
Active: active (exited) since H 2020-06-22 14:25:54 JST; 7s ago
Process: 5170 ExecStart=/var/lib/tomcat/bin/startup. sh (code=exited, status=0/SUCCESS)
Main PID: 5170 (code=exited, status=0/SUCCESS)
CGroup: /system. slice/tomcat. service

65 22 14:25:54 localhost. localdomain systemd[1]:
6 22 14:25:54 localhost. localdomain systemd[1]:
[root@localhost tmpl#

Starting Apache Tomcat 9...
Started Apache Tomcat 9.

No9 #IVY—- A A=
5-9-1.Web1>Y—)LiEfHEDOHER(1)
WebJ5UHLDESMCICT IR Y B(AFIRTHIAL TSI 5UHEChromeTY)

https://[H—/\DIPF7 L X]:8443/era/webconsole

A

"OIES ClE TS ) S —hMRENFEEA

TFAVTATRRINIAR-DCES

No9 #IVY—-IAA-Y
5-9-2.Web1>Y—-)LiEEOHR(2)
WebJ59HLDESMCICPIER T3

HREENE A

a

IR/ HEREIR
FOIv> ReETUTEEN

[~ F] # vi /var/lib/tomcat/conf/server. xml

[#ezR] UTOZIEEZPJEbuéh 2AV T U b

- >)EHIRLTWBZ L
(Dcert1f1cateKeystoreFlle— [. keystoreZ## L 7=
F4VI FYDRAR]

@certlflcateKeystorePassword—" [5-5CHRELEF—
AT DNRRAT—F] "

%(;ET:J: 5 REEFTAZ OO THE S FTICRB LAV LS
B

I R/HEREIE
BUFOIYY REFFTUTIREW

[z F] # systemctl start tomcat

[=2<2 K] # systemctl status tomcat

[#38] Tomcat23ERE) L TV 2 2R T 5,

IV R/HERER
MFoIv RERTLTTZEN

[=<> F] https:// TIPT FL
R | :8443/era/webconsole
LT, Chrome THEI L3,

[F= ] TEEMEl RZ2H T2

IV R/ BB
FoIvY ReETUTEEN

[2<v F] ["IPT FLRTET 78 RT 5 (RETIED
VERA) REVERTTS

FIvy

FIvy

FIVvy




No9 #IVY—- A A=
5-9-3.Web1>Y—)LiEfHEDOHER(3)
WebJ5YHLDESMCICTP IS S

I R/FEEREIR
BUF oIy FeFTLU TR

(esE) SECURITY MANAGEMENT CENTER

[ ] ESMCOTOPEIE AR T END Z &
?mmmn74VEﬁﬁﬁﬁéhtB%E%J—ffnﬁ
v
+ —%4 : Administrator
« NRAT— K 1 4-3TRIE L f=——server-root-password®
fE. S8k TEARE &BRLET,

Nol( #IAVY—=NA A=
5-10. TomcatD BB DEE
Tomcat(3HERERTE TldH —/) E BN (CE BIEEN T DERTEICAOTVRL s, BEIEENTBLIIERTET D

I R/HEREIE
BFoIv RERTLTTZEN

[root@localhost tmpl# systemctl enable tomcat
Created symlink from /etc/systemd/system/multi-user. target.wants/tomcat. service to
/var/1lib/systemd/system/tomcat. service.
[root@localhost tmpl# systemctl status tomcat
@ tomcat. service — Apache Tomcat 9
Loaded: loaded (/etc/systemd/system/tomcat.service; enabled; vendor preset: disabled)
Active: active (exited) since A 2020-06-22 14:30:50 JST; 5min ago
Main PID: 5370 (code=exited, status=0/SUCCESS)
CGroup: /system. slice/tomcat. service

T BUFAms T

[root@localhost tmpl#

[22<> F] # systemctl enable tomcat
[22<> F] # systemctl status tomcat

[#R] HBEBOYDORERRBREL TS L

FIVv)

FIvy




[ EFZ -5 [ A>3 ez

|m ESMCV7.2 for CentOS7TRBHETFIEE _ [6. PDFLA—NERREOBE | 5.0 |

Nol #IJYY—=)AA- IV R/HEREIR FIvy
6-1. EPELYURS MDA A ML MFoIv> REETUTTZEN
yumIYY REFIFBL. EPELZQURS NZEA>RM—IL T3
[root@localhost tmpl# yum install -y epel-release [2<>F] # yum install -y epel-release o
NNNNN Lk, &g T
Downloading packages:
epel-release—7-11. noarch. rpm | 15 kB 00:00
Running transaction check
Running transaction test
Transaction test succeeded
Running transaction
A A f—f . epel-release-7-11. noarch 1/1
FREEH : epel-release-7-11. noarch 1/1

AA K=t
epel-release. noarch 0:7-11

ETLELE! O
[root@localhost tmpl# [#eRB] ERWICA R b= E&hieZ &

No2 #JYY—-IAA=S IV R/HEEREIR FIvl

6-2. EPELUKRS BJSEEIZ A INDNYIPYT PUFOIv> ReRTLTEEN

EPELURS MDREITTANDIN\IT7vT% IS
[root@localhost tmpl# ep —p /etc/yum. repos. d/epel. repo /etc/yum. repos. d/epel. repo. bk [2<> K] # cp -p /etc/yum. repos. d/epel. repo O
[root@localhost tmp]# /etc/yum. repos. d/epel. repo. bk
[root@localhost tmpl#
[root@localhost tmp]# ls —alt /etc/yum. repos.d/ | grep epel.repo [2<=> F] # 1s -alt /etc/yum repos.d/ | grep
-rw-r——r-— 1 root root 951 10A 3 2017 epel. repo epel. repo [m]
-rw-r—r-— 1 root root 951 108 3 2017 epel.repo. bk
[root@localhost tmpl# [FeR] Ny 2T o777 A ABEREN TR Z & O
No3 #JYY=)A A= IV R/FEREBIR FIvd
6-3. EPELURY NUEREI7 IV EZEE PUF0Iv> ReRITLTREN

EPELUARS Mayum TEE AT UM NN SERH TS
[zot@localhost tmp]# vi /etc/yum. repos. d/epel. repo [=2<=> K] # vi /etc/yum. repos. d/epel. repo O
(A H AT M
[epel] [Z%] Tenabled] DfEZ 11 & T0) KEET S
name=Extra Packages for Enterprise Linux 7 - $basearch m]
#baseurl=http://download. fedoraproject. org/pub/epel/7/$basearch
metalink=https://mirrors. fedoraproject. org/metal ink?repo=epel-T&arch=$basearch
failovermethod=priority
enabled=1
gpgcheck=1 -
“““ LT, A T ORR
(BT %) EF—FR
[epel]
name=Extra Packages for Enterprise Linux 7 - $basearch
#baseurl=http://download. fedoraproject. org/pub/epel/7/$basearch
metalink=https://mirrors. fedoraproject. org/metalink?repo=epel-7&arch=$basearch
failovermethod=priority
enabled=0
gpgcheck=1 — [=<=2 K] # diff /etc/yum. repos. d/epel. repo o
NNNNN PLF. Al T /etc/yum. repos. d/epel. repo. bk
[root@localhost tmpl# diff /etc/yum.repos.d/epel.repo /etc/yum. repos.d/epel.repo. bk
6c6 [FER] ZEEEFTlenforeinglZMBENTVB Z & o
< enabled=0 < enabled=0
> enabled=1 > enabled=1

[root@localhost tmp]#

No4 #1LY—-IAA=S I R/FERSIR FIvy

6-4. Qt WebKit/\Wor—SD1>AN) BUF0Iv> ReRTLTEEN

yumIY>Y RTQt Webkit) Wy -S> M=) %9 3
[root@localhost tmpl]# yum ——enablerepo=epel install -y qtwebkit [=2=2 F] # yum ——enablerepo=epel install -y [}
““““““““““ qtwebkit

qt.x86_64 1:4.8.7-8.el7
qt-settings. noarch 0:19-23. 10. el7. centos [#&3R)] EEBICA VA h—Ehi-Z & [m}
qt—x11.x86_64 1:4.8.7-8.el7

xml-common. noarch 0:0. 6. 3-39. el7

SETLELE!
[root@localhost tmpl#

No5 #JYY—=)AA- aV> R/5EREBIR FIvd
6-5. X.0rg/\wsr—I 01> A M=)V BUIFOav> REETLTEEN
yumIYYRTX.0rg/\wsr =01 AN %ETD
E{QQE@localbgfﬂtmp]# yum install -y xorg-xll-server—Xvfb. x86_64 [z F] # yum install -y xorg-xll-server- ]
Xvfb. x86_64

xorg-x11-server—common. x86_64 0:1.20.4-10.el7
xorg—x11-xauth. x86_64 1:1.0.9-1.el7
xorg-x11-xkb-utils. x86_64 0:7.7-14. el7

ETLELE! [#R] E¥ICA VR h—r&hi L u]
[root@localhost tmpl#




FIVY

No6 #IAYY—=WARX—
6-6. XI31 7> M5 DIEHFEI ZEN

[root@localhost tmpl#export DISPLAY=localhost:0
[root@localhost tmp]#

INY K/ seszisis

BUF @I ReEITL TR

[=<> K] # export DISPLAY=localhost:0

FREADFIFILGUI (X Window System/GNOME/KDEZE D T XY by T HRIE) {8 F B X X 2174 T

Z&,

No7 #JIXY—=IAA=S
6-7. 6-6DREZHEEEBFICEATN3LSICRETS

[root@localhost tmpl# cp —p /etc/profile /etc/profile. bk
[root@localhost tmpl#
[root@localhost tmpl# 1s —alt /etc/ |grep profile

drwxr-xr-x. 2 root root 4096 65 22 15:23 profile.d
-rw-r—r——. 1 root root 1819 4H 1 13:29 profile
-rw—r—r—— 1 root root 1819 4H 1 13:29 profile.bk

[root@localhost tmp]#

[root@localhost tmpl# vi /etc/profile
# /etc/profile

export DISPLAY=localhost:0

# System wide environment and startup programs, for login setup
# Functions and aliases go in /etc/bashrc

””””” LUF, &g T

[root@localhost tmpl# diff /etc/profile /etc/profile.bk
2c2
< export DISPLAY=localhost:0

[root@localhost tmp]#

No8 #1YVY—=IA A=
6-8. HFRFEIAY MDIVAM)L
FIYIB3EHAEIAS A VAT

[root@localhost tmpl# yum install -y ipa—xxxxxx—fonts.noarch

ipa—gothic—fonts—003. 03-5. el7. noarch. rpm | 3.5 MB  00:00
Running transaction check
Running transaction test
Transaction test succeeded
Running transaction

A A R—Li

Mt

AA =)Lt
ipa—gothic—fonts. noarch 0:003.03-5.el7

¢ ipa—gothic—fonts—003. 03-5. el7. noarch 1/1
: ipa—gothic—fonts—003. 03-5. el7. noarch 1/1

FETLELE!
[root@localhost tmpl#

No9 #1XY—-IAA=S
6-9. ESMCH—/\-DHicE)
REERRIREEBIHICESMCH —N—DH—ER%BEILEID

[root@localhost tmpl# systemctl restart eraserver
[root@localhost tmpl#
[root@localhost tmpl# systemctl status eraserver
@ craserver. service — ESET Security Management Center Server
Loaded: loaded (/etc/systemd/system/eraserver.service; enabled; vendor preset: disabled)
Active: active (running) since H 2020-06-22 15:34:18 JST; 7s ago
Process: 2634 ExecStart=/opt/eset/RemoteAdministrator/Server/ERAServer ——daemon ——pidfile
/var/run/eraserver. pid (code=exited, status=0/SUCCESS)
Main PID: 2635 (ERAServer)
CGroup: /system.slice/eraserver. service
mq2635 /opt/eset/RemoteAdministrator/Server/ERAServer ——daemon —p...

6H 22 15:34:18 localhost. localdomain systemd[1]: Stopped ESET Security Man. .
65 22 15:34:18 localhost. localdomain systemd[1]: Starting ESET Security Ma. ..
6H 22 15:34:18 localhost. localdomain systemd[1]: Can’t open PID file /var/..
65 22 15:34:18 localhost. localdomain systemd[1]: Started ESET Security Man. ..
Hint: Some lines were ellipsized, use -1 to show in full.

[root@localhost tmpl#

IV R/EREIR
BF oIy REETLTIEEN
[2<=> K] # cp —p /etc/profile /etc/profile. bk

[z2<=> F] # 1s -alt /etc/ |grep profile

[#FB] Ny 7T v 777 AABERERTNBZ L
[=< K] # vi /etc/profile

UTORNELERT D
export DISPLAY=localhost:0

[2<= K] # diff /etc/profile /etc/profile. bk

[FesR] BRLZABBELNI L

IV R/FEREIR
HFOIv> REEITUTZEN

[2<2 K] # yum install -y ipa—xxxxx%—
fonts. noarch

¥BEETIC

+ ipa—gothic—fonts. noarch :
+ ipa—mincho—fonts. noarch : IPA HA#j]

+ ipa—pgothic—fonts. noarch : TPA P v 7
+ ipa-pmincho-fonts. noarch : IPA PHA#]

IPA Fv v

[RER] EHICA VX b—v&hizZ &

IV R/FEREBIR
BRIV REETLTIZEN

[2<> K] # systemctl restart eraserver

[2<> K] # systemctl status eraserver

[7ERR] ESMCH— B 223 L TV 2 2Pl § 5,

FIvd

FIvs

FIvl




[root@localhost tmpl#

7-2.EMI-J1Y MDAV AN-5—ERIT
EMI-S1> DAY RAM=5—EFITUL VANV ERIAT B (- —SHEA VAPV EITVETD)

[root@localhost tmpl# ./Component_Linux_x64/Agent-Linux—x86_64. sh —skip-license —
hostname=127.0.0.1 —port=2222 ——webconsole—port=2223 ——webconsole—user=Administrator —
webconsole—password= [4-3 Ta¥E L 7= —server—root—password DE]

Initialized log file: /var/log/eset/RemoteAdministrator/EraAgentInstaller. log

~~~~~ A
Do you accept server certificate? [y/N]:
Yy

Adding computer to group...

Loading correct GUID...

””””” e, g T

Skipping SELinux policy installation (disabled).
Service started.

Product installed.

[root@localhost tmpl#

No3 #JXY—-IA A=
7-3-1. EEHENTLSCLOHER (1)
WebJ SYHLDESMCIETIERT D

(s SECURITY MANAGEMENT CENTER

Nod4 #JXY-INAA-3
7-3-2. EEBENTWBLOHER (2)
ESMCOXA> 9232 1a K15 1£0, ESMCH- /B BHEEIN TV L EER TS

SECURITY MANAGEMENT CENTER

R O3> REEITU TR

[2<>2 K] # . /Component_Linux_x64/Agent-Linux—
x86_64. sh ——skip-license ——hostname=127.0.0.1 ——
port=2222 —-webconsole—port=2223 ——webconsole—
user=Administrator —-webconsole-password= [4-3C
i L7-—server-root—password D& ]

[#ER] M= — V=2 FOA VA P—ABRT LTWVB

— <o

I R/ RSB
BUF QI FERITUTIZEN

[#E78] ESMCOTOPHESFRSND Z &
>Z;ESMCO)U A VEERRRENELERE2—FTr
A
« = —¥4 : Adninistrator
« RRAY— R ; 4-3TRE L fz—server-root—password
OfE, Sk TAKXE ZBRLE T,

IV R/ RSB
MFOIY> ReEITLTIE W
[z~ F] ESMCOBEERD AL 27V a Kb,

TayEa—42] @R, ESMCH—N"AERFERSH
TVWBZLEMBLET,

THET. FIREET ELYET .

n ERE |m>—b2 | N=33> @=
m ESMCV7.2 for CentOS7TRBEFIEE  [7. EMI-S1RMD1VAR=)L | 5.0 |
Nol #JVY—=)A A= IV R/ HERBIR FIvyJ
7-1. 1Y AM-5—-[CR{THEREN S MF oIy FERITUTIEY
A2 M-S (CEATHERA 4593 (/tmpI AN CLInUXARESMCOIVR—3> bSO S L BLEL THDET)
[root@localhost tmp]# chmod +x Component_Linux_x64/Agent-Linux-x86_64. sh [=< K] # chmod +x Component_Linux_x64/Agent- m]
[root@localhost tmpl# Linux-x86_64. sh
[root@localhost tmpl# 1s —alt Component Linux x64/
it 316760
drwxrwxrwt. 11 root root 4096 65 16 15:46 .. [2<2 K] # 1s -alt Component_Linux_x64/ O
drwxr-xr-x 2 root root 203 6H 16 15:07 .
—rwxr-xr-x 1 root root 83910322 114 19 2019 Server-Linux-x86_64. sh
—rwxr—xr-x 1 root root 83910322 117 19 2019 = R—%> kU A b_linux64_v71280. pdf [FER] X—Iva ORERET D, TEEICETHE =
“rwxr-xr-x 1 root root 83910322 11/ 19 2019 RDSensor-Linux-x86_64. sh RafFEShTHDZ L,
~TWXT—XI'—X 1 root root 83910322 11H 19 2019 MDMCore-Linux—x86_64. sh
-rwxr-xr-x 1 root root 83910322 11H 19 2019 era.war
rwxr-xr-x 1 root root 46324704 11H 19 2019 Agent-Linux-x86_64. sh

No2 #JVY-IMA A=Y I R/ HEREE FIvy

FIvyJ

]

FIvs




