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n ERE |m>—h2 | N=->3> |E=E
ESET PROTECT on-prem for Linux V13.0 1> AM)LFIEE 1.MySQLOTYR7yT

Nol #JJVY—=-)ARA-S IV R/HEBEIR
1-1-1.SELinuxDEEB L VRETFINVONYIFYT (1) BUF O REFEFTL TN

SELInuxOIRRERESRE SR TET7 1V DN\WI 7y T =BG S D
[root@localhost tmp]# getenforce [=2<=> F] # getenforce |
Enforcing
[root@localhost tmp]# [#38] BUEDORBALFRT 5, DisabledDHFAIXUT, 1-1-3 |
[root@localhost tmp]# ECOFIRISHERL
[root@localhost tmp]#
[root@localhost tmpl# cp —a /etc/selinux/config /etc/selinux/config. bk [z2<=> F] # cp —a /etc/selinux/config 1
[root@localhost tmpl# /etc/selinux/config. bk
[root@localhost tmpl#
[root@localhost tmpl# 1s —alt /etc/selinux/ | grep config [z2<= F] # 1s -alt /etc/selinux/ | grep config .|
“rw-r——r——. 1 root root 1262 Dec 26 09:19 config
—rwW-r——r—. 1 root root 1263 Dec 25 11:32 config. bk [##B] o2 T v T 77 ANBERENRTVBZ L |

[root@localhost tmpl#

Nol #JJVY—-)AA-S IV R/HEREIR FIyvy
1-1-2.SELinuxDEEB LV REITZINONYIFYT (2) BUF O REFRITL TN

SELinux®E Bie#z Mt 93
[aq(;it@l;)calhost tmp]# vi /etc/selinux/config [z2<=> F] # vi /etc/selinux/config |
€A
# enforcing — SELinux security policy is enforced.
# permissive — SELinux prints warnings instead of enforcing. [#%] [lenforcing] % [disabled] IZZE®ET 5 |

# disabled — No SELinux policy is loaded
SELINUX=enforcing

PN REE—F
(A5 1%)
# enforcing — SELinux security policy is enforced.
# permissive — SELinux prints warnings instead of enforcing.
# disabled — No SELinux policy is loaded.
SELINUX=disabled
~~~~~ IR, Amg T
[root@localhost tmpl# diff /etc/selinux/config /etc/selinux/config. bk [=2<=> F] # diff /etc/selinux/config |
7cT /etc/selinux/config. bk
< SELINUX=disabled
- (78] EEEFiAdisabledicfEShTVB o L 1
> SELINUX=enforcing < SELINUX=disabled
[root@localhost tmpl# —

> SELINUX=enforcing

Nol #JJY—-)IAA-S IV R/HERSEIA FIvy
1-1-3.SELinuxOEMES KU EREI7ZNINDNYIFYD (3) BUIF Oy REFRTL TN

OSHitEh#& . SELinuxhEhben TV LRI 3
[root@localhost tmpl# shutdown -t now [=2<> F] # shutdown -r now |
[root@localhost tmpl#
[root@localhost tmpl# getenforce [=<> F] # getenforce |
Disabled

[#eas] FRB%ICRESER SNIERT S 4

No2 #IJVY—=IAX-S IV R/HRER FIvyJ

1-2.MySQLY—/\RUKRS MDD >0—- K BUFOIR> REFATL TR
HEEUZURLASRPMI7A IV EERIS S % . (AFIBETIS/tmpEFIFHTS)
[root@localhost tmpl# dnf localinstall -y https://dev.mysql.com/get/mysql84-community-release— [2<> F] # dnf localinstall -y
e19-4, noarch. rpm https://dev. mysql. com/get/mysql84-community-release-el9-
~~~~~ A T 4, noarch. rpm
A A h— mysql84-community-release—el9-4. noarch 1/1
HREE T ¢ mysql84-community-release-el19-4. noarch 1/1 (s8] ERRASHA Eh Tz & a
KA VF—Fy MERTEROVBREOPAIXERRITR D 7,
E S % o
mysql84-community-release—el9-4. noarch [=2<=> F] # dnf config-manager ——disable mysql-9. 7-1ts—
SETLELE! community
[2<> F] # dnf config-manager ——disable mysql-tools— |
[root@localhost tmpl# dnf config-manager ——disable mysql-9.7-1ts—community 9. 7-1ts—community
[root@localhost tmpl# dnf config-manager ——disable mysql-tools-9.7-1ts-community [=2<=> F] # dnf config-manager ——enable mysql-8.4-1ts— |
[root@localhost tmpl# dnf config-manager ——enable mysql-8.4-1ts—community community
[root@localhost tmpl# dnf config-manager ——enable mysql-tools—8.4-1ts—community [=2<=> F] # dnf config-manager ——enable mysql-tools—

8. 4-1ts—community

No3 #IAYY=IAA-S IV R/FEEREIR FIyvy
1-3.MySQLY =D > A M=)V BUF @I REFEITL TN

1-2TAY AR VUIRURY M) ZERL TMySQLY — /(> A=)V 3.
[root@localhost tmpl# dnf install -y mysql-community-server [=<=> F] # dnf install -y mysql-community-server |
xxxxxx wAEmTTTT [#FE] A VA P—ABETLTNBZ L

mysql-community-client-8.4.9-1.el9. x86_64
mysql-community-client-plugins—8. 4.9-1.el9. x86_64
mysql—community-common-8. 4. 9-1. e19. x86_64
mysql-community-icu-data—files—8.4.9-1.el9. x86_64
mysql-community-1ibs—-8. 4. 9-1. el9. x86_64

mysql-community-server-8. 4. 9-1. el9. x86_64 [=<=> F] # mysql ——version
SETLELE! =
[root@localhost tmp]# mysql —version [#R] ZYDR—VarThHBZ L

mysql Ver 8.4.9 for Linux on x86_64 (MySQL Community Server — GPL)
[root@localhost tmpl#




No4- #IXY=IA A=
1-4.MySQLY—/\i28h/ BRiEHiEsR
MySQLH =\ > 2= VBE#ET -ESMEFL TOBL S, T—ESDRT ISR E SHENSEET B,

[root@localhost tmpl# systemctl start mysqld
[root@localhost tmp]#
[root@localhost tmpl# systemctl status mysqld
@ nmysqld. service — MySQL Server
Loaded: loaded (/usr/lib/systemd/system/mysqld. service; enabled; preset: d>
Active: active (running) since Thu 2025-12-25 09:26:55 JST; 9s ago
Docs: man:mysqld(8)
http://dev. mysql. com/doc/refman/en/using-systemd. html
Process: 3264 ExecStartPre=/usr/bin/mysqld_pre_systemd (code=exited, status>
Main PID: 3333 (mysqld)
Status: “Server is operational”
Tasks: 38 (limit: 23022)
Memory: 486. 5M
CPU: 2.759s
CGroup: /system. slice/mysqld. service
L3333 /usr/sbin/mysqld

Dec 26 09:26:51 localhost. localdomain systemd[1]: Starting MySQL Server..
Dec 26 09:26:55 localhost. localdomain systemd[1]: Started MySQL Server.
[root@localhost tmpl#

No5 #IJYY—=IAX-S
1-5.MySQLY— /DB EhEEHFHE
BEEHRENNTVWRWESE, BBIEERELEEI B,

[root@localhost tmp]# systemctl enable mysqld
[root@localhost tmpl#
[root@localhost tmp]# systemctl status mysqld
@ nysqld. service — MySQL Server
Loaded: loaded (/usr/lib/systemd/system/mysqld. service; enabled; preset: d>
Active: active (running) since Thu 2024-12-26 09:40:37 JST; Imin 50s ago
Docs: man:mysqld(8)
http://dev. mysql. com/doc/refman/en/using-systemd. html
Process: 3455 ExecStartPre=/usr/bin/mysqld_pre_systemd (code=exited, status>
Main PID: 3483 (mysqld)
Status: “Server is operational”
Tasks: 37 (limit: 23022)
Memory: 363. IM
CPU: 1. 146s
CGroup: /system. slice/mysqld. service
L—3483 /usr/sbin/mysqld

Dec 26 09:40:36 localhost. localdomain systemd[1]: Starting MySQL Server..
Dec 26 09:40:37 localhost. localdomain systemd[1]: Started MySQL Server.
[root@localhost tmpl#

No6 #IAVY—-J A A=Y
1-6. 7 —9IN—-ADREZEE(1)
BEITPANOIN\YITYTZEUST D

[root@localhost tmpl# cp —a /etc/my.cnf /etc/my. enf. bk
[root@localhost tmpl#

[root@localhost tmpl#

[root@localhost tmpl# 1s -alt /ete/ | grep my.enf

“rw-r——r—— 1 root root 1243 Sep 18 21:18 my. cnf
“rw-r——r-—— 1 root root 1243 Sep 18 21:18 my. enf. bk
drwxr—xr—-x 2 root root 6 Sep 18 21:18 my. cnf.d

[root@localhost tmp]#

No7 #JYY—-NAA-S
1-7.7—HIR—-ADHEEE(2)
HETTANORNEEZEE IS

[root@localhost tmpl# vi /etc/my.cnf
\\\\\ R X

RPA
# default-authentication-plugin=mysql_native_password —

datadir=/var/lib/mysql
socket=/var/1ib/mysql/mysql. sock

log-error=/var/log/mysqld. log
pid-file=/var/run/mysqld/mysqld. pid
max_allowed_packet=33M

default password lifetime=0

log bin trust function creators=1
innodb_log file size=100M
innodb_log files_in_ group=2
[root@localhost tmpl#
[root@localhost tmpl# diff /etc/my.onf /etc/my.onf.bk —
32, 37d31

< max_allowed_packet=33M

< default_password_lifetime=0

< log_bin_trust_function_creators=1

< innodb_log_file_size=100M

< innodb_log_files_in_group=2

[root@localhost tmpl#

REETF

No8 #JYY—-IAA-=3
1-8.MySQLY—/\&HEiEs) / HR@ iz
ZBUIEREIP ANV ERIREE B Ie8h(C, MySQLEFHEEENL, IER(ICHMEIT 3T EZHERT D,

[root@localhost tmpl# systemctl restart mysqld
[root@localhost tmpl#
[root@localhost tmpl# systemctl status mysqld
@ nysqld. service — MySQL Server
Loaded: loaded (/usr/lib/systemd/system/mysqld.service; enabled; preset: d>
Active: active (running) since Thu 2025-12-26 09:40:37 JST; 10s ago
Docs: man:mysqld(8)
http://dev. mysql. com/doc/refman/en/using-systemd. html
Process: 3455 ExecStartPre=/usr/bin/mysqld_pre_systemd (code=exited, status>
Main PID: 3483 (mysqld)
Status: “Server is operational”
Tasks: 38 (limit: 23022)
Memory: 363.2M
CPU: 1.006s
CGroup: /system. slice/mysqld. service
L3483 /usr/sbin/mysqld

Dec 26 09:40:36 localhost. localdomain systemd[1]:
Dec 26 09:40:37 localhost. localdomain systemd[1]:

Starting MySQL Server...
Started MySQL Server.

IV R/ERSIA
BUF O3V REEITL TN

[z<=> F] # systemctl start mysqld
[z<=> F] # systemctl status mysqld

[#3B] MySQLY — 23 #28) (active) LTWNBH Z &

IV R/HEREIR
PUF Oy REFEITL TN

[z2<=> F] # systemctl enable mysqld
[z2<=> F] # systemctl status mysqld

[##8] BBHEE) (enabled) i/ > TV 3 = & 2R

I R/HRER
BUFOIv> RERFTL TSN

[=2<> F] # cp -a /etc/my. cnf /etc/my. enf. bk

[=2<> F] # 1s -alt /etc/ | grep my.cnf

[##] Ry 7T v 777 A NABERENTNEZ L

IV R/FEEREIR
BUF oI REFEITL TN

[== F] # vi /etc/my. cnf
UTOEZBMNY 3
max_allowed_packet=33M
default_password_lifetime=0
log_bin_trust_function_creators=1
innodb_log_file_size=100M

innodb_log_files_in_group=2
[==> F] # diff /etc/my.cnf /etc/my.cnf. bk

¥MySQL8. 0735 /34 F Y v F DEAFNR T 7 /v F TONIZZ 2 TV
B3, R PL—VOARHIBESNIHAIUTOEEBES
3,

disable-log-bin=0

[#E] BMLERBERELN L

IV R/ERSIA
BUFOIv> RERTL TN

[=< F] # systemctl restart mysqld
[=< F] # systemctl status mysqld

[FERB]  MySQLY — 238} (active) LCVB Z &

FIyy

FIyvy

FIvy

FIyvy

FIyvy
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Nol #IJVY—=I 1A=
2-1.MySQLEBRE7HI> bOMRAI R D — iR

MySQL8.4TIFEIBE TNV NHIEA/ R D— RASRTEESN TV B obEER T %o

2.MySQLEIEETHD> hDERTE

[root@localhost tmpl# grep ”“temporary password” /var/log/mysqld.log
2024-12-26T00:26:52. 856573Z 6 [Note] [MY-010454] [Server] A temporary password is generated for
root@localhost: AKH;5YDgi#alE (fi)

[root@localhost tmpl#

No2 #JYY=IAA=
2-2. EBETHIY MD)AT - REE
2-1 THERULEBETHVY MO ZD- R EE IS,

[root@localhost tmpl# mysql_secure_installation
Securing the MySQL server deployment

Enter password for user root:

The existing password for the user account root has expired. Please set a new password

New password:

Re—enter new password:

The ’validate_password’ component is installed on the server
The subsequent steps will run with the existing configuration
of the component.

Using existing password for root.

Estimated strength of the password: 100
Change the password for root ? ((Press y|Y for Yes, any other key for No) : n

skipping
By default, a MySQL installation has an anonymous user
allowing anyone to log into MySQL without having to have
a user account created for them. This is intended only for
testing, and to make the installation go a bit smoother
You should remove them before moving into a production
environment

Remove anonymous users? (Press y|Y for Yes, any other key for No) : y
Success.

Normally, root should only be allowed to connect from
*localhost’. This ensures that someone cannot guess at
the root password from the network

Disallow root login remotely? (Press y|Y for Yes, any other key for No) : y
Success.

By default, MySQL comes with a database named ’test’ that
anyone can access. This is also intended only for testing
and should be removed before moving into a production
environment.

Remove test database and access to it? (Press y|Y for Yes, any other key for No) : y
- Dropping test database. .
Success.

— Removing privileges on test database...
Success.

Reloading the privilege tables will ensure that all changes
made so far will take effect immediately

Reload privilege tables now? (Press y|Y for Yes, any other key for No) : y
Success.

A1l done!
[root@localhost tmpl#

2.0
IN> R/HERESIA
BT 0Iv> RERITUTTZEL

[2<> F] # grep "temporary password”
/var/log/mysqld. log

[RER] ] BONRU— FERERT S,
XEROFIETHAHLET,

2-1 1SRRI —FAEH

IV R/HEEREIR
BRIV REETLTIZEN

[=2=> K] # mysql_secure_installation

Enter password for user root:= 2-1THRERR L7=%]
BMRRAT—F

New password:= fEE DR T —F
XKEBOFIETRALET,

Re—enter new password:= New password& D3
AU— R

HMySQLS. 4TI/ S A U — KR U o — D YIHIEA
TMEDIUM)
D=,
b0 ET,
s N2T— RE 8T E
© ROCF/NCF 1307 R
CHF 1R R
C R 1T

NAY — FITIZLL T O Gk A i 7o 3 QR

XMySQL DEFBEE AV — Rz, UTOXFEZFAT
HL.EP DA VA=K THZ L ZHERBLT
;{*s)n 7,

ERXFEFALRZNVEY, TEELEIY,

2-2 New password *E4R

FIvs

FIvs




No3 #IVY—) A A=Y
2-3.MySQLICiEREHER
2-2TEHEURL/(XD—RTMySQLICOY1>%9 3.

[root@localhost tmpl# mysql -u root —p

Enter password:

Welcome to the MySQL monitor. Commands end with ; or ¥g
Your MySQL connection id is 12

Server version: 8.0.40 MySQL Community Server — GPL

Copyright (c) 2000, 2024, Oracle and/or its affiliates.

Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective
owners.

Type “help;’ or '¥h' for help. Type '¥c¢' to clear the current input statement.
mysql>

mysql> quit

Bye

[root@localhost tmpl#

IV R/ERSH
R O3V RESTLTIZEN

[=<> F] # mysql -u root -p

Enter password:= 2-2CRELZNRT—F

[#R] v/ A v TEBLEWRT D,

[2=> F] quit

FIvy
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ESET PROTECT on-prem for Linux V13.0 1> A~—)L FIEE
Nol #IJVY—=I 1A=
3-1.0DBCRSFANDA> AN

dnfIY> RTODBCRIANDAIVAN=)LET D

3.MySQL ODBCRSANDTY 7y

: mysql-connector-odbc-9. 3. 0-1. el9. x86_64

A A LI
mysql—connector-odbc—9. 3. 0-1. el9. x86_64
unix0DBC-2. 3. 9-4. el9. x86_64

SETLELE!

[root@localhost tmpl#

[root@localhost tmpl# dnf list installed | grep odbe
mysql-connector-odbe. x86_64 9.3.0-1.e19
[root@localhost tmp]#

No2 #IJVY—=-)A A=
3-2.0DBCRSANDREIFINDINYITYT
REIPAND/ I Ty T ZESI D

3/3

@mysql-connectors—community

[root@localhost tmpl# cp —a /etc/odbcinst. ini /etc/odbeinst. ini. bk
[root@localhost tmp]#

[root@localhost tmpl# 1s —alt /etc/ | grep odbcinst. ini

“rw-r——r—— 1 root root 928 DEC 25 2025 odbecinst. ini
“rw-r-—r-— root root 928 DEC 25 2025 odbeinst. ini. bk
[root@localhost tmp]#

No3 #IVV—=-)A A=
3-3.0DBCRSANDRETFAINEE
ODBCRSA/\DEEETrA V& RS54 ) \HFIFEIBERIRREIIEIF B

[root@localhost tmp]# vi /etc/odbcinst. ini

(ZE D)

[MysqL]

Description = ODBC for MySQL 8

Driver = /usr/lib/1libmyodbe8. so

Driver64 = /usr/1ib64/1ibmyodbc8. so

FileUsage =1

(ZEH %)

[MySQL]

Description = ODBC for MySQL 8

Driver = /usr/1ib64/1ibmyodbc9w. so (B a—/VA4EH)
#Driver64 = /usr/1ib64/1libmyodbc8. so (Y 2a—VAEH)
FileUsage =1

[root@localhost tmpl#

F© REE-F

IV R/HEREIR
BUF @I ReRITL TR

[z F] # dnf install -y mysql-connector—
odbc-9. 3.0

[#R] FIAADBAL VR = ERTEZ &

[=<> F] # dnf 1ist installed | grep odbc

[RefR] FEYDNA—VarThHhdI L

IV R/HERSIA
R OIv> RERTLTZEN

[=2<>F]# cp -a /etc/odbeinst.ini /etc/odbeinst.ini.bk
[z R]# 1s -alt /etc/ | grep odbeinst.ini

[ReBY oI T o777 AN BIERERTNBZL

INY R/HEEREIA

BUF O ReEITURRI7 IV 2 REL TZEW

[z K] # vi /etc/odbeinst. ini

EEAD OAFICBRLT (BEEH)D L1275

FIvs

FIvs




No4 #IJVV—-)AA-S
3-4.0DBCRSANDRET7 1 N EEEFROHER
ODBCRSA/\DRETr I DEE EFfZERI D

[root@localhost tmpl# diff /etc/odbcinst. ini /etc/odbecinst. ini. bk
11, 12¢11, 12

< Driver = /usr/1ib64/1ibmyodbc9w. so
< #Driver64 = /usr/1ib64/libmyodbc8. so
> Driver = /usr/1lib/libmyodbc8. so

> Driver64 = /usr/1ib64/1ibmyodbc8. so
14413

[root@localhost tmpl#

No5 #IJVVY—=)AA-S
3-5.0DBCRSANDRETF (N EEDER
3-4ATEBULREEZEHID

[root@localhost tmpl# odbecinst —i -d -f /etc/odbcinst. ini

odbcinst: Driver installed. Usage count increased to 2.
Target directory is /etc

odbcinst: Driver installed. Usage count increased to 2.
Target directory is /etc

odbcinst: Driver installed. Usage count increased to 2.
Target directory is /etc

odbcinst: Driver installed. Usage count increased to 2.
Target directory is /etc

odbcinst: Driver installed. Usage count increased to 2
Target directory is /etc

[root@localhost tmpl#

IV R/ERSH
R O3V RESTLTIZEN

[z K] # diff /etc/odbeinst. ini
/etc/odbeinst. ini. bk

[#E3R] BEERT L EENEFE LVHHERT D

< Driver = /usr/1ib64/libmyodbc9w. so
< f#iDriver64 = /usr/1ib64/1ibmyodbc8. so
> Driver = /usr/1ib/libmyodbc8. so

> Driver64 = /usr/1ib64/libmyodbc8. so
14d13

JYYR/EREIR

R O3V RERTLTIZEN

[=< K] # odbeinst -i —-d —f
/etc/odbeinst. ini

FIvy

FIvy
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ESET PROTECT on-prem for Linux V13.0 1> Zh=)LF/EE

Nol #IYY—=-) A=Y

4-1.FirewalldD{Z1E - #&3h{E
Firewalldh"ESMEEN TL\B L 2RI D

4.EP on-premY—/{O1> A=),

IV R/HEREIR
BUF 03> RERITU TR

[root@localhost tmpl# systemctl stop firewalld
[root@localhost tmp]#
[root@localhost tmpl# systemctl disable firewalld
Removed /etc/systemd/system/multi-user. target. wants/firewalld. service.
Removed /etc/systemd/system/dbus-org. fedoraproject. FirewallD1. service.
[root@localhost tmpl#
[root@localhost tmpl# systemctl status firewalld
@ firewalld. service — firewalld — dynamic firewall daemon
Loaded: loaded (/usr/lib/systemd/system/firewalld.service; disabled; vendor preset: enabled)
Active: inactive (dead)
Docs: man:firewalld(1)
LUF, #mg T

[root@localhost tmpl#

No2 #IVY—=) A A=Y
4-2. OpenSSL ON\—-S3> iR
OpenSSL O/\-J3avhii— hanTVBEDOFERT D,

[=<> F] # systemctl stop firewalld

[=<> F] # systemctl disable firewalld

[ F] # systemctl status firewalld

[#38] Firewal ldA3FIELTWAHZ &

IV R/HEREIR
BUF O3> REFRITUTIZE W

[root@localhost tmp]# openssl version
OpenSSL X. X. X. X Nov20XX (Library:OpenSSL X.X.X. X XX XXXX )

[root@localhost tmp]#
[root@localhost tmpl#

No3 #IVY-IAA=F
4-3 . 1YAM-5—-[CRTHEBEMS
YRS (CEATHERRA(S 593 (/tmpIA L F(CLINUXAREP on-prem®I>R—R> hFOJ 5L FEEBL THEDEY)

[=2<> F] # openssl version

[#R] P HR— PSS TNE =V a3 THEIIERTS
MEMIIUT 2 IR EEN,
https://eset—info. canon—
its. jp/files/user/pdf/manual/v130_readme_ep. pdf

YR— bRBADN—T 3 VOF AL Thttps://openssl-

library. org/source/] &Y, RBON—VarnrvlIre4y
= RLTLESY, PH— A=V g VITo0nTH
https://help. eset. com/protect_install/13. 0/ ja—
JP/?prerequisites_server_linux. html & ZREEL 22 &,

MEPD/N—Y 2 D OpenSSL EFFHTA VR b— L TE B0,
BERTRENDEER DY ET,

IV R/HERSIA
BUF O3> ReFRITUTIZE W

[root@localhost tmp]# unzip Component_Linux_x64.zip
Archive: Component_Linux_x64. zip
inflating: Agent-Linux—x86_64. sh
inflating:
inflating: bridge. x86_64. bin
inflating: RDSensor-Linux—-x86_64. sh
inflating: Server-Linux-x86_64. sh
[root@localhost tmpl#
[root@localhost tmpl#
[root@localhost tmpl#
[root@localhost tmp]# chmod 755 Server-Linux-x86_64.sh
[root@localhost tmpl#
[root@localhost tmp]# ls —alt Server-Linux-x86_64. sh
—rwxr—xr-x 1 root root 88911629 6H 19 15:21 Component_Linux_x64/Server-Linux—x86_64. sh
[root@localhost tmpl#

No4 #IY—-IA A=
4-4.EP on-premY¥—)\D{ YA h=5—-&F4T
EP on-premHY—/{\01{>Zh—5-%FTLI VA=) 2RIES D

[=<> F] # unzip Component_Linux_x64.zip

[z2<> F] # chmod 755 Server-Linux-x86_64.sh
[z F] # 1s -alt Server-Linux-x86_64. sh

[RR] A—Ivva v ORBET 5., IAECEITERIMGESH
TWBI L,

IV R/HEREIR
BUFOIv> REFITUTIZE W

[root@localhost tmp]#./Server-Linux-x86_64.sh —locale=ja—JP —skip—license —db-driver="MySQL" —
db-hostname=127.0.0.1 —db-port=3306 ——db-admin-username=root ——db-admin-password=xxxxxxxx —
server-root-password=xxxxxxxx ——db-user-username=root ——db-user-password=xxxxxxxx ——cert—
hostname=*

ESET PROTECT On—Prem Server Installer (version: 13.0.443.0), Copyright © 1992-2025 ESET, spol. s r.o.
— All rights reserved.

Removed backup directory: /opt/eset/RemoteAdministrator/.Server-936619589
Product installed.
[root@localhost tmp]#

[=<=> F] 4. /Server-Linux-x86_64. sh —locale=ja-JP —skip—
license ——db—driver="MySQL” ——db—hostname=127.0.0.1 —db—
port=3306 ——db-admin-username=root ——db-admin—
password=xxxxxxxx ——server-root-password=xxxxxxxx ——db-user—
username=root ——db-user-password=xxxxxxxx ——cert-hostname=%

db-admin—password= <FIE2-2>TRELIZEHET YV FDR
U—F

server-root—password= EP Web=x ¥ Y — /L OBFHEEDHH R T —
K

db-user—password= EPREAT AT —F R—AD2—F—D/RAT—
K

3¥<db-admin-password>, <{server-root-password>, <db-user—
password LU T OXFE2FAT H5HE. XFOEMI=ATr—7
= VAEANTEBRERSHY £T,

(ERAy—=7FhEERTE 5358

17s8” ()¥ |7 ;<> RR=2

(ZR7—=FY—r VAL ¥ EAALTLEEY, )

KRy =T =l VA —EOXFTIE, VAT b LERREEH %
HOobORHY ET, ZhbOIXFERHORE T EHLT BT,
TOXFOEMIRBRT 2 XFEZRy =SV =TV ALFVET,
¥ 72, <db-admin—password>, <server-root—password>, <db-user-—
password (UL FOXFZFIAT 5 &, EP on-prem®A{ ¥ A h—/LiZ
KT s, FAALRNE Y ZTEEIEEY,

i&imﬁé RO

¥<server-root-password>IZit, NXF, KXF, BF, HHEIXFD
5532047 Y BELI4LFULTREL EEY,

[RERR] EFWA VA —AVENLZ L ZRERT 5,

4-4 server-root-password HAEH

4-4 db-user-password A2 EH{

FIyvs

FIyvs

i

FIvy




No5 #IYY—=)AA-S
4-5.EP on-premY¥—/\DEEhHES
EP on-premY—/\{> A=)l T, [ERICEEL TLINHER

1)

[root@localhost tmpl# systemctl status eraserver
@ craserver. service — ESET PROTECT Server
Loaded: loaded (/etc/systemd/system/eraserver.service; enabled; preset: disabled)
Active: active (running) since Thu 2025-12-26 10:52:39 JST; 4min 43s ago
Process: 4623 ExecStart=/opt/eset/RemoteAdministrator/Server/ERAServer ——daemon ——pidfile
/var/run/eraserver. pid (code=exited>
Main PID: 4624 (ERAServer)
Tasks: 49 (limit: 23022
Memory: 269. 6M
CPU: 7.038s
CGroup: /system. slice/eraserver. service
L—4624 /opt/eset/RemoteAdministrator/Server/ERAServer ——daemon ——pidfile
/var/run/eraserver. pid

Dec 26 10:52:39 localhost. localdomain systemd[1]: Starting ESET PROTECT Server...
139 localhost. localdomain systemd[1]: Started ESET PROTECT Server.
LIF, s

[rool@loc;lhosl tmp#

No5 #IVY—-I A A=
4-6.MySQLY —/\DIRENTER
EP on-premADT —4R—ZAhMEREN TL3ZE

[root@localhost tmp]# mysql —u root —p

Enter password:

Welcome to the MySQL monitor. Commands end with ; or ¥g.

Your MySQL connection id is 41

§§{Ygr Versig{nifi, 4.0 MySQL Community Server — GPL

Type "help:” or '¥h' for help. Type '¥¢’ to clear the current input statement.
mysql> show databases;

era_db |
| information_schema
| mysal

| performance_schema
| sys

i [

=2l

rows in set (0.00 sec)
mysql> quit
Bye

[root@localhost tmpl#

IR/ RSP
BUF 03> ReFRITU TR

[=2<> F] # systemctl status eraserver

[AE#E] EPY— & R 0348 L TV 5 2R T 5,

IR R/HEREIR
BUF OOV RERITUTIEW

[=<> F] # mysql -u root —p

Enter password:= 2-2CRELL/ISNAT—F

[~ F] > show databases;

[#3] era dbBERENLTNEZ &

[2<=> F] quit

FIyvy

FIyy




n EHE [m>-1&

[ = Tz

ESET PROTECT on-prem for Linux V13.0 /> A~=)LFIaE
Nol #JVY—=)l A A=Y
5-1. Javal7®4>A =)L

JavaEATRIBEAVANITD

5.TomcatD1>A~=)L

[root@localhost tmpl# dnf localinstall —y https://corretto. aws/downloads/latest/amazon—
corretto—17-x64-11
NNNNN p ik
Installing

1/1

Running scriptlet: java—17-amazon—corretto—devel-1:17.0.17.10-1. x86_64
1/1
Verifying
1/1

© java—lT7-amazon—corretto—devel—1:17.0.17. 10-1. x86_64

: java—l7-amazon—corretto-devel-1:17.0. 17. 10-1. x86_64

Installed:
Jjava—17-amazon—corretto—devel-1:17. 0. 17. 10-1. x86_64

SETLELR!
[root@localhost tmpl#

No2 #JAYY—=IA A=Y
5-2. Tomcat®1>A =)L
FEEOTALYNICERICARBULTomcata gk I3

[root@localhost tmpl# tar zxvf apache-tomcat-X.X. XX. tar. gz
~~~~~ e T

apache—tomcat—X. X. XX/bin/setclasspath. sh

apache—tomcat—X. X. XX/bin/shutdown. sh

apache—tomcat—X. X. XX/bin/startup. sh

apache—tomcat—X. X. XX/bin/tool-wrapper. sh

apache—tomcat—X. X. XX/bin/version. sh

[root@localhost tmpl#

No3 #JVVY—=) A A=
5-3-1. Tomcat®E&E(1)
Tomcat®FT LI NZ#EE I D

I R/HERER
BT O3> RERITU TSR

[2< K] # dnf localinstall -y
https://corretto. aws/downloads/latest/amazon—
corretto-17-x64-1inux-jdk. rpm

MAFEIE ClIAmazon Corretto%FIH LET,

[BERB] A VA PN SHTeZ L2 HRBT S

I R/HERER
MR O3V ReEITU TN

[=<> F] # tar zxvf apache—tomcat—X.X. XX. tar. gz

XAFIELL F DO Toncat D A— 5 U2 oWTiE, THEH
Foru—FLiEA—Ya v EAALTLEED,

I R/FERER
BRI FERITUTIZEN

[root@localhost tmp]# mv apache—tomcat-X.X.XX /var/lib/tomcat
[root@localhost tmpl#
[root@localhost tmpl# ls —alt /var/lib/tomcat

AR 144

drwxr-xr-x. 29 root root 4096 1H 9 14:22 ..

drwxr—xr-x 9 root root 220 1H 9 14:20 apache—tomcat—X.X.XX
drwxr-x——— 2 root root 4096 1H 9 14:19 bin

drwxr-x—— 2 root root 30 1H 9 14:19 temp

drwxr-x— 2 root root 4096 1H 9 14:19 lib

drwxr-xr-x 9 root root 220 1H 9 14:19 .

[root@localhost tmpl#

No3 #IJVY—-IA A=
5-3-2. TomcatDE&E(2)
TomcatDY—ERT7A IV ZAERRTD

[z~ F] # nv apache-tomcat-X. X. XX
/var/lib/tomcat
[~ R] # 1s -alt /var/lib/tomcat

[##R] Tomcat9DF 4 L7 b U 4%/var/lib/tomcatiZ &)
Shtwaze

I R/HERER
UFoIV RESEFTLTIZEN

[root@localhost tmpl# vi /etc/systemd/system/tomcat. service
”””””” LUFOWEEZRLAT S

[Unit]
Description=Apache Tomcat 9
After=network. target

[Service]

User=tomcat

Group=tomcat

Type=oneshot
PIDFile=/var/lib/tomcat/tomcat. pid
RemainAfterExit=yes

ExecStart=/var/lib/tomcat/bin/startup. sh
ExecStop=/var/1ib/tomcat/bin/shutdown. sh

[Install]
WantedBy=multi-user. target

[root@localhost tmpl#

[root@localhost tmpl# cat /etc/systemd/system/tomcat. service
[Unit]

Description=Apache Tomcat 9

After=network. target

[Service]

User=tomcat

Group=tomcat

Type=oneshot
PIDFile=/var/lib/tomcat/tomcat. pid
RemainAfterExit=yes

ExecStart=/var/lib/tomcat/bin/startup. sh
ExecStop=/var/lib/tomcat/bin/shutdown. sh

[Install]
WantedBy=multi-user. target

[root@localhost tmpl#

[z2<=2 R] # vi /etc/systend/system/tomcat. service

[z2<= K] # cat /etc/systemd/system/tomecat. service

[ReRR] ERRONED T 7 A VBERERTNEZ &

FIvy

FIvy

FIvd




No3 #JVY—=) A A=Y
5-3-3. TomcatDE&E(3)
tomcatT —H&{ERL. BET7 VDA —F —%tomcat1-HILEEID

[root@localhost tmpl# useradd —s /sbin/nologin tomcat
[root@localhost tmpl#

[root@localhost tmpl# chown -R tomcat:tomcat /var/lib/tomcat/
[root@localhost tmpl#

[root@localhost tmpl# 1s —alt /var/lib/tomcat/
RS 1K)

drwxr-x-——— 2 tomcat tomcat 6 65 19 16:18 logs
drwxr-x——— 7 tomcat tomcat 81 6 19 16:18 webapps
drwxr-x——— 2 tomcat tomcat 6 61 19 16:18 work

[root@localhost tmpl#

No4 #IVY—=IA A=
5-4.webd> Y- \yF—SDHBE
FEROTALINICSEHICARBURIPIVEFTEDIBFAICELES S

[root@localhost tmpl# cp era.war /var/lib/tomcat/webapps/
[root@localhost tmpl#

[root@localhost tmpl#

[root@localhost tmpl# ls —alt /var/lib/tomcat/webapps/ | grep era.war
-rw-r—r— 1 root root 166310575 6K 19 16:18 era.war
[root@localhost tmpl#

No5 #JYY—-IA A=
5-5.WEBJ>Y—)l&SSLEETERTZILHORDER (KBRS LITTHRITTRIT)
SROLEML. FREDSPRICAIEY S

[root@localhost tmpl# keytool —genkeypair —keyalg RSA —keysize 4096 —dname ”CN=Unknown,
0U=Unknown, O0=Unknown, L=Unknown, ST=Unknown, C=Unknown” -alias tomcat —keypass xxxxxx —
keystore .keystore —storepass xxxxxx -validity 3650

tmp]#
tmp]#
tmp]#
tmp]# mv . keystore /var/lib/tomcat/conf/.keystore
tmp]#
tmp]#

[root@localhost
[root@localhost
[root@localhost
[root@localhost
[root@localhost
[root@localhost
[root@localhost tmpl# 1s —alt /var/lib/tomcat/conf/ | grep .keystore
—-ry-r—r— 1 root root 3913 6H 19 16:18 .keystore
[root@localhost tmpl#

No6 #IVY—-IAA=S
5-6.Tomcats®EI7 1 IWDNYIFYT
TomcatDFEITI D)\ 7y T#ENEI S

[root@localhost tmpl# cp —a /var/lib/tomcat/conf/server.xml /var/lib/tomcat/conf/server. xml. bk
[root@localhost tmpl#

[root@localhost tmpl# ls —alt /var/lib/tomcat/conf/ | grep server.xml

1 tomcat tomcat 8022 Dec 6 04:50 server.xml

1 tomcat tomcat 8022 Dec 6 04:50 server.xml.bk

[root@localhost tmpl#

I R/HERER
BT O3> RERITUTIZR W

[=< K] # useradd -s /sbin/nologin tomcat

[=2<=> K] # chown -R tomcat:tomcat /var/lib/tomcat/

[=2<2 F] 1s -alt /var/lib/tomcat/

[#e38] TomcatDBRHE 7 7 A N OFTHH HTomeat L —H Iz
poTNHT L

IV R/HEREIR
FOIY> RMEETUTTZEN
[2<> K] # cp era.war /var/lib/tomcat/webapps/

[2<> K] # 1s -alt /var/lib/tomcat/webapps/ | grep
era. war

[#EsR] FrROHFIZera. var BB SNz Z &

JYY K/ HEREIA

FoIv> ReETLTREN

[~ K] # keytool —genkeypair —keyalg RSA —
keysize 4096 -dname “CN=Unknown, OU=Unknown,
0=Unknown, L=Unknown, ST=Unknown, C=Unknown” -alias

tomcat —keypass xxxxxx —keystore .keystore -storepass
xxxxxx -validity 3650

¥ —dname WOz —F—FHIIBBEICAbETREL T

EEW,
¥ —keypass & -storepass ODEIZF—D b DR EEICHE

FELTLESY, HROFETHALET,
[z2<2 R] # mv .keystore
/var/lib/tomcat/conf/. keystore
[z<=> R] # 1s -alt /var/lib/tomcat/conf/ | grep

. keystore

[FE#B] FEDBATIC. keystoreBERB Shizz &

5-5 keypass ¥ storepass AE#f

IV K/RRRBIA
BIF O3> FERITUTIEEL

[z~ K] # cp —a /var/lib/tomcat/conf/server. xml
/var/1ib//tomcat/conf/server. xml. bk

[z2<=> R] # 1s -alt /var/lib/tomcat/conf/ | grep
server. xml

[@R] Ry 7T o777 ANVBERSA TSI L

FIvyo

FIvy
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No7 #JVY—=) A A=
5-7. Tomcat®SSLDEE
SSLIETEZBRCI DI, SMEIFMINEIEIETS

[root@localhost tmpl# vi /var/lib/tomcat/conf/server. xml
()
<!-= Define an SSL /TLS HTTP/1.1 Connectore on port 8443

-—>
<1--
<Connector port="8443" protocol="org. apache. coyote. httpll. HttplINioProtocol”
maxThreads="150" SSLEnabled="true”
maxParameterCount="1000"
<SSLHostConfig>
{Certificate certificateKeystoreFile="conf/localhost-rsa. jks”
type="RSA” />
</SSLHostConfig>
</Connector>
>
(EH %)
<!-- Define an SSL /TLS HTTP/1.1 Connectore on port 8443
.« e . ——>

<Connector port="8443" protocol="org. apache. coyote. httpll. Httpl1NioProtocol”
maxThreads="150" SSLEnabled="true”
maxParameterCount="1000"
>
<SSLHostConfig>
{Certificate certificateKeystoreFile="/var/1ib/tomcat/conf/. keystore”
certificateKeystorePassword="¥—Z h7 D/NNR T — F*
type="RSA” />
</SSLHostConfig>

No8 #IVY—=IA A=
5-8. TomcatDiEHE)
TomcathMES(CIEBN S 2N FERR I D

[root@localhost tmpl# systemctl start tomcat
[root@localhost tmpl#
[root@localhost tmpl# systemctl status tomcat
@ tomcat. service — Apache Tomcat 9
Loaded: loaded (/etc/systemd/system/tomcat.service; disabled; vendor preset:
disabled)
Active: active (exited) since Thu 2025-12-26 12:39:51 JST; 43s ago
Process: 54400 ExecStart=/var/lib/tomcat/bin/startup. sh (code=exited, status=0
/SUCCESS)
Main PID: 54400 (code=exited, status=0/SUCCESS)
CGroup: /system. slice/tomcat. service
mq54414 /usr/bin/java -Djava.util. logging. config. file=/var/lib/tom. ..

[root@localhost tmpl#

No9 #IVY—-IA A=
5-9-1.Web1>Y—)UiEEOHEE(1)
WebJSUHLDEP on-prem(C 77t 23 3 (AFIBTHALTWSI39H(EChromeTY)

I R/HERER
BT O3> RERITUTIZR W

[z2<=2 R] # vi /var/lib/tomcat/conf/server. xml

[ReB] UTFo2HEARBMNSh, =2 AV FT U B

(<I-->)ZHRLTWDZ L
@certificateKeystoreFile=" [.keystoreZ#M L 72T 4
VI PYDSR] T

@certificateKeystorePassword=" [5-5TRRE L7 ¥ —R
FFDSRRT— ] 7

KB & D REFAZVO THES ZFICEBE LRV L S &

I R/HERER
MF O3V ReEITU TN

[~ F] # systemctl start tomcat

[~ F] # systemctl status tomecat

[#58] Tomcat23ERfE L TV 20 HERT 5,

I R/FREREIR

https://[H—/)\QIP7 RL 2] :8443/era/webconsole

A

Z DI CIIT AN —MRESNF A

Tl B3 —(C VIRD-R AyE—2, DL
v b h— FREOBRIEFNBARES B DET,

NET:ERR_CERT_AUTHORITY_INVALID

tFauFseRESh

No9 #JYY—IAA—-Y
5-9-2.WebI>Y—-)LiEGDOHR(2)
WebJSYHLDEP on-premIc 77t 293

https://lTP7RL-Z |:8443/era/webconsole

¥BUF. ChromeTEBALE T .

I R/FRREIR

trEaUT  TRMEhR

I"IP7 RVRTIZT 72 AT 5 (RLTIEH Y E¥A) ] R
2 UEHTTS

FIvyo
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[root@localhost tmp]# systemctl enable tomcat

Created symlink from /etc/systemd/system/multi-user. target.wants/tomcat. service to
/etc/systemd/system/tomcat. service.

[root@localhost tmp]# systemctl status tomcat

@ tomcat. service — Apache Tomcat 9

Loaded: loaded (/etc/systemd/system/tomcat.service; enabled; vendor preset: disabled)
Active: active (exited) since Thu 2025-12-26 12:39:51 JST; 19min ago
Main PID: 53926 (code=exited, status=0/SUCCESS)

CGroup: /system. slice/tomcat. service
mg53940 /usr/bin/java —

PUFAAE
[root@localhost tmpl#

[2<> F] # systemctl enable tomcat
[2< F] # systemctl status tomcat
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[root@localhost tmp]# chmod 755 Agent-Linux—x86_64.sh
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Initialized log file: /var/log/eset/RemoteAdministrator/EraAgentInstaller. log

ESET Management Agent Installer (version: 11.2.2076.0), Copyright ¢ 1992-2025 ESET, spol. s r.o. -
All rights reserved.

Service started.
Product installed.
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