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ESET PROTECT on-prem for Linux V12.0 /YAl FIEE 1.MySQLOEYR7YT

Nol #IYY—-IAX—5

1-1-1.SELinuxOEMES KCBEIFANDONYIFYT (1)
SELinux4 REREITANDI )Ty TEEUGTS

29 K/ B
DUF OOV MER=ATL TR

[root@localhost tmpl# getenforce

Enforcing

tmp#

tmp#

tmp#

tmp]# cp —p /ete/selinux/config /etc/selinux/config. bk
tmp#

tmp#

tmp]# 1s -alt /etc/selinux/ | grep config
root root 1262 Dec 26 09:19 config

- root root 1263 Dec 25 11:32 config. bk
tmp#

-
[root@localhost

Nol #J Y- A A=
1-1-2.SELinuxOfSMEB LU REIF A NDNYIFYT (2)
SELinux®E Bhie B st 93

[2< F] # getenforce

[#B] HIEDORWE MBS 5. Disabled DFAILUT, 1-1-3
¥ COFMETBHERL

[2~> F] # cp -p /etc/selinux/config
/etc/selinux/config. bk

[2<> F] # 1s -alt /etc/selinuz/ | grep config

[#B] Ry 77y 77 7 ANVBHERERTNEZ L

I K/ HEEREIR
DUFOIR> FEFATU TR

[root@localhost tmpl# vi /ete/selinux/config

(AR
# enforcing — SELinux security policy is enforced.
# permissive inux prints warnings instead of enforcing.

disable inux policy is loaded.

#

PR
)
#

enforcing -

inux security policy is enforced.

# permissive nux prints warnings instead of enforcing.

# disabled - No SELinux policy is loaded.

SELINUX=disabled -
- AN

[root@localhost tmpl# diff /etc/selinux/config /etc/selinux/config. bk

Tel
< SELINUX=disabled

> SELINUX=enforcing
[root@localhost tmpl#

Nol #JXY—-JAA-F
1-1-3.SELinuxOfMEB LV REI7 A NDNYIF7YT (3)
OSHie#h#%. SELinuxhEEsben TWale%tER g3

[72~> F] # vi /etc/selinux/config

[£®] Tlenforcingl % [disabled] KEET 2

[~ F] § diff /etc/selinux/config
/etc/selinux/config. bk

[#8] ZEEFRdisabledi@EShTVEZ L
< SELINUX=disabled

> SELINUX=enforcing

I R /5ERER
DUF QIR REFATU TR

[root@localhost tmp]# shutdown -r now
[root@localhost tmpl#

[root@localhost tmp]# getenforce
Disabled

No2 #J>Y—JL{X
1-2.MySQLY—/VRUAS MIDHI>0—- K
$EEUIZURLISRPMIP AV EERIS T 3. (AFIRETIE/tmpZFIFI2)

[=<> F] # shutdown —r now
[=<> F] # getenforce

(e8] FEEB®CRESEA SRR s

IR K /5ERER
DUF QIR REFATU TR

[root@localhost tmpl# yum -y localinstall https://dev.mysql. com/get/mysql80-community-release—el9-

1, noarch, rpm

xxxxx I
A A B—/LH : mysql80-communi ty-release-el9-1. noarch /1
AL : mysql80-comnuni ty-release-el9-1. noarch /1

AU A N LB

mysql80-communi ty-release—el9-1. noarch
SETLELR!
[root@localhost tmp]#

[=2<> K] # yum -y localinstall
https://dev. mysql. com/get/mysql80-community-release—el19-
1. noarch, rpm

[RER] BRREHA En TRV &
MV H—F v MERTE VR DB ARERCR Y £T,

FIvs

FIvo

FIivo

FIivo




No3 #JXY—-)lMX-3
1-3.MySQLY— D1 > AM=)b
1-3TAVRA=IURURS MZERL TMYSQLY —/ (/> A M=)V I3,

[root@localhost tmp]# yum install -y mysql-community-server ——nogpgcheck

ST
perl-overloading-0. 02-481. e19. noarch
perl-parent-1:0. 238-460. e19. noarch
perl-podlators-1:4. 14-460. e19. noarch

1
1

perl-subs-1. 03-481. e19. noarch
perl-vars-1. 05-481. el9. noarch

ETLELE!

[root@localhost tmp]# mysql -—version

Inysql  Ver 8.0, 40 for Linux on x86_64 (MySQL Commumity Server - GPL)
[root@localhost tmp]#

Nod #1XY—-)IMX-
1-4.MySQLY —)\i2Eh/ R Ehies2

[root@localhost tmp]# systemotl start mysqld
[root@localhost tmp]#
[root@localhost tmp]# systemctl status mysqld
@ nysqld. service - MySQL Server
Loaded: loaded (/usr/lib/systemd/system/mysqld. service; enabled: preset: d>
Active: active (running) since Thu 2024-12-26 09:26:55 JST: 9s ago
Docs: manimysqld(8)
http://dev. mysql. con/doc/refman/en/using-systend. html
Process: 3264 ExecStartPre=/usr/bin/mysqld_pre_systemd (code=exited, status>
Main PID: 3333 (mysqld)
Status: “Server is operational”
Tasks: 38 (limit: 23022)
Memory: 486. 5M
CPU: 2.759s
CGroup: /system. slice/mysqld. service
L3333 /usr/sbin/mysqld

Dec 26 09:26:51 localhost. localdomain systemd[1]: Starting MySQL Server...
Dec 26 09:26:55 localhost. localdomain systemd[1]: Started MySQL Server.
[root@localhost tmp]#

No5 #J2Y—)IAA-F
1-5.MySQLY - \O B BhEERTE
BBESHRENNTVRVE S, BBEERELRMET 5.

MySQLY />R b= VEZET —EVNREL TV, T—ESORT—HREHRE RN SEMI 3.

[root@localhost tmp]# systemctl enable mysqld

[root@localhost tmp]#

[root@localhost tmp]# systemctl status mysqld

@ nysqld. service — MySQL Server

ded: loaded (/usr/lib/systemd/system/mysqld. service; enabled; preset: d>

Active ive (running) since Thu 2024-12-26 09:40:37 JST; Imin 50s ago
Docs:

http://dev. mysql. com/doc/refman/en/using-systemd. html
3455 ExecStartPre=/usr/bin/mysqld_pre_systemd (code=exited, status>
Main PID: 3483 (mysqld)

Status: “Server is operational”

Tasks: 37 (limit: 23022)

Memory: 363. 1M

CPU: 1. 146s

CGroup: /system. slice/mysqld. service

L3483 /usr/sbin/mysqld

Process:

Dec 26 09:40:36 localhost. localdomain systemd[1]: Starting MySQL Server...
Dec 26 09 37 localhost. localdomain systemd[1]: Started MySQL Server.

N6 #1¥Y—IAX—5
1-6.7— 5"~ ADIRERE(1)
EITANONYITYTZEUSTD

[root@localhost tmpl# cp -p /ete/my.cnf /etc/my. onf. bk
[root@localhost tmpl#

[root@localhost tmpl#

[root@localhost tmpl# 1s -alt /etc/ | grep my.cnf

—rw-r—r— 1 root root 1243 Sep 18 21:18 my. enf
—rw-r—r— 1 root root 1243 Sep 18 21:18 my. cnf. bk
drwxr— 2 root root 6 Sep 18 21:18 my. cnf. d

x
[root@localhost tmpl#

No7 #1YY—IAA-S
1-7.7—9IN-ADHEXH(2)
BEITTINONTLEEID

IV R/HEREIR
BUF QIR REFATU TR

[=<> F] # yum install -y mysql-community-server —
nogpgoheok

[RB] VA F—ARETLTOEZ L

[=<> F] # mysql —version

[#ER] BYUDOA—Va v THEZ L

IV K/RBER
BUFOINY RERATUTZEW

[=<> F] 4 systemotl start mysqld
[=<> F] 4 systemot] status mysqld

[AER] MySQL¥— 28 E8) (active) LTWBZ &

I K /5ERER
DUF QIR REFATU TR

[=<> F] 4 systemct] enable mysqld
[=<> K] # systemct] status mysqld

(78] BhiE (enabled) 22> TVD Z & ZHER

IR K /5ERER
DUF QIR REFATU TR

[2<> K] # cp —p /etc/my. enf /etc/my. onf. bk

[2<> K] 4 1s -alt /etc/ | grep my.cnf

[#RB] Ny 7Ty T 77 ANVBERENTOBZ L

IV K/5BER
LUFOINY RERATUTIZEN

# default-authentication-plugin=mysql_native_password

datadir=/var/lib/mysql
socket=/var/lib/mysql/mysal. sock

log-error=/var/log/mysqld. log = .
pid-file=/var/run/mysqld/mysqld. pid RRE—F
Imax_allowed_packet=33M

innodb_log_file_size=100M

innodb_log_files_in_group=2

character-set—server=utf8

default_password_lifetime=0

log_bin_trust_function_creators=1

[root@localhost tmp]#

[root@localhost tmpl# diff /ete/my.cenf /etc/my.enf. bk

32, 37d31

< max_allowed_packe
innodb_log_file_siz
< innodb_log_files_in_group=2
< character-set-server=utf8

< default_password_lifetime=0
<

[

3
100M

~

log_bin_trust_function_creators=1
root@localhost tmpl#

No8 #IYY—JL1*
lySQLY — )\ & Biehh/ PRB s
BEUREIP A ERIREEBIIC, MySQUEBRREIL . [ER(CHEITZCLEHRTS.

[ F] # vi /etc/my. cnf

LTFofEEBEmT 3
max_allowed_packet=33M
innodb_log_file_size=100M
innodb_log_files_in_group=2
character-set—server=utf8
default_password_lifetime=0
log_bin_trust_function_creators=1

[=2<=F] # diff /etc/my.cnf /etc/my. enf. bk
SEMySQLB. 003534 F Y v FOBBEMNRT 7 A /v k TONIZ 22 T
gf:xb\ A PU—VOAHBBRES NS BT T OME BT

disable-log-bin=0

[#E8] BMLAENENELWI L

LUFOINY RERATUTLIZEW

[root@localhost tmp]# systemctl restart mysqld
[root@localhost tmp]#
[root@localhost tmp]# systemctl status mysqld
@ nysqld. service — MySQL Server
Loaded: loaded (/usr/lib/systemd/system/mysqld.service; enabled; preset: d>
Active: active (running) since Thu 2024-12-26 09:40:37 JST; 10s ago
Docs: man:mysqld(8)
http://dev. mysql. com/doc/refman/en/using-systemd. html
Process: 3455 ExecStartPre=/usr/bin/mysqld_pre_systemd (code=exited, status>
Main PID: 3483 (mysqld)
Status: “Server is operational”
Tasks: 38 (limit: 23022)
Memory: 363. 2M
CPU: 1.006s
CGroup: /system. slice/mysqld. service
L—3483 /usr/sbin/mysqld

Dec 26 09:40:36 localhost. localdomain systemd[1]: Starting MySQL Server...
Dec 26 09:40:37 localhost. localdomain systemd[1]: Started MySQL Server.

[2=> F] # systemctl restart mysqld
[2=2 F] # systemct] status mysqld

[RER8] MySQLY — BB (active) LTWB T &

FIvo

FIvo

FIivo

FIvo

FIvo




[ Erz

%

[ > ez

m for Linux V12.0 1> Xh=)LFIEE

2-1.MySQLEEET7HV> MO AT — RigeR
MySQL8.0TEERET7HD> MCHIRE/ (XD — RIGRESN TV iR 3.

[root@localhost tmpl# grep “temporary password” /var/log/mysqld.log

root@localhost: AKH;5YDgi#aE (fi)
[root@localhost tmp]#

No2 #IYY—-JIAA—
2-2. EBETHYY bD)RAT— REE
2-1 THERURRBIRE T AU bOYIRR/ (R0 — R4 ZET B,

2024-12-26T00:26:52. 8565737 6 [Note] [MY-010454] [Server] A temporary password is generated for

[root@localhost tmp]# mysql_secure_installation
Securing the MySQL server deployment.

Enter password for user root:

New password:

Re—enter new password:

The ’validate_password’ component is installed on the server.
The subsequent steps will run with the existing configuration
of the component.

Using existing password for root.

Estimated strength of the password: 100
Change the password for root ? ((Press

Y for Yes, any other key for No) : n

. skipping.
By default, a MySQL installation has an anonymous user,
allowing anyone to log into MySQL without having to have
a user account created for them. This is intended only for
testing, and to make the installation go a bit smoother.
You should remove them before moving into a production
environment.

Remove anonymous users? (Press y|Y for Yes, any other key for No) : y
Success.

Normally, root should only be allowed to connect from
"localhost’. This ensures that someone cannot guess at
the root password from the network.

Disallow root login remotely? (Press y|Y for Yes, any other key for No) : y
Sus

By default, MySQL comes with a database named ’test’ that
anyone can ac s. This is also intended only for testing,
and should be removed before moving into a production
environment.

The existing password for the user account root has expired. Please set a new password.

Remove test database and access to it? (Press y|Y for Yes, any other key for No) : y

— Dropping test database
Success.

— Removing privileges on test database...
Su

Reloading the privilege tables will ensure that all changes
made so far will take effect immediately.

Reload privilege tables now? (Press y|Y for Yes, any other key for No) : y

Success.

A1l done!
[root@localhost tmpl#

No3 #IVY-IAA=S
2-3.MySQLICIZEmER
2-2TZEUR/RT—RTMYSQLICOY 1> %S B,

[root@localhost tmp]# mysql —u root —host 127.0.0.1 —p
Enter password:

Welcome to the MySQL monitor.
Your MySQL connection id is 12
Server version: 8.0.40 MySQL Community Server — GPL

Commands end with ; or Yg.

Copyright (c) 2000, 2024, Oracle and/or its affiliates.

Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective
owners.

Type "help:’ or '¥h' for help. Type '¥¢’ to clear the current input statement.
mysql>

mysql> quit

Bye

[root@localhost tmp]#

2.MySQLERE N> MDORTE

[=2<=> K] # grep “temporary password”
/var/log/mysqld. log

[#R] [ BONRY—FEERT 5,
MEROFIHCHALET,

2.1 ISRT—FAEMR

IV R/HERER

MFoIv> ReRTL TN

[==> K] # mysql_secure_installation

Enter password for user root:= 2-1THERBL7H)
AR T—F

New password:= fEBD/{RA T —F
KEBOFIHTHALET.

Re—enter new password:= New password & [E#RD /<
AU—F
KMYSQLS. 0TI/ S A 7 — R Y & — DMl i
TMEDTUM}
DIz NRAT — FITIZLUF O Feff il 7z 30548
by ET,
c R — N 8IFELL B
© RICF/NICF 13078 R
B 1L
CRLS 1L
¥MySQL DEFE AT — R, UTOXFEFIA
TBHL P DAVRA NIRRT B L ERERL
-(tik;b 3

ERXFEFMALENE S, TEECESN,

2-2 New password *Eil

IV R/BEIR
DFOIN RERFTUTIRN

[z=2<> F] # mysql —u root —-host 127.0.0.1 -p

Enter password:= 2-2C@EL7Z/NAT—F

[#RB] R /A TEBZ L ZHRT 5,

[Z2<> F] quit

FIvs




| CREEED [a=—T% [ > ez |
ESET PROTECT on-prem for Linux V12.0 1> A=)l FIEE 3.MySQL ODBCRSA/\DEyR7yT 1.0

Nol #JXY-IAA=5

IV R/FEREIR

3-1.0DBCRSAINDI> AN BUFOIv> REEITLTREN
yumIXY>RTODBCRIANDA> A%
[2<> K] # yun -y install mariadb-connector- o
b odbe-3. 1. 12-3. e19. x86_64
TRFEF : mariadb—connector—-odbc—3. 1. 12-3. e19. x86_64 3/3
A YA D=V T [RERB] KA A"BA VR b= &R L
mariadb-connector-c-3. 2. 6-1. e19_0. x86_64
mariadb—connector—odbe-3. 1. 12-3. e19. x86_64 (]
unixODBC-2. 3. 9-4. e19. x86_64
SETLELR!
[root@localhost tmpl#
[root@localhost tmp]# yum list installed | grep odbe [=2<=> R] # yum list installed | grep odbe [}
mariadb—connector—odbc. x86_64 3.1.12-3. €19 @appstream
[root@localhost tmpl# [FEeB] BUDNA—YarTHHT L m
No2 #IJVY—-IAA-S IV R /RSN FIvd
3-2.0DBCRSAND/EI7ANDINYIFYT BUFOOv> REEITLTREN
BEITFANON\YI 7Y TREUET S
[root@localhost tmp)# cp —p /etc/odbcinst. ini /etc/odbcinst. ini. bk [=2<=>F]# cp —p /etc/odbeinst.ini /ete/odbeinst.ini.bk O
[root@localhost tmpl#
[root@localhost tmpl# 1s —alt /etc/ | grep odbeinst. ini [=<F]# Is -alt /etc/ | grep odbeinst.ini
“rw-r——r—— 1 root root 1896 May 16 2022 odbcinst. ini O
—rw-r—r— 1 root root 1896 May 16 2022 odbcinst. ini. bk [#ERN NI T T 7 7 ANBERENTHBZE
[root@localhost tmpl# O
No3 #JVY—-IAA-3 IV R /RSN FIvy
3-3.0DBCRSANDHEI7FNNEE BUF O3> FMRITURRI7A IV EREL TN
ODBCRSANDRTET1 7% RS1)\HFI BT BEIRAE(CIEIE T D
[root@localhost tmpl# vi /etc/odbeinst. ini
[€ai)] — [z2<2 K] # vi /etc/odbeinst. ini O
[MySQL]
Description = ODBC for MySQL 8 (EERD ONFITETL LT EER)OLIIET D O
# mysql-connector-odbc package provides shared libraries with “w” or "a” suffix.
#'w stands for 'wide’ or ’unicode’ character set, 'a’ stands for ~ANSI’
# Symlinks used in the configuration below lead to the 'w' variant by default
Driver = /usr/lib/libmyodbc8. so
Driver64 = /usr/1ib64/1ibmyodbc8. so
FileUsage =1
(ZEH1%) IS
[MySQL]
Description = 0DBC for MySQL 8
# mysql-connector-odbc package provides shared libraries with “w” or "a” suffix.
# 'w stands for 'wide’ or ’unicode’ character set, 'a’ stands for ~ANSI’
# Symlinks used in the configuration below lead to the 'w' variant by default
Driver = /usr/1ib64/1ibmaodbc. so (BVa—VHEH)
#Driver64 = /usr/1ib64/1ibmyodbc8. so (B a—NVAEH)
Threading =0 (G &=23EN]
FileUsage =1
[root@localhost tmpl# -




Nod4 #JXVY—-IAA=5
3-4.0DBCRF1\D/ET 71V ZE B EPROHEE
ODBCRIANDFTETrAINOEE EFfiziERI D

[root@localhost tmp]# diff /etc/odbcinst. ini /etc/odbeinst. ini. bk

21, 23¢21, 22

< Driver = /usr/1ib64/1ibmaodbe. so

< #Driver64 = /usr/1ib64/1ibmyodbe8. so
< Threading =0

> Driver = /usr/1lib/libmyodbc8. so

> Driver64 = /usr/1ib64/1ibmyodbe8. so
24, 25¢24

< Threading=0
< FileUsage=1

[root@localhost tmpl#

No5 #JXY-IA A=
3-5.0DBCRF1\D/EIT7 M NEEDERH
3-ATEBUREZEHID

[root@localhost tmpl# odbcinst —i —d —f /etc/odbcinst. ini

odbcinst: Driver installed. Usage count increased to 2
Target directory is /etc

odbcinst: Driver installed. Usage count increased to 2
Target directory is /etc

odbcinst: Driver installed. Usage count increased to 2
Target directory is /etc

odbcinst: Driver installed. Usage count increased to 2
Target directory is /etc

odbcinst: Driver installed. Usage count increased to 2
Target directory is /etc

[root@localhost tmpl#

I R/HERER
R O3> REEITU TR

[=2~> K] # diff /etc/odbcinst. ini
/etc/odbeinst. ini. bk

[ResB] EEGRHT EEENARELVAIRERT D

< Driver = /usr/1ib64/1ibmaodbe. so

< f#iDriver64 = /usr/1ib64/1ibmyodbc8. so
< Threading =0

> Driver = /usr/lib/1libmyodbc8. so

> Driver64 = /usr/1ib64/1ibmyodbc8. so
24, 25¢24

< Threading=0
< FileUsage=1

I /BB
BT O3> REEITU TR

[2<> K] # odbcinst -i -d -f
/etc/odbeinst. ini

FIvyo

FIvyo




[ &rE [ms-b2 | N-3> @z
ESET PROTECT on-prem for Linux V12.0 /> A~=)LFIEH 4.EP on-premY—/\O1> A=)l 1.0

Nol #JJY—-IAA-S
4-1.FirewalldDfE 1t - 3L
Firewalldp*Eanban T\ L2232

[root@localhost tmpl# systemctl stop firewalld

[root@localhost tmpl#

[root@localhost tmpl# systemctl disable firewalld

Removed /etc/systemd/system/multi-user. target.wants/firewalld. service.
Removed /etc/systemd/system/dbus—org. fedoraproject. FirewallD1. service.
[root@localhost tmpl#

[root@localhost tmpl# systemctl status firewalld

@ firevalld. service - firewalld - dynamic firewall daemon
/usr/lib/systemd/system/firewalld. service; disabled; vendor preset: enabled)
dead
man: firewalld(1)

VVVVV LIF. s

[root@localhost tmp]#

No2 #IVY—IAA-Y
4-2. OpenSSL ON\—-S3> R
OpenSSL O/\-ayHiHR—hEN TV EDMERI S,

[root@localhost tmp]# openssl version
OpenSSL X. X. X. X Nov20XX (Library:OpenSSL X.X.X. X XX XXXX )

[root@localhost tmp]#
[root@localhost tmp]#

No3 #IVY—-IAA-S
4-3 . 1YAM-5—ICR{THERE(I S
A2 A5 ([CRITIEREAH 593 (/tmpIAILSICLINUXAREP on-prem®IR—%> hJ0J SLEEBLTHNET)

[root@localhost tmp]# unzip Component Linux_x64.zip
Archive: Component_Linux_x64. zip

inflating: agent_linux_x86_64. sh

inflating:

inflating:

inflating:

inflating:
[root@localhost
[root@localhost
[root@localhost
[root@localhost
[root@localhost
[root@localhost
—-rwxr-xr-x 1 root root 88911629 6H
[root@localhost tmpl#

server_linux_x86_64. sh

tmp]#

tmp]#

tmp]#

tmp]# chmod +x server_linux_x86_64. gh
tmp]#

tmp]# 1s —alt server_linux_x86_64. ch

19 15:21 Component_Linux_x64/server_linux_x86_64. sh

No4 #IJVVY—-IAA-S
4-4.EP on-premY—N\DA>AM-5—-%&RT
EP on-premY /{01 > AM=5—%F4TUA VAP %B8IET D

I R/EEBEIR
LIFOIv> FERTLTIZEN

[+ F] # systemct]l stop firewalld

[=2=> F] # systemctl disable firewalld

[=2= F] # systemctl status firewalld

[#38] Firewal ldMEIELTNEZ &

> R/HEBHEIR
LIFOIv> FEETLTIZEN

[=<> F] # openssl version

[#RB] Y- P ERTVER—Va v THIPRERT D
KEMIIUA T2 IBRIEEY,
(https://eset—info. canon—
its. jp/files/user/pdf/manual/v120_readme_ep. pdf
PR— FRABEADSA—Y 2 VDAL Thitps://openssl-
library.org/source/l £V, MABOR—VaroSnrIFrzsdy
YR—FLTEEN, Fi— baA— Y vionTi
https://help. eget. com/protect_install/12.0/ja—
JP/?prerequisites_server_linux.html X ¥ ZHERBL 2 &V,

KR DX~V 3 D OpenSSL ZFBFICA VR b—AVTE 5D
BERRENDIBERDHY T,

I R/EEBEIR
BRI RERATL TN

[=<> F] # unzip Component Linux_x64, zip

[=2<=> F] # chmod +x server_linux_x86_64, sh

[2<2 K] # 1s -alt server_linux x86 64.s

[#R] "—IvyvavomBEzds. ﬁﬁ%k%ﬁﬁmﬁ‘ﬁﬁén
TndZé,
I R/BER

LIFOIv> FEEFTLTIZEN

[root@localhost tmpl# ./server_linux x86_64. sh ——locale=ja—JP ——skip-license ——db- dnver—MySQL -
db-hostname=127,0.0.1 ——db—port=3306 —-db-admin-username=root —-db—admin—password=xcooooo —
server—root-password=xoooooox ——db-user—username=era_server_tiser ——db—user—password=xooooooe ——
cert-hostname=#

ESET PROTECT On-Prem Server Installer (version:
— All rights reserved.

12.0.274.0), Copyright © 1992-2024 ESET, spol. s r.o.

Removed backup directory: /opt/eset/RemoteAdministrator/. Server-936619589
[Product installed.

[root@localhost tmpl#

[==> F] # . /server_linux x86_64. sh —locale=ja~JP —skip-
license ——db-driver=MySQL ——db—hostname=127.0.0.1 ——db—
port=3306 ——db-admin—username=root ——db-admin—
password=xxxxxxxx ——server—root—password=xxxxxxxx ——db—user—
‘username=era_server_user ——db-user—password=xxxxxxxx ——cert—
(hos thame=

db-admin-password= <FJH2-2>TRE L LHEHET BV PORZR
U—F
server-root-password= EP Web=t ¥ Y —VOEHEDHH /AT —F

db-user-passyord= BPBERT 27— F R—AD2—F—DNRT—
¥

#¥<db-admin-password), <server-root-password>, <db-user—
password LA FOXFEFAYT 2B A, XFOHMIZ=RAY —F
=TV AEANTHUER DY ET,
(EAT—TFHEEATE 5SC$>

P7ge’ ()¥ ] 5<> A2=2

(RRI—Fy—HF v RiT ¥ &7\73 LTLEEY, )

KERy =T = v R —WOXFTE, VAT L EMHRRRHE
FobOBRDHYET, ThOOXFHR/ORBEEYLT DDIT,

EOXFOHEMICERT 5XFEZAy —T v —F v R LIFVET,

%7z, <db-admin-password), <server-root-password>, <db-user—
password ICENFOXFEFIMAY S &, BP on—premDA A h—)ViT
KT HD, FIALRNWE S THERLSEEY,

Efi}ﬁ‘(’é RVFE

¥<server-root—password>ix103XF LU L THREL &,

[#R] ERiCA VA b—AEhizZ L EmRBT 5.

4-4 server-root-password FEHR

4-4 db-user-password A EHl

FIv7

O

FIvl




No5 #IVY—=IAA-S
4-5.EP on-premY¥—/\DEEH 2
EP on-premY—/{{>ZAh—)L5E T#, IEECREILTWSIERI D

[root@localhost tmpl# systemctl status eraserver
@ eraserver. service — ESET PROTE Server
Loaded: loaded (/etc/systemd/system/eraserver.service; enabled; preset: disabled)
Active: active (running) since Thu 2024-12-26 10:52:39 JST; 4min 43s ago
Process: 4623 ExecStart=/opt/eset/RemoteAdministrator/Server/ERAServer ——daemon —-pidfile
/var/run/eraserver. pid (code=exited>
Main PID: 4624 (F

Tasks: 49 (limit:
Memor 6M
] 7.038s

: /system. slice/eraserver. service
L—1624 /opt/eset/RemoteAdministrator/Server/ERAServer ——daemon —-pidfile
/var/run/eraserver. pid

Dec 26 10:52:39 localhost. localdomain systemd[1
Dec 26 10:52:39 localhost. localdomain systemd[1
TUTTUUT, A T
[root@localhost tmpl#

Server...
[ Server.

Starting ESET PRC

]:
1: Started ESET PROTE(

No5 #IVY—=IAA-S
4-6.MySQLY—/\DIREHEE
EP on-premAQT —IR=ZNERRENTLBIE

[root@localhost tmpl# mysql —u root —p

Enter password:

Welcome to the MySQL monitor. Commands end with ; or ¥g.

Your MySQL connection id is 41

Server version: 8.0.40 MySQL Community Server - GPL

T g Y

Type "help;’ or ’'¥h' for help. Type ’'¥c¢’ to clear the current input statement.
mysql> show databases:
+ +

era_db |
| information_schema
| mysql

| performance_schema
| sys

mysql> quit
Bye

[root@localhost tmpl#

I R/ERBER
BRI ReRATL TR

[=~ F] # systemctl status eraserver

[##R] EPY— LA RBEM L TV B0 HET 5.

I R/RBEIR
BRI RERATL TR

[z~ F] # mysql -u root -p

Enter password:= 2-2TCRRELENRAT—F

[=2<> F] > show databases;

[#8] era_dbBER SN TWVBZ &

[=2<v F] quit

FIvl

FIvl

[m]




n SRS |m>—hz

[ —== ez

ESET PROTECT on-prem for Linux V12.0 41>2N—)LF|EE

Nol #IAVY—-IAA=S

5-1. Javal7®4 > A =)L
JavaFiTREZ(VAN-ITD

5.TomcatD1>Ab=)L

[root@localhost tmpl# yum localinstall —y https://corretto. aws/downloads/latest/amazon—
corretto—17-x64-1inux-jdk. rpm
“““““ wEE T
Installing : java—l7-amazon—corretto-devel-1:17.0. 13. 11-1. x86_64
1/1
Running scriptlet: java—17-amazon-corretto-devel-1:17.0.13.11-1.x86_64
1/1

Verifying © java—l1T7-amazon-corretto—devel—-1:17.0. 13. 11-1. x86_64
1/1
Installed:

java-17-amazon—corretto—-devel-1:17.0. 13. 11-1. x86_64
SETLELE!

[root@localhost tmpl#

No2 #IVY—-I 1A=
5-2. Tomcat®1 > A =)L
ERBDT 1LY NICEHIICARUELTomcat2f#RI %

[root@localhost tmpl# tar zxvf apache—tomcat—X.X. XX. tar. gz
xxxxx mEE T

apache—tomcat—X. X. XX/bin/setclasspath. sh

apache—tomcat—X. X. XX/bin/shutdown. sh

apache—tomcat—X. X. XX/bin/startup. sh

apache—tomcat—X. X. XX/bin/tool-wrapper. sh

apache—tomcat—X. X. XX/bin/version. sh

[root@localhost tmpl#

No3 #IVY=IA A=Y
5-3-1. TomcatDEEE(1)
Tomcat®T /LI NZ#HE IS

[root@localhost tmpl# mv apache—tomcat—X.X.XX /var/lib/tomcat
[root@localhost tmpl#
[root@localhost tmpl# 1s —alt /var/lib/tomcat

AR 144

drwxr-xr-x. 29 root root 4096 1H 9 14:22 ..

drwxr-xr-x 9 root root 220 1H 9 14:20 apache—tomcat—X. X. XX
drwxr-x—— 2 root root 4096 1H 9 14:19 bin

drwxr-x—— 2 root root 30 1A 9 14:19 temp

drwxr-x—— 2 root root 4096 1H 9 14:19 lib

drwxr-xr-x 9 root root 220 1H 9 14:19 .

[root@localhost tmpl#

No3 #IAVVY—-IWA A=
5-3-2. TomcatDERE(2)
Tomcat®B—ERI71 I EVERRTD

[root@localhost tmpl# vi /etc/systemd/system/tomcat. service
““““““ UFONEETATS

[Unit]
Description=Apache Tomcat 9
After=network. target

[Service]

User=tomcat

Group=tomcat

Type=oneshot
PIDFile=/var/lib/tomcat/tomcat. pid
RemainAfterExit=yes

Start=/var/lib/tomcat/bin/startup. sh
Stop=/var/lib/tomcat/bin/shutdown. sh

[Install]
WantedBy=multi-user. target

[root@localhost tmpl#

[root@localhost tmpl# cat /etc/systemd/system/tomcat. service
[Unit]

Description=Apache Tomcat 9

After=network. target

[Service]

User=tomcat

Group=tomcat

Type=oneshot
PIDFile=/var/lib/tomcat/tomcat. pid
RemainAfterExit=yes

Start=/var/lib/tomcat/bin/startup. sh
Stop=/var/lib/tomcat/bin/shutdown. sh

[Install]
WantedBy=multi-user. target

[root@localhost tmpl#

I R/HEREIR
BFOIRY REETLTREN
[=2<> F] # yun localinstall -y

https://corretto. aws/downloads/latest/amazon—
corretto—17-x64—1inux-jdk. rpm

¥AFNE CTlEAnazon Corretto%FH LE 3.

[#FB] A V2 b= ENZ LE2RRT D

I R/HEREIR
BUFOIX> ReRITLTUZEN

[2<=> F] # tar zxvf apache-tomcat-X.X.XX. tar. gz

MAFMELL T DTomcat DN—P g S22V T, THHER
Fura—RLEA—=Ya r2ZANLTLEE,

I R/HEREE
BUF OO ReRITLTIZE N

[~ F] # mv apache-tomcat-X. X. XX
/var/1lib/tomcat
[~ F] # 1s -alt /var/lib/tomcat

[#7R] Tomcat9DF 4 L7 IV 23/var/lib/tomcat|Z#8h
EhTnsz e

I R/HERER
BUF oI RERTUTIZEN

[z2<> F] # vi /etc/systemd/system/tomcat. service

[z2<> F] # cat /etc/systemd/system/tomcat. service

[#R] ERROABDT7 7 A VBEREhTNEZ L

FIvs

FIvs

FIvs




No3 #IJY—-)A A= I R/HEREIR FIvl

5-3-3. TomcatDs&E(3) T oIvy MERTUTREL

TomcatOY —EZT7/IUCEITHERE G532
[root@localhost tmp]# chmod 755 /etc/systemd/system/tomcat. service [z~ F] # chmod 755 O
[root@localhost tmp]# /etc/systemd/system/tomcat. service
[root@localhost tmpl# 1s —alt /etc/systemd/system/tomcat. service
-rwxr-xr-x 1 root root 356 6H 19 16:15 /etc/systemd/system/tomcat. service [z~ F] # 1s -alt ]
[root@localhost tmp]# /etc/systemd/system/tomcat. service

[#B] R L7 7 7 A M EATHERAR S shTvns o e| B

No3 #IVY—-IA A= IV R/HERER FIvs
5-3-4. TomcatD&E(4) BUFOIYY REETLTREN

tomcatT—H&/ERL. BET7 IV OA—F —%tomcat1-HICEE IS
[root@localhost tmp)# useradd —s /sbin/nologin tomcat [=<> F] # useradd —s /sbin/nologin tomcat O
[root@localhost tmpl#
[root@localhost tmpl# chown —R tomcat:tomcat /var/lib/tomcat/ [=<> F] # chown R tomcat:tomcat /var/lib/tomcat/ L

[root@localhost tmpl#
[root@localhost tmpl# 1s —alt /var/lib/tomcat/

RTINS [=2~> F] 1s -alt /var/lib/tomcat/

drwxr-x—— 2 tomcat tomcat 6 6H 19 16:18 logs O
drwxr-x— 7 tomcat tomcat 81 6J] 19 16:18 webapps [#38] TomcatDEIE 7 7 A L OFTAFH HTomcat 2 —HIZ
drwxr—x— 2 tomcat tomcat 6 6H 19 16:18 work LoTWVWBHZ & O

[root@localhost tmpl#

No4 #IJY—-)AA-S I R/HERER FIvJ

5-4.webd>Y-LI\vr—I DR\ BFOIRY REETLTREN
FERDTALINICERICBRULIT IV EPTEDSICELE IS
[root@localhost tmpl# cp era.war /var/lib/tomcat/webapps/ [z2<=> K] # cp era.war /var/lib/tomcat/webapps/ O
[root@localhost tmp]#
[root@localhost tmpl# [=2<> F] # 1s -alt /var/lib/tomcat/webapps/ | grep
[root@localhost tmpl# 1s —alt /var/lib/tomcat/webapps/ | grep era.war era. war L
-rw-r—r— 1 root root 166310575 6H 19 16:18 era.war
[root@localhost tmpl# [#3B] FiEDBPTICera, varRBE I hieZ & L
No5 #IAVY—-IA A= IV R/HEREBIR FIvs
5-5.WEBJ>Y—)V&SSLBETHEMAIBHDORDERM (KRIFIE11TTHT TRIT) TFOIVY REETLTIZEN
SROLERRL. FTEDBPAICEE IS

[root@localhost tmpl# keytool —genkeypair —keyalg RSA —keysize 4096 —dname “CN=Unknown, [2< F] # keytool —genkeypair —keyalg RSA — Il
OU=Unknown, 0=Unknown, L=Unknown, ST=Unknown, C=Unknown” -alias tomcat —keypass xxxxxx — keysize 4096 —dname “CN=Unknown, OU=Unknown,
keystore .keystore —storepass xxxxxx —-validity 3650 0=Unknown, L=Unknown, ST=Unknown, C=Unknown” -alias

tomcat —keypass xxxxxx —keystore .keystore —storepass
[root@localhost tmpl# xxxxxx —validity 3650
[root@localhost tmpl#
[root@localhost tmpl# ¥ -dname AD—F—FERIBEICADETRELTL L
[root@localhost tmpl# mv .keystore /var/lib/tomcat/conf/.keystore FEW,
[root@localhost tmpl# X -keypass & -storepass DEIZFE—D b DEZERIZE
[root@localhost tmpl# ELTEEN, BROFRETAALET,
[root@localhost tmpl# 1s —alt /var/lib/tomcat/conf/ | grep .keystore O
-rw-r—r—— 1 root root 3913 6H 19 16:18 .keystore [2< F] # nv . keystore
[root@localhost tmpl# /var/lib/tomcat/conf/. keystore

J

[=2=> F] # 1s -alt /var/lib/tomcat/conf/ | grep
. keystore

[#B] TEDBHIC. keystore SRB ST = & L

5-5 keypass 3 storepass AER

No6 #IVVY—-IAA-S IV R/HEREBIR
5-6.TomcatS®EI7 I INDNYIFPYT BUF O3> R RITLTUZE W
TomcatDEEITAIND/\WI 7y IRERISTS
[root@localhost tmp]# cp —p /var/lib/tomcat/conf/server.xml /var/lib/tomcat/conf/server.xml.bk | [ K] # cp —p /var/lib/tomcat/conf/server. xml O
[root@localhost tmpl# /var/1ib//tomcat/conf/server. xml. bk
[root@localhost tmpl# 1s —alt /var/lib/tomcat/conf/ | grep server.zml
-rw—————— 1 tomcat tomcat 8022 Dec 6 04:50 server.xml [=2<=> F] # 1s -alt /var/lib/tomcat/conf/ | grep
—rw—————— 1 tomcat tomcat 8022 Dec 6 04:50 server.xml.bk server. xml L

[root@localhost tmpl#
[#R] Ny 2T v 777 ANBERERTNEZ L




No7 #IAYY=IA A=Y
5-7. Tomcat®SSLDEE
SSLESTERERICT IS, REITAIWEIEIETD

[root@localhost tmpl# vi /var/lib/tomcat/conf/server. xml
(A HRT)
<!-= Define an SSL /TLS HTTP/1.1 Connectore on port 8443

<!
{Connector port="8443" protocol="org. apache. coyote. httpll. Httpl1NioProtocol”
maxThreads="150" SSLEnabled="true”

maxParameterCount="1000"

>
<{SSLHostConfig>
{Certificate certificateKeystoreFile="conf/localhost-rsa. jks”
type="RSA” />
</SSLHostConfig>
{/Connector>

>
(EH%)
<!-= Define an SSL /TLS HTTP/1.1 Connectore on port 8443
{Connector port="8443" protocol="org. apache. coyote. httpll. Httpl1NioProtocol”

maxThreads="150" SSLEnabled="true”
maxParameterCount="1000"

<{SSLHostConfig>
{Certificate certificateKeystoreFile="/var/lib/tomcat/conf/. keystore”
certificateKeystorePassword="%—X R 7 D/XZX T — K"
type="RSA” />
</SSLHostConfig>

No8 #IVY—=IAA=-Y
5-8. TomcatDi2®E)
Tomcath'[EE(CRENTINHERID

I R/HEREIR
BUF O3> ReRITU TS

[z2<=> K] # vi /var/lib/tomcat/conf/server. xml

[#B] UTo2EBEARBEMSH, 2 AV T U b

(<I- ->)ZHEFRLTHBZ &
@certificateKeystoreFile=" [.keystoreZ &M L7zT 4
V7 RYDRR]

@certificateKeystorePassword=" [5-5TRRE L7=F— X
R7D/RRT—K] ~

%Kiﬂt:; O REFRZ VO CHE S LFICRRLARNVE D&

I R/HEREE
BT O3> ReRITUTIZEN

[root@localhost tmpl# systemctl start tomcat
[root@localhost tmpl#
[root@localhost tmpl# systemctl status tomecat
@ tomcat. service — Apache Tomcat 9
Loaded: loaded (/etc/systemd/system/tomcat.service; disabled; vendor preset:
disabled)
Active: active (exited) since Thu 2024-12-26 12:39:51 JST; 43s ago
Process: 54400 ExecStart=/var/lib/tomcat/bin/startup. sh (code=exited, status=0
/SUCCESS)
Main PID: 54400 (code=exited, status=0/SUCCESS)
CGroup: /system. slice/tomcat. service
mq54414 /usr/bin/java -Djava.util. logging. config. file=/var/lib/tom...

[root@localhost tmpl#

No9 #IVY—-)A A=

5-9-1.WebJd>Y—)UEHROER(1)
WebJSYHLDEP on-premIC 772293 (AFIETHALTVSISYHEChromeTY)

[z F] # systemctl start tomcat

[z R] # systemctl status tomcat

[7##8] Tomcat2 3% L T\ 3 1 RT3,

IV R/HEBEIR

https://[H—/\DIP7 L X]:8443/era/webconsole

A

COER CETSA)S—IRESNFEA

tFavuFreREShI

No9 #IVY—)A A=Y
5-9-2.Webd>Y—-)UEHEOHER(2)
WebJ5UHEDEP on-premlc 71293

https://MP7FL R |:8443/era/webconsole
XLLF., ChromeTERBALE T

I R/HEREIR

T2 UT TRABORA-DIES

["IP7 RVR"IZT 7B AT 5 (RETHDY FHA) ] &
ZUEHTTS

FIvs

FIvs

FIvs
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[root@localhost tmp]# systemctl enable tomcat

Created symlink from /etc/systemd/system/multi-user. target.wants/tomcat. service to
/etc/systemd/system/tomcat. service.

[root@localhost tmpl# systemctl status tomcat

@ tomcat. service — Apache Tomcat 9

Loaded: loaded (/etc/systemd/system/tomcat.service; enabled; vendor preset: disabled)
Active: active (exited) since Thu 2024-12-26 12:39:51 JST; 19min ago
Main PID: 53926 (code=exited, status=0/SUCCESS)
CGroup: /system. slice/tomcat. service
mq53940 /usr/bin/java —
xxxxxx LUTAmE

[root@localhost tmpl#

[z~ F] # systemctl enable tomcat
[~ F] # systemctl status tomecat
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[root@localhost tmp]# yum install -y XXXXX
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[root@localhost tmpl# systemctl restart eraserver
[root@localhost tmpl#
[root@localhost tmpl# systemctl status eraserver
@ craserver. service — ESET PROTECT Server
Loaded: loaded (/etc/systemd/system/eraserver.service; enabled; vendor preset: disabled)
Active: active (running) since Thu 2024-12-26 13:10:00 JST; 4min 54s ago
Process: 55160 ExecStart=/opt/eset/RemoteAdministrator/Server/ERAServer ——daemon ——pidfile
/var/run/eraserver. pid (code=exited, status=0/SUCCESS)
Main PID: 55161 (ERAServer)
CGroup: /system. slice/eraserver. service
mq55161 /opt/eset/RemoteAdministrator/Server/ERAServer ——daemon —-...

14 31 18:32:54 localhost. localdomain systemd[1]:
14 31 18:32:54 localhost. localdomain systemd[1]:
14 31 18:32:54 localhost. localdomain systemd[1]:
14 31 18:32:54 localhost. localdomain systemd[1]:

Stopped ESET PROTECT Server.
Starting ESET PROTECT Ser...
Can’t open PID file /var/...
Started ESET PROTECT Server.

[root@localhost tmpl#

IV R/HEREIR
BUF O3> ReRITU TS

[2<=> K] # yum install -y XXXXX
[#5B] RBEITIECT, Ry Fr—V% A VA b= LT
S

MKARBEH T+ FeA VA = bhbbETERILES
W,

KULERNSy F—VRTFRLY THRIESY,
DBEOFIRIZ L&MW L COSRMRE 20 7

https://eset—info. canon—
its. jp/files/user/pdf/manual/v111_readme_ep. pdf

IV K/HERBIR
BUFOIv> FERITUTIZEW

[z2<=> F] # systemctl restart eraserver

[z K] # systemctl status eraserver

[##B] EPY— & 2 BB L TV 20 HERT 5.

KUR— AR 2881%
[/var/log/eset/RemoteAdministrator/Server/trace. log
1 ZHERL, HASNTHWBLE- DT —RX vy —U%
ERBL, RFRLTVWE Ry F—V2BMTA VX b= LT

{EEWN,

FIvs




[ EEE [a>—F%& [ = w=
ESET PROTECT on-prem for Linux V12.0 41> ZX~h—)l FIEE 7. EMI-Z1>hOA> A=) 1.0
Nol #JVY—=JA A=

7-1. 1>AN=5—-[CR{THEREME
A5 ([CRITHERZ (T 593 (/tmpIA)LA(CLINUXAREP on-prem®I1>R—%> bS0J S AEBLELTH

IV R/HEREIR
HTFOIvY ReETLTIZEn

[root@localhost tmpl# chmod +x agent_ linux_x86_64. sh
[root@localhost tmpl#

[root@localhost tmpl# 1s —alt agent_linux_x86_64. sh

-rwxr-xr-x 1 root root 48615366 6H 19 17:13 agent_linux_x86_64. sh
[root@localhost tmpl#

No2 #1UY—=)IAA-T
7-2.EMI-JIY MDA YA M-5—-%&RT
EMI—S1 bOASAN=5—EFITUA VA DIV ERIRT B(F—N-KBA VR bV EITVET)

[z2<2 K] # chmod +x agent_linux x86_64. sh

[z2<> K] # 1s -alt agent_linux_x86_64. sh

[#R] "—Iv¥aORBET S, FIAEICETHIR
RfEEhTVBZ &,

IV R/HEREIR
BUFOOY> RERTUTZEV

[root@localhost tmpl# ./agent_linux_x86_64. sh ——skip-license ——hostname=127.0.0.1 ——
port=2222 --webconsole-port=2223 --webconsole-user=Administrator —-webconsole-password=
[6-4T§&E L /=--server-root—passwordDfg]

Initialized log file: /var/log/eset/RemoteAdministrator/EraAgentlnstaller. log

ESET Management Agent Installer (version: 11.2.2076.0), Copyright c¢ 1992-2024 ESET, spol. s
r.o. — All rights reserved.

\\\\\\\ T

Do you accept server certificate? [y/N]:
y

\\\\\\\ T

Service started.
Product installed.
[root@localhost tmpl#

No3 #IAYY—=IAA-=S
7-3-1. EEENTVBZLDHER (1)
WebJS9HEDEP on-prem(C7729%

[z2<> F] # ./agent_linux_x86_64. sh ——skip—
license —hostname=127.0.0.1 —port=2222 —
webconsole—port=2223 ——webconsole—
user=Administrator ——webconsole-password= [6-4 T
%8 L fz——server-root—password Dfg]

[#RB] M= — V=V FDA VA P—AHRETLTVD L

°

IV R/HEREE

PROTECT ON-PREM

No3 #JVY—-I1 A=
7-3-2. EHENTWBZLDOHER (2)
EP on-prem®X1>t923>[2>E1-41&D, EP on-premY—/\EENEEINTV\BIL AR IS

[#£58] EP on-premDTOPEE SFR &5 Z &
XEP on—prem® B 7 A VEENFRENTDEHEL—
FersAv

+ 2—#4% : Administrator

* RAY— R : 4-4 TR E L /=——server-root—password®
. ST TEATE 2BRLET,

I R/HEREIR

[#38] EP on-premDEEAMD AL &I v a vk
Y, Tarva—4#) 2R, EP on-premP—"HE
BERISNTWBRZLEHRBLETS,

¥EP on-prem¥— SH2REBRINTVBHE
BB TV H OHEREZHRL TSN,
(BATRIDEP on-prem¥— SOF#HL 2 £F)

ULET, FIRIXRT EGYFET,
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