AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

AVIVEABEFIUF EBY )
V10/V11-V12 N—-S3>PvIFIESE

ATSAURIBETIFRPOIES

55 1R
2025 1H9H
TV IR=TT1ISv) RSt




AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

NE
=7 ) 3
I N ¢ 5 TP <Y 1 /0T 1 4
P VA= W20 YIS = D7 B | 1 N 5
C JR €3 = 20 ) [ 1 N 8
4. [STEP1] TF1UTAEEY=IDINYITYT ccciiriiirnisrnnssrnssinssssnssssnassnnans 10
5. [STEP2] FiSS—H—/\—DBE ... 15
7. [STEP3] H=IN=DIN=T3UTYT ... irrieireerrmcrrn s s s s en s e snnenas 31
8. [STEP4] J3A7YMDN=FaYFPYIEBRIEEM ..evvvvreniirrrnninrnnnsrennnneennna 46

9. [STEP5) I—Y1IYMBLTI547> MR OISADN-S3>T7v)

(WA= VYA DP b INC bl » 15 L I 53
KI=D A : AOAM-F—Z20-HIRITUTN =30 Y T TR E i rnrenenenns 54
19— B : SETAN L TEF 1T ERY IS\ =30 7Y 338 e, 63

K5—> C: Web Y—N\-ZEALTEFIVFT( EBY-IHEN-J30T7VIT3155 .82

I{5—> D : AD RIET GPO ZERAULTN-I3V7YTIIEE .o 94
10. [STEP6] N—T3YPYI BT DHERR ...ccvenerie e 107
% ESEFIE 9(P54~P106)ICBIL Tl SERBRBCADETN-Ta>FPYTHENRRDET,

5= OFMICONTIE P53 2T HEERCIEE W,




AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

(EU®HIC

1.

AE#HE. ESET PROTECT YWa1—3a aZHIBOSEIFN, /{—23> 12. X AN=230T
VI BBRICHBERBVEENDFEEIECOVTEHLUTVET,

AFIETEO OIS LADN-F30 7Y LEEA A M=IICTRBVELET,
RECHADOIOISADN. LBEA DA MIURIBLTWAN—-I30THINERDIX.
AF|aEIEHEEE L,

Flz. ESET Management I—-J1YMN-I3>07YTE6HDOETREVEEEET L5
FELWWELET,

<N\=2a> 7Tk >
https://eset-info.canon-its.jp/files/user/pdf/support/eset_be_vup.pdf

ARER T, RERHMERRBFDOYI NI I7ELPN\- ROV DIBRRICEDIESEMEINTVET, VI
DIT7DIN=23>TYTRECED, sSEEHATEY I MNITTICEEEHEIN TLBHEEED LU TN RS
TUVBIGENHNFET, Fle. KERIOABIIFRFEREEIT B ENDNET,

FIFT3 0S ©I0I S LDN—-3UCLOTRBEMNERRZIBENBDEFI DT, SEFEZE,

AEGRO—EELFINTZEITTES. EHR. RE I LFTORRECRINT, 2£UFT.
ESET . NOD32 . ThreatSense . LiveGrid . ESET Endpoint Protection . ESET
Endpoint Security. ESET Endpoint 7>F7JAJLA. ESET Server Security. ESET
NOD32 7>FI4JVA. ESET PROTECT. ESET PROTECT on-prem (&. ESET,spol. s r.
0.DFEETY,, Microsoft. Windows. Windows Server. Hyper-V. Active Directory.
Internet Explorer. Microsoft Edge. Outlook. SmartScreen. Windows Live (&, K[E
Microsoft Corporation MKE. BABLIUZDOMOECHII2EFEIEELEEZETT,
Mac. Mac logo. Mac OS. 0OS X (&. KEBLUZOMMDETEERENTL\S Apple Inc.OE
ZT9, Android Robot ®13Z M. Google iMERL. 1#HLTWDI TV ER—-AICEEL
FZEDT, YVIAT4T - JEVADFER 3. 0 SA D RACERE DRI TERLTVET, 111K
FFEHEETDIHZENHDET,



https://eset-info.canon-its.jp/files/user/pdf/support/eset_be_vup.pdf

AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

1. AEBICH T BB DRIHE

AERT. U T OB ZFIHREL T, EF1VT(EBY-ILZ V12 AN-23>7y T 3000
FERRZHEHLUTBNET . AT OBRRICHTIIESBRVWN—-IaLPBRICHEZLTE. X&ENE
BECN-I3VPYITNEIHETT . LERDIBEETHEX TEMIZEL,
XBEVDTOYSLNARFIEICTN =232 Py THTERHRAENEMN OV TEEFIICCHERZ2HFE

WOVEUET . 55ll(& p.3111. (FUSHICID 1-2 ZHEERIZEL

N—=3a> 7y N—=-53>7v7't%
DARIBR ‘Windows 7517 N, 300 &12EEE -Windows 7547> b, 300 Ei2EEE
ENAIIVEIRRL B/ MIIVERRL
BOEAY -\ TEIRMAEL IS -2 ER -1 BOERAY -\ - TEIRMEEL IS —HaERER
O+ --RU JOF3Y-){-RU
A=A TA A= —-ZFIALTA A=) -BIFY—-N\—%FIA
CBIRBY - ERT AT N R (A 25—y MEFAT] CBIRY—-VERI AT NifiR A 29— MEFEA D]
¥-N\-H &g +ESET PROTECT V10.1 -ESET PROTECT on-prem 12.X
(Windows Server < 1-H-ZHA MSESU TP (L% TIS TR &zl
35— 1-H—-ZH4A MBSEUSUIZ D71V % 11S TR
2016) ESSW V10.0 OZ5—HEET R
DA R-Z\{ | -ESET Server Security for Microsoft *ESET Server Security for Microsoft
DIV Windows Server V10.0 Windows Server V11.X
=i -ESET Management I->1>bh V10.1 -ESET Management I—->1>h V12.X
9547~ A
D14 Z-Z)\{ | -ESET Endpoint Security V11.0 Ffz(& -ESET Endpoint Security V12.X (&
(Windows10)
DIV ESET Endpoint 7>F94JLX V11.0 *ESET Endpoint 7>FI1ILAV12.X

S IUTABEY— )L
&554 7> Mkl

1-Y-ZHA b

(-]

ESET PROTECT V10.1 (B&%R EP V10.1)
— ESET PROTECT on-prem V12.X (E&# EP on-prem V12.X)
ESET Server Security for Microsoft Windows Server V10.0

(B&¥R ESSW V10.0)

— ESET Server Security for Microsoft Windows Server V11.X
(B&HR ESSW V11.X)

(95472 H]
-ESET Endpoint Security V11.0 (B&#: EES V11.0)
— ESET Endpoint Security V12.X (B&#i EES V12.X)
-ESET Endpoint 7>F94JLA V11.0 (B%¥: EEA V11.0)

— ESET Endpoint 7>F9/J)VA V12.X (E&#f EEA V12.X)

-ESET Management I—>1>h V10.1 (B$Fr EM I—->1>h V10.1)
— ESET Management I—J1I>b V12.X (Bg#Hf EM I—-S1>YbV12.X)

19—y MEGFE SR

% Active Directory IRIEHIETE

4



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

2. IN—-J3a>AON-J3>7yII0-

V10.X (& V11X H5 V12 X AN=230 7y TCHIEOERATY T AT O8O TY .

|\ (STEPO) HAIE(

(STEP1] tF1UF1EBY-INDIN\YIFYT
STEP1-1. SQL Server Management Studio ®1>X k=)L
STEP1-2. TF¥1UTEERY-IOY-EXEIE
STEP1-3. T—AR-2D)\wI7yF
STEP1-4. 2204 —23>TrAIONYIT7YT

— L1

(STEP2] #H=Z5—Y—/\-DiEsE
IK59=> A: 1-Y -9 MSEMBUEI7 (V& 11IS TARLTWSIES
A-1. Z5—-H—)\—0&hl
I\5—> B: ESSW DZ5—HEETARLTVSIES
B-1. I5—H—/{—DfERk
B-2. IIS M:&7E
B-3. BiFI5—9-/\-0EM1t
B-4. #hz5—9—/\-DiLE
B-5. N—=33>7yTRII54 7> DTy T T — NEZEE
B-6. TF1UT(BIRY-IO7YIT—NEZEE
B-7. EM I-1>hO7yT T — MEZEBEORYS —ER

-

[STEP3] ¥—N-DN-J3>7yT)
STEP3-1. EMFEMOHEER
STEP3-2. ESET Server Security for Microsoft Windows Server O){—>3> 7y
STEP3-3. t+1UT(EBY-ILON->3>7vT
STEP3-4. T—AR=ADN\wI7vS
STEP3-5. E7iEBASELREERONY I 7y

L1

(STEP4] U314 7>bDIN-T3> 7Y Emi#ElR
STEP4-1.\~3>7yT 5 TR FADEIN T L — TVER
STEP4-2.80894)L—TADRYS —5BF

XRBICAEDETN-I30FYTHENINI—-> A~D [CDDNFT




AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

K=Y A A YAM=5—-20-HIVRGFLTIN-J30 7Y T35S
a. EMI-31>bON-S3>7vT
a-1. EM I->1> M\—-23> 7y TR GPO Ffzld SCCM ZHUT hD#EfiE
a-2. EM I->1> M\—23> PyTRONYF I74 I Q%A
a-3. EM I—>1>hoN=23> 7y
b. 9347 MBI OIS LDIN-53> TV
b-1. BWFEMAOHEER
b-2. 347> NRITOT S LDN-23> 7y TRINYF I71 O %l
b-3. 9347 NRIOT S LDN-23> 7y

59— B : #BIANSZERLTEFIVTAEBY - SN-330 7Y I8
a. EMI-Y1>bON-33>7vF

a-1. HEBEITANA D%ESE

a-2. EM I—>1> b 095 L0 %

a-3. EM I->1> b= 3> 7y
b. J347> NAOISLON-Sa>T7yv

b-1. BMFEHOHESR

b-2. 9347>  NRIOI 3 LD%EESE

b-3. 4347 NBITOI S LON->30 Ty

I
){9—> C:Web #—\—%ERALTEFIVTAERBY-IDS5N-T3>FyTI3EE

a. EMI-J1YbN-J327vT
a-1. EM I->1> MN-230 7y

b. 9347 MBI OIS LADN-530 7V
b-1. BMEEMHOMERR
b-2. 9347 NRIOISLON-23> 7T

v




AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

/{9—> D:AD RIRT GPO ZERULTN-Y3Y7YI T35S
a. EMI-J1YMISAFYNBIOISADN-F3>7YT
a-1. BMFRMFOmRESR
a-2-1. N\=3>7yTn#fE ~GPO DIER~
a-2-2. N\=2a>7yIT0%fE ~GPO DBt~
a-3. EM I-21> M54 T2 MRTOT S LON-23> 7y T
a-4. BcfLIz GPO DFID THERR

BAPS (3 3438 D FERIESR

|
“ [STEP6] \—=3>7 v T T DR

) 4




AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

3. [STEPO] FEri%(i

1> —2y MEGRRIRRIRR NS 1 -5~ X841 MNP IERL N=2a> 7y T AER I AV AN-5—%
A9>0-RUES . AFIETHII>O-RIZAVAM=5—(& BIF1T7> MR (CHMmL TEITLET.

1. LBUF URLMSI-H—ZXH4AMIOJ/12LFT,
[1-HY-ZXH41N]
https://canon-its.jp/product/eset/users/index.html
X 1-HY-XHANIOJ(>F3EESITINESEI-T-IH/ MRT-RIMETT,

Canon

A-¥—TA1k

FUFAAE
’ YATE
I
1= —TH AT

ESEL1—Af— Xt MUK
LTLE

[ o2

2. A-Y-ZYART[TOISL/IZ2TIV]-[BFN-22 50> 0- R]EEH LUTFOA A R—
S—ZETNETNIV>O0-RLET,

AVTVERBIF YT EIBY—)L(ESET PROTECT on-prem)
ESET PROTECT on-prem (Windows)(Ver.12. X. XX.X)DA=)A>DoA > AR—=5—

ESET PROTECT on-prem X

A—NAT> mbr S St s 7 ) A—H—XI=a7)
TYAF—5—@
= yiy— —
ZEe s VORISR IR e snemAL canit bt e A —

TLEEW. (ESET#HEZH)

ESET PROTECT on-prem (Windows)

I — 3 2B

ESET PROTECT on-prem (Linux)

== - =
:

H)\—3a R REs



https://canon-its.jp/product/eset/users/index.html

AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

-ESET Management I—>1>h

Windows @l ESET Management IT—1>M(Ver.12.X.XXX.X)

ESET Management T—T > b x
A WOIS51 7 MEFEEERT S(CE. 25 7 FEFICESET Management T—S1 ™ bE-f YA b—ILT ZHEHHDFT.
CFIBOHRBCHG L IZESET Management T—31 > FEMTF LD 20— KL T,
B#, 254 T FERETORVES, S, BENREBEI5C T MEFFAndroidRBOESE, ATOTSADTIVO—E « A VA F—JLIFETT.
FOISh
TOodShR
64bit 32bit
Windowsiall+ ESET Management T—=1 > |- "
MacfEl+ ESET Management T—<1 > b~
§)\—= 3 st
Linuxf@ll$ ESET Management T—<5T 2 b~
$HIN— 3 RS

-Windows @EIl37347> NETOI 3 s

ESET Endpoint Security / ESET Endpoint 7>FJ4)LA(Ver.12.X.XXX.X)

XA VAM=F—FINEZ1-IA 2 A=5—%&ZFIFLIZE,

) Windows@i37 0735 A

Wir TTHBICRBBEE. UFDOISA7> MNEIOISARSHO—-RUTLEE

JOI5 A aA—Y—-AI=a7h
yy—2 zE INET2-N BANEY2-N -
TOI5 L% s R g AS1>
J—t nE 1YAR=5 1YAN—5—@ o e
64bit 32bit 64bit 32bit (ESETHRE)
ESET Endpoint Security = < 3 o S = S =
)(—> 3 1RO 195 MB) (187 MB (46.2 MB| (42.5 MB
)(—> 3 1R (191 MB 183 MB (45.6 MB (41.9 MB

-Windows Server @349354 7> NRTOY 3 A

ESET Server Security for Microsoft Windows Server(Ver. 11.X.XXXX.X)

) Windows ServerBliFZ7’O07 5 A

Windows ServerBB TTFIRICABBEF. UTOISAT MRIOZSAEF IV O—- RLTLEZEL

TOdSh

TOIShE VU—-2J)—F ZERE

ESET Server Security for Microsoft Windows Server

Z5E

;095 ARG

1—4—-XIZaFN

HECHTS
AT ANT jz3=E ]
(ESET3ti#t) pEag
=55




AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

4. [STEP1] tF+1VF(EBY-IDONYVITPYVD)
T IUTABIBY - LD\ — 3> PYTERTIFICT %I\ Py FU TS,

STEP1-1. SQL Server Management Studio 1A M=)l

1. BUF URL &N, SQL Server Management Studio 247>0—RU. B—/{—-A1>ZM=)LU
[QVIAN

<SQL Server Management Studio ¥7>0—Rt4 k>

https://docs.microsoft.com/ja-jp/sql/ssms

XAFIET(E SQL Server Management Studio 19 ZFIALZE T,
N=32%I8FE I BHA(F. L2V IAOT L EIN/N->3> | > Previous SSMS
releases]z/vIL. [BIOUY—RD SSMS | LDEBD/N—23>ZIEIRTZE0N,

X ZHIF®D SQL Server O/N—aUIHFSUTE SSMS ZA > A R=)LLTE& N,

XAVAN=i&. BicghEREINIZEEHBREHLET .

2. [Microsoft SQL Server Management Studio | ZiEEN TE3EEHERLET
XA THRENT DIHE. B 2 BIFENMHNDET,

STEP1-2. #¥1UF(EBY-IOY—-EREL

B—N=OF7 —AIR=-2D/\W) 7y T2 BUS I BIs(c. LT OFINEZSERU TN ->3> 7y TRID EP &
Izld ESMC O —E2%Z(Z IEEEFT.

| |
tF 1T EIBY-)IOY -ERZEIL T B —BFNICITA 7 M BIRITBENTEE B A

Y—EAMELELTVBRIDIFA 7> bOOTRBISA T EM I-212 bEETHRIFLTED.
Y—EXEEB (B ENMELNRETEF1I)T BBY - ILICOTMNEMEINE T,

|

1. TWindows ¥— 1+ [RITI7(IE%ZIEEL TEITIEDV1> RU%RIZE[ services.msclEA
AU, [OKIRF>=ZIUNILET

I I BEEELIET X

= EFTIT0750E, SEEBOANI-PRELA MR, (25~
= zobyy-z8EAALTE.

EE0(0): || services.msc o

[ o ||| weven SE(B)..

10


https://docs.microsoft.com/ja-jp/sql/ssms

AVTVZRBICF 1T ERY )L

V10/V11-V12 N-23>7

v IFIEE

AT VRIBTIHAROSBE

2.

3.

[ESET PROTECT Server]¥—ERZERL, B—EXDELEZIIVILET

O 9-E2 - m] X
TrAHE) BN FRN AL
e |FH ez HE v o nw
&, #-EX(0-hl) o H-ER(0-7K
ESET PROTECT Server il L] AE-FTYIDEE  OFAY A
15, DHCP Client 03 EE] Local §
16k Diagnostic Policy Service ZH. = =B EEEE) Local §
Gk Diagnostic Service Host Diag... ES)] Local §
) G Diagnostic System Host Diag... ES] Local
E?S)ET:P OTECTS i 1€ Distributed Link Tracking Cli... EE] Local
STVErsenice: 1. Distributed Transaction Coo... EEh (BERE) Netwol
165 DNS Client SE(F-EE) Networ
G Downloaded Maps Manager  573... =3 Networ
Gk Encrypting File System (EFS) FE (MA-E#)  Locals
1) Enterprise App Managemen... I¥%.. ES ] Local 5
1C1 ESET Firewall Helper F8 Local §
1 ESET HTTP Server ESET S Networ

ESET Service

Local 5

‘G Extensible Authentication P., ES] Local S
1 Function Discovery Provider... FDR.. ES ) Local §
G Function Discovery Resourc... Z0)7... FE (P-E#)  Locals
G Geolocation Service 0. =7 Local §
1€, GraphicsPerfSve Grap... 3ol Local 5
&k Group Policy Client EE. =T a3 (tH-ER Local S ¥
< >
8 e
» [PREERY - =
[ESET PROTECT Server|Y—ERDIREENZEAR (IR ofc Ce 2R L EF T S
S € - m] X
TRAME BIEA) RN ALTH)
G ANGEENNE Ao L
S ¥-ER @ (| g @)
ESET PROTECT Server & - EL: A5-LFyI0EE  09AY A
£} DHCP Client Zn3.. EE] Local
1) Disgnostic Palicy Service ZH... =T B (BERE) Local S
1), Diagnostic Service Host Diag... =8 Local 5
=5 1), Diagnostic System Host Diag... e Local §
ESET PROTECT Server service. 1) Distributed Link Tracking Cli., %%k, B Local S
18}, Distributed Transaction Coo... E& (EEER Networ
0, DNS Client B (MA-B%)  Netwo
18 Downloaded Maps Manager =3 Networ
G4 Encrypting File System (EFS) =8 (FUH-E) LocalS
&k Enterprise App Managemen... e Local
15 ESET Firewall Helper =TE EH Local §
15, ESET HTTP Server =3 Netwol
£} ESET Management Agent w EEE BB Local
431, ESET PROTECT Server :ﬁiﬁ (BEBE) Netwo
1, ESET Service SEE ] Local §
&} Extensible Authentication .. =3 Local
G} Function Discovery Provider.. FDR.. E=) Local S
1) Function Discovery Resourc... Z07.. =8 (MA-B%)  LocalS
&} Geolocation Service 0. =1 Local §
) GraphicsPerfSuc Grap... £ Local S
181 Group Policy Client EE. EAF S8 (MA-EH) LocalsY
€ >
\

11




AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

STEP1-3. F—=AR—=ADI\YI 7YY’

1. [Microsoft SQL Server Management Studio]zC&LE 9,
XD TSN DIHE . EREFTHRENININDIZENTEVET,

2. Y-N\-AOHEHEE T, U FO@E0IEBZHEERL Tk R 2)UyILET,

H—)\—DFES FAR=-RI>OS>
H—)\—-% EP Y —/\—TERLTWBR1>RF> R
XEEEFOVE1—-49—Z¥ERASQL

Free Windows EB:iE

o #-/(-A\DES X
SQL Server

-1 —OFEEET) FBA=A T v
#-/i-2(s) | ¥ERASQL] Y
SPEE(A) Windows $PEF v

¥

(0 Fe b A A73240) >

3. ATZIHRIHIZTO-5—4D, [V ATV REA]-[T—HR—R]-[era_db]\EEEILET .
lera_dblzH7WIU. [FRT]-[I\vIPyT &I IWILET .

ATIII I9ATO-5- >3 x
e~ ¥ ¥ (s
=1 I¥ERASQL (SQL Sei
F-5N-A
YATh 7 -2
@ T HLUF-FR-AN)..
2] *f—_/(— FLWIIY(Q)
@ = LTV F-IR-AEATYTMES) >
] gE
= = 2 > F5YF (D).
HUy—(d 3 ATFAVIFBM
Triry MR AUSAUIZF )
PowerShbll M#3H(H) F-9HE SHE(D) b
Azure Dafa Studio(A) » BRBIEIEV) r
Lii- Pl » E#(9) %
BEIDZEY ki {97797 (B)...
&lE2(D) EITR) >
SFOEECEHE ZIUTROEH(E).. '
T0ATAR) FSBTIVI-3VDBEX)..

Microsoft Azure SQL Database ADT—-9A-ADEE(A)...
F-HBTTVI-Y3YDIIAR~MN)...
F-9BTTVT-3y07yFIV-F(U)..

739k T7ANDA VT~ E)...

F=504 JH=B)...

F-5OIIAR—MX)...

12




AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

4. FT=AR=Z2O)\vI7yTEE T, U T OEOFREL. [OKINI>EZIIWILET .
R A era_db

I\vIPyITOFERE | T8

NI 7yT5 T4RT

W F-9A-AnI Ty - eradb - i X
ARG OER .
r3am O 2007k ~ @ AT
B TR AT
F Vipyd APy Y2
F B =A(TE |E,a7db
TRIBET M) Er v
APy OTEAK) I%-g-

[ (= Y ey ]
FipbPyd Jot—k

® F-ar-AE
iP5 v
PSR | BT 1
SEMCD)..
£t AlFR R
gt ¥ERASGL AIZ(C)
R
o BEOI0ATOET
TR
HERFET
) 4
FelAzl
5. UTFOXvE—IHhERRENS)\WI 7Y TFESEICHR TUTVET,
[OK]R>Z 7y IU T, BLET
Microsoft 5QL Server Management Studio X

o T8 lera_dh' DA PR HINERCTE T Lz,

By Aytr—nI¥- '

X[ PIEAMEEENELIZIEVO IS - DENIBE&E NyI7yTIr/ I ORI
T RHERN G THEBTEE L,

6. FlE 4 TYERRUIN\Y I 7Y T I7A IV MEE DB AR ABINEN TVS L2 FEERL E T o

13



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

STEP1-4. AY749L—=33>I7ANWDINYITYD

1. BUTFOIALADIStartupconfiguration.inil 77 ILEIE—U. EBOBFRICRFL TS
(A

<Windows Sever 2012/2016/2018/2022 ®F7 1L J>
C:¥ProgramData¥ESET¥RemoteAdministrator¥Server¥EraServerApplicationDat

a¥Configuration

¥ [ProgramData]hi'F&ReNBVB A, [FR]-[BUIFAI]ICFIVIZANTIZEV,
¥ Mobile Device Connector 24> AR—ILLTWBIHZE. LTFDIAILFID
[ Startupconfiguration.inil 771 )LE1E —U. R DBPIIRTFL TUZEL,

Mobile Device Connector BRIZHR— METULTENFI DT, SSEEEE0N,

<Windows Sever 2012/2016/2018/2022 OF7 1LY J>
C:¥ProgramData¥ESET¥RemoteAdministrator¥MDMCore¥Configuration

2. )Wy T#. [STEP1-2] #&2Z(Z[ESET PROTECT ServerlY—E2&icEL TTE
AR
[
| —

EP on-prem V12 ®OH7R—bk OS (& Windows Server 2016 LUBFTY,

BIR—K OS (CBELTIE. AT URL ZZHEERLIZEL,
https://eset-info.canon-its.jp/files/user/pdf/support/esetbe_os_era.pdf

<= |
<&&>

| S |
TH T ERY - VON-Z32 Py TCRBUISRE, T-IN=RETXTTL—23> T D
NIy TRAERULT, N=23> Py TRIDIRRE(AETT I BEN TEE T,
<AYVTVZRBFIVTAERY- IO\ 7y T I 2FIR. S&U URNT I ZFIIE

[EDONVWT>
https://eset-support.canon-its.jp/fag/show/119?site_ domain=business

Fe. N=230 Py TBEICT —ADB | EREFCEKMUIIBE(E. YR— M A—FTHBVEDELE
AR

<BBEVEHEEOMR-MAI-)DTER>
https://eset-support.canon-its.jp/fag/show/883?site_domain=business

14


https://eset-info.canon-its.jp/files/user/pdf/support/esetbe_os_era.pdf
https://eset-support.canon-its.jp/faq/show/119?site_domain=business
https://eset-support.canon-its.jp/faq/show/883?site_domain=business

AYTUSRB A EIRY
V10/V11-V12 K= 7y IFIEE

AT BB CTRIBRORE

5. [STEP2] #=5—Y—-N\-DiEsE

K—3avPyTHICARBIV SV (V12 B ET7YTF— NF3kH, BRIV (V12 FiH)E

R5=> A: 1-Y -9/ MPSEISLIEI7A V2 IIS TRARL TSRS

CHIFAOTOT S ACHHE T O— REEL,
XARFIEE, FEEOREI> D> 2ESDI5—H— /- BECHEBERINTVWRIEETT,

<547 B OISLDRBIYS (V12 [EF)>

XARFIETIE V12 #HICEALTENET DN -3 MBI S (FFEAE X TEREZE,
I1-H-XHY1/ D,

REID S (IMINAEET —IN—R)]

-(MRHI>S>59>0-RR-] ‘

-[954 7> NRT0I S OIS 59> 0—-R]

-[Windows OI/\—=>3> 12183754 7> MNRTOI S LDIBE]

X[ EFr | ERHNHIRE T > x> 0— RU TS,

<tFI1VF(EBY-IHDREI>I>>

I-H-XHY1/ D,

BREISI(IINAEERT —IN-A)]

-[RETI> DA 0- K-
-[PFIIFABEBY-)IORETI> DY 49>0-K]

X[ R IEEHENHIHRET S 20— RU TS,

15



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

A-1. =5-Y-)\-miEM

A-1-1. 42—y MEGIRIEERIGRNS, 1-F—X0A MCOJ A%, 1517 NBTDT5 L0
BRETI>T>%020-RU. ST /N ZBEEFIRBL T - N\—(CIE—ZL TS,

[1-HY-ZH4/N]

https://canon-its.jp/product/eset/users/index.html
XI1-H-AHANOJT(>F3(FSV7IINESEI - -THA MAT-RIRETT,

<I34F7>MNBIOISLDBRBI>OS (V12 Al >

XARFIETE V12 2HIICEARLTHEDET  MON -3 M BRIZS (IS AE X TEBTEEL,
I1-H-XY1/ D,

REIOSI(IINAEERT —IN-R)]

-[REI> S 0-RR-2]

-[9354AT7>NBRTOT S LOMETI> S>> 0-K]

-[Windows OI)\—=3> 12 @354 7> NBT0I S L0%BE

X[ ERHFTIEERFENHIHRET S 20— RU TS,

A-1-2. FlE 1 THRUISA7NET0I5L0&RETI> S (V12 BiF)%. 1IS TARLTWS
I8 )CABL T (CECEL TIEEW, 2O RIS (V12 [ THREN DN 2T4)
2w ERTEL T,

5l : Tess12_updIRE

IX5—> B: ESSW D5 —#EETARUL TV SIS

B-1. S5—Y—-/\-0D{FRk

B-1-1. A24—FyMEGNBIRERIRARNS, 1-—XBA NCOT (&, 757> NRTOI S L0
BTSSRI 0RO ST INA ZREEFIBL T —/\—(CaE-%L TS,

[1-Y-ZXH1H]
https://canon-its.jp/product/eset/users/index.html
XI1-H-AHANOJT1>F3(CFSVU7IINESEI-TF-ZTHA MAT-RIMETY,

<547 B OYSLADORBIY YV (V12 [ElF)>

XARFIETE V12 ZHIICEARLTHEDET, MMON—a> MM BRIZS (EESRAE X TEBTEEL,
I1-H-XHY4/ LD,

BREISU(IMINAEET —IN-R)]

-RHBI> T O-RR-D]

-[934 T NRTOI SO IS 0-R]

-[Windows O /){—>3> 12 @354 7> NBTO0T S LDBE]

X[ B | EEREN IR E T S>> 0—- RUTZE,

16



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

o tF1VF(EBY-IHDREI> Y

REI>SI(IMINAEET—IN-2)]
-(RREI>SIAYIO—-RR—3]
-[EFIITABBY - OREI> Y 49>0-K]

X[ BFfr | EERHNHIRET > x> 0—- RUTLEE,

B-1-2. C RSAJETFICTESETMirror) IAIAEERLE S,

21-Tvg
< O-Ak 7437 (C)

& #k0-5

B-1-3. YERUTET ESETMirror 17 A)LAEE T (. TessO_upd | T7A)4 . Tess10_upd | TAILA .
less11_updl7A)4. Tess12_updlTAIL4A. Tera_upd|TAA %= ERRUET .
XFIAT2T0I I ACHNETIANARVERIZEN,

] = | ESETMirror
I b M-k #E FE
« v » PC » Windows (C) » ESETMirror
~
O &= &5
i 749 TIEA
= era_upd
W FA7ky7 y
i ess9_upd
& Pk essi0_upd
¥ Fovo-F ess11_upd
= E9Fr e 312_upd

17



AV TV IRBF YT EIBY )L

V10/V11-V12 N\—>3> 7y SFIEE

AT BEETTHARORS

B-1-4. [F)E B-1-1ITHEUEIIZ47>NRTOI S LB IS JETEF1UT(BIRY -l

BoEI> > 1%, [FIE B-1-3 I TYERRUIE F 8D TAILINEBRUED .

T9547 B OIS ADRBI>S > (VI Bl 1->Tess9_updlTAILIA
TU547> B OISADRBI> S > (V10 EF)1->Tess10_updlTAIIA
TU547> B OISADRBI>YS>(V11 EF)1->Tess11_updlTAIIA
TU547> MBI OISADRBI>YS>(V12 EF)1->Tess12_updlTAIIA
TEF1IVF1EBY-)ADIREI>SY 1->Tera_updlFAIASA
XFATZT0ISLDIANIDHERMSEE L
XRREIYYYEBETEIANIEREIBRVESTEREE W,

oZE e I5-H-N-DIRHEIVIODEFHICONT
S5—H-N—(REINRRE ISV EER TOEFNNELRNET, BHICEDE TEFEES

ROTVELEE, EHN(CEHRZITOTUIE0.
TREROERIC, REFSNTOWERHIY I 2B THIFRLTHS, FILKEUSURIREI> S %R

BLTEE L,

h— we o |Ezmm -

* -
neen*

18



AT IRBF VT ERY -l

V10/V11-V12 N\—>3> 7y SFIEE

AT BB TTRHAROES

B-2. IIS DESE

IIS THRHI> S %I BZFIRCOELELTIETEE URL &0, [2. TIS IRIBDIEZE <Web H—/(
—TOEZEE> | THESRIZEL,

OIS #FAUVTIRBI> DY (VMIWAEET —IN-R) 2 \FHI3FIE
https://eset-support.canon-its.jp/fag/show/9499? site_domain=business

X 58 URL NO[2. 1IS BIEDEE <Web H—/{—TO/EE>]-[ Step.2 1IS ORE]-[FIE
41T Web Y1 Me{ER I 2B, [Web Y4 MESICHIRT S IDFIVIZATDIRRETIERRL T
22, BEFSS—H—\—0— NEHEL. I5-HFELTUEIBENHDET .

.
ESET Mirror ARE)...
L
3
-1
RAE ‘m |l
L2 B ] a5
KA &l o
& e
3 wa
W
-]

B-3. BIF=5—¥—-/\—-DHIH{L
IS THEELRIS-Y- /NSRBI SV a7y T T — bTERLIICT BN, BIFI5—H-/\-%
mNELE,

B-3-1. BIfFI5—Y-/N-0OFAIMNTDIZRI N —&D ESET Q7% IUXIA >V EE%BE
9,

B-3-2. F5 +—Z#FU. FHllBmEzREEEI .

B-3-3. [7YI7—K]-[TOI7AN]-[7yTT—h25-1&D. [7YTF7— b5 DVERK | 2 BCLET

KEHRORREGRS —DSERENTTE T

SFHHERTE

T = .
7 @

FyhD-HEE

B Forin 5
TOFPALDIRS F 3 o
RESETOTPLLER
FIAAIMD-IL A IO

=k PoFT-b

I-H—A5-Tr-R

it}

FoTT - FIPAANOFIER

AM-TTANS -



https://eset-support.canon-its.jp/faq/show/9499?category_id=85&site_domain=business

AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

B-4.#i=5—Y—-/N\—-0DicE

B-4-1. [RF— b AXZa1—]m5[Windows B —)L]1Z=20Jwvw I LT,
A2 TARA=2 3> H—-EX(IS)NR—Zv—]ZE#HULET,

l Windows FFE32{F

l Windows EEY-)l

iISCSI 129 1-4—

Microsoft Azt re #-F 2
ODBC Data S »urces (32-bit)
ODBC 75 % - (64 Evh)
Windows AT J&

ARY -7 -

ENRIDER

mERZ(T
WEI-5-0ER

Jvm-2&2E H-E2

GRSV anNnaae

Windows Server

Windows T3
Y=k

UE-FTAIY
PE: =

3

AUSF=FY AVTAA=23AY H-EA (...

Setup_x64

[ >5—Fw ~

B-4-2. [FI& B-2 ITERkLIZBA MeaUvIL. [Web B4 bOER]-[FIa]2)vI0. b1 b

FIBLEY,

5 A Y9-F9 b AYTAA=Y3Y Y=E R (IIS) YFR-Jv—

I @ » SERVER » #4b » ESETMiror »

(57)
X

PrAuR &RV  ALTH)
& .
I q ESET Mirror /i—A
@ 25-FA-Y — = o =
€3 SERVER (SERVER 45— - ¥ EEG - @INTRRN) | IN-Ti: #s ]
Y Fr-y3y 7= iis ~ B
EEZ = S . = =
&) ESET Mirror_ || =] JE \% & = & ]
B 1/270-5- MIME D@38 SLEE I5-R-Y  FALINOER NUKS-I9EVT
FPIUAEAORE...
B El S ) =
FIVy-33/08.. i ﬂ ;j o 3= %?j
BT IN0EM... RS E® BEOFF1IVL  EAFeyYa 28
SAFDRE...
—P  web 3/ r0EE |

- o X
wm e @
=i
B =
Y ORE
Web Y1 bOER O
»
Web ¥4 b)ER
- d
[ 124
0\

20




AVTLERBEF T EIBY )L

V10/V11-V12 N\-3a> Py IFIBE

AT VBETTHAROBE

B-5. N\=33>7PyIRiI347 Y MOFPYIT— NEEE

N=23> Py TainI54 7> NRTOITS AN FIE B-1 I TERUIARKB IS D> 07y I 7 - M TES
&3 R —=fERLTTPYIT - NeEZELET .

XAFIEZSE(C, N=230T7vTEIC V12 ORI S OBSScZIETE I M) —BIERL
TLIZEW,

1. B-5-1. EP Web J>VY—)l Zi#c&LT. ESET PROTECT (C3&E#tLE T,
A-Y-R2LRT-RE2ANL. [OTAIRI>=IIVILET .
XEP Web J2Y—)UCEEATF O URL KD7ILEATEET,
https:// <8BY-N\-0H—-/N\—-%. £&. IP 7RLA> /era/

PROTECT

| f T
@ FesmEn| | 7
-
- & MUz, 59 w8 EEBYE \EE. O
| P, ESET Mana ESETERE..  2023%10A11H 135831 Admirist
¥E 6. ESET Mans T—T. 2003%10A11H 135031 Admirist
{B#i-2.  ESET Mana MAR100.. 2023108118 135031 Administ...
- B -6..  ESET Man 500007 2023fF10A11E 135031 Admirist
-
S4 - ESET Vimu I-TT. 2023F10A110 135031 Administ...
B4 - . ESET Virw ESETVirt.. 2023410118 125831 Administ...
IR ESET Endp ESETSec.. 2023%10A11H 135831 Admirist
TR ESET Endp PRI 2023%10A118 125031 Administ...
T-fILR.. ESET Endp IE&AE. 20238 10A11E 135831 Admirist
DA ESET m:\/ WA 2023 10A 118 135031 N
=] e

21



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

B-5-3. [EXR]ZEML. FEOEAI : MBI EFHEZE(N -0 7R 2 ADUE
ER
XN=2aoPyIEIT0I S LAORIS —DBEEMFRH IS SV EHEEE (N -3
7vIT#) JEARUTLIZEW,
X[ERBAIDARNMERTT.

HULRU = —

AU — > BREIDICERAZEV (-T2 FvIH)

BX fni

N I—pl-‘ﬁml‘f‘/‘)i%ﬁf‘agﬁw‘fyz‘/7'9'75@ I
se=e 38
H<U—

B-5-4. [xFE]ZzERML. RETERLET,
XAFIETEIESET Endpoint for WindowsZRUZE Y

HULRD 20—

AUs— D mEILILEHRAEE((-Us 2Py )

BE BEEER v A
A 2= I BmEER
BRE
FEHT Auto-updates

bl — ESET Endpoint for Windows

SET ENQPOINT T0F Macs (V7 +) - Eally Access
ESET Endpoint for macQOS (V6) and Linux (V4)
ESET Endpoint for Linux (V7+)
H—)—
ESET Server/File Security for Microsoft Windows Server (V6+)
ESET File Security for Windows Server (v4)
ESET Server/File Security for Linux (V7+)
ESET Mail Security for Microsoft Exchange Server (V6+)
ESET Mail Security for Microsoft Exchange (V4)
ESET Mail Security for IBM Domino (V6+)
ESET Mail Security for IBM Lotus Domino (V4)
ESET Server/File/Mail/Gateway Security for Linux/FreeBSD (V4)
ESET Security for Microsoft SharePoint Server (V6+)
ESET Security for Microsoft SharePoint Server (V4)
ESET Security for Kerio (V6+)
ESET Security for Kerio (V4)
EICTL -

22



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

B-5-5. [7vI7—N]-[FOI714I]-[7vTT— N ERRUL. LT O@DEELET .

EJ1-MV7YIT—-b

EEJESIN 3]

HhAALB—=)\— | http://<#FHN=F3a>WHZ5—Y—N\=-0 IP PRLVA>:<iRK—b>/ <TAN5E>

X IANAZRBEN -SRI S OTIAINA GEREURZFIZIEELE T,

(B : )X\—==3> 7w THilE ess9_upd. ess10_upd. ess11_upd
N—=>3>7vT#%($ ess12_upd 1)

B-5-6. [EIDHTIZERL. [EIDHT - IRI>ZIIvILET
XIS —MRH I DY EIFRFEE (N -3 7y T1#) 12U TWIEEFEIDE TEITOW
E(IHOERA. (FE STEPA TR T BEINNTIL—TICEIDE TEITVEFET .

FULVRU S —

RUS— D b TS BHREE( (— o3 > 7w T8

I BDHT IJf;Hn e H—sry b

WHATES —FbDEEA

23



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

B-5-7. \=23>PyIRIOI5A 7> MFRE S 27 —T%&RU. [OKIIRT>Z2IUyILET
% ZZT(FILOST+FOUND I —TJ%IERUES

{RAFFEOEE

AN— S

B-5-8. [BNYU-10OAEZMHERL. [$TINI>ZIIILET .
UIEBLI 3L, RIS —DEAENES,
BAET, AN =2 THIEUIES -8 == B0 7y T 7 — NERIETE T TY .

ULVRU S

25

£

L]

BDOYTSNhEZOSA7> b
FOHTShiZBNIIIL—2

HOYTSNEBNIIIL—T

Y- N\-FBJ0J5L0 ESSW Fzld EFSW(BIEY—)UICA>AM-IlenT\dI0J5 L%
BROBBIBLTVRIE S LTFTEFEDSX. RIS —ZVERRL TEE,
@® STEP2-5 ORUS—ERBFDIFIE B-5-2 1 TlE. N—>3>7vT 935 —/)(—H
T0USLDIHOR)S —THDIEN D NBLIREFIZATIUTIZE,
@ STEP2-5 ORI —1ERBEDIFIIE B-5-31T(d. R TIESET Server/File Security
for Microsoft Windows Server(V6+)1%#RUEY,

24



AVTVZRB e FIUT(ERY -

V10/V11-V12 N—-Sa> Py I FIEE

AT RBETTRIAROBE

B-6. ¥1UF1EEY-IDFYIT—MEEE

TFIITAERY-IOPYTT— %, [FIR B-1 I TERBUARE IS Z>0I5-Y—-/N\-n57vT
T M TERLIGREZEELET .

B-6-1. EP Web 1>VY—)l ZiE&UT. ESET PROTECT (C#E#LET .
A-Y-R2LRT-RE2ANL. [OTA IR =IIVILET .
XEP Web J2Y—)UCEEATF O URL KD7ILEATEET,
https:// <8BY-/N\-0H-/\-%. £l&. IP 7RLA> Jera/

@s[X) PROTECT

Qv
HE a ?
mE
H—)—— NEENTF SR 2222
Web D> — LR — MNEBEBH %) 2223

BERtFaUT (FERN B

SRS EEYS BT

FyIF—h

naRE

NAIIAX

25



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

B-6-3. [7vITF—N=>[7yIF— == [T AT IZAB v 1T EBIEY )LD IS |
%[ F)E B-2]TARUE Web H—/){D URL ZAUT, R F12IIwILET,
XURL A : http://"=5—H—)\—-D IP 7RLR":*Z5—H—-)\—-D&IER—N"/era_upd

=&

FwFIT—EE HROZEE

P FF— =) —>| http: Jera_upd |

@EEFVIT—k

FyIF—OER CUU—-ZETFYIF— b

HlEE

NAZIAZX

B-6-4. FIYIMIE, EREMRIFINTVSLZHEEELET

E  QinTmomms ?
-5
H—) (i~ MEEEH 2T 2222
Web >t —)LiR— NEEETHE) 2223

BELtFaUT EEINET)
SRR EEE ) SRS

HH

FyvIF—t

SHllE

NAFIAX

26



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

B-7. EM I—Y1YMD7YIT— MEZEEDRYS —VER

B-7-1. EP Web J>VY—)l Zi2& LT, ESET PROTECT (EHLF I

I1-9-2L/ TRz AL, [OT12IRT> =TI

bia_o

XEP Web J>Y—=)UZEEATFD URL KD77EATEET,
https:// <8BY-/N\-0H-/N\-%. £zl&. IP 7RLA> Jera/

(€s[3) PROTECT

B-7-2. EEARIDIRIZ—127UyI0. [FULWRIS — 1270y IUET

AU —

AUZ—
" R -~ 2hl KUS...
E-FTIN (O
(8 B oAU — ST SR Mana

{B¥%-6..  ESET Mana

{B¥-2..  ESET Mana

ESETETE...

I-oT

W00

R -6..  ESET Man:
) ESET Endpoint for macCs (v7+)

DM ESET Virtu
= 8- ESET Vinu
D{ILA.  ESET Endp

@ DL ESET Endp

TILA. ESET Endp

.:7:: T ;. ;‘ ,/ ol .._'«_- :’~:< L. EsET :J'i

50,0000...

I-%T

ESET Virt...

ESET Sec...

/ TEREL.

==

=

EEE

20234F10A 118 135831

2023108118 135831

2023410A 118 135831

2023108118 135831

20238F10A 118 135831

2023108110 135031

20234F10A 118 135831

20236F10A 110 125

20234F10A 118 135831

2023108118 135831

27



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

B-7-3. [EX|ZzERE. N)>—D&RIZERCANL. [HIT1200WIVES, [R5 10
HEMEETTS

LR S —

o= ) MI-S1» Py FF—HEE

y

B-7-4. [%7F |zERE. [REZ&R... fICT[ESET Management Agent]zZ&RUET

LR = —

AUz— D EMI—Tz> Py IF—+EE

BERmER. v A
S

ESET Security for Kerio (V6+ -

ESET Security for Kerio (V4

EI)AIL
ESET Endpoint for Android (2+
ESET Mobile Device Management for iOS
ESET Mobile Device Connector

R84k
ESET Virtualization Security - Security Appliance
ESET Virtualization Security - Protected VM
ESET Virtual Agent Host
ESET Shared Local Cache

=3

:: ESET Management Agent I

ESET Rogue Detection Senso

ESET Remote Administrator Proxy
Zz0ft

ESET Enterprise Inspector Agent

ESET Full Disk Encryption

28



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

B-7-5. [7yTF— k> PyTF— M= )\— [T AYTUSRE 2T EIBY — LR TS S |

Z[FNE B-21TARRALTWS URL ZAHNUT, [HEAT 1209 ILET
%URL 5l : http://"25—8—/\-0 IP 7RLA":"Z5—Y—/\-DOEMER—K"/era_upd

FLLRIT—
- > LU
v Q A a
[ oe#
FuTF—h oe#
FuTF— HER
Pudr— 4 P hups 2221/eraupd I
FuTF—k
PuTF— O LU=y TF—
BT L — R BT
HE oef
-
— ~a
[
e e :

B ‘

GtaT — |-
| 5‘“9%?' S5y M

HY—

29



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

B-7-7. [IRTUDIIN—TF1vo% AN, [OKIZIUYILET,

a:d¥Pa—5—% 59 -t E = Ll

—5y & F—4y hRE S-Sy rEAT

s877),—

g

B-7-8. [IRTUDIIN—THI—5y MACRIRENTWSIEZFERL . [#8T 120w ILET .

S—7v g H—%v b3

el -l ol

BNOL-T

&

30




ATV IRE F T ERY )|

V10/V11-V12 N-23> 7y T FEE

AT VBB TTRIRNOSEE

7. [STEP3] Y—N-DN-J3>7v7

B[4 VA= NENTVBEFIUT(EIRY—)Le ESSW £\ -S3> Py TUET

STEP3-1. BM{FE#0HE:R

N—=23>7yI OB, ESET PROTECT on-prem V12.X & ESSW V11.X OBMFE{FaHERL
&9,

<ESET PROTECT on-prem EMEZE/4>
https://eset-info.canon-its.jp/business/ep/#spec

<ESET Server Security for Microsoft Windows Server Ei{FE{4>

-ESET PROTECT Entry (IH&#% : ESET PROTECT Entry A>JL2ZR)%
CHIROBERR
https://eset-info.canon-its.jp/business/ep-entry-o/spec.html

-ESET PROTECT Essential (IH%&%R : ESET PROTECT Essential > 7L ZX)%
CHIROBERR
https://eset-info.canon-its.jp/business/ep-essential-o/spec.html

31


https://eset-info.canon-its.jp/business/ep/#spec
https://eset-info.canon-its.jp/business/ep-entry-o/spec.html
https://eset-info.canon-its.jp/business/ep-essential-o/spec.html

AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

EP V8.X LIE (L. 64bit iik® Java "AHETY,

Oracle #H24M Java Runtime Environment 8 (AR 7Y ST — M & TULTHNFT .
NRT7YTT— MHE T NS T 1VTA(EBIRY - )L 2CHIBVEICEQTEZIN, Fiei
1T ) WFREESDTYTT— MIREENR e, BIED IRE £UL(F. BEOA-T>
V-2 IDK OCFIA (#817) ZHERLTVET,

RBE. EP V9.1 BB T(E Javal7 OHIREBDEFT O TITFELITE,
CHRAOYINIITHEMERIBON -2 ZHIL TVWBHCHERREE WV N=2 3> Py T E
BIBEE, Javal? ZHRTIOAM=IU N=23>7yT 5 TRICARE(CR AW =232 0
Java O7A VAR )V BEFENVLE T,

(wrr——2um|
| <&&E>

EP V8.X BIET(&. Apache Tomcat 9(64bit) "AHETY,

32bit liRZFIFL TLWRIHEE(E. 32bit IRZ7> 1> XM=&, 64bit IRZA>AR=ILLTHSEAY
TUZRR I UTAEBIBY - )LD\ -3 Py T = EHEL T,

Apache Tomcat OD/\—>3> 7T AECDVNTIE. BUF URL ZZSHRZE W,

<Apache Tomcat ®D/\—>3> 7y A5E>
https://eset-support.canon-its.jp/fag/show/244317?site_domain=business

Microsoft SQL Server 2008 R2 LIFIDT —9R-2zZFIRADIZE(L, JElC Microsoft SQL
Server 2014 BUIBEATYTI L —RUISZ T B—/\—D)\ =230 7y T AL TS0,

<z=> |

| = |

Mobile Device Connector (FHR— & TUELUE,

ATV ZRBIF 1T EIBY—)L(CEF NS Mobile Device Connector 2ZF) AT OHEAE
(. 757 RELBADYIE = RIS,

[ Mobile Device Connector DY R—METOFEMICDVWTIZLLT URL ZZSHEZEL,
<[EE)ESET PROTECT (Z&%N3 Mobile Device Connector OHYR—MET(CDWT>
https://eset-support.canon-its.jp/fag/show/235887?site_domain=business

32


https://eset-support.canon-its.jp/faq/show/24431?site_domain=business
https://eset-support.canon-its.jp/faq/show/23588?site_domain=business

AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

STEP3-2. ESET Server Security for Microsoft Windows Server ®)\—>3>7v)’

BUFOFIET ESET Server Security for Microsoft Windows Server V11 X AEEE/N->
A 7IUES,

1. [STEPO] SEai#fmc4 > 0—RUI ESET Server Security for Microsoft Windows
Server (V11.X)DA Y AM=5—%H—/\— L DEEDBAICEENL. FTNIIWILTEITUE
a-o

7]
13

efsw_nted full JPN

TS

33



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

2. [ESET Server Security ©yhPyT I - RALSCZ IBENTRREINE T, [RARNI> %
Dy,

8 ESET Server Security 7%

@21 ESET Server Security tz v 7y
SERVER MR Il STANN o Pl

SECURITY

b Fudist - ESET Server Security® 102 —RIC+
AR =JLET , DRATEDUSHLTEITT &0, [yt LED
DL Tyb Py dhqf —REHSTLTESR,

FEIGRIREE B, A —VERITT AN, Db
A AT PAEIOI LD IPA TP -Gy, EITHD
olREME B BERr 1T PN L avEREBICFA Y
AR =LT S,

Progress. Protected.

< F5(8) Fytzlb(c)

3. [IYRI-Y-ZHMRIE EENIRRINET,
[SAEY AR LT TFANS =R — |12 THERDIR . [ A AEHIZIEZZHLET |
DIZARIUNTFIVIZAN RN Z)IVILET .

13 ESET Server Security B X

TYk1-Y-ZRRE :
WITFOS 222 R TEE FELT RBEEND (esid

F3NH: 2021F10H19H.

BEANVVO-F 22—, O0- FEEERORTC. HeatlRCHET
& TILERIEMETEL ThFa e FEEEADVO-F, 122
b=k 8- FEREER TR CHEED. BERRBChADRLH T
SEIERRIL. T - RS - (ERIBELEZCHIE ST,

| esreismpsresaim |
O35z Fxre3tho

EraPAVESL Fzll(g)

34



AVTVIRBICF T EIBY -l

V10/V11-V12 N-Z3> 7y S FlEE

AT ARBTTHIATOBE

4. [eybryJOfEE IEEIFRRINET,
[RR]DIZARIUTF VTN [RANIRIZZIVIYILET

45 ESET Server Security % x

s Pt OEE "
— Rty by OTESREIRLT(REL (es

FATOF OIS LB A bl En g

Oar PR T A 2D~ —{ R A2 k=
Enae| #-1i-OP A k- TR,

Onrsh 1AMV BI OIS LIEEEIRL T S, EE D
BT,

— e )

5. [42ZAM=IF3TANAERL TIZEWV, |BEIRTENET .
[12 A=V IS ZDIVILET .

17 ESET Server Security 5%

VAN BT NI ERRLTEED, (esD)

S A e A =B A B =R A LTS RO 2L A =T
BT, FHNSEN N FRNERED 2L THEE,

Bga 74 LA (E):
:¥Program Files¥ESET¥ESET Security¥ Z0BR)...

T 1=

|C:¥F‘r-:-gram Files¥ESET¥ESET Security¥Modules¥ 03 R)...
F—R24)H(0):
|c:¥ProgramData¥E5Er¥E5Er Security¥ R,

<Ea@) AR | Fete

35



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

6. LEEADANIHRBLET . AVARIUNTE T I2ETEDFEHFFEE.
XI1-Y=7hU> MBI’ FRSNBE R, [[FVIRI>ZIVvILET .

I-%- PR el et

COTPTINTIAAICEERIMABILEFAILET
h?

_efsw_nted JPN

W B A MEITIT: ESET, spol. s ro.
JrAOAFER: Z0IVE—7-EON-F F54 T

FHillEFT

EA

ATV

7. LEFEF(ZAM-INTETISBE. [ESET Server Security Ty 7w H—Re5ETUTVE
9 IBEEH TR RENET,
[T IRI>%II0 . EEZEAU T2V,

@3 ESET Server Security S5 X

ESET Server Security 7wk 7w
SERVER H—REZTTLTOEY
SECURITY

(R T IRVERLTEvb Podo 8 —RERTLTEEL.

Progress. Protected.

<F50) FrEIlQ

X [BEH 2T 75— MIRREINEIN RO[STEP3-3]DOFIERNTEMLET .

36



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBES

STEP3-3. ¥¥1UF(ERY-IDIN-J3a>FyT

1. [STEPO] Sai#RT1—HY P4 h&DYU>0—RUIZIESET PROTECT on-prem (Ver
12. XXX X) DA =) A> D214 > A =5~ Setup_x64.zip ) &H—/\— EOEEDIBFRICAT
BUEI,

2. HY-N—(CBEEUISetup_x64.zip |ZERU. [ Setup.exe |ZHTIVINWITRITUET
X 1—H-THU MIHOBEINFREINEEEE. [[FVIRI>ZIIWILET,

| M v | Setup x64 - g X
L HE  ER (2]

1 > Setup_x64 v O O Setup_xe4Digsk
AEl EHAE B AP
s 9199 FIEA
installers 2020/06/16 10:55 714 FAINT-
@ OneDrive [ coivarod 4] 020/02/28 20, THT-y3viEE 5270 KB
wpC I (& Setup.exe 2020/05/22 18:57 I FIVT-y3Y 8777 KB

@ rybo-2

3. EFETIAAEIZERU. DRAIRI>ZIIIVET,

(@) ESET PROTECT On-PremZBZE - x

ESET PROTECT On-Prems%3E

PROTECT
ON-PREM

[ o1yrtyhryTsik

A2 A M= LEThOTHOFIEL B3

A2 Ar—ILEELC —FAAF

FATOAVA M- ATS T OBEEHATEHII=17 L.

™
J
|

“-::-‘ FIEFTA
\"--'/ 3 T P - —
ESET PROTECT On-PrembET A FESTESET YoutubeF w2 RILEETL
E
EE || BFE

SRICARENRL 7 YPURS NIEREN 3 SEERIRLET . Webd Y- LD
SEEERICREELEEA.

37



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBES

4. [IRTOIDR-RIeTYTTL—RIBEIRL DRAIRNIZZIVYILET .

(@) ESET PROTECT On-PremZFE — X

FISALELTEER

PROTECT
ON-PREM

ESET PROTECT On-PreméEMILA—FR 2 MIx U TET T ETIIEBRLET.

PHSAIDIAT 1A=L @

® FATOAVEK—F2 M EPYTIL—F

PILIAN—IL

5. IYRI-Y-SFMEPREZHICERBUEA. [T AZHOZMHCRRLET 1ZERL. [IR
NI Z I ILET .

(Z) ESET PROTECT On-PremiZ - X

esiD IVRI-¥—51tARH

PROTECT
ON-PREM

EIH: 2021F 108198,

FEHVLO-F 22— - FRFEROFIC. REFRICETETR
ZHREEELTSENTEV. FRREITO-F A YA -,
FEREATEELLD. BERINS0RKFICHIZEASERML. CEASL
fzzhicihEY.

Iy RI-F—{ERFEEN

FIL RIS 7258 ([A2$7]) (3. Einsteinova 24, 85101
Bratislava, Slovak RepubliclZFRTEL. J5F A5/ (E 1A SR OB SHED
P9 (District Court Bratislava I. Section Sro) [CEVTIE&ES3586/8,
313335324 LTRSS EN TV, ESET, spol. sr. o.. ([ESETIERMEE
= =E: Pl %55 sAEE(AES FElTE q

O SHELARRIOEFICASLET I_

AU AEHOEFCAELERA

#

38



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBES

6. 7vIIL—RIBZIR—%> NebEERL. [RAIRI>EDIWILET .
XEP V10 UBTTHBLTOWBI MR- M7y ST — RanEd,

(&) ESET PROTECT On-PremBE - x

Ter] FYTHIL—REBIVR—R b
PROTECT

OMN-PREM

ESET PROTECT Server ©)]
ESET Management Agent
Microsoft SQOL Server Express

FIFARH
» ah—Fok

ESET PROTECT Web Console 9]
Apache Tomcat

Rogue Detection Sensor - 1A=L TVERA ®
WinPCAP - 22— ILENTVER A

ESET Bridge Proxy - 422 F—ILENTUERA ©)]

7. ZHEA® Java m#EIRLE Y, Amazon Corretto ZFIFLTULS5E(E. [OpenlIDK |%&EIR
U [T —RINI> =9 ILET

(@) ESET PROTECT On-Premi3 = - X

Xer| Java

PROTECT
ON-PREM

Webd> Y- —/{—EF(TFBIC(Z. Java (64-bity 4 VA M-ILTEAEBNBNE

o 9. 54
oJC
792320547
: ~ OpenJDK 17
FUARE C:¥Program Files¥Amazon Corretto¥jdk17,
D7 e S8

» 1AM AEFIY)
Javad YA M- WERIRL TG W
ZOI21-5-DIavad A=V ZERRU TR

Feo

39



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBES

8. 7YIJL—FIERITENFT,

(@) ESET PROTECT On-Premi =

e FYTI—FERFRTY

PROTECT
ON-PREM

( Microsoft 5QL Server Express
ESET PROTECT Server
ESET Management Agent
Apache Tomeat
ESET PROTECT Web Console

- {2

20 53
55
25
55
55

9. PYIJL—RAZETURS U T OBEIFRREINET.
[T INI>= I ILET.

) ESET PROTECT On-PremiZE

PYTIL— AU

PROTECT
ON-PREM

ARL—F4 A VAT A EREEESDLET .

+/ ESET PROTECT Server{ > A b—JVHiEETHLEUE,

10. BLELET,

40




AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

11. EP on-prem Web J>Y—)l Z#c& L T. ESET PROTECT on-prem (& LE T
A-Y-R2LRT-RE2ANL. [OTAIRI2=IIVILET .
X EP on-prem Web JI>Y—=)LICEZBLTF D URL £OF7ICATEET,
https:// <BBY-/N\-08—-/N\-%. £z(&. IP 7RLA> Jera/

PROTECT oN-pREM

Progress. Protected.

ANLTER<L

© 1992 - 2023 ESET, spol. s r.0. - All rights reserved.

12. IFOBEEARTRENGS, [ < ITEHUET,

PROTECT ESET PROTECT On-PremiiP v J5— h&hF Uik,
BRI ESETRERMIZY U1 —3 3R BNTZLSCRBTUET. ZOUU—RTH. ROTEH

BAENELE.

41



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

13. [OYE1—-9—140, BIEFRIS-Y-—/N\-0OBEE 75— MBI TV EZHERLET .
XAMDRE TT5— MIFRRENTVSIHEF BEIIGTE,

- @ 7
( )
0
& AvEa-s—2 . 59 Z. SRS 7. W 05 O.| @
@
2024F15 108 154321 0
2024515 108 154250 0 0 Mo tagu.
0

15. [TESET PROTECT on-prem (Server)&[ESET PROTECT on-prem (Web 1>Y—
ININ=2300, T12. X ThdeziERLET .

N—=3 155k

@ ESET PROTECT On-Prem (Server), J{—Zi3 212,
ESET PROTECT On-Prem (Web>Y—)L), JI—Z3 212,

Copyright (<) 1992-2024 ESET, spol. s r.a. All Rights Reserved.

Iy RI-H-Sq 228

Microsoft Windows Server 2016 Standard (64-bit), J{—3 210
BROSATF M
FPOFAIRSA2R:0

St

A YA = LENZD Y=

£ N=zax

FuIF—hEZI-L
BRI R
SysinspectorEZ 21 —JL

SSLEZa -l

imnas o oo

1041 (20240610)

2025 (20241111)

1285 (20231024)

1089 (20241008)

42



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

STEP3-4. F—=AR—=ADI\YI 7Y’

(STEP1] ESET PROTECT H—/\—-0O/\wo7yTERIRDISET. BBE ESET PROTECT on-
prem Q7 —AN=2¢T2 T4 —2a>0) W7y T #BUSU TR E W,

)\ 7y TEUSEF(C(E. ESET PROTECT on-prem HY—EX%E1L T 2NBHNGBDEI DT IFE
<FZ&0,

STEP3-5. EFGIBAZRLERERONYITYT

ESET PROTECT on-prem & EM I—>1> hOIEFERAL TOBEVEEAE LR % TV AR—
NUT. NPy TZBEISULET .

1. [FF#]-[E7EERRZE LD, IVAR-MATIEBAE &R, [7723V]&D[IIZAR- N ZI)y
JUEY.

[ | BRE
E77EIEEE & i - Y !
SAE FoaN - | L] A ABHEE FRINIE 54
=) —IFE 023FI0H9E 00000 2033EI0H10S 0:00:00
) tFE 023F10558 00000 203
=% 2023F 10558 00000
=) (A 2 A b= LI~ 2023F 10558 00000
ESET BridgatFHam 202310558 0:00:00
i b
BENESTOUINER | O @
s
3 »

[ Il N == J momess | 10[e

43



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

2. IJZAR-MUIGEEAEZERDFRTFEICREFELETD.

¥ [ [ = ¥90-F

s £

ES e
« « 4 ¥ > PC > FUuD-F

v O §320-FD®E »
AET EEHE EE

EE PR
# 942 TIER

- I SFEAS T AN - MCN=Server at _pfx
& Fovo-F
EREEEYY
= ¥7Fv

conf

2021/07/26 18:29 Personal Informati... 3KB

Tomcat 9.0
AV-uyagk

i O-DIL 427 (C)
I pc

4 Foun-F

W 7RIy T
EREENN

= ¥7Fv

B &

B oTa-swy

e O-AL F127 ()
2 DVDRW 517 (D)

i 7yk0-7

1ENEE

3. FlE 1~2 ZE0RL. ZIEBAZBOIIAR-MAITVET,

4. [F¥H]-[FRAER]ILD. TVAR—MEITI5%5
Z27WILEY,

SREERZIEIRL. [7723>]&0[ AREOIIAR— N

SEELR &

=]

... L a9 AMREEE

44




AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

5. IJAR-bNUEARBERLE ) 2EBRORERCREFLFT.

¥ 4[] =1590-F

m=L =5 E

(2]
1 &> PC > O-NLFRAT(C) > I-F- > Administrator > FovO-K

v & | Fovo-roms P
= .
s Mud TIEA

- I 5l SER CN=4—/{~S5E R public key.der 2021/07/261834  vRUFEES 1KB I

¥ Fovo-f

5 Rk

= E9Fv
conf

= 5 HE i)

Tomcat 8.0
AM=ruavk

i D=L F122(C)

o pc

¥ F9v0-F

W 72T

EREE=S

= ¥7Fv

B oA

b 2a-vr

i, O-Tb FMA7 (@)

£ DVDRW K547 (D)

& Fubo-7

1EDEE 1 EQESEER 772/

<&
| <&&>

REECHSY—N\-OBEBEPY - IPNCHEIY -/ -0OUTL - ZPIBREBIBSHE . V51
7> N ROIEREZZEE I 3. B —/N\-0H /-SSR Y —/(—(C1 VR—
IR ENHDET .

<HUBATURAS TV A B EF 1T A EIRY - INIBERR I BIC(E ? >

https://eset-support.canon-its.jp/fag/show/132487?site_domain=business

BET = N-ON-23> 7y T EZ T T,

45



https://eset-support.canon-its.jp/faq/show/13248?site_domain=business

AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

8. [STEP4] U354 7>bDN-a> TPV BRIl

STEPS LABF T, BELTVWSIFM/7>MNETOTSALI -1 b\ -S> 7yT UL, BE Tl
RIMRDDFBNZLSCN-23> 7y T THERRDI I -T2 2N ETNERLE T, £z, STEP2 T
ERRUTZZS—H = \=hB07y T T — NCBBIN(CEE TEDLD. VERRUIZBINYIL—TIC STEP2 T
YERRUTER S —%BELES

== |
|

11— -XB4 MSESUEI7 A V& 11S TRRULTVWBIEE(I. FEeFIRESE(lC, N-
3V 7YIHEIC V12 ADIRNI> S OEIGEERIEET HRUS —BIEMU TSEE L,
XFIAI3I0I5ADN-53>BORYS—Z{ERCIEEL.
[STEP2]#i=5—H—/\—- DB

-){5—> B:ESSW DI5—#EETARLTWSIEE
-B-5. N\=Ja>PYIEISA 7> MDFYIT— MEZE

STEP4-1. =33 7v) 55 TR DER DIV —TVERK

XAERTE EM I-S1Y MN-330 Py THRBADEN I —TEBICSHBALET .
UFOFIEESEIC. )54FY NAIOISAON-S3VPyI R THRBEADOI I -TERE
YERRL TSR L,

1. EP on-prem Web J>Y—)l %itc&L T. ESET PROTECT on-prem (J3&#LE T
1= RT-RZANL. [OTA IR =IUNILET .
X EP on-prem Web I>YV—=)UZFA T D URL &D7IEATEET,
https:// <BIEH—-\-OH—-/)\-%&. Fl& IP 7RUA> /era/

PROTECT ON-PREM




AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

2. [2DE1-5-1&D N=23>PyT%#ITIV54 7> Nt RO FRIE 3 288897 )L — T@&4RU.
[BEER]-[FTLLVEIIIL-T... 120w ILET.
XAFIRTE. BEETIF17> MFRIE IS LOST+FOUND IZ&RULET .

F— WF.. w4 AF.. WEDE

1321 204F1A11E 113119

L win 1921 2024F1H11H 113109

3. [BEXR]ZERHL. ER0ZFIJI : EM I-S1>M-2327yT TN AHUEY,
X347 NBITOT S LON-23> 7y T 58 T HESRF DB I — T2 Ei% 3 21mAa (3.
[51: 054 7> NRBITOT S LN =232 Py TR T IN =T IEAFLET,
XA IO ADERTT,

EMI—1 > =gy Py T )L —7
dxEa—4— > #HLWERIIL—TF

Rl
\‘I IMI—Sr M —T32PyvIRTHIL—T

FHEA

=% 3

#]IN—T

® HWI)—TFTL—b
/R F(3 A

47



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

4. BIIN-T7>TU—bOERKRINT > IUSILET .

EMI—3T > M (=23 > Py Im 7 a)—>F
1E3 -9 > BLWARIL—T

B
BTS2 M-S 22 Py IRT AT
L
woN-T

® WRIN—TFTL—

5. [EXR]ZEBEL. ER0OZFIHI : EM I-J1>  EEHRDDIT> IV —-NZANIULET,
XIS4T NRTOI S LN-23> 7y T58 T I —TERRDIHE (.
[ 2 D3147> NRITOISLN-23> 7y T5E T BERD DT> T — M ANILETS,
X[EREAIOADMERTT

EMIT -S> FABRDSIF>TL—

IvPa—5— > BLUERSA—T > KLWBRIA-TT>TL—h
I I £
I MI-ZIMERROSHT ST —1 I

wm

HEL—-ADRE G

24

6. [N]ZEHL. QIRCTAND(TRTORMNE THDL) IBERLET
D=L 12 ILET

EMI—=1 > FEEHRD DT> I L—

AnEa—%F— > MLVERTIL—T > HLVWENSL—T7>TL—h

bt

ng

? [hu

I I AND (TATOEEFETES &) - I

Bl — <

=

48



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

7. TA2ZAM=NENYINI17 1-[7 VT —230 =232 | %IEIRU. [OKIRT>ZIUvILET

EEEERLTEE P
Jel ¥ A

~ HW 2R U
N HWA 2Rz U

Vv OSIF A3

A

~ 0SO4—IL
~ POFLA—SaY
N AR R—LENRY D FOTF

FIUE -3 -3 |—

FFUT—23 2R —

FIUT—ZaE
I-TIVMEEBT A YA LR~

HAZ(MB)

8. [XTIEFDIBERL. FRHC[12. JEADLET.
D=L 12y ILET

EMI—S 1> FEBRDSHT> L —
avPa—%4— > HLWANSL—T > HLWERIIL—TF>TL—b

nE

AND (FRTOEHHFRTHEZI L) v

o® (|

(=] =] [roen

49



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBES

(> XM= EnYINI17 1-1 700 -2 % 1@&ERU. [OKIIRT> 20Uy ILET

BEEEERLTLEZW

pel

o HW A by
N HWA R
~ OSIFAZ =

~ 0sO4—)L

v FPOFTANR—Z3>

N AR B—LENEYI O

X

¥ A

-

FIUr—a) =3

FIUT—Z a3 R o —
FIUT—232E
T-TT NEL BT oA %X b—LH—

B Z(MB)

9. [=(FULW)IZEIRL. ZHHCTESET Management Agent]zZ ANDUEY,
[FlE 8 TREULRMIETARTFIE 10 THREUEMFID 2 DMMETEEINTVS L= R,

[T INI>= I ILET .

XISAF7 Y NBI OIS AON-3>7YI T T 2RI IEN I N —TEER T IEE(E.
S{FICTESET Endpoint Security 1Z/[E[ESET Endpoint Antivirus1ZAAULFY

XESET Server Security for Microsoft Windows Server(Z¥1U71&E8Y—)LIL
SUCA YA R=ENTWBIRE)DN—-3> 7Y e T 2RI IENIIN—-T2ERTS

15481, TESET Server Security 2 AAULEY,

EMI—=1 > FEFRDDIT T L—
avPa—%5— > HLVERSL—T > HLWENIL—TF>TL—b

na

& |

AND (FRTOEFFETHIE)

g ESET Management Agent

o

50



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

10. MOYU—1OAEZHEERL. BBIRINER TN 2= 0w ILET .

FUWERNIIL—T

JE1I—5— > M-z N -Ua2 Py IRTAIL-T

[

i =¥ 3

£

Hl— , N _
EMI— x> N(-Da Py IRTIIL—T

L]

sIN—7

LOST+FOUND

F>IL—hk
HUIIN—TF>TL—
EMI—Tz MEERD ST I —b

ELL]

11. N\=23>7yT 33054 7> Nt R D PRIE I 288897 — T TS AR LB T IL - Thip s e
ZhEERLE T .

51



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

STEP4-2. &) —I'ADRY>—iEH

N=23>PyINE T UIISA T NRTOI S L, STEP2 THERUIERZIS—Y-/-0F/\->3>
FIANA— (5 : ess12_upd)MSBEEITHREI>S>O7YTT— M TERL3(C. STEP4-1 TIE
FRUZBI S L — TR — 2 EDH TTHEET,

1. [RUS=]-[HRILNIZ =140, STEP2 THERR U MR IS S Y EHAEE (N-J3> 7y
#)1ERL. [+ 7 -TORIOETIZIUIILET,

2. [STEPA-1ITYERUIZBIN I —TTI54 7> MNETOT S LN =232 7y T T I —T 17%58IR
L. TOKINZ> =D ILET .

- o 7orRIL-T #R W [*&D%‘Cmﬁﬁﬁﬁ ][ [5) ESET Endpoint for .. (3) [ ... ‘ ~ ] [ F1E
F e - A z=q
DN —=TEBRLTLIEEN 7 X
204
yel ¥ A ]
& bR — 20
Fff&dpoillﬁlwl A B gRT |
204
b RS — A £ LOST+FOUND |
suto-updates R R A S =W A ) I
ESET Endpaint for mel 547 MNATOIS L= Fy TRT I~ I
[ESET Endpoint for mac (7] Windows 1> E1—5—
[ESET Endpoint for Wind v 7 lined > B —4—
ESET Endpoint Security vV D Mac dXEa1—%5—
ESET Full Diz¥ Encrvotio HNEZ2 DI E2—5—

EVANL—F 1 VAT LD 15—
EEDSZIE1—5—
POTA K= BTN TF 1 UF + Elagst

~ BB AL TR

Q m

Ir. ERENESTOY
[giEe< TrLs U TTEE I
9.

52



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

9. ISTEPS] I-YIYMB&KUI54 7> METOISLDN-S3>PYT
m\—-33>7PYIBENI->53 1 m
[ == ]

[STEPS]THTSII-JIY MLV IS 7Y MBI OIS LADIN—-T3VPYT e, BEH
ORBCIOTN =TIV TYTHENRBRDET
UTONI->3 0 EBBRIREZ CHEBVEREE, N—J3>FPYITETOTUES V.

NY=> At AV AM=5—-2O0-hHIRFTUTIN-S3>7vI T35 (P54~P62)

NG —> B:HEIA RS TERIUTA BB —)IhSI\N—33 70 T HI8S(P63~P81)

84— C:Web 3—)\—&{EEL TF1UTEBY -5\ —S3>7v0 T 3I85(P82~P93)

IN59—> D:AD BRIET GPO ZERALTN-33>7vI) 93158 (P94~P106)

53



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

K59=> A 42AM-5—-20-DVRFTLTN-I307VII3155

a. EMI-J12bOIN=-T3> 7y’
BIIAT O NmRICAVAMIENTVWS EM I-212 8 V10.1 BBTZ V12.X (=232 7y
jbia-o
a-1. EM I-J1YM\-J3>7yTH®O GPO Fid SCCM RIUT D%
1. EP on-prem Web JI>Y—)l Z#c& L T. ESET PROTECT on-prem (C#E#ELET .
1= RT-RE2 AN, [OTAIRI>=IUIVILET .
% EP on-prem Web 1>V—=)LIC(FBLTF®D URL LD7IEATEET,
https:// <BEY—-/\-0OY—-/\-%. (& IP 7RLA> /era

PROTECT ON-PREM

2. [AYAR=3=1&D, [1>AP=5—DVERK]-[BRDHIC GPO Ffz(d SCCM VT MefER]
HEIRLET

AVAN=3-mt

54




AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

A A =S —0DER

{2A—5— ) ESET Management Agent

2% S

85 G A

Windows macOS Linux

AR B=35 =05 D> 0— FEFIZESET Remote Deployment Tool DEER
I-91> NORTDEMI- Vx> hRIUT MR R-5-)
m EMORDCGPO R SCCMERA |

JR=22 ¢

Ll eI i |
uRHETOISLCENTS O

wN-7

3. [U=N—RAM&(FREH == IP VRLR) JER— N =2 #ERULEFET .
[E7EEBAE ] TIESET PROTECT FEBAE I@&IRL. [HHATINT>ZIUIvILET
X354 7> NiR N FIE I 28889 )L — TIBRIEB I EMIN 2128, [T IOFREEHE
HOFEA.

A =S5 —DAFRkL

1A B=5= > ESET Management Agent

NRSLIERE

® ESET PROTECTIZESN®




AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

4. ADAP=I-AEROZRZANDL., [T INI>ZIIILET .
(Bl : ATFAVBI-21> =232 7y TZIITH)
X[EREAIDADMERTT

A YA =5 — DR
b—5— > ATSALAI-FT XM —FaLPYTAIUT b

5. [E&TE GPO/SCCM 2T N =IUWILET , (—BECHZINI>ZIUVILET . )
[GPO/SCCM RAVVUF N IT7A V4l : install_config.ini) IiD>0—-RENFI DT,
EEOBRICRFLET.

[(#& T IRI>ZI W ILET
BAET. Web I>Y—=I L TOERERFZ T T,

A A —Z—DiER
Ab-S- 3 ATFALMI-FIZM-FILFUTATUTH

56



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBES

a-2. EM I-31Y M\-Ja>7yTROINYFI7A I O#EliE

1. WRTAERGREZFEE, UTOIVYRZAAUT, \NyFIr/ILeLU TERDOZRIZ T TRF
LEY, (7141 . EMAgentlnstall.bat)
X[Agent_x64.msil&f53 (& EM I-212 DAV AM-5—-2%EALET,

@echo off

cd /d %~dp0
msiexec /i Agent_x64.msi /qb!

2. <a-1>T Web I>V—-ILhsAD>0-RUETGPO Fkl& SCCM AJV°MD ini 71
(714 H : install_config.ini)&FIE 1 TYERRUIZTINYFI7AIV]. [STEPO)SEHI%#E
A 0—-RUITEM I—=Y12 b V12. X101V AM=5—%2RBUIAII AL ET

1A % | EMI-ZTuhii-ssuFeT = u] x
-l EW O EE 0

L » EMI-Srshi-SavFeT v B O BMI-FIvhi-JauTeTnss

v & 9490 PO —
kT e | 15 Agertxbim
& Avn-F + | Eemagentinesallbat
k] install_configini

[ Fatur
= ETFy
| 7t

b z1-wg

> o OneDrive
, H pC

» o F9b0-7

zEYES [E=

3. FE 2 TYERUIEIANA 2 S ERRIB(CEDEIIFET, N\=232 7y T=4T73034 7> Mk
(CECAULET . FTAROHBTAIIRE)

57



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

a-3.EM I-J1Y bON-F3> 7y’

<a-2> T&IA 7> NEKR(ICBEAUIEIANAIRNDN\YF I7/ IV EERU. 547> NitiRD EM I—
D12 MEN-230 Py ITUTVEETD,
1. BIFATONHERLET. <a-2> THERUIEIAISRD\wF I74 LT EMAgentInstall.bat 1%
HIWIUT, [EEBELLTEITILET,
X[ 1—5=7h7> M BEAFRRENGCS. [(FVIRTZZIIIUET,

EMI-SIyb-53To] - o x

74 [T o

2. EM I->12hON—3>7wTIhaEDEd ., Windows 4> A M—3—0EEEIR> RIO> T
BEHASEZ AN 7Y T2 T T,
LU ET.EM I->12 MON—23> Py VeGSR T T,

58



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBES

b. 547> A OIS LADN-53> 7Y

b-1. EMFEHOHEER

N—==3>PyTORIIC, EES V12.X & EEA V12.X OBMFEM#ERLET

<ESET Endpoint Security / ESET Endpoint 7>F94/ILA BI{EE4>
-ESET PROTECT Entry(IH%#% : ESET PROTECT Entry A>JLZR)%
CHIFDS R
https://eset-info.canon-its.jp/business/ep-entry-o/spec.html

-ESET PROTECT Essential (IH%&#% : ESET PROTECT Essential A>JL3R)%
CHIFRDHEFR
https://eset-info.canon-its.jp/business/ep-essential-o/spec.html

b-2. 547> bRAIOISADN-I3>FYTRINYFI71 IV DEERE
DTV NRTOI S FAL YN TN =23 7Y TS B0 F I Ve ERLET .

1. FEOIHERTAERREZBE. LTFTOIV READLT, NyF I/ ILELTIERDZRIZ 1T
RIFLET . (I71)L4&HI : Setup.bat)
X[ees_nt64_IPN.msilEZB (& 735472 MBITOISLADA Y AN—5—&%EALET,

@echo off

msiexec /i ees_nt64_JPN.msi /qb! INSTALLED_BY_ERA=1

59


https://eset-info.canon-its.jp/business/ep-entry-o/spec.html
https://eset-info.canon-its.jp/business/ep-essential-o/spec.html

AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

2. FlE 1 TYERRUTINYFI7AIVIE. [STEPO]SERIZEMTYV>0—RUIEES V12.X Fzid

EEA V12.X QA YA M=5—1ZRECIAA (AL ET .

I [ [} = | Eest-2avryF
L EF £

- o X
D TE V- vk B FATATY & X7V (=]~ EBFIvd vIR
. GE S BV W (R .. T VEEEF -
TET-v3v mazayry B e =g o|  EAER ) = ATvay
Sk - - BEz T BLIPI
A LATI- BEOFa- ET/EET
« v 4 > PC » O-ANFAAT(C) » EES/(-%ayTyT v O EES/(-S3y Tyl DigE
O == B = &8 $4%
s 7490 FOER B
t64_full.msi - 243,460 KB
_’]"h"\:f ees_n |
727 . [%] Setup.bat 1KB
¥ #9v0-F
B Feassk
= E7Fy
@ OneDrive
O pC
& Fuko-o
£ >
2 EDEE =

FE 2 TYERR LI I A Z B ERRIRICEDE LA ET. N\=23> PyT%ITII547 > Nk

(CEARLET . (FTARDHBIAIAIRE)

60




AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

b-3. 9547 NROYSLADN-S3 7V
<b-2> T&IFA 7> NmKRICEARUIZIA NS RDNYF I/ )V &ERUT. 9547 NRT095 A
OIN=>3> 7T % ITVET,

1. &7 NtHROBEMENIANIRO) \F I/ )& T ILTEITUET .
XI1-Y=7hU> MEEIOBEENFRSNBE R, [[FVWIRI>ZIUILET .

T - b
=L =E =7 (7]

E TRV Ry || B AP B X743 l @ EBFIvd vIR

sy EEREEIE (O ool R By - I EEET
FET—43s = 1 - = _| | #NER
':‘1’)'}56' [EEEUED T —8 =z 58 = - A% BLI7 )
KAy LAk R&Ora- ST/
« v 4 » PC » O-RANF4AT(C) » EES/(-ay7uS v O O EES/-vavTyITmE
O &&= &5 $4X
s J497 FIEA =
ees_nte4_full.msi 2 Windows 4 A k-5- J{wi-3 243,460 KB
FA7kyT e o '
727 ., Setup.bat 2023 Windows /{yF T74 ) 1 KB
¥ Fov0-F
& FFaivk
SE&bad
@ Cnelrive
= pc
¥ FukI-7
<
2 EQES ==

2. EIN-SLPYINETENET,

ESET Endpoint Security

‘Windows |Z ESET Endpoint Security =R ELTLI T, LI EFE a0,

B LB - 279
L

61



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBES

3. N=2a27vTwTH%. BIBESZITVET.
XU TFOLSBEENRRSINS, [FW(Y)I1Z27UvI0, BEEULET.
ESET Endpoint Security

ESET Endpaint Security |Z{T o /= ik MIEE T ¥
. & AF LEREMTILELNRNET. TCI0H
SlIRIEL]E 2 TFHTHEEDL LS IR
SLTOESL,

Tl
FhaTig
1&21 )

ri

el

[ | 3L, 1Y) | L, 1 (M)

X[ T)\A 2OBIEENT DHENGBDFT 1EVDITF— MFRENDIHEE. BIEENCLDERHE
N9,

esi

8 MDA

A TFr1v7475-h

A REZTHERUELE
REARETIFTATUL. — B0 RE2ICEEL TUARLRIEBEENBDET.

C
BT

A TIAAZBELEIZNENHNET
TARTOEEZENCTAICGE. T/ A AZELEILTIEE.

T/ A ADEIE)

BEBNMETURS. I3147> NRTOISLDON-23> 7y T EFE T T,

BET, 5= A 12AM-5-20-HVRIFLTN-T307YITBIBRIERT T,
RRIC[STEP6] T&ITNISADN-IavNET UL &#RBlLET,

62



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

IN5—=> B : HETAWAZERL TV BB -\ —-J30 7T 35155

a. EM I-J1YbON-F3>T7vT

BIIAT> NmRCA A R=)VENTWS EM I-212 b V10.1 iz V12.X ([DN-23> 7y
jbia-o
X AFIE(L 64bit IHERZAIIELL TVET . 32bit IRNMFE T DIHE(FIHRKRIEICHITT

EREIEEL,
XBIRXDEFRITI BBRLITRDIRIDRITIRREHEEBUILOZ T IRDIRIDRITZHIFEL
WELET

a-1.1XBIANY OHElR

1. 347> MhB7Ie AR RERIHRICTHBIANIDVEREHREVLE T, e, HEITAINAIC
Everyone J)LJ>MO—-IUCTARAZLTZEW
XARERITIE C RIATE T Ol testl TANAZVERK T DRITREL THEDET .

a-2. EM I—>1>b0J'095 AR

1. [STEPO)JICTHEULI ESET Management I—->1> M <a-1> TRHERULREEIAIAIC
RELET,

[ = | = TEST - O X
f-L  ®2E  FTR TAUT-vayu-l 7]

«— v 4 » PC » O-AILT4A7 (C) » TEST ~ O | TESTDiES:E pel
~ 0O s EFHE EE VRS
# 49l TR
S 112 Agent x64.msi 2023/07/26 17:48 Windows 1 YA k... 69,036 KB
¥ F9vo-¢
E FFasvr

63



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

a-3.EM I—-S12bON—-S3>7vD

<a-2> TIREFEUVEHBEIAIAINGD EM I->1 MAERRU T, 547> NilkD EM I—->1> M
=23 7y T TWEFT,
N=23> Py TEAEICHIED, DX REITIZAY% 2 BIEFEWVELEIT DT ERZE0,

1. EP on-prem Web J>Y—)l Z#c& L T. ESET PROTECT on-prem (C#E#ELE T,
A-Y-R2LRT-RE2ANL. [OTAIRI>=IIVILET .
XEP on-prem Web I>YV—JUZFLA T D URL &D7IEATEET,
https:// <BIEY-/N\-0OY—-/\-%. Ff(d. IP 7RLZX> /era

PROTECT ON-PREM

2. HBEITANIZIIDNTBIRIZAFRLET . X ETS 1 DEHDIRITY,
[FZ91&D. [FRERR 12 IV I DS54 T NIZ) 12 DI ILET

AT

G255

A B ISP IIRT i 27 A. @M F. K.

64



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

3. [EXRIZERUL. LT O@DRELET . [HATIRI>ZIIILET,

DZATF 0 PRI
T30 > HEIALITIY IR
i
Bx P [ smosisvostezs
A =E
o 5
Bl
HALTNE
TRTDIRY
AT
a7 EosE
\ 4
= || )
E2:1T] FEEOZFI(H : HBEIANIIIZNIRY)
Bz EE DA
HARD5I4E INRTDAIRY
HRY X ROELT

65



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBES

4. [FETIBINVRIAVIATOINIRZASIL. [T IRI>ZIIWIVET,
XEZETALI N IFZEROFRCLFET .

net use ¥¥HHFIAINSLEHTT IP 7 KL A¥test JIRAT—R(%1) /user:XEIAINSHLE

7c IP 7KL R or RAMGRYI1—-Y—-&(%2)

X 1 HBITANIZVERL TOWBIRROEREEROI-S—00J A2 /(XTI - REAFITZEN,
X 2: B TANAZVERHRL TV SIRROEREERO 1T -&Z ASTZE,
RAMURIRICT LR TR BIHE(} /user: DB TISEHEZL. LT,
[RX1>2¥1-T-4]

DSAT 2 IR

FAD 3 WEIANAITIL FAG

#

RFIIREE

EAT3IIAIETA> 0

g

| RE | b
it

A

A
i il vl d)
=1 =
5. BUFoBEEMNRRENS. [ NH-DVERR ]RG> Z ) IUET .
X

@ DA T NIROIMERENZE Uz ST MUA—ZEMUETHY

i

gm
C
o)

U — R \

66



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

6. [EXRIZEMUL. ERONA-FHIAW : £BEIAIVIZMZINH-)ZANILET.
[#EATIRI>Z I ILET

LWL RUF—mEnl

FRE ) REIAINATOL FRI RIH—

kU758

A T HEIANATI T2 U —

7. [SKIZERL. [F-7ybOBIN]. [IVE1—5—-DBIN]. FE[IIL—-TOEMIRT> %
PU9ILEY
XARFNETE 55 bDEN I ZEIRLET .

LU —mem

FRD > HEIAINATI2 SRS NIH—

ERTEDT—FHEDEEA

67



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

8. EM I-21>bON-3>pyIaEMIZIE1—5—. Feld. JI-T%ERL. [OK]RT>

20WILET,
BT EONTE
Llalzs J
(=R
>
9. [HATINI>ZIIWILET,
FLLY MU —aiEhn
2 HBIANAS T I AU —
F—ory g S—ry hRE S—iry beAT

68



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

10. [MNH-]Z2EEL. [ NAH—51T7 1&RUET .
XARFNETENENES 2 #IRUET .
[#&TIRT>ZIIILET

HwLUWRUA—mE

BRIy HHIA NS T AT IR~

E=3: FUA—F1F

B -

L=pl] ]

20234F0F3H 175342

F—4Fw hoO—hILEEEER

A 4

XA LT, B3 1 DEOIRIDIEEEIRTTY.

11. I-J1>MeN\=23>7YT I3 DIRIZAFRRLET . X EITS 2 DEDIRITY .,
[FZ91&D. [FRERR 12 IV I DS54 T NIZ) 12 DI ILET

B2 0 v

Z1L508m| | ¥
= -
HAL54T
~ B ISAPRIRT = =] 97 R BB P Ee
v [ ESETEFa UF 1B
\ 8]
~ os
v [5 E/)
- [ LFARIESE
54

69



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

12. TERIZERAL. LT OBORELET . [HrTINI>Z2 0w ILET.

e FEBOZFI(H : I->1> M —-23>7v))
e ERDERA
HRIDR INRTDOIRY
R ON>ROEIT
DIAF A NFAL

FAD 3 I—-DIRI—Tgn Pyl

SXINE

| 7rToszs “|

GAT

I a7 FOFT i I

70




AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBES

13. [RITFZINVRIAVICUTFOINYFZA DL, [T IRI>ZIIILET
XEZETALI N IFZEROFRCLFET .

copy /y ¥¥HBIAINAH2RTT IP 7 RL A ¥test¥ J7 M )L4.msi "%temp%" &&

msiexec /i %otemp%¥J71I)V&.msi /qn && del Y%temp%¥J7S I 4.msi /f

AT IR IDRE
BRI D TSN —ZarTyd

B RITAVY > RERE
e
RETBITVESAY O

Y- S
capy /v —élaswﬂgenl )B4.nsi” TEtempk” &4 wsiexec /1
Stenpk¥hzent xBA.nsi fan &% del ¥temp¥¥hzent Bd.msi /f|

ERFA L2 Y

ATH

=] H T | iﬁ' |‘ AT TR H Frl

14. LU OEEARFSNGS, [NH-OIERR N> 2y ILET

X
@ HSATY MAOMERENE L. ST < NUH—ZBMULETA?

MU — DR \

Qm
o
C
N

71



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

15. TE&EXIZzEHL. ERONA—-HAMWI : I-1>bN-23>7yTNIA-)ZADUET,
[#EATIRI>Z I ILET

FUL RUF—anehl

P st A ST e N e N Y B

16. [WRIZERML. [F—5YbDEBININI>ZIIVILET .

FUWRUH—DiEN

GAL Y I-TIMOI—ZE2 P RUH—

[a sz ]

ERTE3T—2h&EDIEA

72



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

17. EM I-212bON-230 7y %I E1—45—. el T —T%E4RU. [OK]RT>
2709 ILET

RFROEE

I

”1
18. [HATIRI>ZI W ILET
FLL U — gl

73



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

19. [MNH-]Z2EEL. [ NAH—-51T7 1&RUET .
XARFNETENENES 2 #IRUET .
[#&TIRT>ZIIILET

#FLW U —oiem

G22Iy D) —Zs Ty T RUH—

foon FUH— ST

PO mex

HHNHAR

2021 8H 26 09:38:22

A—4y hoO—H)LEZZEER)

& ‘ =T |Z

XA LT, B3 2 DEOIRIDIEEEIRTTY.

LU ET.EM I->1>MON—23> Py eI T T,

74




AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

b. 547> A OIS LADN-53> 7Y

BT NRRICA VAR ENTVWSI A7 MNRTOT S A V12 X (IN=-23> 7y TUFET
X AFIE(L 64bit IHERZAIIELL TVET . 32bit IRNMFE T DIHE(FIHRARIEICHITT

ERECIEE0.
KBHZXDERITI BBRLITARDIRIDRITARREHETBUILOZ T IRDIRIDRITZHIFEL
WELET,

X AFNEF ESET Endpoint Security ZFIF 9 2R1IEL THEDET . CHIATOIILN
RI2GEEHHER TEMIEN.

b-1. EMFEHOHEER

N—==3>7yTORIIC, EES V12.X & EEA V12.X OBMFEM4#IERLET

<ESET Endpoint Security / ESET Endpoint 7>FJ4/ILA EI{EEH>
-ESET PROTECT Entry (IH&#% : ESET PROTECT Entry A>JLzX)%
CHIROBERR
https://eset-info.canon-its.jp/business/ep-entry-o/spec.html

-ESET PROTECT Essential (IH%&%R : ESET PROTECT Essential 7> 7L =X)%
CHIROBERR

https://eset-info.canon-its.jp/business/ep-essential-o/spec.html

b-2. 9547> MR OIS LD %R

1. [STEPO)ICTAREU Windows 13734 7> NRTOI S % <a-1> THEUHBIAL
HRFLET,
% <a-3> ZFEHML. HBIANINGZEIHRTT .
HBEITANAZERLTORWESR. <a-3> FlE 1~10 OFMESFELLET,

| 1] = | test
- e ) =T

« v » PC » OS(C) » test v O testDiE &
A O &% B B &% 4%
st 949G TIER o ) - o
Ak l—@ e — e s
W FA7b ﬁ! ees_nt6d_full_JPN.msi 2023/07/13 10:13 Windows 4 A F—3—... 239,468 KB
¥+ Fov0-F
[ FFaivk

= E9Fv

75


https://eset-info.canon-its.jp/business/ep-entry-o/spec.html
https://eset-info.canon-its.jp/business/ep-essential-o/spec.html

AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

b-3. 547> bRAIDISADN-T3YTFYT
FlR <b-2> TREFUIBEIANINDI 547> NRTOI 5 LERU T, 347> MiknT0Y
SLDON=S3TPYTEATVES .

1. EP on-prem Web J>Y—)l Z#c& L T. ESET PROTECT on-prem (C#E#ELE T,
A-Y-R2LRT-RE2ANL. [OTAIRI>=IIVILET .
X EP on-prem Web I>YV—JUZFA T D URL &D7IEATEET,
https:// <BIEY-/N\-0OY—-/\—-%. Ffz(d. IP 7RLZX> /era

PROTECT ON-PREM

2. U3AT7UNRITOISLEN-23> Ty TS DI bDIR)ZERLET
[5Z01&DIWIUT, [FFRRVERR 12U ILET .
X I Tlc<a-3>DFE 1~10 ZFEMMLTLDRIFETT .
EiEL TVRWMESEF EERFIRZERDIR . AFIRZEMTE0.
CHer ot pREM 333 () [ £ anTzenmeme ® |

=0
SA0547

A ~ B ISP = 2R 59 Rw BE S .

L te=1t




AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

3. [EXRIZERUL. LTFO@DEEL. [HTIRT>20vILET .

D547 W R
HAD D BSA TN =TT
=¥ ~ E=1:0]
i BSAT N =2y TuT
T 5y
i
BRI
TRTDEAL
B2
a7 FOES
\ 4
D[R ==
& EBOZFIH : )54T7> =232 7yT)
& BA R DRA
HRD%E INRTOIRY
ey IX> ROZET

77



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBES

4. [HEIZERU. [EITIINVRIADIATOINIFZA DL, [T IRI>ZIIvILF
ED
XEZETALI N IFZEROFRCLFET .

copy /y ¥¥HBFIANHART IP 7 RUA¥test¥I7 1 )L4&.msi "%temp%" &&
msiexec /i Y%otemp%¥I7f I 4.msi /gqn && del %otemp%¥I7(I4#&.msi /f

E =7~ K=

E£ BTV REE

e _
SFIBIT RS O

HZl)—

S

- m-test¥ees_ntsd_full.ms\ "NHtempX' && msiesec £

Ntempl¥ees_ntBA_full.msi Aan && del NtempM¥ees_ntGd_full.msi /F
P

LMD O
[== |[ &= | ar | I
_EELEE

5. HUTFOEENRFINGAS, [MH-OIERRIRT>ZIVYILET .

X
: HSATY NIRIIHERENE UTe. ST < NUH—ZBMUETH?

U —DAERL

gm
C
N

78



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

6. [EXRIZERL EBONA-HRBWG : 517> =227y TNA-) 2 AALET,
[#EATIRI>Z I ILET

FLWLEUH—mEM

GAD 3 DSAF N —2arFyFFUA—

Al

o

e

7. [RERIZEEL. [9-TY OENIRT>ZIVIVET .

F LU H—oiEmn

FAD D GSAF LN —wa 2Ty T FUH—

(il
#

2 H% | [ 5ovromm

(0
I

|

{
B

ERTEST —IFBDIEA

&

79



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

8. EM I-21>bON-3>pyIaEMIZIE1—5—. Feld. JI-T%ERL. [OK]RT>
2709 ILET

RFROEE

=R
>
9. [#EATINI>ZIINILET,
FLWLWEUH—mEMN
FRT P OSA TR~ Ty T RUA—
A—y 8 A—4w 3R A=y hF AT
I —F

80



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBES

10. [MNH-]Z2EEL. [ NAH—51T7 1&RUET .
[T INI>= DI ILET.

FLWL U A —oiEn

FAD D ISATFL R -2y T T I —
& rIA—HT
% - v
FUB— e
B0 O
2023125278 14:31:27

S—4v hoO—hILEEEER

B ET, 953147 RTOI S AON-23> 7y THEEEFT T TY .
XIFAT7> NOBIEENMBEERDETI D TITERLZEN.

BET, )$5-> B : #BIANYZEABLTEFIVT ERY-IDEN-F30T7yvTT315E]
DOFIEEFETTY .
RRIC[STEP6] TEIDNISADN-Iav T UL &i#RBLET,

81



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

5= C: Web Y—N—-2ERLTEFIVT 1 ERBY-IDSN-J30F7VITIIHES
XWeb Y—/\—-2ERALTN-J3VPYIEITIES. &1 IAN-F—DI51 7> MNtKH5
FOLATIHER Web Y—N\— ETARULTHBENRIRETY .

a. EM I-J1>¥bON-33> 7Y

BIFATINHRICAVAP=IENTWS EM I-21>2b V10.1 BFi%E V12.X (=232 7yTU
F9,

a-1. J347>MD EM I-310 beN-53>T7vT’

1. EP on-prem Web J>Y—)l %it2&ULT. ESET PROTECT on-prem (J3&#iLET
1= RT-RE2 AN, [OTAIRI>=IUIVILET .
% EP on-prem Web 1>V—=)UIC(FBLTF D URL D7V EATEET,
https:// <BIEY-/N\-0OY—-/\-%. Ff(d. IP 7RLZX> /era

PROTECT ON-PREM

82



AVTVZRB e FIUT(ERY -
V10/V11-V12 N—-Sa> Py I FIEE
AT RBETTRIAROBE

2. [FRI]-[FRRERR]-[95A T2 NIRRT =TI ILET

CHer

BRI i e v

SAO54T

A B ISP RIRT = £ 29 Z. =8
-

3. [EXRIZERUL. UTO@DEELET . [HATIRI>ZIIILET,

DA T ERD
A 54

i

FAIIE

o

A
e

E21=1] FEEOZEI(H : I-1>M\—-23>7v))
BTz R DA
AR 534E IRTDIRY
HRY N> RDOELT

83




AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBES

4. [FETIBINIRIAVIATOINIRZASIL. [T IRI>Z2IIWIVET .

powershell -NoProfile -ExecutionPolicy Unrestricted -Command "&
{(New-Object System.Net.WebClient).DownloadFile('http://Web #—/){—-®D

IP 7RVA/EM I-=S1Y MDA YAN=F=) R, '%temp%¥M1 VA M—5—4");(Start-
process '%temp%¥{YAM-5-%4")}"

DA T2 I ADDRE

LRI P I-TxhI—TazTyT

2x STV REE
- = - vl o 2 e
H—
powershel | -MoProfile -ExeculionPolicy Unrestricted -Command “& {(MNew-

Object System.Met.WebClient ). DownloadFile
Chttp: /192 168 M beent B4 nsi’, " Etempi¥tzent B4 m=i” ); (Start-
process © Etenpiihzent 4. ms 317

\ 4

Li=and Perd SV §

| == || a&n T mEnrTRE. || Feowl

5. UTFoEEIRREINGLS. [MA-OERRIRT>ZIIWILET .

X

@ DSA T NIROMERENZE U ST PUA—ZEMUETHY

m
i
=
N

U — AR

84



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

6. [EXIZEML. ERONG-HBEWB : I-Z1>bON-Z>TYTNH-) 2 ASILET,
[#EATIRI>Z I ILET

LU —mehl

IT—2T i b —35 . Fe T FUH—

7. [SKIZERL. [F-7ybOBIN]. [IVE1—5—-DBIN]. FE[IIL—-TOEMIRT> %
PU9ILEY
XARFNETE 55 bDEN I ZEIRLET .

LW RUH—DEM

AL ) I-TIL O —TaLTwT -

3
- |z
]

BERTEST —SHHDEEA

85



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

8. EM I-21>bON-3>pyIaEMIZIE1—5—. Feld. JI-T%ERL. [OK]RT>
2709 ILET

RFROEE

I

Lt |
9. [HATINI>ZIIWILET,
UL UG —aishl

LOST= FOUNDEARRA L~ WAL~

86



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

10. [MNH-]Z2EEL. [ NAH—51T7 1&RUET .
XARFNETENENES 2 #IRUET .
[#&TIRT>ZIIILET

FLW U H—oE

HRAZ > I-TTY D) =T TyT NIH—

tUH—&1T

FOE:L I BPEF VI

UA— | B

HREAR

2021 8F) 26 09:38:22

H—4y FOO—NILEZ%EER

‘ ll

i

!
" ‘

U ET.EMI->1>hON—23> 7y S35 T TY .

87



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

b. 547> A OIS LADN-53> 7Y

b-1. SMFEMADHE:R

N—==3>PyTORIIC, EES V12.X & EEA V12.X OBMFEM4#IERLET

<ESET Endpoint Security / ESET Endpoint 7>F91/ILA BI{EEMHF>
-ESET PROTECT Entry (IH®&#% : ESET PROTECT Entry A>JLzX)%
CHIROBERR
https://eset-info.canon-its.jp/business/ep-entry-o/spec.html

-ESET PROTECT Essential (IH%&#5 : ESET PROTECT Essential A>JLzX)%
CHIROBERR
https://eset-info.canon-its.jp/business/ep-essential-o/spec.html

b-2. 9347 RIOISLON-F3XTYT
1. [9291&D. [FHRIER1EDIY I [951T7 2 MR EERUET

BRI

FADGAT

88


https://eset-info.canon-its.jp/business/ep-entry-o/spec.html
https://eset-info.canon-its.jp/business/ep-essential-o/spec.html

AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

2. [BER]zERHUL. LT OE0EELET,

eI EBOZRI(B : 9547 =23>7vT)
stEA EETAS
HRID58 INTDOIRY
R YINDITAZAN=I
DISAT NFRI

8

54

e

r SRING
922
[ Pl =

3. [EEZERU. [ESET /2210 <EIR> &)U ILET,

DSATF R0

7y AP —var Py

VIRITPA A N—)LEEE

foce ]

A2A LT3N T —=

SRS U D i — T E T A

=L

B8 VA —URLT - A — UL
Arlb—Fr »I2AF LEER
Windows

Lirue

A VRS FUBSCy T—SEBR

ESETZ1E¥A

g

89



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBES

[NZERU CHRIA Y RBERDSR. [OKINI>ZIUSILET .

S AERRLT ZEWN

57 P 25524 0 v 06 =z S ASATISY [ sovsmen
| 7vuesrs ] o
Aiats BB BEE a— Y7 SAEYRGAT AT~ EREER @

- =

4. [E#E/vwr—> URL TIYAMILIZERL, Web H—/\—(CEEEL TWRI3514 7> N0

SOOI Rz EHRUFT .

XL FEHITT,

- YIRITPA SR R—ILRE
HE AYA—NT BT~ O

H7U— LA U S i — D A

b—IL

I © BRI —SURLTA 2R =L hitpy jess_ntBd_fullmsi I

(FHhttp://192.168.XXX. XXX/ ees_nt64_full.msi

http://Web —/\-® IP 7RLRA /1Y AM=5—DI)(A

Y- N\—-ATO0J3 L0 EFSW/ESSW(EIEH —/)\—(C/ > A M—ILEN TS EFSW/ESSW %B&
QEN-23>7vT93i5E(d. [ESET Server Security for Microsoft Windows Server |
DAY AR=5—D) N AZIBTELTZEL,

90



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBES

5. [7Ur—23>I> RI- - ERFFEZNICERLET. 1FGI I RI-F-31> 2K
(CRAETBICFIVIZANET,

DSAT o ERG

FAD Y BTN =T a Pyl

=+ VILITTPA A BR—IEEE
=E YR LT BNy —% O
sl - s RS N r— S 2 A,

F=l

Q BRI —SRITS A =L | httpy/ I <=s_rt64_full msi

ESETS-fz»2Z O
_ ><

|@ == k2v—sreammmez |

6. Y- OREZMHRL. BRERINEHE T IRT> 20y ILET .

DIAT 2 NERODRRE

WAL ¥ ATA T =S Ty

= Bx

=E .
E=TE

HYL— _ N
DEIAFP RN —23 P T

i
24

AN

YWIRDT P AR

VIO PA A F—ILEE

ESETZ11 2%

HE/ S T—SURLTA A Rl

—
| IR o

91



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBES

7. MUTOEEMNFRRINGS, [NA-OERIRT>Z27)9IUFET .

A

DA T MR ENE LR $T<MIA-ZEMULETLY

8. [EXRIZREHL. EBONA—-OFRAMG : 1317 M =232 Ty T NA-) 2 AHLES,

x
P

#FLW U —oein

B HSAFL =S Py U —
B b-L);—3HER
A FE o | ST ks s T T RuR

9. MRIZERU. [5-5YbDEIINIZZIIILET .

FLL RIS —EM

¥ OSTTL M-S aL Ty T A

FRATEIF—FhEDERA

92



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

10. N=23>7yT 33054 7> MIFRB S 2T —T&&RL. [OKIRT>ZIUSILET

SFIL-TOBR

= N B
>

11. [NAH-]Z2REEL. [ NAH—-51T7 18 RUET .
XAFNET(FNENES e#IRLET .
[(BTINIZZIWILET .

LWL U —omEnl

PRCER e I S TS B
=% _ FUH—FT
= " w
1 H—
BREAR
20234F12H27H 15:16:58

A—w HDO—H)LEREER

\ 4

B ET, 95147 NRTOI S LON-23> 7y T 35T TTY .

XI5 7> NOBIEENMBEERDFI O TITERLZE,

BET, [){5-> C: Web B—N\—%ERALTN-J3> 7Y F3EE]TTTT,
RIRIC[STEP6] TEIDNISADN—-Iav e T UL &i#RBLET,

93



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

I5—> D : AD IRIET GPO Z2ERLTN-23>7yvI 93155
XGPO ZERALTN-I3Y PYTEITSHBA, GPO TRBEITIEA VA5 19517k
RN T I RATRER Y NI — I SAADRETAN S CHEMUTHB BT L, EREISA 7Y MR
JERD OU ICPRABL TWBTENBIRTY

a. EMI-J1IJMNIFA4F7MNBID OIS ADN-S3> 7y

GPO #ERULTN—>3o 7T #1758 E(E EM I—S 10 NS4 7 NRITOI S AR -2
3> 7vILES,

a-1. MFEHOH:R

N—==3>7yTORIIC, EES V12.X & EEA V12.X OBMFEM4#IERLET

<ESET Endpoint Security / ESET Endpoint 7>FU1/ILA EMEEM>
-ESET PROTECT Entry (IH%&#% : ESET PROTECT Entry A>JL2ZR)%
CHIRDBESE
https://eset-info.canon-its.jp/business/ep-entry-o/spec.html

-ESET PROTECT Essential (IH%&#5 : ESET PROTECT Essential A>JL=X)%
CHIRDBESE
https://eset-info.canon-its.jp/business/ep-essential-o/spec.html

a-2-1. F70JV5LDON—-33>7Vv#ElE ~GPO DIER~
N34T NETOY S LDN—3> Py T#ITIIHD GPO RVERRLET .
1. Z9—=NR7>%IUvH0. TWindows BIBY—)L | EOM DI —TRYS —DEIR | #28UET .

o H-Ji= T3 Windows Windows
Windows XEUZE - PowerShell PowerShell ISE

B 1xubEa-7-

HBInER 2 e

A Windows &2 avkO-JL KF
L R Y 929 VA-ge=

- [EERS1T

| 707 mus-nER [5 H =
UE—h FAT by
g 1K1 -nER T 1Rk Pr7—
SRR
$-F2
& zrnEm
CINE SIA

F| b2 FeffasikENE Windows De..



https://eset-info.canon-its.jp/business/ep-entry-o/spec.html
https://eset-info.canon-its.jp/business/ep-essential-o/spec.html

AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

2. [IW=TRI>-0ERINMEEILIS. [TIL-TRIS—DOEIE]-[TALZAR-[RXA>V]-[{ERD
RXA>ZIERRAULTI I —TIRIS —ATS 1o MBI IL. iR 127 IWILET.

& IN-Fru-nEE - O
2 TROUE BEA) ERV UEIW) ALFH) =
e pFE | CHB
3 TI-Tm-DEE @D FN—TF RKY— AT
v 5\37.1[«*2}\: ME B3
v = FATY _
'|—ﬁ_v ES ] &% GPO DS WMI Z4 )5~ EE=
=z Default Domain Policy [/ Default Domain C... &% Bl 2021/C
:— Domain Controllers = Default Domain B.. &% =L 2021/C
al Ef sBEERGS &M %L 2021/¢
I _dr Gile =TT e |
= W ]
B 25 FATYIT9T(B)...
& ;/hj Hod Ty TOEEM)...
5 AI-F - e =
g #BiT7-JN I7459- (o}
= -7 2177 -7l IF15-EE<(0)
FR(V) >
ZIAGELNIAYEIW)
EHOESECEHF
AJLT(H)
3. [HLL GPOINERRENTS. R DEAFIZRTEL. [OK]NT>ZIUVILET,
XAFNETEIESET N—->3>7vT [EUET,
FLLyGPO ot

EaI(N):
ESET/(—-3a 7w

Y-2 A§-5- GPOS)
(&L)

| ol

95



AVTVZRBICF 1T ERY )L

V10/V11-V12 K= 7y IFIEE

ATFAVRIBTIHAROBE

4. FUAERRULIZIIN—=TIRIS—ATS 1 MBIV, [HRE]2IVyILET .

& AT ms-0gE

- [m| X
|2 F7OLF) BRA) F|RNV O YW ALTH) - & %
= | 2@ 6]

2 IN-Tiy-oEE . @ FN—F RYr— AT D}
v oA j.ﬂlf‘;ﬂ‘:e ME ET
w [ FACY -
v [ example.com BE] GPO DiKEE WM J1)l5 - ExOE FrEd
E=§J_' 1 =[ Default Domain C... &% L 2021/02/10 9:0..  Domg
B Domain Control inP. = L 2021/02/10 1. Dome
:“4 fl, 2021/02/10 10:...  Dom:
J\?\f;gfﬁ;ﬂ wRE(E) 2021/02/10 10, Dome
F AT = -
3 29-5- GO GPO DR E(G) >
ead {9097 (B)...
jI:; IN~TF B 2-DEFIAH I Ty FHEIETTIR)...
e - 12—
& T m-0RR BEOAUH-H)..
Lifi-DRE(S)...
-0
EIEz(D)
ERIDEE(M)
BEDEEICERF
< >

P - | o T 1

[ =TRU> —EIRIFT 15— INEEILIZS, [OVE1-5—-DHERK]-[RUS—]-[YINIITD

REIERRU. [VINITZDA AN 1ZETIWIU TR ]- [/ —2 1200w ILET .

=] IN-T R -EEIT-
IR BiER)  F|RM ALTH)
o= HEEc= HE

[=! ESET/T-F3 Ty 17

A2

IDE-IzETTIERIIEYERA.

: & f-5.. EEkS
v i IF-5-0ER|
| PP |
Ly Ll ygtorrnsE
YIRIIT A 2T
Wn = FRIERN) > Pt _1Lr-ve).. |
% gEEFyIL-k0-7) _
5 ExBE = ’
W, 1-T-0Em BEY{H(P)
EFDRBEEIEHP
—EDITAT-HML)...
TOAFA(R)
AILTH)

96




AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

6. RYRI=J)ZAOHEFITANACLBLTHD EM I-S10NISATYNRTDI S LDA AR~
S—ZMFERL. [FIRI>ZIIWILET,

IS X

L b= s R J) testDIE o
EE - FLWIANS-
E=10]

ﬁ! Ageni_xb4
ﬁ! ees_ntbd_full

3 JvI TOEA
W 7RI T
¥ F9vn-F
B Faxuk
=] E9Fv

= pc

o Fyho-7

< b

Irflb#A(N): | "ees_ntbd_full" "Agent_x64" ~ | \Mndn‘ a AURAR-5- 93| ~

HU0) vl

7. YIRII7OERIBEIFRRINGS, [BIDETICFIvIZAN, [OKIRT>ZIIILET
XANEH (G 2 [@FRRENETT, 2 BIEEBDH TICFIYIZANTIZZL,

YIMIITDER pd

EEAEEERLTIEN

(OEVERLY
OFE=EM

T4 EEBLEN TSI S TR 0AF vav B ERLTGRE.

A\ 4

£l

8. FE 6 TERUA VAP —IRRENLZHEBLET

Ef IN-F i)y -EBIF15- — O X
Ir{AF BER F|RNV O ALTH
| HFEEGCE HE

o

] ESET."(—:J'ED'T'J'TI _ =i =, EEKE AYAR-NTD
= ??itj?‘ﬁj%ﬁ B ESET Endpoint Security EPE
v v— 'l_\__ :‘jh'jIFEDEEE EESETManagementAg... EPERe

YIRIIT AV AR
7 Windows DEE
o BEEBRETVIL-+
O ETEE
v iy, I-TF-DiER

1
[

[

o

i =
p
o]
il

97



AVTVZRBIEH )T EIRY —
V10/V11->V12 {— /sz‘yjfﬁmﬁi
AT VRIBTIHAROSBE

9. [IVE1-49—-0ERk]-[R)S—]-[BEERAT>IL—M0O0-hILI2E1-9-hSEEUIRYS —
EZE(ADMX)I7/ITY, ]-[Windows IZR—%>K]-[Windows 1> A —5—1%ERIL.
BEARIDIEICIATLEHETA Y AN-IT B 125 TINIIVILET,

Ef -7 w)y-EBITe5- - m} x
TrAMR  BER) E=RMV O ALTH)

~ Windows {YAR-5—
BILVATLFETIVAIES

AN VAT LFETIVAMLEN TN E1-T- B ETE.. FHEA
T J-AH AT LEHEE ST VAR ”tht““’(?l .. FER

PR TR Sasioo it e, ey

& P
Windows| I s

| ActiveX Installer Service e iRk = e ===3
% BitLocker F5 7S 1L Euio T Livy-20SBI (70 o TAERIRSS 85
7| Internet Explorer Windows [ Y AR-5—-EE2 T AT lyweight Patching EE L33 FEA
5| MDM ACTOTRE AT IEECE s ESELENT DI TEEND 5
7| Microsaft User Experiznce Virtualiza || BEHIEQFIeAST S EREE Windows 1Y Al—5-84713 5 s
q Mirsssh 7O s 1=t Windows 15 Ab-5-ERELIEFTOISLELUT.,  #E84
~ Mierosoft W UZAEES comysfEEEEsCTSe, BR TR TS HIEL
 peitecting {romoimmzn R =T wE
~ OneDrive IO% 1-T-(FA — k31 2 33 FiEF
3| P 1T~ AP NPT TS £
Bt VAT 3 i
C2 YT TWSTOSS50. £ TOUSLD. FE.. FHES
- s Z3 R0 G0 [TOT5L0:8 FH705L04IBEZ LTS =R
7 Windows 10 ADBEDEN nmealre fprIR TEaJ0750E gyt DRI S e
| Windows Defender Exploit Guard FasnhEs. c070771 ATLDEROF T IMAI RO FREA 25 3 FE5
| Windows Defender SmartScreen 5k, T BroasAsEx 120 Y- NERLEED A
=) Windows Defender 24 LA ENTVB EOETEERETEGL -7 OF T -FORRIEE#TS 85
| Windows Hello for Business ZLotBLEmen e R=2543 7740 Fo 208481 TESIEE D HE5

! ! 1-5- HDF (LI MIESE) AD Al -z
| Windows Ink 9-727/6-3 P Sy N EDAH UIEELTS £igst
=) Windows Media Player LTEST, Windows 4 ¥Ak=3- 27U FHED Intemet Explorer t*1U7... EE5
= Windows Media 77 | S/pi2E R #IrMOIE-E0-TA7-vay FOREHBHIRETD 5
“| Windows Messenger oMUy EEREEAIILEEL. 5

oGl VATLE
P S T e
095 L0 VAR LEE1- -0
T AN EAINET.

~| Windows PowerShell

| Windows {2 AR5~
= =r=
| Windows A1Z57- T7ZXUTY AR S IORUY-FER (IVE1-5-0

2 Windows 7o Sarh ®a) AN S-BEU [1-T-DE

- e ] JANF-[BYES. IO v
2 Windows ALY~ o mrEsiais ZraTala <

10. [BRICFIvIZ AN, [BRIRT>ZIIWIVET,

R BIZVATLFETAVAMLTD [m] X

=1 S ATAEETA VAN -LTD
B ResAzheETL, BORE(F) ROBE(N)

O =#8r(C) I
|@=unE |
O E3(D)

H=FENB =537 [ Windows 2000 LUE

AT MNILT:

oS —HEREETSE, Windows A AF—5—FETEATL | A
) . [EF0SSLEA LA - LT R S EEEFROTI T A fERE
IO —-EETEMCT 3. 2 1—4-E1-H— | [NFT.

ERICHLTRETDRENHNET.

O —REREHICT L. SEERENTATOTOYShIcER
ENET. BE. TOBERL-Y- (FAUNT ETRENTE) £
RRIE1-5—- (BERICAAR-LENTVS) EDSHTINTS
093 L. ERFL M-I JSRILD [0V 3 A0ENEE ] THA
TETOYSLRICFHRENTVET. COTOIPALEREREY. 21—
H-BPoEAFFINS 5N T BESLEEATERF LY
M) (ELAEIBEN TV 14— LOTALINESH) ADTHIE
ARPELTITOISLEASA - ILTEET.

oML~ REFENILAES. SREEALLIEEE 22T
LEESHSEREL RN TV O 301 A B
1-S-ORECT AT EAENET -

i CoUs—SER [DoP1-9-0HER] JaY -840 21

—OHEA] T -IeNET . oML - BETEHNICTEICE. B
OIANAE-TIORYL - BETENTILENBIET.
A) I

0K Friil I_

98



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

11. [OKINZ>=ZIUYILET .

B ATLFHET VAT [m] x

BILZATLABETIVAN- LTS
(] RESATLSETI AT ROBE(N)

O FH#E(C) m ) '
® #3(E)
O &(D)
A= bENB) 232 [\yindows 2000 BUE
AT AT

ZOMS—FEFERTAE. Windows 1 AM—5-FETLATA |~
i . [CTOHFHEA VAN LT AL ECER S HEOF I AT A ERE
IO —EEFERCT 3. JvEa—4- ka1t~ | | NET.

BACHLTHRETILENHDET. _
CORE—EEFEMCTRL. EEERENTATOTOVSLICER
ENFEY. EE. COoERI - (FANT LTRMEN V)
2 1-45— (BEBICA2AR—ILENTVE) ICEIDETSNTVS
F045h. EREIO-IL SRILD [TOF5AGEMEAIR] THA
F2 TS LAEFOENTWET. ZOTO TP/ LEREFEIE. 21—
-GPSR S AN TWRL D ETEEEE TERVTLY
M (BLCEIBEN TSIV E1-9— EOTALIMESE) AnOTHE
ARBELTITOYSLEA VAL TEET.

CORYE—HEEENCLTRE. FRREALEN SR, 24T
LEEEH AT RSN TR TOS T A0 WA LB
I-H-OREGFI AR ERENET.

T CORUS—BER (D 1-4-0ER] TS0 [1-F
—MAL] TALS—TRNET. COMU—SRETEHMICT 3. B
DTHA—TEOM) S —RETEHT N EHRNET.

OK Frotl

12. TRICSRT LEFHETA ARV 2 IDREED [BR T3 TV EZERLET .

EF 0N-T RS- e BIFS- - o X
TrAME)  BIEA) AT H)
s 2B
[ ESET/ 1A ~| Windows € Ak-5—
~ e T
‘:" FLYATLSIECVAMITE i
N YA ATLARTA A SN TUBE S - ‘J‘#i”fé‘.
v O EBEFY -t 00l WE1-5-#aB || s
v [ Windows IH-F4h Windews 2000 L{k&
| ActiveX Installer Service
| BitLocker F54 TEES 1k /;D%u 2&5%3«:
7 Internet Explorer A -S—EE-TY AT Fl‘fwelghtpatchmg EZLETD FEM
5 MDM ,\ljD'LAE/)Rr- raraiE y FEEALEITOATEEHITD e
- Microsoft User Exparience Virtusliza ?%ﬁt&m”t]#‘wﬁﬁﬁeh* Windows 4 VAR-5-E47(-5 sEn
1 Microsoft A9 _ : 1-1-# Windows 1Y Ak-5-EEELTEFH T0I5LBEUT... FER
7] Microsoft 1114 £ 0L O-IEE LTS =R
| Deeeting TN OISR SEIR AP ESNED #iET
| OneDrive % g, 7 | F _ T ] I +
aosE Fod STEANTUD) ST TR A IMREETs A
B — £ 5 (BRI AR lbenf'\ Windows 1 VAR-5-H 52Ty 2y DYICERT 21 AU M. FiER
= RS;}:_F - 2 ST TVATOT5L, Tk ko TEEINEEFTOI5L0. FE... =g
o JVR0 0754 : - +
| Windows 10 AQEOBI 'j“{]t;ﬁm %;j;’{”;%n%“% e s B
“| Windows Defender Exploit Guard FHINTVNET, 2OT0T 7 L A7 LOETOTTI IR SO REATES A
<] Windows Defender SmartScreen BiESE, 1-F-HPIEARTH S, 1RO VA LERETD AR
= Windows Defender 9 VAT = SNTNBLEDEREEBETERD TR P TIL - FDRRIERSIT S £33
Windows Hello for Business FAbIHY (BLCHIEEN TS R=Z547 774 )b $vy210B AT (AEEET 2 2R
. ! F1-5- LOF LI HIEEE) AOT ; e -
| Windows Ink 7-72/%-2 DY AEBEL T3 0T5AEA YR e FHAd U EELTS FiER
“| Windows Media Player NrEsT Windows 1A R=5- Z7Y7 N Intemet Explorer £¥F1U7... =iER
7| Windows Media 7Y L B IFEER &) BRI DI —ET-TAT- V32 DR EBEMIRET FER
| Windows Messenger ;umﬁﬁ iy =
| Windos Ponershel BEpCAA LA T
| Windows Update F075L04 YAR-IV BRI~ -0
| Windows 1 YAR-5- BEOFIEAFIHERINET .
7 Windows I5-82£
Windows J29¥- T7AAUTyAm) || IOMUY-BEE OvEa-5-0
| Wi o 8 740955 [1-7-08
] 5- VATL el Il
. ) ZAN -l Ed . O
3 Windows il 5 v | ErEmiaain Zreoals- < )

B ET. 95472 RTOTSLE EM I-21> hON-23> 7y THO GPO OERRI(FHR T T,

99



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

a-2-2. F)095LhDN-S3>7vI#E ~GPO DEtfhi~

YERRUTZ GPO %, 754 7> Nk ' FRIEL TL% OU (CEIDHTES,

1. ZH—-NR>%7U9I0. TWindows BIEY—)LILOITIL-TRIS - DER |2 ERELET .,

H-)i- ¥ Windaws Windows
Windows AE - PowerShell PowerShell ISE

EOVIN ST

HEnEE g

- Windows &2
LR R R YO 525 TH-sin=

EHErT1T
-7 tUy-0EE g
U=k 7AYRY )
T -5-pER TEE AR F21-7-
R Y

$-£2

AT e

AT MR

Y| %2lFrHRILERT Windows De...

2. [JW=TRI>—DERINEBULS. V517> NmERNFRIELTLS OU 2Ha7UvIL. [BEF
O GPO DI 1= ILEY .,

1 JI-T FUv-0ER - X
2 IPMA BEA BRY) SUEIW) ALTH) Ls
e pE B XECE HE

EY ISP

v AN TALAR d ULAENES LT R - AT BT -t ET
v (3 FAry =
v U2 I DIERF GPO @E UyamaEEit GPO (KRR WMIZ1IL5- B
5/ Default Domain Policy 1 w EEEERMTS WA [ = Bl 20

5 Domain Controllers

ZOEA o PO FYEREL, SOy [LU~ 7§ 5(C0)...

=& |
¥ BED GPO DYV I(L).-.
& AP

RS s pE

B s VT RUS-0ER..

7

& =T mY3 IN=T W 2-DET AT I1F-F(G)...
FLLERE (OU)(N)
FTV >
ZTASELI Y (W)
BIRR(D)
EHOEZE(M)
EFOERLERF
FoitF4(R)
ALTH)

100




AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBES

3. [GPO ZIEEISRXAY INEUGEESNTVWS Lz DL <a-2-1> TYERkLE GPO %3
RU. [OKINT> =D ILET

GPO MER

GPO EEETIFA V(L)

example.com

IN~F K- ATITING):

- =
&

Default Domain Controllers Policy
Dt L& L, ol

— st

4. TUIENRIN-TRIZ—-ATZ1I M IO—EIC, FE 3 TEIRLIZ GPO MEMENTWSZE

LT .

& IN-Tiv-nER

- m} *
EH IR BEA BTNV HYEIW) ALTH) -8 %
@@= | 5| d|
& IN-F RU-0EE T
v 4 TAbAb e UUHEVES - Y- ATTIN -7 fy—ORE B
v & FAfy
v 5 o wal  UvInESE

1=/ Default Domain
37| Domain Control
3| Tokyo
=R Rk b
5 WMI L5
3 A5-5-GPO

AR

e IN=T W -DETIA

B I-TRu-nEE

B ET, EM I-212 MNYSATY NETDI S LAON-3> 7y THO GPO OELIEHE T TY,

101



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBES

a-3. EM I—-S12MI547> MBI S ADIN-S53> TV

GPO OEAANTE T I3 V517> NifRDIREBIEENRFICIN—>3> Py IThEITEINET,

N=23> Py TEILL T OBUROLICIF1 7> NEROBEENUNEICRDEFIDOT, LI HBILEZ

ToTIZAN,

X547 > NimzR TO GPO BRI (FRFEN N BIZENHDET .

X7 )\A ZADOBIENTZENDDET |EVD 75— MFTRENDIZE (L. BESICIDERH
INF9,

esg

PR A EFITTS-h

A FEFRTEIEBRUELE
REANETETELATUR. —SinEE T 2cafEL TURL B BDET .

A TIAAZSEETZNENTDET
TARTOEEZENCTIICGE. T/ A AR BREIL TIZEL,.

T/ ADEIEE)

HEBMETURS, 73147 N kON-23> 7y T EFZ T T,
[STEP6] TR IOV S LADN-3oh5e T Ul e = ERLEY

102



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

X IR EGEENFABFICN— T3> PYITHITONRBRWES(. 517> MERTU T OEF21ToT
IEEW,

1. 3472 MR TAI—MRI> 290990, TWindows S ZFAY—IL1&D, [OX>RTO>T K]
ZEBLET,

B windows y27 4 v-1L

EX aoivnsy-v-u
W pc
Windows EE2Y-)l
177G IS q
INYE 7O0V7k Microsoft Edge  Microsoft Store
| Ivra-)L JERIL
FAL NR—I¥—

T4V BEEELCRT

2. [ORURTOCTNINREEILES. LTFOIN> REERTUET,
JY >R : gpupdate /force

103



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

3. [BEBULEFINY/N)?INERRENS, [YIZADUBESULET .

4. BiEEFR. \—-Tao7yIMTonicezsBuEs.

D347 NiR T, [SmartScreen INBICROTVSIBE(R. N=>3> 7w (TR T BI5EH
HNFET U TOEFRESE(C, [T —-TRI)S—EEBIT 15— TISmartScreen |#EM(CI 3
GPO Z1ERk - Be a9 2R EL TS ZHBFEVLET .

X[IW—-TR)S—EIBIT (5 -] T[AE1-5—-DWERk]-[RU>—]-[BIEBT> I — -
[Windows J>R—%>k]-[Windows Defender SmartScreen]-[Microsoft Edge]%
BRU. IWindows Defender SmartScreen Z#8kUE T 125 TILIIWIL TGREEITVETD,

IN-T RIy-EEIT5- - X
TrAL(F)  BiEA) BRM  ALTH)
o HE = BHE T
Smart Screen Off ~  Microsoft Edge
Windows Defender SmartScreen 1§
FELES Windows Defender SmartScreen EBRLET
N — |i=] %4 MZBE5 3 Windows Defender SmartScreen 70%7 /(1 .. FIERL
EBEZFL b0, JyEa- s hoEEL]
| Windows 12—~ L
T ActifeX Installer Service égﬁi“/';éff = W‘;:ﬁ‘ﬂ; -
- ipihaiy ender Smartcreen ke
1 Bitlfcker 5 TEES 4L paisipsrhykodbi 1
1 Intefhet Explorer 5
] MDI
| Micgbsoft User Experience Virtualization
I Mictpsoft T E £C. vn
| Micksoft trhy SUEEES SmartScreen £
| Netlfleeting
| Onefrive
1 0ol
| PCHEOAE ~
RSSP-FK e
Winws 10 \D#EDEN Defender Smart ==
| Wingp: iy TP
| Windows Defender Exploit Guard
[o""" Windows Defender smartscreen ZORELRALEHL
IEEAaTE Windows Defender SmartScreen 7))
S TERETS I i B EA T
p #39.
| Windows Defender 1 L XH 5
Windows Hello for Business
Windows Ink 7-7A4-X
Windows Media Player
Windows Media FU I SFEEE
Windows Messenger
Windows PowerShell
Windows Update
Windows 4 AR5~
Windows I5-#5 © < ’
< b] i {=e




AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

BT D <a-4> (&, [STEP6]TIN—J3>FPyI5e T I HERRT ERICHL TCEE L,

a-4. Uk GPO DEIDTHRR
1. 29-MRI>EIU9IL. TWindows BIRBY—)LI&LOT I —TRUS —DER | %HEEILET .

e H-J- % Windaws Windows
fe Windows xEU28 - PowerShell PowerShell ISE

|§| EOVIN ST

L2 mgo=z o]
. Windows 2 R0-J 1R
LR R R YO 520 TH-siv- I

- [EEFSAT .
L TI-T mU-0ER % m

YE-F FATRY )
é_, vy . TEE ARUh E1-7-

YATLER
YATLER

Bty Windows De...

2. [JW=TRU>—DER MBS, V517> Nk FIEL TS OU ZEIRL. 517> b
RIT093L0N-23> 7y TRICEIDE Tz GPO 257U T[HIBR]1ZIUYILETS,

T m-0EE - ]
|5 IPMILF) BEW) RN MYEIW) ALTH) - g
ol ANl s (RN ?)
B IN-Tmu-0EE O FIL—TF KV — AT
v £ 7ALAN =
v [ By -
v & examplecom & GPO MREE WM 15— EmBR fiEs
a,,_' Default Domain = Default Domain C.. &3 &L 2021/02/10 2:0.. Domg
2| Domain Control|| | =f Default Domain P, %% il 2021/02/10 1. Domg

I Tokyo Ejeseri-vavryT & RED
: E=EERaS | E% 22
& WMI 5 - GPO MiEEE(G) >
3 A9-5-GPO
3 1,5 1779 (B)..
8 -7 Ry -0EFIA KTy FHSETR.
2 -7 Ry-DES L0 M-
Lit-rEES]-
-0
| smo |
EHOZEM)

EROERICENRF

105



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

3. KUTFORyT7yIhRRENnzs, [OKIIRT> 20Uy ILET

IN-T i -DEE bt

ZmU s aEdIERLET T
TMEETEGPD E S[HAIBENTEA.

| oK | Frotll

4. DATINHERON->3> 7y TRICEIDY Tz GPO HEIBREN TWR L &EZELET

12 II-7 F-0EE - o x

B 7PLE) BIRA) ERNV) PAUENW) ALTH) R

== | 25| [E

|5 77 HUo-0EE

v & 7ALZpeanien WAENES L= #Us = AP b BT B —OR BT

v (3 FALY -
v [F4 example.com U»OnIERE GPO =8 UyomESt GPO MHkH

5/ Default Domain 1 5 EEEERAS LD HL a4

31 Domain Control I- ----------------------------------

5 IN-T AUy
Z WM F1Jl-5-
g A5-9-GPO
@y
5 TN U -mET A
BN~ Ry-nEs

B ET. GPO OEIDETHIR(ETT T T

BILET, [){9—> D : AD IRIET GPO ZEALTN-I3VF7YI I35 E%TTT,

106



AVTVZRBICF 1T ERY )L
V10/V11-V12 N-23> 7y T FEE
AT VRIBTIHAROSBE

10. [STEP6] N—I3>7PyvI5ET DR

1. EP on-prem Web J>Y—)l Z#c& L T. ESET PROTECT on-prem (C#E#tLE T,
A-Y-R2LRT-RE2ANL. [OTAIRI2=IIVILET .
X EP on-prem Web I>YV—=JUZFLA T D URL £D7ITATEET,
https:// <BIEY-/N\-0OY—-/\—-%. Ffz(d. IP 7RLZX> /era

PROTECT oN-PREM

2. [O2E1—-4—1&0D. [STEP4] TYERR LB )L — AN —23> Py T U514 7> M FTE L.
TFIVFARBN -S54 7> NRTOTSA[12.X] H=N-BJ0J35ALM11.X]THBZ
ENRESRTENEL N3 7y TR T TY,

Fe. B 1-IWAT—AZANTEH IR TVB LB HERLIZE W,
XN=S3> 7y TRIBESNRERLD. 75— MERENET,
TOHBEIE. V517> NOBIRENIZITOTIEE,

Gger

B ETN-I3>7YIFRIIETTY,

107




