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2022/04/27 (k) 23:01
ESET Customer Service <technical@support.eset.com>
Sandbox: ESET SERVICES HUB - Complete your registration

GEer SErvICESHUB
Complete your profile

ESET i UB is your ents
Mana

Dear Customer Mikiya Konta,

Thank you for entrusting your IT security to ESET. Welcome to ESET
Services HUB, your entry point for ESET Services.

Username: konta mikiya@canon-its.c: uat.c
Account: IT - Customer JP

The activation link is valid for 7 days.

For optimal experience, we recommend using Google Chrome, Firefox, or
Safari.
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Detection and Response Essential
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Deployment & Upgrade

Walid until 20220430

~ | SERVICE
HealthCheck

Detection And Respons...

Premium Support Essen...

HealthCheck

Detection And Respons.

Detectlon And Respons..

Premium Support Essential

2022407-31

STATUS CREATED
Waiting for ESET 14 Apr 2022
Waiting for ESET 14 Apr 2022
Waiting for ESET

ng for ESET

Detection And Respons... Mo Response

(es[ED) SERVICES HUB

Create new case

*Service

Detection

* Subject

Wialid until
Name of your new case

*Product group

Please select a product group

Affected products
Available affected products Selected affected products

Anti-Malware SDK 4

ESET Business Acco..
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ESET Cloud Admini...

ESET Cloud Office S...

ESET Cyber Security
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ESET MDR Staff Comment: MDR has detected successful SQL server exploitation. Adversary has created a new account mediaadminmCC1% on the server and added it i
nto several groups such as administrators and remote management users.
Adversary has performed basic enumeration on the server with standard utilities such as systeminfo, net, hostname and wmic.

Adversary has created persistence by adding follow ing command to modify registry reg add "hkim‘software\microsoftywindows nt\currentversion\image file execution

”ptanS"l.E:( exe" /v debugger /t reg_sz /d svchost.exe /

For further execution adversary utilized srv.exe which we suspect is a Meterpreter attempted to clear multiple system logs and install AnyDesk for remote access or furt
her persistence,

Adversary performed several defense evasion technigues as disabling the firewall and enabling RDP.

We believe this activity was a precursor to ransomware deployment which seems to have been unsuccessful as the host was isolated before the adversary managed to
deploy it.

We strongly recommend starting the Incident Response process on customers side,
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Resolved by ESET MDR Service Staff.
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