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os*

._heck the folder where ra,

CATEGORY
EXPLANATION
MALICIOUS CAUSES

BENIGN CAUSES

RECOMMENDED ACTIONS.

MITRE ATT&CK™ TECHNIQUES
DETECTION TYPE
SOURCE RULE

OCCURRED
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Ransomware / Filecoders

The process may write a ransomny;
Filecoder activity.

Clean file is being saved.

1. Scan the related applicat

2. If antivirus scan did not (|

application module in you

3. Submit the executable fc

4. Checkathe Talder wivere 1

?n{aw of incident with 15
Inv case of incident with rar

7. 1f encrypted files have been,

486 - Data Encrypt
Rule was actvated

o

~ - ”
12 days ago 2020 T2H5H 00:28:40

eT

5. In case of incident with ranson.
6. In case of incident with ransomw
. If encrypted files have been founa

tion of the

T1486 - D

Rule was ac

Ransomnote bek

- aqo - 20208125

&

INSPECT

e 2l S\ X9 1))

MITRE | ATT&CK

TECHNIQUES
Enterprise
Reconnaissance
Resource Development
Initial Access
Execution
Persistence
Privilege Escalation
Defense Evasion
Credential Access
Discovery
Lateral Movement
Collection
Command and Control
Exfiltration
Impact
Account Access Removal
Data Destruction
Data Encrypted for Impact
Data Manipulation
Defacement
Disk Wipe
Endpoint Denial of Service
Firmware Corruption
Inhibit System Recovery

Network Denial of Service

The new v11

Matrices  Tactics ~  Techniques - DataSources  Mitigations ~

Home > Techniques > Enterprise > Data Encrypled for Impact

Data Encrypted for Impact

Adversaries may encrypt data on target systems or on large numbers of systems in a network to interrupt availability to
system and network resources. They can attempt 1o render stored data inaccessible by enerypting files or data on local and
remote drives and withholding access to a decryption key. This may be done in order to extract monetary compensation
from a vietim in exchange for decryption or a decryption key (ransomware) or ta render data permanently inaccessible in

cases where the key is not saved or transmitted (211

Inthe case of ransomware, itis typical that common user files like Office documents, PDFs, images, videos, audio, text, and

source code files will be encrypted (and often renamed and/or tagged with specifie file markers). Adversaries may need to

first employ other behaviors, such as File and Directory or System Shutd boot, in order to
unlock and/or gain access o manipulate these files. ¥ In some cases, adversaries may encrypt critical system files, disk

partitions, and the MBR.13

To maximize impact on the target organization, malware designed for encrypting data may have worm-like features to
propagate across a network by leveraging other attack technigues like Valid Accounts, OS Credential Dumping, and
SMB/Windows Admin Shares. /2l Encryption malware may also leverage Internal Defacement, such as changing victim
wallpapers, or otherwise intimidate victims by sending ransom notes or other messages to connected printers (known as
“print bombing’).I°!

In cloud environments, storage objects within compromised accounts may also be encrypted

Procedure Examples

D Name Description

G0082  APT38 APT38 has used Hermes ransomware to encrypt files with AES256 191

G00%6  APT41 APT41 used a ransomware called Encryptor RaaS to encrypt files on the targeted systems and provide a ransom note to the user [l
$0640  Avaddon Avaddon encrypts the victim system using a combination of AES256 and RSA encryption schemes.['%

S0638  Babuk Babuk ean use ChaCha8 and ECDH to encrypt data. [ 1012101314]

MITRE
ATT&CK

Groups  Software

Resources ~

0release of MITRE ATT&CK contains a beta version of Sub-Techniques for Mobile. The current, stable Mobile content can be accessed via the v10 release URL.

[SINC]

=l

erT
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Progress. Protected.

Blog @  Contribute

ID: T1486

Sub-techniques: No subtechniques
Tactic: Impact

Platforms: 1aas, Linux, Windows, mac0S
Impact Type: Availability

Contributors: Harshal Tupsamudre, Qualys;
Mayuresh Dani, Qualys; Oleg Kolesnikoy, Securonix;
Travis Smith, Qualys
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Explanation

Remediation actions

Malicious causes

Benign causes

i Exclusions
[edit]Archive Utility (B1) encrypting files [E0609]
ESET
4 minutes ago - Jul 21, 2022, 7:5%:30 PM
Ransomware / Filecoders
Threat

70

The 'B1" archive utility was executed via the command line via ‘java H§ar’, and instructed to password-protect an archive. If the
user isn't aware of the activity, it may indicate ransomware or collection activity.

Built-in actions [> Report detect... H [> Block executa... [> Isolate comp... [> Store event

User actions

Select user actions

Can be used by adversaries to compress and encrypt data discovered as a means of collection (e.g. intellectual property), to
be likely staged and later exfiltrated. It is common for the resulting archive files to be named in a manner as to blend in as a
nermal temp file to try slip by unnoticed.

Can be a legitimate action performed by a user to protect data by encrypting it. perhaps, before sending it.
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DS54 > ST S AYEM Agent. El Connector (TR LT, #RBEDBRIMETE.
BETI 2> 07y T7— MNEDKRE., TOFRERERETOI S LDREZITVET,
1. AAAZa2—D FRUS—] EEILD. [FHUWWRUS—] Z#20UvOUET,

2. [BX] BEICT. RUZ—D [&FI] ZANLET,

3. [E%E] BEICT. RUS—ZFHRIDTOTSLEERL. BEREZITVET,
B0>477> SNRTOT S AORBDBRINETENC T Y T5— MMEDZEE, TOFZ DRFERLE)

BAA>AZT— [RUS—] EE

PROTECT cLoup

Rz — : AL ER @ | FEoscoER:EE [ || mesces

il RUS—HR 29

RUZ—

N~ FART O ILAKIN - )5 AR ESET Endpoint for macC

£ NAZ LAY~ o JLAFI - EAMA..  ESET Endpoint for macOS (.
A @ B bR — N

F) A3 rO-IL-B ESET Endpoint for Windows
[ Auto-updates
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F)A23 0= - B ESET Endpoint for Windows
ET Endpoint for Linux (V7+)

7 AP IA—)L-ESETP..  ESET Endpoint for Windows

ESET Endpoint for macOS (V6) an.

ESET Endpoint for Windows 04 - R0y ESET Endpoint for Windows
ESET Endpoint Security for Andro. O - BN D3 ESET Endpcint for
ESET Full Disk En

g2 Qe e

TAILANR - /(S AER  ESET Endpeint for W

T ILATIN - RAPROT. ESET Endpoint for Windows

Ex-/(TABR ESET Endpoint for Windc

- #ERE-F

ESET Endpoin

TR - 21— —OIRFEMR.  ESET Endpoint for Windows

DA ILAHE - UTILSA ESET Server/File Security fo.

DALAFIR - BABOE.  ESET Server/File Sec

MR TIRUS —Z RS D EERIEETI N
BIETER SN TWVSRU S —ZEM - fR&
IBDEEBEEETT,

ER- AL hE-F ESET Server/File Sec
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A > A =T —DER=1T318801/3)
EPCAA > AZa— [AAM—F—] D, SATA>AM—S—=ERHRULZET,
1.x4>x—1 DA N—5—] EELD. 4> N—S—DfER] #0JvIUET.

2. AR R—S—DEREEAERENES. [12AR—S—DHRITAR] #OUvILET,

X% F/(/XI\ S—DARIIARX] ZEIRL. > X ;—)LICEl ConnectorzZ &Iz 0.
DSAT > S FRE T DT — T OBEFIER UIERU S — &S TEICEH DT ENTEETY,

BXAAZa— [A2A—5—] EH B 2R b—S—{FRKIEIE (1/4)
@D PROTECT ctoup ST ESETEF1UF 1 BBEA VR M- UTF/ R EBS LUIRE .
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A A B=F—(CEHDIIR—FR2 MIRUS —, OIL—TIREDREREZITVET,
3. [EAX] BEATE. 1>A=5—(C&HDAR—FK MFIIL—T . 41> A h—5—%. ESET Management Agent(CBI 3 BREZITLNET .
4, [HEOFRE] BECIE. A>A =583 TF1UT 1 BRD/\—Z3 20K S —DEMFAFHREZITVET,

B 2R b—5 —{FRKIEIE (2/4) B> X ~—S—{ERIEIE (3/4)
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HAAETOYS LIS
k& ® ESET Inspect Connector
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EPCAAAZa— [HRT] £O. [HFRERK] - [DOS5A47> IR D] ZERRUET,

AAAZa—0D IRUS—] BEIKLD. [FUWWRUS—] Z20UvOUFEY,
1. BEXRBEETYRINEZ [IRXTCDYRT] FeE [ESETF1UTa®ml - YRITZ [VINITTFARAS=ILIRAD] ZERULFET,
2. WEBH CAAN=ILTD/ W =I5 TESET Inspect Connector] Z1#EIRU. ESETSA 1> X T [ESET Inspect] MERENTWWDZ EZHERLET,
3. BUB—1ERRTI(E. ElConnectorz 1 > A R=ILIDUOSAT7 > hEEFTIN—-TZEIRL., IRIETDIAZITHD NI H—E/ELET.

B I NITTA2AN—)LYATEMH

(@S PROTECT cLoup

IRYR T
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AHEE(LIEEL T ORN TITLE T,

% BRBIL L SBEHEICLORETB375— MEEICOSREIL—ILDSHIT BT ET, BRICEDRELRLTS— MERDIFPOT < TBHETT,
% —EEDORBERINTZOTIR, FECROBLREELTNB TS — MEhbICBIMVEER L E T,

X MBREBLR TR EBAE=S U > IBOMELLF 1 —=> I RETT.,

EICIC(&. BEITERINVZ/ERRTE D [rule learning model| HMEEH SN TLET,
FEAF 1 —Z > OB (C(E. AEREZBMEL. BEEREFR(CIDRETD
7S — he—TEHREICICGERSS B R S CEB TR E/ER TEE T,

[rule learning mode] MHEARINNE T LTz5. EICHYWERL L TZBRINV 2
BT 2N ZEIRLUET,

1. [rule learning model [CKDF1—=>%

EICTRELZTS— Mt L. BEREBICEIDEELTND
TS5—RNCHBTENER TEIBE BRI EERHRLET .

. - —_—S i ¥ LiveGrid(C & Reputationt™Popularity, 37O REDERZBRINL—ILEDD LT,
2FBICLBMAFI—=>D K DT T BRI TS T
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[rule learning mode| (CKDFa1—=>7(1/2)

EICICIEZBEETHRINZI/ERR CTE D [rule learning mode] DMEEH TN TULET,
1. EICICOP A > BEICFRREND [Enable rule learning model 75, [SELECT COMPUTERS] Z2OUw 2O LFET,
2. BROMERRDMRET DT —T & 2D ZRTE L. [ENABLE LEARNING MODE] Z20Uw 2O UFET,

m [rule learning mode | 3%7EIHH m [rule learning mode] F%7EIEH

Enable rule learning mode

Enable rule learning mode

Groups 2 M wame

e L
._.

~ D sT

Learning mode automatically creates exclusions to adapt Enterprise Inspector to your network for a certain time.
[ LOST+FOUND

Any detection found while the learning mode is enabled is assumed to be a false positive, and a corresponding exclusion will be created.

Important:
If a real threat appears while the learning mode is enabled, it may be falsely excluded.

1 Choose a set of typical computers that are certain not to be infected
2 Enable learning mode for a short time period

3 Review the automatically created exclusions and make sure they are correct

Learning mode can be run periodically to update exclusions.

SELECT COMPUTERS | DISABLE ] ‘ ASK AGAIN LATER
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[rule learning mode| (CKDFI1—Z>77/2)

[rule learning mode] MEAFAMMMET UTZD. XA AZ1—® [Questions] KDBERET DR ZEIRLE T,
3. XA AZa1—®d lQuestions] &D. [rulelearning mode] (CKDIERRENIZIRINEHERLE T,
4. {ERENIZBRIN 2B T DIHE(E TACCEPT EXCLUSION] oUW O UET,

B A1 > AZ1— [Questions] BEIE m [R5 L—)LBEXNCEmE

PROTECT & INSPECT cLoup
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FEICKDFa1—=2T01/3)
EICCRRSNTWVND 7S — MR L. BEROEHICKDFEELTND TS — M THIBETFI TR ZIERLUET .

7= — & [DASHBOARD] t2 [DETECTIONS| SR TEE9I,
1. [FvaR—R] 575 — hEERITIHEE. BRELTWDZS— MOPI0OAT S D, £(FE@E FEDYA LSA>Z20 v I UET,
[DETECTIONS| 575 — hZiER I 5L, BE LD T 1 I)ILF—={FRHAL. [Rules] 12 [Executables| 72E TV S — bR LUET,

B A1 > AZ1— [DASHBOARD] [EIE B A4 > AZ71— [DETECTIONS] [EH

PROTECT & INSPECT cLoun = PROTECT & INSPECT

[ADD FILTER] ZfERLT.
KRS IBEHROHEZEETEET .

ESET Inspect Dets

[ADD FILTER] ZfERL T, FRetED
[Executables] ¥° [Rules] 7 &% IR ] IBHROMBOMROI> L1 -5 —1dcz

TBET. BARBENSEREES EECEFI,

ESET Endpoint Detections

B Detections per cyy
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FENCKDF1—=71/3)

BREZFRINO CHERIBERW\WC EZ TSR U THhSIERULE T,

¥ 7O RAWY —XOESET LiveGrid[CKBD L EaF—3 3> 0iHll. MY SNET 7LD IRZFv—OBEREZE E(CHMUETD.
2. BRI EVER T D775 — hEiEIRL. [CREATE EXCLUSION] =2 Uw 2o ULZET,

(1E# D &i1#IR U T TCREATE EXCLUSION] 22O UwW O T3 ET. REBERZEY —Z UEBENMERR TE £, )
3. [Basics] BIEICIX. ER%T DEBRINDZEITHAZ AT UET,

B A1 > AZ73— [DETECTIONS ] [EH B A1 > AZ1— [DETECTIONS] [EH

PROTECT & INSPECT cLoup :
Create rule exclusion

wiztmexe exscuted [C0425) > ESET Inspect Detections

Name
rouped

I - a0 i ® 000 Exclusion Name

Detections E

A DETECTIONS RESOLVED | | X || SELECTED DETECTIONS X

Note (optional)

a

& DETECTIONS (22) SEVERITY PRIORITY RESOLVED OCCURRED TIME

Apr 21,2022, 411225 PM

Apr 22, 2022, 8:51:21 PM

Apr 23, 2022, 8:19:09 AM

Apr 24, 2022, 7:58:27 PM

Apr 26, 2022, 6:48:43 PM
Apr 27, 2022, 352:23 PM
executed [C0425]

\pr 28, 2022, 2:14:36 PM

ted [C0425]

i
i
i
i
i pr 25, 2022, 1:07:28 PM
i
i
i
i
1

executed [C0425)

SELECTED ITEMS:
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2. FEICTKDFa—Z203/3)
BRI DIL—)LZELE T,
¥ JOTXWYWY—AESET LiveGridiC KDL Ea1F7—>3 > DOFHll. BESNIZT7AILDSITRFv—DBRIREZEE(CHIIULET,
4. [Criteria] BEHETI&. BFIDIL—ILZVERRLE T,
X BT VY hESNEIEBENSTF T W IRY IR TEMZIZIRUTYER T=3 [Basic Exclusion] EXMLTESR S 2EAEDELY [Advanced Exclusion] M2iE5EN G DET
5. BRAMDIL—ILZVER LT=5S [Rules] EIHEICT. [Resolve matching detections| (CFITWIMNADTWDZ E&EMERLT.
[CREATE EXCLUSION] Z2OUw 2O UZEY,

W Basic Exclusioni®[[H m Advanced Exclusion[®|H

gack | Create rule exclusion

Exclusion expression

Events that match the expression will not trigger detection

BACK J | CONTINUE J CANCEL I ‘ CREATE EXCLUSION

¥ Advanced Exclusion COBRIDELIRFEICEI LU TIEL FDPDFECSIB L IEEU),
https://help.eset.com/tools/ei/ei rules quide 1.7.pdf
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«  ESET PROTECT Cloud & ESET Inspect CloudD/\—<3 > 7w

EPCEEICD/\—=3 > 7w T (FESETH(CTEMENDIZHOEBRIC K DIEREEFAETT,
X N\—==3 277y TOERIMIGERET ERDET,

e ESET PROTECT Cloud®/\—>3>7 v I {EE(CEAULT
EPCO/N—= 3> 7w FIFESETHEIC K D ERBEH (CHTHON. IN—=3 > 7w T 2~3DIEE
EPCICT7OLERATERLIBRDET,
EM AgentldO00 % BOADHBEN S D =sb. EPC/\—=3 > 77w S (CEPCICOVenx = mEULED .,

*  ESET Inspect Cloud®/\—>3 > 7Yy IT{ERICEALT
EICD/\—=3 > 7w T (FESETHICK DERFEMI (CITHON. /\—=3 > 7w THh(I2~5012E
EICICO7 TR TER<IEDET,
EI Connector(dO0 ZBHIADHEREN D Tzsd. EIC/\—= 3> 77w TR(CEICICOVnX =B ULET,

*  ESET Management AgentD/\—>3>7 V>
EM Agent(ZB&#)/\—=3 > 77w T ICRIGELTLET,
FTLUWLW—==3 > DEM Agentht U —X&and &, 202BEEMNSEBS Y T JL— RN KNUA—ENFET,

«  ESET Inspect Connector®/\—>3>7v7J
EI Connectord/\—=3> 77w T (IR EBEREE TEULZEK<MENS 2 L\ET,
EPCOYV I RNIITFPA R M=ILIROZFBLTIN=>3 > 7y T ZHFENNEUET,
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o = (es[2l)
-U_/—I_\— I\llﬁﬁﬁ Digital Security
Progress. Protected.
.  BHtWebNR—S(CTHR—MNEHRZERZHEULUTEDET,
ESET PROTECTYV U 1—>3>3 U —X H7R— MBEHR(QKA)
https://eset-support.canon-its.jp/?site_ domain=business

« ESET PROTECTYU1—>3>3U—XD
7505 LABLORY-17 I —-XPA MCTTRHEULTEDFET,
ESET PROTECTVY U1 —>3> 1—H-XHYA1
https://canon-its.jp/product/eset/users/index.htmi

« BTOREASSA AT EIHRIEEL.

ESET PROTECT ClouddA> 54 >~V
https://help.eset.com/protect cloud/ja-JP/

ESET Inspect CloudDA> S >~\J)LT
https://help.eset.com/ei cloud/en-US/
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