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MITRE | ATT&CK

TECHNIQUES
Enterprise

Reconnaissal

e
Resource Development
Initial Access
Execution
Persistence
Privilege Escalation
Defense Evasion
Credential Access
Discovery
Lateral Movement
Exploitation of Remote Services
Internal Spearphishing
Lateral Tool Transfer

Remoate Servi

on Hijacking
Remote Services
Remote Desktop Protocol
SMB/Windows Admin Shares
Distributed Component Object Model
SSH
¥NC
Windows Remote Management

Cloud Services

Matrices ~ Tactics - Techniques -

ATT&CK v14 has been released! Check out the blog post or release notes for more information.

Home > Techniques > Enterprise > Remote Services > SMB/Windows Admin Shares

Remote Services: SMB/Windows Admin Shares
Other sub-techniques of Remote Services (8) v

Adversaries may use Valid Accounts to interact with a remote network share using Server Message Block (SMB). The adversary may

then perform actions as the logged-on user

SMB is a file, printer, and serial port sharing protocel for Windows machines on the same network or domain. Adversaries may use SME
to interact with file shares, allowing them 1o move laterally throughout a network. Linux and macQS implementations of SMB typically
use Samba

Windows systems have hidden network shares that are accessible only to administrators and provide the ability for remate file copy and
other administrative functions. Example network shares include ©, AZMINS, and 8cS . Adversaries may use this technique in
conjunction with administrator-level Valid Accounts to remotely acoess a networked system over SMB,[1] to interact with systems using
remate procedure calls (RPCs),[2] transfer files, and run transferred binaries through remote Execution. Example execution techniques
that rely on authenticated sessions over SMB/RPC are Scheduled Task/Job, Service Execution, and Windows Management
nstrumentation. Adversaries can also use NTLM hashes 1o access administrator shares on systems with Pass the Hash and certain

configuration and patch levels. /%]

Procedure Examples

L Name Description

©0025 | 2016 Ukraine Electric During the 2016 Ukraine Elect
Power Attack
[s]

50504 | Anchor Anchar can support windows execution via SMB shares.

GOO007 | APT28 APT28 has mapped network drives using Net and administrator credentials. €]

Defenses = CTl - Resources =  Benefactors  Blog |

wier Attack, Sandworm Team utilized (ne€ was 1o connect to network shares. !

@er

Digital Security
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arch

1D: T1021.002

Sub-technique of: 71021
@ Tactic: Lateral Movement
@ Platforms: Windows

System Requirements: SMB enabled; Host/network
firewalls not blocking SMB ports between source and
destination; Use of domain account in administrator
group on remote system o default system admin
account

Version: 1.2
Created: 11 February 2020
Last Modified: 28 July 2023
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ga-ﬁa - ﬁia . Security vendors' analysis & Do you want to automate checks?
e S mmowx  erfgygprpl ViUsTO FE794 e © o
H]IEICDE;T: 14 Bl - 2023451 1H70E|4 11:32:53 Sangfor Engine Zero (D HackTool Win64.PsExec.uweeg Sophos @ PsExec (PUA)
HEORT 4080 - 2023512540, 16:03:02 T 5w .- ; Acronis (Static ML) () Undetected AhnlLab-V3 ) Undetected
7 'J \‘J 7;?-\"- f !L j t Alibaba (@) Undetected AlYac @) Undetected
" Antiy-AVL (@) Undetected Arcabit (@) Undetected
5 prmEeeE 5 Avast (%) Undetected AVG (%) Undetected
SHA-1 3E2272891SDMBESCW?DDWME]}W%B Avira (no cloud) @ Undetectea Baidu @ Undetected
SHA-256 0173163050 6FBACARG AT 47gpagr VTS BitDefonder @ Undetected BitbefenderTheta @ Undetected
MD5 \\ U YT Bkav Pro (@) Undetected ClamAV (@ Undetected
CMC (@) Undetected CrowdStrike Falcon @ Undetected
i Cybereason (%) Undetected Cylance (©) Undetected
BREL Cynet (%) Undetected Deeplnstinct (©) Undetected

eT
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AP I 7AILZRBELUE T,

B REFaAD NMRE : Microsoft Office XXX T 7 1 ILICEFNDAETOTV S LAOBEEIRBUET,

@ ¥htE - BEDOVIL DT 7Dk (Ea1—YRXFTr v Ol B ESSW
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R DITOERITEEREDH DIRDIEBV\DIFEZH#MAI T B ENTEFET,

G HWIRFBIFE EEA  ESSW
HmMFEZREL. UM LRAFTVYAOA T RAF v TCOREBICHATEEI,
ESETMBOMMFEZE 7L TUXALICEID, 5T RBREB(CIER CERVWATSARIETEH.
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v ND— D850 BDRTENRIEET I,
XESSWTI(E. VI XL ICAMEENEEH SN THDET,

Canon Marketing Japan Inc. 23



. EISHEBEDFRTT

—_

CIBERE - OS> NRHT OO S A4/4)-

B

@

EREA —)LAIR
BRREA —)IHRT S S UICE BRI ET SV IUR S - RO+ MU MDORENERETT,
Z)BHIEESNIZBTF A —ILVERIEED T A IINRDDTET,

Webd > O—J)L
A—H -7 O TEBdWebH 1 b OO UIBEFZ(FURIEETHIPRTEE Y,
FIRESNTWVWDY A MCT7OoTER UGS, JOVIRAR—>ZFRAUTCIA—Y—(GBEAUET,

17750 —

> EBa1—4A—TETHRoMOTOTIANSWeb T ST —%RELF T,
CTORSANZTO-FTHD., O>E1—4F—FZ(FTOREBHENBIRICESSNTLD, FzF
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cSNBdDCEZBLIEUET,

BE) 7w J'5— NBe EEA  ESSW
RN SNIEH/ \—>a > A0\ —>g> Py TaEEERRIT DI, CNETEF1UT BEWY—)LD
I—Y—BERrFHTITo>TWe/\—2a> Py TEEZERI D ERL. JOJSLANEET/\—=>3>
Y T ESNDEEET I, AHEEE(C KD, BIEEDCI—Y—(CEBRZEMNMNITDCERL.,. BICEFHOTOIS A%
FRUEDAILAMENTEEICIRANE T,

Canon Marketing Japan Inc.

(es[D

Digital Security
Progress. Protected.

24



®

) EEj—\ 22/-\50)’ I7:!/\

. ;Efd:¢%ﬁlé _‘E:Fj— IJ j__/]/ ’%:EE\\J_) I/_ Digital Security
© OV E=EBEE
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OWeb1>V —)L

v a1R— RERER(CHSPDIAEEN STHEZFMIBEIEE T,

B[R EHBE DR R IMRBREEEN WIS 28 (CHR— LTV D28,

1 DDWebd>V—JLIZIFT=Zo0 - YOZOMS DRI SHEMNFIEETT
BRNMERSNLBEE. I<ERY MD—IPI2E1 -9 —DREZERITTEET,

MBS — b—EHE
=177 7 ) LEF I E
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@/\vZafElcLDdTIOVY, JORD@HEIE

J\w=2 70Oy IT@imER/TIL—T(Z)\v S 1 fBsHa-yZFALU THED T 7 AIILOFRZREIET D ENTEFT.
FEIJOAVINET 7 AILHMER - BIELTZL X MUZHIBRTE. JOCAFILETOCAZ@FET=EDZENTEETT.

~
SHA1\Y> 1%z AT
=/ —
EITI74 IV ZBIRE(CT OY )
|
Oy NS
CoBERT2CTPETCAC ASB2FARSA0CD e —— N3ATSEY
251CE8EF116 *SHA-INY S - MFICDE DOy ABANLTLEZY
+ winword.exe (3672)

Emras 25—sas
Microsoft Windows +] emd.exe (6104)
54 Bai - 20238118158,
0:4T:
853Wl - 20245F4840, 09:31:59

AIECEEAFNC
ABECKHER Iz 19Uwoc LS Z NUE—DHIER
NAD—RFEZIPRZ TAU>0-R JOtA%&HISIE TP VERRR 6 S DB TEHE
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OF SV NWEI =T

SEIMKRETREBELRY ND—=TOWSREEEL. HREDILKZIH TR ENTEET,
fREE CTEWebI> YV —ILSDUE— NEBENBIRETH DTS,

Remote PowerShell EfHAENTE B ET. KD FZEENIGZERIGE T I,
MESETRIEMIBIS DI EE

R | P ByAT > HEER >
EX A FS5—F A B
Yo B (17) $ MEORR MED< - In—= ESETINS... PHEREsAK] @

CIwin10 4 202444, 09:58... 20248F4H48, 09:5.. L E 203549 5344 O wintod A FRRoBH
Userd
CWin10_5 2024444, 09:56... 2024%F4540, 095..

Cwin10_7 2024438130, 18:2.. 2024838138, 18...
- CWinsrv2019_1 20238128136, 17... 2023128136, 1..

94 ! - N a S oaiEaEl
CWin10_10 202484540, 10:02... 202484546, 095..
Aggressiv. Alternate ... X a¥Ea—% 2023118176, 00... 2023%118176, 0..

R 1.7.1991

KR 203539
FQDN DESKTOP-J64QMI2

"/IN—7 FERT/ER

WEIDIEE 25780 - 202454548, 1006:26
MEDAA> 55 - 202454548, 1003:21

R 1.9.2404
R 1.12.3296
HR 1.11.2882

e —— 202444540, 0956... 202454548, 095. 1112882
— S ESET INSPECTIR 203549
202443540, 1548... 202453848, 154... 203549 25— —T3>
Broy 1 X Common ... X

2024#3H4H, 1553... 202453H4H, 155... 203549 os& Microsoft Windows 10 Enterprise

Credentia Credentia... X S TR
20048325210, 102.. 2024528210, 10 . 111.2882 os/{—=3> 10.0.19045.4170

Credentia Data Encr.

v 2024%181708, 181 2024818170, 18: 203539

DLL Exec... DLL Persi.. X > 18 - 023F 125130, 17 202351281381 1123296 S
PO | 2024815550, 095 7191 F hO— OISR

203539

Essential X Executabl... X

8---@8B-@808-808

. 2024%18170, 164,
Executabl. Exfiltration X

WEOER

20245 2F13H, 184... 202452136, 18 0 ST-FOU... 1.7.1978

Fileless At. Injection/... X

| RV ND—UlEREERER T D ETLD— . E====
T - THALUTLWBVPNIEGES DN B L s s
S — : BROTUESOT, BT IBRCIETIEE ) (o calacke, un
<IEELN,

Lateral M.. Living of t... X

Lagging Microsoft... X

—EEEPFREmEmN S
1oVUyoTcxy ND—UhEkE EhE
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@Remote PowerShell Interface
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UE—BMNSIY BRAY MNEEERLU T2 27> L AR AN EIRET T,
B—OEEI> YIS UVISFALTILI-—T—-DD—0TJO—-ZI1EDHDZ LR,

SEIMARNDETHMHVIREE - ML - BB ENEMTEET.

EEler PROTECT & INSPECT  :::

mE e Oeac > o > (EHEED

Y wea-s- i B A 7S5—h A B B =ET70L B ZIUTR @ ARYh

PS C:\WINDOWS\system32> net user

User accounts for \\

DefaultAccount
Guest WDAGUtilityAccount
The command completed with one or more errors

PS C:\WINDOWS\system32>

B bk

A —ZF)HEREZEFIR I DD (CFEINDOT A

Flz. JTRDIFHRHLinux. MacDIBEFTFIET
=FtHA. ImKAIDPowerShelld){—=3 > M
51U FTHB S EBHAEXGICRDET,

STIEHFLZ2BNICUTVWDIRENRS DX,

'J:E K SDSAITLAR REYR—b
SHMFAB DIz DIEHREUS

o SRAFLADANRS NOTEME

BEI7AILD) Y IT7w S

o WEENERULZT 7 AILEDHIBR

WEBENZELULZLZANIF—DEIR 3&

747DZ$/Z&H7
OV —=)NANEFEEGRLTCOY> RDPY—)LEZETU.
S AT LAEBE S IEEZXIBERINEZITOFE
FICAEY EICERHASNTWSTOER., I71).
LA KU, Ry RD—=D12 EDIEFRMEDBIREVS (CERT S
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> 3> B

BEL—IVICERIC O3 >EZEEZLUTHLLCET BE7S— M NUH—NEAYAZ2TT
FEED770> 3> Z=BHEITEEE T,

XDRICEKDT. 4237 MOEENLER CHIRNEHIESNEIBEE(C(E. HBEILAZERRICH 2T,

XDRIDBE&EN 7S 3 HERE TR AR (T U THEM (T O RXDELLEDLLOET IOV )M ThndcERs D ET,

edit]Archive Utility (B1) encrypting files [E0609]

i#E eBE @Y Uuk P BETYIRD i B

L= [editJArchive Utility (B1) encrypting files [E0609]

{EaE ESET /L

L=
hE=E

0

26FHl - 2022878 21H, 19:59:30

BRETS— M RIS —2NES *" N I
=SS TP oS 3 > = E8ET o

HEEROT 70

*ﬁ: I : H# (— ( ey %ﬁaTO : ~ E E Eb%[— e The 'B1" archive utility was exet.:u\ed via the command line via jjava -jar’, and instructed to password-protect an archive. If the user isn't aware of the activity, it may indicate
(& iE Y) / 3 / ‘T ransomware or collection activity.

?\\y '\' ]—/_ 7BI?‘3 %E wsRaFoyaz (b omoRs =77 [P |[bAasyhs
. EeEro>3z 1—-¥—-Fo23>
~ —_—
I\ 2fElCXBDTOVD SRS —-
%*E Q —_— ’ ' —_— 0)4#% E=0HSEEDH Can be used by adversaries to compress and encrypt data discovered as a means of collection (e.g. intellectual property), to be likely staged and later exfiltrated. It is
- commen for the resulting archive files to be named in a manner as to blend in as a normal temp file to try slip by unnoticed.
AR~ ROV

BE7S—bhDRIA— BE

LR E DR Can be a legitimate action performed by a user to protect data by encrypting it, perhaps, before sending it.
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443/TCP
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ESET Inspect (El)

EI/El on-prem(&El ConnectorzfEA LTI RiR1> hF/\AXTU7ILE
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=N, BOLWFPZ O« ES BN (TR ENE T, CoEfSNnz
F—HICLD, BETEOLWIOT 1 ET 1 ZXDMERN(THERRL. IEHE
RAEIT RIG, B, BRULIR— bOIERENTEET,

ESET PROTECT (EP)

EP/EP on-prem(30 54 7> T O0 S ADBIRUNEREDEE., >R
N—S—DEpk. FIRITBMIREZRITVET . I5477> b EDBEFEM
AgentZfEH UL TITLWE T,

ESET Inspect Connector (El Connector)

El Connector(3T 51 77> hDFT —%&UNE U7 IE CEINT —4ZX{EL
F9, e, BEOHDIAAR—R MEHBRL. cnNsoIdmR—3R>2 ~
OERTEIOVIULET,

ESET ManagementT—=>T > b (EM Agent)

EM Agentld. 547> b\ SIERZIEL. 1073fE TEPAT —FZiX
EUET. £z, EPHSDYRUEMIREIFEM Agent\IXESNizd 5,
EM Agenth* 754772 "AIXELE T,
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SATLBRMAA—T 443/TCP EM Agent& ESET PROTECT REIODIE{S (CfEF
8093/TCP ESET Inspect Connector SESET Inspect REODIE{E (C{EF
ESET LiveGrid BR—hEh3J 0954

IV —33>%

i ESET Endpoint Security / 77> FJ-1)LX
= i e ESET Endpoint Security for macOS
ESET Inspect ESET PROTECT

4 ESET Endpoint J7>F 1)L X for Linux

ESET Endpoint Security for Android EPTODEEDHEIEET T,

8093/TCP

ESET Server Security for Microsoft Windows Server

[¥ EM Agent

v E:{E. ESET Inspect
Connector

® E ® O D AR

ESET Server Security for Linux

O2 OEMR T —I RIS
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TAY4

SEBA (ESET Business Account) Z 9 C(CRBADIGE (IAFIEEIARETY, STEP2(CHEHTZEL),
https://protecthub.eset.com/(C72Ot A L. O EE T EBRTER] #20Uv o U7HD0> MERZEE
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ESET PROTECT Hubld, ESET Business Account
&ESET MSP AdministratorO@ A ICDDET .

SAEREERYTB(CIF, BEFOESET Business
Accountd: JZ(ZESET MSP Administrator@t&issi %
BRUTEEOV > UTLESE0. BIT0F
] F

oJ4>

BFA—IL

JRD—k

m PROTECT HubZERX

PROTECT Hus

ESET PROTECT Hub(d. ESET PROTECTHREF21UFTSw b
I A= LDPORRS — hNOTATY, INTPESETTSY D
A—LETSY R IA—LDITRTOHA

YE=0—mitanic

ID. BIROVTS 3>, SIUI-F-OEBHNTEFY.

v CFAUFA YT ROVTS A 0mE%
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RO DT OF74NR—=>3>
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PROTECT Hus

ESET PROTECT Hub(d. ESET PROTECTHEEtF1UFTSw b
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* ELLWRFA—LT FLAZANUET LERBUTIEZW
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® It's possible that you tried to register with an email address
associated with ESET Business Account or ESET MSP
Administrator. In this case, please wait for your account to
be transitioned. Learn more about the transition from
or 2
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B7HNID NaTIOFTA4N—232935(1/2) WP7HND T IOTANR—=23293(2/2)

1

' 2,227
PHOUREPOIFANR—>32FD

PHOO BT IFAN—>32FB

PROTECT Hus PROTECT Hus
- “RFRA—N - ©1-g-—om
ESET PROTECT HublZ. ESET PROTECTHRECF1 VT TISw b ESET PROTECT Hub(&. ESET PROTECTHi&tZF+a1UFT1TISv b | —
IA—=LDPONRS —~ hITATY., INTDESETT S kD . 2HE) TA—LDPLNRYT — R ITATY, INTDESETTSY KT a2
A—=LETSY R IA—LDIRTOA-Y=D—mitante A—ALETSY R IA—LDIRTOI-H=D—mitEnic | *mE
ID. YJZROUTS 3>, LU -OBBHN TEET. R ID. YJROUTS 3>, BLUI-Y-DEBHNTEEY. | | B*=
AN tH miEs
v ¥ AUF VT ROVTS 0BG 93 v tFaUFTBIROVTS 3 OMBEERS TS
v TRUEH—E 20 * KAD— KOWE BBSALY—>
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