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ESET Inspect D4

EIDIRL 7S — hh 5. REICERSINETIZY I DFllaSignl ke

OgAT > OAR > > > D'psexacexe

e MITRE | ATT&CK Matoes - Toctios - Techniques - Deferwes - Gl

ATTECK v14 has been released! Check out the blog post or release notes for more information.

o TECHNIQUES Home > Techriques > Enterprise > Remote Services > SMB/Windows Admin Shares
r = Enterprise ~ ) ) )
g Reconnsissance « | Remote Services: SMB/Windows Admin Shares
Resource Development v i
e/ U/ o= I . Other sub-techniques of Remote Services (8) ~ 1D: T1021.002
Y—ZI—Ib PsExectH-f L > NEFT[B0903] é} ( - )( 9 féﬁﬂé’ UE a. - Enccution . Adversaries may use Valid Accounts to interact with a remote network share using Server Message Block (SMEB). The adversary may Sub-technique of: T1021
. DE— T2 Ty Lo/\7 ZW Jo EAX then perform actions as the logged-on user @ Tactic: Lateral Movement
7 - Y 5 hd .
SIATIAT q S e ::'“‘z‘i"ij alation . SMB s a file, printer, and serial port sharing protocol for Windows machines on the same network or domain. Adversaries may use SMB : Platferms: Windons )
23 e d ge Escalatior e e | et teralhy oot s network L B - @ System Requirements: SM8 enabled; Host/network
PsExecRID T, B =T, COmEEEI . . 1o interact with file shares, allowing them to move laterally throughout a network. Linux and macQS implementations ol ypically fweralls o blooking 548 parts hatwasn sousos and
¢ e 4355 t\;jﬁ}_[k‘ ﬁ%ﬁbf( é’ \ - Defense Evasion f— rewalle 19 SMB p ween source ar
SEFHEL (D 2T/ Ly (& Vo DERIERLTY ool fecens . destination: Use of domain account in administrator
Credential Access group on remate system or default system admin
[ Windows systems h shares that ble only and provide the abllity for remote file copy and ecount
iscovery v )

other administrative functions. Example network shares include ©5, ADMINs, and 19cS . Adversaries may use this technique in .
Lateral Movement ~ . Version: 1.2
conjunction with administrator-level Valid Accounts to remotely access a networked system over SMB 1 1o interact with systems using
Created: 11 February 2020

Last Modified: 28 July 2023

BER0H3BF0H y o
Exploitation of Remote Sefvices remate procedure calls (RPCs),[2] transfer files, and run transferred binaries through remote Execution. Example execution techniques

Internal Spearphishing that rely on authenticated sessions over SMB/RPC are Scheduled Task/Jo

vice Execution, and Windows Management
g nstrumentation. Adversaries can also use NTLM hashes 1o access administrator shares on systems with Pass the Hash and certain
RO Lateral Tool Transfer ¥ Version Permalin{

configuration and patch levels. /%]

Remote Service Session Hijacking v
Foa: Remote Services ~
i i Procedure Examples
- Y = Remote Desktop Protocol
271U WP I)TAR=33VENFE U o
e " . D Name Description
P bépesntne SMB/Windows Admin Share
4 LIz gt Distributed Component Object Model ©0025 | 2016 Ukraine Electric During the 2016 Ukraine Electric Power Attack, Sandworm Team utilized e ‘uas to connect to network shares. 4]
SSH Power Attack
Mitre att&ck™52 —w 4 : VNC 50504 | Anchor Anchor can support windows execution via SMB shares. 15/
) Windows Remote Management ;
\ o s GOOO7 | APT28 APT28 has drives using Net and credentials.[¢]
#9147 \ =BT A= . o senees

N
=t 48] -2023£E12H95|

23) INSPECT MITRE
ATT&CK.
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ESET LiveGrid®

psexec.exe

PE: Execute processes remotely

SOEER

Bess  mm Larsmy /A0 14

EaEa

HR 30 2—H— :f;?;ﬁﬁ o Virus Total

plmlor 4 14 Bl - 20238115100, 11:33:53 84323H 5E68799

AIEORT

AHAT - 2023512H4H, 16:03:02

o)y FR=RCaE-

4 psexec.exe

4
SHA-1 SE2272B318DA4BESCTZ001 7490425230

ror
SHA-256 073163DSCIBFBACAREAl A7aapzar S

\ W)y TR
MD5 \
EE£IA4T

BLER

eT
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VirusTotal(C/\Y S 1 {8ZHWEHAS LAY > D& ETETTHE

-
2 (D 2 security vendors and 1 sandbox flagged this file as malicious CReanalyze = Similar -+ More -
@ 078163d5c16f64caa5a14784323fd51451b8c8310733960967bde35e6879937h Size Last Analysis Date [18
psexec.c 699.39 KB 18 hours ago EXE
o eexe overlay runtime-modules signed detect-debug-environment direct-cpu-clock-access checks-user-input
G Y 2, g P =

Community Score

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY 11

Join the VT C ity and enjoy iti community insights and crowdsourced detections, plus an APl key to automate checks.

Popular threat label () psexec Family labels psexec

Security vendors' analysis & Do you want to automate checks?

Sangfor Engine Zero @ HackTool Winé4.PsExec.uweeg Sophos @ PsExec (PUA)
Acronis (Static ML) () Undetected AhnlLab-V3 ) Undetected
Alibaba (@) Undetected AlYac @) Undetected
Antiy-AVL (@) Undetected Arcabit (@) Undetected
Avast (%) Undetected AVG (%) Undetected
Avira (no cloud) () Undetected Baidu () Undetected
BitDefender (%) Undetected BitDefenderTheta () Undetected
Bkav Pro (@) Undetected ClamAV (@ Undetected
CMC (@) Undetected CrowdStrike Falcon @ Undetected
Cybereason (%) Undetected Cylance (©) Undetected
Cynet (%) Undetected Deeplnstinct (©) Undetected
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Fle, FHLUTWBTOS LA RIHMAEUET,

S LD T RE B ES5W
F—HREELEDETRTTUT 23> ETOCROBFZER L.
BREOHZT7TIT—2a>nET— I RELEY,
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OWeb1>V —)L

v a1R— RERER(CHSPDIAEEN STHEZFMIBEIEE T,

B[R EHBE DR R IMRBREEEN WIS 28 (CHR— LTV D28,

1 DDWebd>V—JLIZIFT=Zo0 - YOZOMS DRI SHEMNFIEETT
BRNMERSNLBEE. I<ERY MD—IPI2E1 -9 —DREZERITTEET,

MBS — b—EEE
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3. 73 HEEE -eXtended Detection and Response(2/5)- Goer
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@/\vZafElcLDdTIOVY, JORD@HEIE

J\w=2 70Oy ITE@imR/TIL—T )\ 1 BsHa-yZFALU TIHED I 7 M IILOFRZREIET D ENTEFT.
FEIJOAVINET 7 AILHMER - BIELTZL X MUZHIBRTE. JOCAFILETOCAZ@FET=EDZENTEETT.

~
SHA1)\Y> 1%z AT
=/ —
EITI74 IV ZBIRE(CT OY )
|
Oy NS
CoBERT2CTPETCAC ASB2FARSA0CD e —— N3ATSEY
251CE8EF116 *SHA-INY S - MFICDE DOy ABANLTLEZY
+ winword.exe (3672)

Emras 25—sas
Microsoft Windows +] emd.exe (6104)
54 Bai - 20238118158,
0:4T:
853Wl - 20245F4840, 09:31:59

AIECESAFNE
ABECKHER Iz 19Uwoc LS Z NUE—DHIER
NAD—RFEZIPRZ TAU>0-R JOtA%&HISIE TP VERRR 6 S DB TEHE
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fREE CTEWebI> YV —ILSDUE— NEBENBIRETH DTS,

Remote PowerShell E¥HAENTE R ET. KD FEIRMISZEMOIEET I,
MESETRIEMIBIS DI EE

L vin10 4]

B =777 B 22UFt
YA & (17) i WREOEHR WEDAA b -7 ESET INS...

R 203549 [ wintoa
Userd

CWin10 4 20244484, 09:59:.. 20244F4H48, 095..

CWin10_5 2024444, 09:56... 2024%F4540, 095..

Cwin10_7 2024438130, 18:2.. 2024838138, 18...

- CWinsrv2019_1 20238128136, 17... 2023128136, 1..
94 ! - N a S oaiEaEl

CWin10_10 202484540, 10:02... 202484546, 095..
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#vro-oma | 2024£F1H5H, 090 121991 Fy FO—SNSHMFAD W ENTLEL
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Essential X Executabl... X

8---@8B-@808-808

. 2024%18170, 164,
Executabl. Exfiltration X

MEDER
2024528130, 184.. 2024528138, 18 0 ST-FOU... 1.7.1978

Fileless At. Injection/... X

U Ry hO—URBEERT 3 ETL D e o
— B THIF L TVBVPNERE DR S
S = BROTUESDT. B BRICEITHE

<RE,

Lateral M.. Living of t... X

Lagging Microsoft... X

—EEEPFREmEmN S
1oVUyoTcxy ND—UhEkE EhE
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@Remote PowerShell Interface
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E o pPa—s— 1 A 7S5k A B TP B ZTUTE D AR2 DE"’:‘%HDHEO)T @@lﬁﬁ&ﬂy'f%‘

PS C:\WINDOWS\system32> net user . S AT LADANRS NOTEE

User accounts for \\ s BEIFAILDINVIOTVT

o T - IREBENERUZD 7 AILEOHIBR

The command completed with one or more errors. . I& %7]\ E Uizl =X |\ Y :F—O)igIEI Td:c‘_’_

PS C:\WINDOWS\system32>

747DZ$/Z&H7

OV —)IANEBEEERLTOY> ROV —)LEZZEITU.

SAFLAZEBE S eEXFBRINEZITOFE

o FICABYULEICEHZNTWRTOLEX, J71I)L.

B #orss LA KU, Ry RD—=D12 EDIEFRMEDBIREVS (CERT S
A —=F)LiEeEFIB T D ZHIC(ZEINDOT A
/_C gg:%nunlE%ﬁ&}J(: L/_Cb\ébl\é\gb“aioi?o
FreWRDImARD Linux. MacDIFE(FFIATE
FEA. iHFRBIOPowerShell/\—=3>H'5.1
UETHDCEBFRRAERECIRDET,
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FIRHEBEODRBT T
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BRERICXERBH VS 3 > ZBERT
v N — TRkt
I\ 2fElCKDTOVD
BFEY—H—DH5
AR hoROYVT
BRET7S— DRI —

> 3> B

REL—LICBRIC 703 3 > 258
RIET S — MY NUS— SNy« SO TERDT IS 3 > & BBIRITH

BRET77S— U —=NZ5
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LfCEB( Z&ET

- TABEBE -eXtended Detection and Response(5/5)-

L’;t\\g_o

[edit]Archive Utility (B1) encrypting files [E0609]

i#E eBE @Y Uuk P BETYIRD i B

A=
327
Hh

HEDEE
71y
BERE

BEERRO7

AR

BEOB3EFOH

LR ENFDH

[edit]Archive Utility (B1) encrypting files [E0603]
ESET L

® &

hE=E

0

28] - 2022578210, 19:59:30

Ransomware / Filecoders

B

70

(es[D

Digital Security
Progress. Protected.

The 'B71" archive utility was executed via the command line via java -jar’, and instructed to password-protect an archive. If the user isn't aware of the activity, it may indicate

ransomware or collection activity.

waRaFoyaz (b GmoRs [P =27 [P avia.
A-Y—-F7o023>

A—H—=F53>0ER

Can be used by adversaries to compress and encrypt data discovered as a means of collection (e.g. intellectual property), to be likely staged and later exfiltrated. It is

commen for the resulting archive files to be named in a manner as to blend in as a normal temp file to try slip by unnoticed.

Can be a legitimate action performed by a user to protect data by encrypting it, perhaps, before sending it.
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EI/El on-prem(&El ConnectorzfEA U TI > RR1> b /N1 X TU7ILE
ANCT—FZPRELET, T—H(E—EDEI/El on-premADIL—)L EBE
=N, BOLWPZOF7 4 EF« NEEMNICIREENET . COERNSNE
FT—HICELD, BEETEDODLWIOT 1 EF 4 2L DTN (CRZITL. 1B
RAEIT s, B, BRULR— bDERNTEET,

ESET PROTECT (EP)

EP/EP on-prem(30 54 7> T OO0 S ADBIRUNEREDEE, >R
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EUET. £, EPHSDYRTEMIREIFEM Agent\NIXESNizD 5,
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5. JEASEI L (F 1 ——=> ) o

Progress. Protected.

D FENCKBDF1I—Z>73/3)

BRIMVDIL— )72 ETE LE T,
X TOERAWY Y —AOESET LiveGrid([C kDL E2FT—> 3> OfHl. RHESNET 7 AILOBLOBEREZEE(CHRTLET .
4. [&fF] BETE. BRIMVDIL—IL R LET .
X BIMET ULy hENREBNSF T Y ORY JXTRAZERL TR T B5EEXMLITER T ZEREDR [FlT5 15— OABENHDFET.
5. BROMDIL—ILZERR LTS TIL—)L] BE(CT, [—HIBREZEHRRIT D] (CFTYvINADTVD T =R LT,
[BRIVDIERL] 2D )y T ULET
KT —INR=ANS/=ZNeARY FE1R)CK DT MIA—SNZREISEEBNCHRTETE A

m ERIRIMEIE W EFH RS MEIE

F5 | L—ILBahfE

7% | IL—ILBRIAOIERY

BUAK 2E
s MRUETATORFICHULT, ANLEBOSE1DIC—KI BT OCRERALET, WIS Py oA
JL—IL JL—IL ZORC—HT 1A ME@HE FUA—-LEBA
F—4w | R . H—4w |t | <definition>
S i <process>
H— v i \ o<l ] <operator type="AND"> ; B B ) B B o
. Z\DYX% DR cmd.exe * X 4 <condition component="Module” property="SignatureType” condition="greaterOrEqual” value="90"/>
3 <condition comporent="Filelten” property="FileName” condition="is" value="cmd. exe"/>
e " 6 <condition component="Module” property="SignerName” condition="is" value="Microsoft Windows™/>
sy FHWINDIR%\syswowb4\ X 7 <foperator>
== 8 </process>
9 </definition>
<> BS54 30 | /e md c\Drivers X 10
BLEL OLVTND Microsoft Windows * X
8917 Thd 2 | {BETCED -
SHA-1 DL N 4048488de6badbfefdedf103755519f1f762668f X BT JL—IL

Y oundns desktop-j6dgmi2\eset X

EEIEE e

XTI 54— CTOBRNDEIRFECEAUTIEUATONLT A haZESEBIEE0,
https://help.eset.com/ei rules/2.0/ja-JP/?rule syntax.html
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v.EOmOEE B Qer]
EP&E'GD/ \_\/3 /T\y j((—jb\t Digital Security
Progress. Protected.

«  ESET PROTECT &ESET InspectD/\—3>FP v

EPEEID/\—23 277y T (FESETHICTEMEIN D TZHEZIRICKDIEREFAETT,
X N\—==3 277y TOERIMIGERET ERDET,

e ESET PROTECT D/)\—>3>FP v I {EX(CEAULT
EPD/\—=3> 77w FIFESETAEIC K DERFEHICITON. IN\—=3> 7w THE2~3DRE
EPICT7 LA TERLLIRDET,
EM AgentldO0 % BOADEEN S D 1esd. EPIN—>3 > 7w THICEPICOJ %= BRUET,

ESET Inspect D/\—>3 > 7Y IEREICEAULT
EID/)\—=3> 77w T (FESET#E(C K DERFEIY (CiTHON. /IN\—=3 > v TR (FI2~5D1EE
EIC 7O RTERRKIADET,
EI Connector(dO0 & BHiIADEEN S DTesd, EUN—3 > 7w SR (ICEICOVE X =B UE I,

*  ESET Management AgentD/\—>3>7 V>
EM Agent(ZB&#)/\—=3 > 77w T ICRIGELTLET,
FTLUWLW—==3 > DEM Agentht U —X&and &, 202BEEMNSEBS Y T JL— RN KNUA—ENFET,

«  ESET Inspect Connector®/\—>3>7v7J
EI Connectord/\—=3> 77w T (IR EBEREE TEULZEK<MENS 2 L\ET,
EPDY I RITT7A A S=ILIROZFALTIN—23 > 7y I Z2BBEOWEUET,
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V. ZDMRDIEHR °

o = (es[2l)
-U_/—I_\— I\llﬁﬁﬁ Digital Security
Progress. Protected.
.  BHtWebNR—S(CTHR—MNEHRZERZHEULUTEDET,
ESET PROTECTYV U 1—>3>3 U —X H7R— MBEHR(QKA)
https://eset-support.canon-its.jp/?site_ domain=business

« ESET PROTECTYU1—>3>3U—XD
7505 LABLORY-17 I —-XPA MCTTRHEULTEDFET,
ESET PROTECTVY U1 —>3> 1—H-XHYA1
https://canon-its.jp/product/eset/users/index.htmi

« BTOREASSA AT EIHRIEEL.

ESET PROTECT OA>SA>~NILT
https://help.eset.com/protect cloud/ja-JP/

ESET Inspect DA > S >N
https://help.eset.com/ei cloud/ja-JP/
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