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MITRE | ATT&CK

TECHNIQUES
Enterprise
Reconnaissance

Resource Development
Initial Access
Execution
Persistence
Privilege Escalation
Defense Evasion
Credential Acoess
Discovery
Lateral Movement
Exploitation of Remote Services
Intemnal Spearphishing
Lateral Tool Transfer
Remote Service Session Hijacking
Remote Services
Remote Desktop Protocol

SMB/Windows Admin Shares

Distributed Component Object Model

SSH
VNC
Windows Remote Management

Cloud Services

FEE]4E

ra\\J

Matrices ~ Tactics - Techniques ~

ATTECK v14 has been released! Check out the blog post or release notes for more information.

Home > Techniques > Enterprise > Remote Senvices > SMB/Windows Admin Shares

Remote Services: SMB/Windows Admin Shares
Other sub-techniques of Remote Services (8) ~

Adversaries may use Valid Accounts to interact with a remote network share using Server Message Block (SMB). The adversary may

then perform actions as the logged-on user.

SMB s a file, printer, and serial port sharing protocol for Windows machines on the same network or domain. Adversaries may use SMB
to interact with file shares, allowing them to move laterally throughout a network. Linux and macQS implementations of SMB typically
use Samba

Windows systems h shares that Ible only

and provide the ability for remote file copy and
other administrative functions. Example network shares include ©s, ADMINS , and T#cS. Adversaries may use this technique in
conjunction with administrator-level Valid Accounts to remotely access a networked system over SMB 1 1o interact with systems using
remate procedure calls (RPCs),[2] transfer files, and run transferred binaries through remote Execution. Example execution techniques
that rely on authenticated sessions over SMB/RPC are Scheduled Task/Jo c

tion, and Windows Management
nstrumentation. Adversaries can also use NTLM hashes to access administrator shares on systems with Pass the Hash and certain
configuration and patch levels. /%]

Procedure Examples

L Name Description

©0025 | 2016 Ukraine Electric
Power Attack

During the 2016 Ukraine Electric Power Attack,

50504 | Anchor Anchor can support windows execution via SMB shares. 15/

GOO007 | APT28 APT28 has drives using Net and credentials.[¢]

Defenses -~ CTI - Resources ~ Benefactors

@er

Digital Security
Progress. Pro

1D: T1021.002

Sub-technique of: T1021

@ Tactic: Lateral Movement

> Platforms: Windows

@ System Requirements: SM enabled; Host/netwark

firewalls not blocking SMB ports between source and
destination; Use of domain account in administrator
group on remote system or default system admin
account.

Version: 1.2
Created: 11 February 2020
Last Modified: 28 July 2023

Version Permaling

ndworm Team utilized et was to connect to network shares. 4]

tected.
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-
2 ( 2 security vendors and 1 sandbox flagged this file as malicious ¢ Reanalyze = Similar - More ~
[Jpsexec.exe @ 078163d5c16f64caasald7843231d5145108c831c73306b967b4e35e68799370 Size Last Analysis Date (19
psexec.c 699.39 KB 18 hours ago EXE
= e
E2 Wist A EH O HR ] peexe overlay runtime-modules signed detect-debug-environment  direct-cpu-clock-access checks-user-input

Community Score

ESET LiveGrid @

psexec.exe

DETECTION ~ DETAILS  RELATIONS  BEHAVIOR ~ COMMUNITY 11
PE: Execute processes remotely

Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an APl key to automate checks.

B&I1T i) 0
paze 2] LE1F—33% J42323U.&862C] -M - Popular threat label () psexec Family labels psexec
. ﬁﬁﬁ " Security vendors' analysis (0 Do you want to automate checks?
T e NEOSR 64 Virus Total -
IEOER 14 Bl - 2023118108, 1133:53 84323F 5E68?99 Sangfor Engine Zero (@ HackTool Win4.PsExec.uwceg Sophos (@ Psbxec (PUA)
ax = s - i @ - %)
HEORT 288 - 202312848, 16:03:02 7 IJ \y 71: _ f‘\ E_ j t B Acronis (Static ML) () Undetected AhnlLab-V3 () Undetected
/I = Alibaba () Undetected AlYac @ Undetected
- Antiy-AVL (@) Undetected Arcabit (@ Undetected
il psexec.exe N .
5 Avast () Undetected AVG (%) Undetected
SHA-1 3E2272891EDMBESCWZUDWMS;M%B Avira (no cloud) () Undetected Baidu () Undetected
Vi ~ -
SHA-256 07516305C16FBACANS AT 4784pasr] "™ BitDefonder @ Undetected BitDefenderTheta @ Undetected
1)y o
MD5 \\ UV Bkav Pro (2) Undetected Clamav (@) Undetected
- cmc (2) Undetected Crowdstrike Falcon (@) Undetected
BRI
Cybereason (%) Undetected Cylance (©) Undetected
BEEA Cynet (%) Undetected Deeplnstinct (©) Undetected

er Z VirusTotal

Canon Marketing Japan Inc. 17



Digital Security
Progress. Protected.

V. WEBO>Y—ILDZ BN

18



®

IV.WEB 1>V — )LD BIT (esY

Digital Security
Progress. Protected.

WEB>YV—=)LADOIA >
EIMOWEB> Y —)LAIE. WEBD SO ZFERALTCOTIA>UET, WEBA>AF—TJT—ADI=sD. WEBISTOHMNSWDTEEIHS
THEOJ1>TEEY,

ESET Inspect Web >V —)LADOT A >

ESET Inspect A=YV —JL
HR— RIS IOH —

YR—MRRT S5O —
Microsoft Edge INSPECT
Mozilla Firefox

Log in

Use a single user account for all ESET business cloud solutions

ESET INSPECT enables the ESET PROTECT platform to deliver

Google Chrome

extended detection and response (XDR) via granular visibility, risk Email
Safari assessment, incident response, investigation and remediation.
P d
Opera v Detailed network visibility e
h e i R @
\\ x%%ﬁ} \— :/‘ 3 >_Cd) ///// v/ Anomalous behavior detection /
\\\:‘*Uﬁﬁ % BE’J&) U aij/ v/ Root cause analysis
\ -
=rm - | «” v/ Advanced threat hunting
b - v/ Wide automation and customization options
We v/ Multi-platform coverage
=~ p g
a9
= (E1I02 1 > &)
rogress. Protected. o
dh I El (https://inspect.eset.com/) N7t AU, El

THOY FDEFA-ILE/IXRDT—RZ2ABDL |
TOJ—A>UEY,
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Cwi v
W|n10—3 Fv FO—ODSHERY MmEEhTOEN
MEORE 65381 - 2023512880, 13:31:58
4 WEID- < - 175381 - 2023512880, 13:20.58
o —————
SELUBCEELEAAZE 476
AvEa—#%~ A ST | sEumEREENEAAYE 476

22



IV.WEB 1>V — )LD BT

FmHICDWNT

Digital Security
Progress. Protected.

RETEIL=ILIEEI oI O TeAREZEHER TEF T, TV —VPUHUBRZHAT DT ETHER UICUVIMREZREE(CHER TEE T,

FECOBEEMNSIREOFHERICER I D ENTEET.
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L (59) / ik (314)

A\ Certutil has dropped a suspicious executable [A0313]

©

A\ High-risk process makes HTTP request to a popular Web Service [E0503]
A\nvcke-WCMDump cmdlet [A1116]
YIRS invoke-wCMDuUmp cmdlet [A1116]

FVIEIM nvoke-wWCMDUmp cmdlet [A1116]
Vi YIEI |nvoke-WCMDUmp cmdlet [A1116]
YRR invoke-

A Use-’, oup management from command line [31003]

JIL=ILICEK>THREESNEARY 2R RUET,
ERLIEWARY e RUJLAY D> T B E5EMRR

BHREHERITDCENTEET,

Ot —oLiveGridDIER GRITE. Ti)

HWERIDCENTEET,

L) K

¥ crndlet [A1116]
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o000

Y X ® T LzoiEn

HRES =10 ax¥a—4%

Yoo

@

+ D’ smss.exe (392)

g nvoke-WCMDump cmdlet [A1116]
B

+ [ smssexe (5528)

+ [>’ winlogon.exe (512)

ARk W) Seript ZHUT MERRTE
i 3 6EIH - 202351252008, 11:49:14

BE a3t

© mREH 0
TOER%E PUA—LTW & powershellexe
£

aAXVEI1>

d—H—% test-remote-azu\eset-remote

— D" userinit.exe (7024)

+ D’ explorer.exe (7092)

=1 A powershell.exe (9172)

FE2PowerShel 27 U B [D1202]

FEiPowerShel 25 UT b Fow R —5([D0524]

powershell.exe
= Unknown

Powershellexehhaiy hJ— 2 BEEIER L EFT[A0502b)

SHA-1 437BEACBFB434D3A02 TEQERBOT5ADF | FOBCASEA (61
BEYAT EH|TE3

BEEE Microsoft Windows

i) 9O Fa—4—

HEDRE 4 FH] - 2023637290, 16:51:58

4ER] - 20238 12H 218, 17:03:00

72 V5 — IR Webt — ERIZH|
A\ VROOENTOCAN S BEBWeb— ERISH LT K
] Powershel ZERLETOTADBICI07]

WCMDump cmdlet [A1116]

\— [>* conhostexe (6944)
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RZR(FENCED DN KIGANRY FOFDNSIFEDIBRZIERUIC T ZCENTEFX T, HEURRGEIRFLUTHLZENTEDD

T, DEWCIRRIDZENTEET,

er

BRI R

BABF SERANR> MEFE
=0 AN x| BPF 58 ED X | v || 183
et
v D L = BRIRL |
AR mELAA HMER
HA M (9) FARATLA RORC—HTBA MR UET:
O 12Ea— 1 <definition>
H— 2 <operations> o
Q72 |~ with Argument "4 srovs | 4 et e ke
DS S et ot et SR
> < - = - =Y A .
fa) > Advanced query 3 ot : </Opef;20:>\on component="F i leltem” condition="1s" property="Ful IPath” value v inkpp
8 <foperation>
= O s 9 </operat ions>
[BEARE] & [BERANR MR D185 10 fdfinit ion>
o S
oD BAIRR] TIIRREUEWEEZERT v > © 0
BDENTEET ., [BERBRANRD MRE] TIE
XMLTIL—)LEEiR I 2D THREDSL RERIL— sArEe oA i R ==
) l/%j < 5 : tb“t\\ % ig‘o -T2 B with Argument “-telnet raw.githubusercontent.com” 20234 12H7H, 11:42:01 vET —— ] Eyents
Q-2 b Advanced query 3 2023%F12H4H, 15:21:39 vET —— () Events |
-1 A2 with Argument “arc-test” 2023£F12834H, 15:17:45 vE T 0 Events.
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A23F > MCDWT

A>T hEFRODNBRENSD D IEHE. BEITEICA > 27> MHYERRESNE T,

R ENT=A > 27> ROFMTIE. MEDRARL —F—DRIEAHABTREDTALASAICINA T, BEEITITOCAETIZAIL
REDATZT U Me—lICEIRL, OE1—5F—DOxRY NI —JREIREDMTIGETCZE LSO TEMBIDCENTEET,
Fle. AIRL—F—RBLETIOA> bZEEEDEH. AEeZ 1> 25> ML AR AF—ATHERI D EEAEETY,

A2 7vhb@E v~ A OB0OQ00 v || FoERI—T =R @ @ JoLamEll | §

Y b4 (15)

Certutil has dropped a suspicious exe...
Certutil has dropped a suspicious exe...

& AT URIST i AAATAY A RY @ OYFa1-—45-— A>2F> F#l JOotAvYU-— EEATIII-

Certutil has dropped a suspicious executable [A0313]

| B3

B 2=F771)L > JOotx

Certutil has d d ici tabl
202385408300, 08:59:55 EEEEE e £~ Certutil has dropped a suspicious executable

[A0313]
ESET O>Fa—4~—memEnELic
Rin OHFU3
Incident in detection: High-risk proces... 20234108 30H, 08:59:55 A Rule - Certutil has dror;jv_\%egd1 g}susp'\mous executable EAE AE

Incident in detecti

137> NCBELRIBERAS RUJL | o swmemensus 2t _
YO IBHI LT, AEMEICHRET 5 [ DESKTOP-18VV6N! ;: e

J7A)LOFEMR EZR RS ERNSHE ESET O E1——mNEhehnsEue
RIBCENTEET,

Incident in detecti

Incident in detecti

S S — A —
A Rule - Certutil has dro) %dl.’? suspicious executable BRA ST —5—013)
A}I;*J'Iz

Mitre att&ck™F 7 _—w 42

Incident in detection: High-risk proces...

T1105 - Ingress Tool Transfer CertutilH" RBELRITES 1 —)LF ROV I UFELE
T1140 - Deobfuscate/Decode Files or Information [A0313]

Mitre att&ck™ 72— w4
P> driverupdatejkl.exe (6644) T1105 - Ingress Tool Transfer

T1140 - Deobfuscate/Decode Files or Information

AT | ‘ SIS ‘ ‘ B ‘ ‘ Certuti M ABERETET 1 —ILE FOVv I LELE
[A0313]
Canon Marketing Japan Inc. 25
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T 7A1IVICDNT

EITIT7AILEEIE LU CWVWBImEKRRNICFIEIT DEIT I 71)L (Windows/macOS/Linux) TR CEEI,

Tty bOITAIVFZFBIT D ET. RSV FURERITI 7 A ILDHZMHED

(es[:1}
=TIl | (@S] \ R 2 A@iv -

Y % (8266) wi
(Jdoesitcache.exe v 0
BIdulwich.exe v 0
EJjsonschema.exe v 0

T IFAI EJkeyring.exe v 0
EInormalizer.exe v 0
EIpip.exe v 0
EIpkginfo.exe v
EIpyproject-build.exe v 0
Bdvirtualenv.exe v, 0

&I 7 A )UICHF U TESET LiveGrid CHERS=NIZIE
R CRITE. M. PO THERINIEHSE) B
R CEBDTAERI7AILZHER LT ULVMED
(CIXDTCTULET,

EJwindowsbase.ni.dll v 0

E b JOw o J0Ow fERR WIE ¥
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ISCEER

@ Jo)Lvoemn | ¥ O

ESET LiveGrid ® [CFRm=..
ESET LiveGrid ® [CFRR=..
ESET LiveGrid ® [CFR=..
ESET LiveGrid ® [CFR=..
ESET LiveGrid ® [CFR=..
ESET LiveGrid® [CFRomex..
ESET LiveGrid ® [CFRom ..
ESET LiveGrid® [CFRom ..
ESET LiveGrid® [CFRom ..
ESET LiveGrid @ [CFRane..
ESET LiveGrid® [CFR=..
ESET LiveGrid ® [CFRm=..
ESET LiveGrid ® [CFRR=..

ESET LiveGrid ® [CFRR=..

3

= iR

AVE1—4—LtTET - LE2IT—33(E.. FEH(ESET LIVEGRID... #EIDHB(ESETLY © |

-

(es[D
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ADOUT MZDOWT
XOUT MIBIB U TWDImARN TEITESNEE TORI VT MCEIT R IERZHR CEET,
Visual Basic XU . PowerShellFBXZ U b (WScript&CScript) MHB7R— h&anExE g,

ROV @ | TR v ‘ AO®iv v | OXYRSA = @ JAIIDEM ¥ O

FOtAAD) (345) 1R 7 ok o |

Elpowershell.exe (7780) ~ExecutionPolicy Restricted -Command $Res = 0; $Infs = Get-Item -Path ($env:WirDir

Elpowershell.exe (2444) ~ExecutionPaolicy Restricted -Command Write-Host "Final result: 17
EJpowershell.exe (7780) ~ExecutionPolicy Restricted -Command 3Res = 0; $Infs = Get-Item -Path ($env:WinDir
Elpowershell.exe (2444) -ExecutionPolicy Restricted -Command Write-Host "Final result: 17;
29Tk Epowershell.exe (7780) ~ExecutionPolicy Restricted -Command $Res = 0; $Infs = Get-Item -Path ($env:WirDir
Elpowershell.exe (2444) ~ExecutionPaolicy Restricted -Command Write-Host "Final result: 17
EJpowershell.exe (7780) -ExecutionPolicy Restricted -Command 3Res = 0; $Infs = Get-Item -Path ($erv:WinDir
Fpowershell.exe (2444) -ExecutionPolicy Restricted -Command Write-Host 'Final result: 17;
Epowershell.exe (7780) ~ExecutionPolicy Restricted -Command $Res = 0; $Infs = Get-Item -Path ($env:WinDir

E\powershe\l.exe (2444) ~ExecutionPolicy Restricted -Command Write-Host 'Final result: 17;

v
v
v
v
v
v
v
v
v
/

TSN OYS RoA > ONEEHERT 5 &
NCEET,

E\powershe\l.exe (6000) ~ExecutionPolicy Restricted -Command Write-Host 'Final result: 17;

licy Restricted -Command $Res = 0; $Infs = Get-Ttem -Path ($env:WinDir
licy Restricted -Command Write-Host ‘Final result: 1';

licy Restricted -Command $Res = 0; $Infs = Get-Item -Path ($env:WinDir

AOUT oA O— 1B
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FEl(EIL—IUERR. BRSO J\w2aTJ0Owv o, BEEOJ DR, YRIDET. Y—

ITOTENTEFT,
EEler PROTECT & INSPECT

Py am— R Aw =R

o ATk A & BAIFAIL @ aAvE1—4—

SRERROESET INSPECTHH w10

ESET INSPECTH&H

W 1Hd7= D o

T

ESET JL

FEFROESET Endpoint Security#it bW 710

ESET Inspect(Cc J v

ESET Endpoint Securityt&iH

2023}:5‘1 1_%;:3 ZQZEEWHE‘_ 168
ED w0k

=1\

- ZOZ-EET‘LEI-ZEEI -

2023611 )E]_EUE

zozaiwzﬁjsa
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RI\—F o RWEBHY 1 N EDEE(ICRAT D& TEXE

CEEleT PROTECT & INSPECT
Swa—

o A2TT R AR 2T )7 @ avEa—4

=hiz/\w

SRABRMESET INSPECTH®H w710

PowerShell%&=FH L7z
T PowerShell /47!
EigisHRaS > ool
EEEnETOEANG
Certutil N AERRITE
Windows 1) > 27
UE—hI1—Y—07
EETE370EAN

ESET INSPECT##&iH

W 1HHm Dotk
Tk

2023&11_@93 ZOEBEWHEAEEI ZOZEfET‘LEJBEI 2023$1r1)513
BT
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BRAMCDUNT
BRIMIRIL—ILD D5 B —EDEEEE U ZERN T BT ENTEBMEET T, BRI (IR DS EN G D,

Tty beNEIEEZHAT 375EEXMLTRIR T 3EREDSVFFHEIS « -1 D FET,

es[:1]

5 | IL—)LBRSIODAERE

Bl
LY

HHTT A —

g

TNSORFIC—RITZTOERAERATS
O BEoTOTA mSOex HAEOEETOTR

|
SRS

BIRLETATORMFICHLT. JEesty

| B3 | LB R

g o= 5_}& fit
_FF

T
Al

pRotD,
ZORIC—HIT BN Mgz b UD—LEEA

BT B 2 | B
SHA-1 DL T

RINSNTZANRD "SRV AERR T DimE. Xt
KDIL—ILWSRIBEHDEMREHESNTESD.
BIEE(IZRIREEZEMCT DMNENCT INHETE
IBEITTHREZT T CTEFT.

¥R TOTCRAEZWRICT DIHEEE. BENUE
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SAITLARIAICDNT
H—=ZFI)IUEEZFA IR L TEREFIY R —(CBIBZENTBRERIIN\Y OIS I Y RTHRATEEY.
Active Directory®/RU = —72 ETPowerShell DERAMNZEIE SN TUWRRIBETIFFBATERVD TTEFRLIZE0,

EEer PROTECT&INSPECT i

Dy > o= > (D UE EOSDSAITLARRAZEYR—b
A 75—+ A @i =07l B ZZUT ) AR b SHHRE OO DIFEREVE
PS C:\WINDOWS\system32> net user M /ZTAOD/]//\/ l\DgHy'fxzf
User accounts for \\ M Eng/r) I/O)/ (\\J 07\‘/ j
e .+ BEENER UL D7 A ILEOHIR
éig;:wtrator O Account DefaultAccount R & %73\ Ebtl/yx I\ IJ :\:—G)igla 7_5:(‘_’\_‘

The command completed with one or more errors.

PS C:\WINDOWS\system32>

747DZ$/ZCH7

OV —)NEBEERELTOY> ROV —)LEZEITU.

S AT LAZBE S B e EZFTBRINEZITOFE
FICAFEULCEHASNTWSTOEXR, J71)L.
LXK, Ry ND—0REDEFRMEOIEHREVECFERIT S

— A —=F)LEkEeZ R I DI2HICIFEINDOT
/_C g?ﬁ_‘fnu nIE%ﬁ&jJ(: bfb\é%\gb\‘@biﬁo
FKIEWROIH RN Linux. MacDiz&(SFIETE
FtEA. ImFKRAIDPowerShelld/\—=3 > h'5.1
UETHBCEBFIBRRAHCIRDET,
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NvSa17J0Ovso., oO0XF)ILICDONT
J\w= 20w TIRER/TIL—FIT)\WwS 2B (SHA-1) ZRALUTEED I 7 (ILOFBEZILT R ENTEET,
e, JOVvOSNEIT7AILIMERL - (BIEUIEL > XA MNURHIBR TS, JOTCAFILETOER Z@ER T8 &N

SHA1\Y>2fE%ZFHW\T
E1TI071)V =BT OY)

[Hemd.exe
B mit A 8E O eHrnrer JOwsEhEAYS L
NySaThY
, ™ . 1Y S - I win TIEL
mmmmm ESET LiveGrid (D| b * SHA-I\W S - HTCDE 100\ a8 AH LT
WEST v
LLLLLLL
e 9 YN
mmmmmmm s v
p— FrAN
nEEH 9B 245F8R 2] 59 4
L=0 2 B - 2025% 38268, 11:1412
A2 M0/4000) - ROTATO/ Y L2 CRBTNEYT
CCICAT 3 2O A Y FEAN LE T (@A40002F)
A LBl

1 ILDNE: & BSRl
IFPWOETFTOY O, BRCEHZNET. METSLIA NI FURRSCHIRENE?

FBEICKHER I Z ANIECEIAFNE
N2 —R{SFEZIPFZR T O0—R LS ZAMNF—DHIRT
J71VEBBREE DB TENR
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IW—ILERICDWT

EC(EST T AL b T1,200 A EDIL—ILAFELE TN BERRB(CEDETUL—ILZEMT 5T ENTEFT,
IL=ILIIXMLTE&H T DT ENTE. HHEDOBWERRIL—ILZFERITDIENTEEXT,

esLy

JL—Il4& (1250)

> 71 L) A E NIz Webtr - RO BEEIRER [X9801]

1> — RREVRIIEE A X — L AT — RO BEIEER [X9802]

I> —RERREEE = A F T3 DR LR [X9803]

> 3L A= 2+477R— N TDEsetipBlacklist A&t [X9804]
[> —ERIR 7 S A — 23 2 S DNS-over-HTTP [X9805]

wscriptexe' S MPAEIR Y D — B4 [A0505a]

cscriptexe J O ZHAERR Y 01— #8577 /FRk L E 3 [A0500a]
IMEwdbldD'SEATES 2 — L% FOw T UE LIz [A0323]

F— A RHDRIEEL0505)

iy T LA —HEt ST (L0504

NCT S TS

BEJL—)L@| A0 i v || FOERIIN—T #ER @

— TN T OEAH BRI i rundl32.exe S OPIEIRY ...

® I )L5oEm | ¥ O

a
ek E B4 B4 HEOEER —E#® vk @
ESET v Bz 2023412860, 20:05:16 0 All
ESET v Bz 2023412860, 20:05:16 0 All
ESET Eh Qo3£E10HeH onno.1e o
ESET
FLLIL—IL
ESET
ESET W‘ ine=
rule
ESET
ion comeonent="Filelten” property="FileNamellithoutExtersion” condition="is" value="BadExe” /-

ESET

ESET

acExe has been started</nane’
tion

(3, 2= 80 EHNARZ EFH— R LTLET .
1. maliciousCauses, benigfauses. B Ureccomendedictione® FICHBTATVET,
tior

ESET
ESET
ESET
ESET
ESET
ESET
ESET
ESET

ESET
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Y bO—DEEICDNT
FEORR. BOLWHRERR UZBRERY NO—OD BRI 2T LN TEET, TRICHMT 30T <ESETY—/(EDiE
HEEITOC LN TEET,

EFHEFTFNDDTHEHL T

Canon Marketing Japan Inc.

aAxEa—49— i AO®ivO

-

| Y b (12)

SoEtTeneames
inSrv )

83 LOST+FOUND

53 Unmanaged
B/t
vesd

B xR DOwin10_11
DER
JvEax—%
i 8
%
@ FHERER
Aggressiv... X | Alternate ... X A
B Ef707AL

auto-reso... X auto-reso... X

A2UT

Browser X | Common ... X AR

Credentia... X Credentia... X -—p ﬁﬁ —-— s -
S R D — R

&7 A ot
Credentia... X Data Encr... X L!: rEm e

DLL Exec... X | DLL Persi.. X EShE]

3 O47F
Essential X Executabl... X E og7or

& HTAOTFY T L

v | | 479L—ToES

HRiR 54 v BIEDER
20235F12H8H, 164...
20235F12H8H, 164...
2023%12A8H, 16:3...
2023%12A8H, 16:3...
i 20235F12H8H, 16:3...
20235F12A8H, 114...
r'y 2023912840, 165...
r'y 2023912840, 164...
202391284, 154...
r'y 2023118178, 00....
2023118110, 00....

v 2023%F1188H, 23:3..
Fv ho—EH
o PEEE
LS EEEETYS

AEDT R~

20235F12A3H, 16:...
20235F12A3H, 16:...
20235F12A3H, 16:...
20235F12A3H, 16:...
20235F12A3H, 16:...
20235F12A3H, 11:...
2023512840, 16:...
2023512840, 16:...
2023512840, 15:...
20235118178, 0...

2023118118, 0...

\

2023%F1188H, 23...

|

@08 - 2@ e

dN—=
R

R

R

R

R

R

KR

KR

KR

RR
LOST+FOU...
KR

@ JIYDEN | YO O

ESET INS...

1.9.2404

1.12.3296
1.7.1991

1.12.3296
1.12.3296
1.11.2882
1.11.2882
1.11.2882
1.9.2404

1.11.2882

1.11.2882

Executabl... X Exfiltration X @ Sysinspector(14/%4
Fileless At... X Injection/... X Q@ H47

Lateral M... X Living of t... X

Logging T... Microsoft... X

ZY ND—UlREt=EwITDETLT—IOTHRELTWLDS
VPNIERE DRI SRR TCUESDT., FHind DRIC

(FTERLSESN,

KARODIHRN LinuxDIZE (FTFIHETETELA

PEREIA ©

1430

6732

136239

4867

16166

6997

1005

1447

978

29415

3738
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ESET LiveGuardi#E#(C DT

T35 R RIRY O X THBLiveGuard(CFE/BHEICRESNZ T 7 M) LOFAERBRENRREINE T,
EIEXMLDJL—)LADactions(CEe& I D ET. EITOREZE MU H—EUTEITI 71 )L%ZLiveGuard([OXET D CEMNTEET,
KETEINCIRANDS T 7 1)L &igti I BT (L. mFRBITDLiveGuardD 77 I 74 R—2 3 2 ERTENMETT,

| B3 | EJc0619.exe

i F L R N = e

ESET LiveGrid® -]
L Ea1F—3 3 2/ (ESET LiveGrid®) FE (6)
FeEH(ESET LiveGrid®) IR 1-93>F1—4— (EL)
EFTIFPAI PIEDHR(ESET LiveGrid ®) 64 8 Bl
ESET LiveGuard a
EnERTR ©=T
®EER 74 Bl - 202358110, 13:119:44
HiEMER 74 BEl - 2023558118, 13:22:01
Er Z2HERLE FTS e T
Y—= ° S =1 =
FERTOI7AINDF7 Y I O— RERHEEX
TRORTIFIN
TOEFA—) \
FEOITTYA b
[ >s7ob~ | [ Jovoms | | s—2vrozE | | e~ 57 Lo5s>0— k)| | eser uvecuaRDICEE TS |
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O3 >0EEMEICDWNT

BAL—ILICERIC OS2 a>w2EEZLUTCHBLET, BET7S—MANUH—ENEHIAMZ2TT

IEEDT7 0> 3> =HENFEITEEE T I,

XDRICEKD T, 1237 > hFOEENLERIICBINEHIMETNIZIHE(CIE. WEILKRERAICHSTZHI(C,

XDRDBEN 7S 3 2 HEE TImAR DA U CHIENN IS (T O RXDELEDLLOERT IOy O2)MThnsd Z ERNS D £,

% \ TE/RLoLBaSDEIT:Appinstaller.exe FEAFRY D —2185 (50 00— ) [E0542)

M @ ®E Q@YJyb D BETYRY i B

=L TE/3LoLBaSDE(TAppinstaller.exe RERFY bD—2EE (99> 0— 1) [E0542)

ERE ESET
HiEDEE 24 A&l - 20235108178, 17:43:44

1y d=a1=5-33>

- = o a -~
BRET7S— b NUH—=NZ5 i o
VAN 57 g SEEZI7 70
IW—=ILISB>TFI2 3 > ZB8HET
Appinstaller.exe:Windows 10[CAppX/MSIXP T —2 3 2% A VA =)L T BEHIC@RAENEY -/, TOTS5— M. EMSNABLRY - IERCESER
B TS ET. Applnstallerexe ZAE (CERA(LOLBIN) LIZEEMZ L FE Y. [LOLBins] / TLOLBaS] ('LOLBins'/'LOLBaS' (Living Off The Land Binaries and Scripts{and Libraries))

(F. WEENAROENERR P I3 RETT s CBATERTA T J/ERD/ A FUTT.

waraPosay (b Ewoss [P ooz [Pk [P ass

Ty ND—Dh@nk
- E \ L J A-H-TH2 32 ORR
v afECLBTOYY
} \ Y1 I_(L— 5 I:I > BEOH3HEOM ZOFEE BEOBZIVR—RY b AOUT R Yo EESCYD 0 R A0CEATERT.
BN —H—DH5
7 ELRE s . RESRTREESINTOERA.

AR> O ROV
BET7S—hONJUH— 2E

1. 70tR. HIFOtR Bcr/OoteHiLEs.

2. AR FSA VG A—E—, Ry FO—TEE, RSz D7 UEFS

P C:\Users%username%\AppData\Local\Packages\Microsoft. DesktopApplnstaller_8wekyb3d8bbwe\AC\INetCache” ). EREFT B3R UT M2 &,
3. SO ICH TILEIR
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L—ILFEBE—R] ZBRCITDIET. BETHINL—ILZER T DT ENTED . Fa—_2IamzillR EERN TIEEIC

HE

s

BHL—IL

W=7 v 77— bRICEMICT 5F L VESET InspectiRit L — L ZBIRL F T,

© FrEBRLESET 2T POOTF—AICHS
FAEFEITEES R, BROTEENSBLEDOHERT)
FRTDRBIL—ILEBINICT SURER)

ﬁiﬁllé‘éiklﬁ BUWEY. HEREBRICHLTLDBBICRIELET. . LS OBRBEFERINET,
=L RO MEE s BRIl €723 TUWOTHENFREBENICTEET.

L—ILZEE—REEMITS
LM TRESNEBET IV I VEE g
BNICEETS

FHEE-FTIERY b I—ZIZESET Inspect® BIE T 2 e DIRADN BEBICFRENE T
L—LFEE-F BEMICTR . BHThEBHERENE Rodh, dET3BAMEREThE .

EE
NSO, BHIE 2 —TEREL. WOTLENICT 3 LD TEET. RAEEHOR
EEaA-ASFEE-FEEHRNICRTLET.

EHCTBIEZU v 7 LT Ry FI—IHOTATOIVE2—F—OFBE— K217 7+ FLE
BHERE T 3 HORLBET— 20 T Fhlk BRLTOWAWLZ LAHD > TWEAYEa—2—DY Tty FOBEERALT. BADERSE
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