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S 7TV —=2 avEBLUBSHARTEINE T,
e H 7TV = a Vv MEREN BRI ENE T,
Z¥EH TV =Y aVhREICEBENCHRONRREINE T,
p 7> KA ]

BRLANVDFHEIE, ETHROTOT S LERIETOERELTEELTVEVT 7K L THEITTERY., FEDT 7 )b
DERLANIVEFHET BIciE. [WROT7A)VaB7 )y L. AVTFAMAZ2—H'5 [FEERELF 7> a>] > [T71IVEF
BoFrvo]l #2700y LEY,

YA M—IK(I)
1E8(P)
P4 ZAR=IL(U)
B#tEOrIILEa-T124(Y)
€ FERETHEETD
JO455 a45EE{(H)... TP EIREE
HE(H) SO I EIRETS. .
LRI/ (—Z304E7T(V)
EB(N)
LIDED(T)
J¥—(C)
3— v NDIERR(S)
EIEE(D)
BEIDEE(M)
J05F74(R)
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| 452 TUT1ET 1 DR

BEOT7AIVV AT LT VT4 ET 1450 S TR CHRTEERY,
TITAETAHBRRTBICNE, AAVAZ2—D [V—=)V] > [7IT71ET7 s DFER] =0 1)v 7 LET,

TS — I AN

FlaRERQURIY,

© FPIT1CT1ORER ® @
Iﬁ%]bix?bm?ﬁ!ﬂ v I

HHEROT—HNE
208

sssss

A 2
2018/11/08 17:3027 2018/11/08 1733:43
BEAHT-H0R
e

2018/11/08 17:3027 2018/11/08 17:33:43

IE}#‘@E % vI

AU
THY. T—R22ISCTKB (FO/NA ) /MB (XH/NAF) /GB (FH/INA ) TRRENKT, 757D
IHEERLTHEY . RESNLEHBR T 7V EA LICRRENE T,

BEEREZEET A [BFRE] FOv T2 AZ1—05ERLET, BRTCESEHERIEIADESLY T,

HW T8 (F) LEELAHKT—EE (F) D2BEHNKRTEINET, 757DfEIT —28EKL

St

1# T27IE N BEBEICEHFEIN. BEI10DEDT 771 ET A HRRENE T,
153 (BRID246/8) | 7273 1 DB EICEHREN, BIE24BEO7 77 4 ET7 4 BERRENE T,
1858 (5tA) T2 BESEICERIN. B ABBDT VT ET A BRTENET,

1850 GBIRLIA) | 75 7R VKBRS EICERIN. BRLILADT V71 ET A HDRRENET

TZ7AIVY AT LOEE
DT ZTOMEEIE. FidrdIT —8 (F) LEEAHFT—E (R) DEZKB (FO/N1F) MB (XANAbH)
GB (FAHNA ) TERRLET,
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453 {REEHmE

{REEFET I, ESET File Security for Microsoft Windows Server O{REEMBEICEIEY B#ist T — 2%V 5 7 CHRTEE

ED

REMETERTI BICIE. AV AZ2—D [V—)V] > [REHET] 27 v I LET,

I DN 2D PR v I

IATOATZ I

711,172

8 BERUIATSI bR 0 0.00%
SERLEAT IO MR 20 0.00%
B B TWVRLAT SO My 711,152 100.00%

O, C\Windows\ServiceProfiles\LocalService\AppData\Local\lastalive1.dat
© REBAABEERI: 2018/11/08 3:45:03

ROy TE OV AZ 12— st ERT T HREMEEZERT 5 & BRLIRERED Y Z 7 ENFIDRTENE T,
RAIDEBICA—V IVEGhED L. TDEEDT —2DIHHYT T TITRRENET,
RIOBEGIET T 2 7 ERDES Y TY,

AR ANA | ot 5914 B EUBBRESF TI 14 FOBEERLET.

I 7XE

SrAWIRTL | BEAEN A TI T b EET r AT RT ACEEAENA T T Y FEETL
55 $7.

BFATN BIA—NISATY MREEREE LA Ty M EETLET

7547> I‘ﬁ;’g ==A PN - A= C 7N °

Web7TLRE | \ep 75wt e ko T A O— RN A TI T4 hERRLET,

T4V INE

REtT S T7OMICIE. BEBHFA TV TV ML BREA TV TV MR BRBERA TV 17 MR RBRRDAF TV 1Y
PIOERTENET, [V ] 20Uy 0 3L RRPOREBEEDHETBEROBIFINE T, [TXTULY K]
) v IFHE TNTOREEBEDFRTBEROEIRENE T,
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25 A% (ESET Cluster) %ZJERY H&. ESET U—/\—HEHHEEICRE L. BRPBHEEDT — 22 TELT,
e BRAVAZVADT I —THELSBWET 57D ELT — 2 ZFT S LETELT,
(022 BEZRTT BICE. A AZa—D [V—=)U] > [VZAZ] #7) v LET,

€& T4y e G

ASA

T I AZDFEMOVTUE. 15121 I 5AZ | #BRLTIEEW,

| 4.5.5 ESET Shell

TS — I AN

ESET Shell i, ESET File Security for Microsoft Windows Server DX Y RS A VAV 2—T 1 —ATI I 571 H)b1—
HP—ara2—T71x—2 (GU) ODRDYICL, TOT T LLEDRELEBAITITENTEEXT, ESET Shell Tl GUI
IO > TWAIFIFINTOEEE A T 3 V& FERTEER T,

GUI CHEARIBEGHEEDIZMNT. RV T hEETLT. REPHREDERE., £/ 7Y a>0OXRTEEIET 5
EBTEET, ESETShell i, GUI KW EOARY RSV DIEFSHMEVNDTWI—H—(C& > TEFEFITT,

[ESET Shell] BEAZFRRT BIcid. XA AZ21—0 [V—Jjl] > [ESETShelll #0) v LET,

ET Security¥eShell.exe \;li-

6:12

GUIDE
SCHEDULER
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@ ESET Shell DE— FIZ2WT

ESET Shell ITl&. WEEE— FEBE—ORY K/ Ny FE-FD2DDE—FHHYET,

« WEEE— R ARV RERTT AT TR REDEER, OYDRREEDSR XY TESET Shell #1RET %15
BIERTEXRT, F£feo ESET Shell &R L P I < EY. HEDI Y TF A M THERTES. BWEIRY REE
TENET,

c BORY RN FE-FRIE JEE—FTCERINTOWEWVWIRY ROHERITT 2RENHHHEIERTE
£9, TOBEEZRITTBICIE Windows DI FT7OY 7 M TEYG/NTA—2—AEELT. eshell EATL
7,

TS — I AN

B
eshell get status
EJ s

eshell set antivirus status disabled

Ny F/ARIVTRE-RFTHEDIRY K (LED2EFBDAF) #2179 2ICE. BFICW DD DOREEERT S
BEHHNET, BRENTOVEWGEIE. 77 EAMERETNE L] LLS AV E—IDRREINET,

. IRTCOMEEEFERT BfcodiclE. BEEE LT ESET Shell #21T7LTL £ EL, Windows DX > R7OY 7 k
HEEALTCE—DIOYY RERTIEZEELAKIC. IRV RFTOV T EEBEEL LTEIFLTCEEL. 5
THEWEEIE. —8DIX Y FERITTEE A,

« Windows @< > F7O> 7 bH5 eShell A< R, £ld/N\y FT7 71 IV ERITT BIciE. REETOLEHL D
WEY, NvFIT7AIVDRTOFEMCOVTIE. TNV F I 7AW ATV T #BBLTLLLEEL,

OxEEE—F

WEEE— Rid. RD 2 DDA EZFERAL CHBTEET,

-« Windows @ [RZ— ] XZ21—H'5 [REZ—F] > [TXTDHTOY S L] > [ESET] > [ESET File Security] > [ESET
Shell] Z#RLET,

« Windows <> R7O> 7 b eshell EATIL T, [Enter] F—%# T,
% ESET Shell DFEfEENFFICIE. FIEAEE (H1 F) HARREINET,

VR EEZBERRY 513, guide AXY FEANLE Y, TOEMEICIE. ESET Shell DEARMGAERBIE. #3X TL 71 v T A,
IRV FINA, BB, TA U7 RAGEDRTENE T,
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R[E] ESET Shell 23179 5 £ ROBEDSERRENE T,

=2 ESET Shell [=[=1T]

102

UTER JEYICE GUIDE
) SCHEDULER
U1

EMAIL

ARV RIZE. KXFENXFOVWTNEFEATE. KRENTICRTEINE T,

OHREZIALX

ESET Shell (L uieshell > F7F A M THREIAXTEEY ., AV VT DIAUT R, BB 5B ETRUZ—%ZE
pLfch . IBRTDINY RE—BIDMDREERTEED T LLTEE T,

BEWNE

18

ARVRET L 70w O A, AVTFFR M 5180 772 3V EETHEBREINTWE T, 2T ESET Shell TERT 5
— MRS ERLET,

[<prefix>] [<command path>] <command> [<arguments>]

Bl (R 24> MREDBML) :
SET ANTIVIRUS DOCUMENT STATUS ENABLED

SET—=TL74v IR

ANTIVIRUS DOCUMENT =D IR > FD/NR (AVTF X B)
STATUS — X > P&

ENABLED — X > FD/S A—%2—

IRV EE N ZIMELTERTSE. TOREDIARY FOBNHARTENE T, HIZAIE. STATUS? EASTT S
& STATUS XY RO HARTENE T,

B

[get] | status

set status enabled | disabled
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[getl 1&. [1 (B THEHENTWVWET, Thd. T 740 v o X GET A status AX Y ROBIEEBTHAD T EARLT
WET, L7 v 7 AEEELEWT status R17 LIEHEIE. BED T LT 1w 7 X (TDRFTIE. get status) H
RINET, TNCKW IR FATIDBEELTEX T, GETIZIFEAEDIRY ROBIED T L 7 4 v 7 ATIHN
Ba2DNARY ROBED T L 74w I ROV, HEHCHHEELTIIEET L,

ARV R KXFENXFOVWTNEFERATE. FKRENTICRTEINE T,

TS — I AN

AERT P VE: (-

TLT74v I AEF—D2D8FEEZFRLE T, FZIEX GET 7L 71 w7 XL ESET File Security for Microsoft Windows
Server DFFEDIKBEDFRERNBDER RTINS D KKEHARTENE T BIZIEX. GET ANTIVIRUS STATUS (£, IRTEDRE
DIREERTRLET ), SETTL T4 v I Rd. HEEARTET HNREEZZELET (BIZIEX. SET ANTIVIRUS STATUS
ENABLED (F. REZBMICLET),

FRTELZTL 74y RERICRLEYT WFEDIRY RBAIRTDTSL T 4w 7 REYR—FLTWBHITTlEHD

DEEA),

GET REDKRENREEEXTT

SET B/ REERET S

SELECT HEZFERT %

ADD HEZEMNY %

REMOVE HEZHIRY %

CLEAR INCDT7AT LT 7411V ZHIRYT %
START 73V ERIBT S

STOP T aVEERET S

PAUSE 7O 3T %

RESUME 70 avEBRATS

RESTORE BIEDRE/ A7V b/ T7AIV "L %
SEND AT N T7AINEFET S
IMPORT T7AIHDBAYR— T2

EXPORT T7AINCT T AR=bT 2

TLT74 v AGET £ SETRRZLDOARY RTHR—FENETH XTHET LT v 7 AZFERALAEVIARY FE
HIET,

ARV RNR/AVFFA b+
ARV R V) —BEDI VT FRAMNTCERINE T, VI —DREMEIV— T, RTITBHE IL—FLANIL
PERRINET,

eShell>
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ZTOEFARY FERGFTIZH AVTFAMREZEADLTCY ) —RZBEFTHIEELTELT, HIAIEE TOOLS 3>
THFANZRIET 2L, COAVTFANTCHEATESINTCOIARY FETTAVTHFAMDRTENE T,

= ESET Shell [-To |

TS — I AN

BECRINCERRETARAGINY P IKEBTRENEBIFFETCESY 7AVTFANTY, U737+
MIlE. IRV FORESICEENTVET,
LOREBICRZUEN D BHAIE. .1 (Fy ~2ME) ZEALEYT, A BEOIVTFA D

eShell antivirus startup>

OFaE. L1 (Fy 2@ ZANTSHE 1BEELEDS 2T ROBEEICHYE T,

eShell antivirus>

WD L)L eShell antivirus startup> (Jb— bH5 2BEET) H5)L— MIRBIIF ZTDERE..0 (Fy b 2@EE Ry
b 2EZEAN—XTCRYD) EATILET, TOKDICANTHE2MEE L COBEIF/IV— MIBEEILETET, N\ U\
JAZwva) BERTAHE. BEDIVTFA MYV —RNOEBICEFREC. BE/ILV—MIRAZENTEXT, £
MEBOFEDIVTFAMIBHT ZHEIE. ZETHHD 1.1 (Fv 2@ %ﬁﬁﬁ LT, MIST 2REEICESL
Y, RRELIEYIVXFE L TAR—RZEALEY, AR 3EELICBREHT 5HBEIE RDEDIICTANLET, .
1 (FY F2EEANR=ZATEYI>T 3EHEYIRT)

INAE REDODI Y THFA MO SDEM/NATY, WEDI Y TFAMIBEENTWVAIR Y FDOFEIF. /\AEAS
LE A, BIZIE. GET ANTIVIRUS STATUS 2179 BIcld. RDOKDICASILET,

GET ANTIVIRUS STATUS —/)b— bO>FH X b (AR FZ A lE eShell>)
GET STATUS —O>7F X b ANTIVIRUS (OX > K51 Vif eShell antivirus>)
. GET STATUS —3O>7# X b ANTIVIRUS STARTUP

(O<X> RS A l& eShell antivirus startup>)

M (Ry b 248) % 18D [ (Ky b) TRETBZEATEETA (Ky b 118) ZEATBHEEEI (Ky
h21E) ERETHEATRT LI TEE YA,

B
.GET STATUS — 3> 7 F X ~ ANTIVIRUS STARTUP
(OX > RS54 Ik eShell antivirus startup>)
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P
1
_/
)4
INGA—R— i
OV RIS LTERTIS773 > Td, HlAIE. O< > K CLEAN-LEVEL (ANTIVIRUS REALTIME ENGINE (Cd W) £9) 0|>
TIERDINGA—BZ—HFRTEELT, %E
none BRBR7: L
normal TEAERN 73 BRBR
strict [R5 B RR

JINT A—Z—|TIE, fElC ENABLED ® DISABLED L EDH W E T, TNHD/INT A—2—F. BFEDKEEEEMNEIL
NI BHEEIERLET,

AR @R bEnfca UK

AVTFHFA ARV BRONSGA—E—ZBEILTZEDNTETT UNTA—R—FRA Y FEIINEBEFT
VAVDBEIRIET), el HiE. &l NRAGEDERNGREZRFD/INTA—2—PT L7 1 v 7 RIFHEEIL
TEEHA,

B L DA
set status enabled => set stat en

add antivirus common scanner-excludes C:\path\file.ext => add ant com scan C:\path\file.ext

BIZIE. ABOUT & ANTIVRUS DL D122 DDAXRY REEAVTF A MPRACXF TCHRIEN TV SHE. BGE&{L
LAY RFELTAZANLTEH TD2DODARY FDELSEZRTI DO ERECEEEA, T7— XV t—
VETAI TREZANVY FO—BHRTEINE T, CO—BLSIVY FZERTELT,

eShell>a
ROOARY FHA—ETlEH Y EEA 1 a

COAVTFANTIEROOAR Y REFERTEET,
ABOUT TOUZLICETBIEREERRT D

ANTIVIRUS OAVTFAMNIAINVATNRICEET S

T BN (BIAIE. AB) ThiE. O RARESN. ABOUT XY RERITLET,

AR Y FZHRICETT ZI1CE. ARY RPN A =2 —ZEBTIR T BB TANL T EEW Ny FT 7
AW/ ATV T TIEFTERLTIREL,
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BHE#AAN

Windows OX > RO 7 b DBEBA S ELUERETT ., Windows A< > ROV T M TIEZ 71 IVIRADBAETN
I ARV P OAVTFAMBLUOLBAEATTEINET, L INTA=—LZ2—DANETR—FENTOVE A
ARV FZEANTBEEICE [Tab] F—ZBL T, FATEGE IR FEANT 200 ROEAFEG IR Y NMERE
EFRRLET, [Shift] F—+ [Tab] F—&#HT &, FIOIX Y IRV E T, BRFELEBBANZHATSHT LIET
TR LA, BIAIE. antivir real scan EAFIL T, [Tab] F—HE|LTH. AILFRRINFTEA, KD VIC, antivir & A
ALTH S, [Tab] F—A4 L. antivirus EASIL T, real EAFILT [Tab]l F—%3 L. scan EASLT [Tab] F—
ERLET,

scan-create, scan-execute, scan-open 7xEDIT N TDEAABEGIT Y MEBHOFRREINET,

TS — I AN

IAVT7AR
IAUT7RE AR FORFICERTESRERTT (AR RICIAUT7AHEI B TENTWSHER), BEEDT
AVT7AELT RODEDHHY ETo

- (Zm—/\b) close - exit

- (Z7a—/3) quit - exit

- (Z'a—/Vb) bye - exit

- warnlog - tools log events
- virlog - tools log detections

- antivirus on-demand log - tools log scans

N7a—=/N) 1 i REDOAYTFRA N EBRGL. BROBATTDOIARY FEFERATESLERLTVET, &
feo 120ARY RIeTA VT ADERED ZTENTWVWRHED DY £J, HIAE. IXY FEXITICIE. FEOIA
D7 ADBHYIET,

- CLOSE
- QuUIT
- BYE

ESET Shell 2887 9 535 E1E. EXIT AR Y RZFEAT 2D TDIA U7 R ZERBTEZLEHLTEELET, TAUT A
VIRLOG I&. OX > F DETECTIONS DA U7 ACHY. COAX Y FiE TOOLS LOG AV FH+ A MMHYIET, <D
FIEIC LY DETECTIONS O< > Rid. ROOT A7+ X M oEARIREICEY &9, TOOLS A>T+ X b LOG O~
TH A FDIBICHIET 242175 <. ROOT IO EERITCESLDICHNET,

MBOIA V7 AZERCELRT, AX Y FAUASIZUIESHELL > FF A MTH W T,

INRAT— R TRESTNRE

ESET File Security for Microsoft Windows Server DF&EIE/NAT — R TCIRFETEL T, GUI ZEABT BH . ESET Shell T
set ui access lock-password A< > FAEFAHAL T, NAT—RFERELETT, D& BENDIXR VKN (REFIET—
REEETHIARY REE) TINRAT—RFEWHFEE—FTCANDLET, NRT—FEZVIBRLADLELGEWGZE.
set password AN Y REMBAL T, NAT— RZREETELXT., TNicKY NAT—FRARELZOR Y FERTIT S
feOle, INAT— RHABEEMICASIEINE T, /NAT— R ESET Shell #8792 E CREENET,
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Guide/Help
O< > K GUIDE £zld HELP Z AJ19 % & ESET Shell DERAEZ AT HEEAXRTEINET, COIXY R
ROOT OV TFHF A MO SERATELT,

TS — I AN

IR FEE

DEIEFT LAY FOBENMREENTWVWE T, RESNEBEIL. REONELY ¥ 3 VICOHFERAEINET,
ESET Shell 2792 &, AR Y FEEIZHIBRENE T, BERDOBEFICIE. F—R—FDLERNF—ETRAF—%
FERALET, BRNOIRY RHEDH 21FEIE. TNZBERTI S, ANEEBELTRITISIENTEETT,

CLS /EHE®DHEE
CLS ARV FEFBRTHEBHEZEEI DI EHTEET,

EXIT/CLOSE/QUIT/BYE
ESET Shell #EAC 2 (8T 9 5) HElc, DAY REHEBLED,

maVF
BHEANGZOT Y RICDWTERRBLE T,

ARV R KXFENXFOVWTNEFERATE. KRENTICRTEINE T,

ROOT IV FF A MMEEINTLAIOTY ROF :

ABOUT

TA7 5 LERIRRENE T A VA= ILENTVBERRDEH/N—T 3 VE S A VA P—)LENTVWE IV R—
x> b EIVR=—RVbDN=V 3 EFSEZE). BELU ESET File Security for Microsoft Windows Server 51 >/ X
F=ILENTWBY—N=EAXNL =T 1 VTV AT LOBKRERNIFTRINE T,

a7+ AR

root

PASSWORD

INAT— NMREINOARY FERGTZHEE. INRT—ROANHBERENE T, ThUE. 71V AR RREE ED
IC9 %< K. ESET File Security for Microsoft Windows Server DISEEICRZE S BRIREMEDH B I Y RERITT S
BEICRELET, INS5DOX Y NI RITTEIWIRT— RHABRENE T, HOHICHNNAT—RFERELTH
(TETREDSDISRT—FANZERTHIENTELT, T5F5HTLICEY NRT—FTCREINOTY
FEERITLIEEEIC. By bEN/NNRAT— ROABFNICERENSH/NNAT — F2BEANT 2EHGEYE
ED

b LI/NRT = R IREDNE LY 2 3 2 TDHEMNTY, ESET Shell 2879 2% £/NAT— RIFHIBRENE T,
BERRLIEEIR. NAT—-FZBELY FT24EDHYET,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b m



45 W—=)b Chapter4

INZAT=FDty bME Ny FI710)/ A7) T Z2RTI2RICHERIBET, /\AT—FDty h&2as/\vF
T7AINDHETRLET,

TS — I AN

eshell start batch "&" set password plain <yourpassword> "&" set status disabled

COEEARY FiE. Ny FE—FERIBL. AT 2/ \AT7—FEEHEL T \RT— MREZENCLET,

V7 F AN

root

B
[get] | restore password

set password [plain <password>]

BRE

get —/\AT— REFXRRT 5

set —/\RT— REFREXITHIRT S
restore —/N\XT—R&EZ1)T79%

INGA—=Z—
plain =/\ZA—2—&L LT/IN\RT—REANTEHHRITIIVEZS
password —/ S AT — K

#l
set password plain <yourpassword> —/\X 7T — R CREESNZOX Y RIERT /XX T— FEFRET 5
restore password —/\X 77— R&=0 )79 %

fl

getpassword —/NXAT— RHOREINTWVWAOE DL EER T AFEIERLET () (TRAEURXY) HFREN.,
INAT—RERIERRENE A, [*] (TAZURXY) BDERRENGEWVHEIE. /INAT— REERES
NTVEHE A,

set password plain <yourpassword> —EZ& L1z/\AT— FZHKET S

restore password — &€& LT/ \AT—R&E7 )7 4%
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A
o
/
%
STATUS i
GUI & EIRICIRTED ESET File Security for Microsoft Windows Server DIRSERFEEDBER AR R LE T, 0|>
e
_ i 1F
aAVTHFARNR:
root
H3
[get] | restore status

set status disabled | enabled

BIE

get = VA VA + AINA DT THRDAT —RZ A ZHRRT 5
set — A VR « ZINA T T T REEES, BT B
restore —BEEDRE F 7V b/ T 74 IV EETS %

INT A= —
disabled — 71 )L A RIREZ ENICT
enabled — 71 )V ARIFEEZBNICT 5

1) :

get status —IRIEDREDIKEEZRTT S

set status disabled —{REE&EEMICT 5

restore status —{REZBEDKE (B IIRYT

VIRLOG
DETECTIONS AX Y FDI A )77 ATY, BMEENICBRICET HEREZRRLET,

WARNLOG
EVENTS OX>Y RDITA T ATY, tR&GANY MNEATHERERRLET,

BNYFIT77A4IV A2V Tk
ESET Shell ik BB HER YU T Y —ILé LTERTEET, NvF I 7 IVEBRTBICIE. Ny F T 74
JVEVER L. eShell £ O< Y RESDRLE T,

B

eshell get antivirus status

IRV NFEBETHTEDNTEET, AIAIE BEDRT IV 1—IVRARIDEA TERIET 25EIF. XDKSICAT
L&ET,

eshell select scheduler task 4 "&" get scheduler action
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BE. HEOER (COBBIEEZAVES 4 (& BERTHOD ESET Shell D1 VA2V ATDHFERENE T, n
5220AX Y FZIBEICKRITLIHBE. 2BBOARY FHKKL, [ZRAI7ERENTOELL, BIRENE R
IHFEELEREAL] EVDTIS—HRELET,

TS — I AN

YF1)T 4 EOEBANS. 77V NTlE TR Y—IE THREINAT ) T ELTREINTOVEY, <
Tk ESET Shell #8548 — L& L THERTEE I H. ESET File Security for Microsoft Windows Server Mgl & %
FIBHTEIETEEEA. FEDENLEEDEF 1) T A ICRETDREMNHD IV RERITTDE. 771X
MEBEINEK L) EVD AV E—IDKRRENE T, BREEET L OGAXY FERTT BIE. BRIN/\Y
FI7AIWEFERT R a8 LET,

Windows A< > ROV b TCANENARY FEFER LT, BREEET 208N H 55E1E. ESET Shell IT7)1
T EADERZNETA2HENDYET (COBRFIFERINET LA, TILT7 7 EXEMET BICIE Ui eshell
shell-execution-policy AX > F&E A V25074 TE—RTRITLET, £ld.GUI T [BisRE] > [1—Y—1>
2—71—RX] > [ESETSHELL] DIBIGEIRLTEITI AT EETEFRT,

BREINNYFTI7AIL

BLEFALT. —BNG/N\yFT74)0 (Fbat) ZRETCEFT, RV U T ME REFRETHERINTWSEDE
BLCNRAT—RTELINE T, RVUTMBATBICIE. 9. REFRELBENCLET., TORMEE GUI ZE
Fi9 %h . ESET Shell AH 5 set ui access lock-password IR REFRL T, RITTEXT, REFRE/ A T— FHEK
ESNdE NYFITT7AIVCEBLTEET,

INYF T 7AJVICEBRT BITE. sign <scriptbat> Z)U— OV TFF X MHSRITLET, scripthatld, BT SRV
T IANDINATY, BELTHERTSH/NNAT—REASILTHEELET, TO/NRT—FiE, RERE/\RT—F&—
BMLAEITNEEY £, BRIE. DAY MDER TN\ FI77AIVDREBICEEBINE T, R MOLEICES
TNTVLBIEEIE. BADFLWERICBRINET,

MENCERENTN\Y FIT 7 A IVEEET B581E. £5—EBRL(BRIZBENDHVET,

RERE/NAT— F2EET2I5RE. INTDRT VT MES—EEBLTIHENDHIET, E5—EBRLET
DHEWEES. RERE/NRAT—RFEEELFER T RV VT ERTTELGLBYVET, RVUTMEBRLTSE
EFWRABDLENRT—RE. 2—7 Y b AT LORERE/NRAT— FE—HTDUEDHBTHTT,

Windows O > ROV T OSBRI NNNYF I 71 IVERTITZH. ATV a1—)bEA7ELTERITTBITIE
ROAR Y REFERBLET,

eshell run <script.bat>

scriptbat (&/ V' F 7 7 A JUND/NATF, ffl : eshell run d:\myeshellscript.bat
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| 4.5.6 ESET SysInspector

ESET Sysinspector (&, AV E1—2—&ZHWENICREL. FSAN\—7TUr—3> Ry b=V BEA
LIZARY—=TU b)) —BEDIYRATLAVKR—2Y MIOWTOFEBEREINEL T, OVKR—2> hTEDBER
LNV EEHEY 577 71— 3> T, ESET Sysinspector [CK > TURELZBRT. VI T 7R/N—FKIx7D
BiREDOBBEPIV T T IR LI EBDONS Y AT LEWEAYIBIT 52 ENTEET,

ESET SysInspector ZfE T BIcld. AA > AZa2—0D [Y—)U] > [ESET Sysinspector] =2 1w LET,

TS — I AN

AlRE BRI,

(€) Sysinspector @
BB Ik a1-y- e
GOTIEREE | 20151108 BUMPLE SV, fEER
I QFH(R)... I

[Sysinspector] EIEICI&. fERENIzAT DERHI—ETCRRINE T,

=15 A7 OEEAROAERRENE T,
m b g OVICBFRENTVSIAY POAKRTENE T,
1—4%— 7= LTc - —D&RIHRTEINE T,
E7N 2 07 OEREDNR R ENE T,

[Sysinspector] EIE ClERDIFEN TEE T,

== #IR L7zOJ %& ESET Sysinspector TREXd, A0 &L TV )y 7 LTHBELTENTE
& 7.
filet 3% BIRLf2 D000 &HELET,
FLOOIZERLE T, B 7 7 )VOIERAIE TREE (TETIRR/ N\ — EFEREHA T
YERX DIN—E > T—=IDBKRRENE T, EREH] RTINS, AT 7 74 )VOIERIEE T
T9,
HIBR BERLEOVE—EDSHIBRLE T,
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P
7
%
O00%G0 w0 d5E0VTHFAMNIZI—HERRIN, ROBELRTTEET, -
|
e a8 IR L7z0 2% ESET Sysinspector TRIE £, %2%
7
Jilet2n FBIRLfc2o007 5B LET,
FLOOVEERLET., OF 7 7 0IVOIERAIE TRRE) ISETIRR/ N\ — SERUEH O S
(353 DIN— VT —IDRRENE T, EREH] ERRINES. AT 7 74 IVDIERIERT
T,
HIBR BIRLEEOVEHBRLET,
I THIBR IRTCOOT=EEIRLE T,
IV RAKR—F BIRLFEOVE XMLIERO T 7 A IVE T2l zip B 7 —HA TN T AKR— b LET,

BOYVE21—E2—RXRT—RADAFv T3y FE{ER
WERR] &2 ) w o LoaAY hEAHLT DI RE V) ws LET, N\— RO 7RE VAT LT —2ICL>
TiE. O DIERICBERIA DD BIEEN G Y ET, L <IE. HEFIE #8BL T,

M ESET SysInspector D217

ESET Sysinspector i&. A E1—2—%ZREL. A VA M= I)ILENTWVWBE RZAN=P7 TV r—3> xv hJ—
VRN BEGLIYAN) IV N —GEOFGIRRENET 27 T r—2 3> T, BOLWI AT LOBME
DB DZEIT. TNV T T I TN RI I T7DE#MEICLSBELEDOL. TNEETIVT 27 DBREDNRAEZD
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Sysinspector IC K2V E1—2—DDHMIE. ROFNTERIELE T,
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L%,
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STEP3 AFwv 7T g b&EIC & Sysinspector 7 U r—2 3 UHEEN L TOERHNRREINE
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ESET SysInspector IC& AV E1—2—DEREF 10 B oA HHY £,
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RDFIET ESET Sysinspector =17 LE Y,

BIEFIE

TS — I AN
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A VEEICRREINDEREER, . TEDSERTELT,
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Mth) £— FiE. — B TIREVFERTBERONRRENE T,
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%
7

ESET Syslnspector TR TCES>¥ 3a—bAY bF—ld. RDEEBYTT, é

774V ?;%

Ctrl+0 BET 7 VOO EREET, i

Ctrl+S TER LIV ERELE T,

£

Ctrl+G V21— 2—DREDIFEERF v o3y b EERLET,

Ctrl+H AVELI—Z—DREDA S v T2 ay b ZERLEY H@RBRLAOVICEREIND 6

MHBHYET),

BEHDT IRV VT

1,0 Bif. BRELNIL 1~ 9 DEEHNRRINET,

2 B, BBRLANIL2~9DBEEANARRINET,

3 B, BELANL3~9DBEEANRREINET,

4,U TR, BRELANIL4~9DIEEAKRTEINE T,

5 RHR. BRRLANL5~9 DIEBEARTRENE T,

6 RBA, BRRLANIL6~9 DEENKRREINET,

7,B fEp&E. EREL AL T7 ~9 DIBEHARTRENE T,

8 fafk. ERL N8~ 9 DIEENKRINET,

9 bk, fafElL NV 9 DIBEARTEINE T,

- BERRLANILETFET,

+ fERR LNV E EFET,

Ctrl+9 TRV TE=R AFEULEDLNIUCT 1 )b2—ENET,

Ctrl+0 TAIWR) Y TE=R AFELNIVDIHCT 1 )bE—ENET,
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Ctrl+5 N A —ILLBTRR INTONYZ—EFRRLET,

Ctrl+6 N A =LK BRI Microsoft DA EFRRLE T,

Ctrl+7 N A —LLBFRR HOITRTDORY A —%RRLET,

Ctrl+3 FeTEFERTLET,

Ctrl+2 PIEEDFERTLET,

Ctrl+1 BEANGRRTY,

Backspace 1 ATV TRVEY,

Space 1 27w TEHFT,

Ctrl+W V) —ZRRALET,

Ctrl+Q V) =) T fer & T
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Ctrl+T BRERCER L. BEOTOBAICRY £7,

Ctrl+P ERICOVWTOEARBRERRLE T,

Ctrl+A BEICODWIDREEREXZRLET,

Ctrl+C REOCEHDY ) —&21E—LEJ,

Ctrl+X BHEAZOE—LET,
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Ctrl+D BRERZHLCET,
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Ctri+Alt+0 | HEETTE RGN O U EZREE T,

Ctrl+Alt+R | HEEEERHL &S,

Ctrl+Alt+1 INTCDEBEEZHRTLET,
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Ctrl+Alt+3 HIFRENCIEEDHZRRLET @FIROOY EFALCEBIICOVWTOAIARRENETT),
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Tk

ey G S F R ]

PR E=ER
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+ EiENEEE
= Higzh=HE
o WESNEIRA
¥ AT HAET
AIF-yILm

REEQOA: Sysinspector- EXAMPLE-SVR3-181108- 174347 xmi [ERFAEH=TIP]

EimO4F:  Sysinspector- EXAMPLE-SVR3-181108- 121022 xmi [#FA =TI

<

(44

O EEHEbEE Y-

S HEfHBEn=-

B EEfEEE
[FEIEEhE -

B FrFEshEY—

[(T71)V] > [A7DREFE] THEROATVE T 74 IVIAREL T, BTHLCIELTEET,

WAV FSaA4 50054
KD S A—2—#HFERB LT Windows DIARY RSAVHASOIEERT D ELTEET,

TS — I AN

/gen ESET Sysinspector ZEENIE S ICAR Y RS U oBEOVEERLET,
/privacy MRERAER L0/ 2 LET,
/zip ERENEOI & 2P 7 —HA TR TRELE S,
/silent IRV RSIA D607 ZERT 5EEIC, EWRAARTBEEmEZRTLE Ao
/blank 07 DERL i+l I+ % 17409 |T ESET Sysinspector Z#e&) L £ 9,
Bl

- O7%% SysInspector 77 1) r—</ 3 VCFHidriAd+

SysInspector.exe "c:\clientlog.xml"
- OV ZREDBAICERT 5
SysInspector.exe /gen

- OJZEREDT A IVE—ICERT 5
SysInspector.exe /gen="c:\folder\"

- OUEREDT 74 )V BFAICERT %
SysInspector.exe /gen="c:\folder\mynewlog.xml"

- O7%, BEBEREFRN L CERERY 7 1ILELTERT 2

SysInspector.exe /gen="c:\mynewlog.zip" /privacy /zip

< 2D0A7EET S

SysInspector.exe "current.xml" "original.xml"

7M1/ TFIVE—DEFICEANETENTWDIBEI. BRZ5IB/F M &Y IIo4+—T—23Y)

BENHYET,

THEE
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Y—CRRV T M EBBTBE YATLDSARELA TV T MEMRICHIBRTEET,
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T—ERRI VT Z2ERLTARELGF TV 17 M 2EIRT BIid. BBBE7 Y 3a>ZT—EXRT VTN T 741
ELTIVAR—F L. RBEA TV MIABRRROI =7 ZFET, COT—EXRXT7 T N7 71 )L&ERT
THE X—VENMIA TV bV AT LD SHIBRENE T,

H—ERARZ Y T ME BRI —F—@FDY — IV T, TOEMBEIENI—F—D VR T LEEET D E AN —
TAVI VAT LDEERS|ERT TN DY £,

OH—ERRY YT rOERK
VAIWARET OV S LTIEREENGEV T ANV AITEREL TVERVDDZDHBEICTALAPEY 2 —)bE Y
E1—2—D5RIRT 2 ENTELT,

#EFIE

o ESET Sysinspector Z#2& L C. Y AT LAF v T3y baFRICERLET,

€) rer—a TUT TR Y 3RS Uy s Lk, [Shif]l $— 58 LEASRED LY
SavEIUY LT, TRTDEY Y 2V EBRLET,

€) mRLrwrvavaEs Uy oL, BRUES S 3V EY—CARY U T MCT I AR— P %
70w LET,
BRLEE 723 —EXX VT 77400 ELTTFRA NI 7AIVERTIV AR—ENE T,

O) T/ 2K~ F LIEY—ERRI U T b TP AVETHR P IF 18— HETEOT, HIBRRREOTA
COATITY +DFEFBEICHD -] 585% [+ LBICEELET,

Y—EXRV VT TCRLIBELGFIECTT, ANL—T A VIV AT LDEELGT 7AIVRATI Ty b T+]
EBICEBEL TWEWT EERRLTLEEL,

i i I D I It L
ESET Systemstatus Tog, wersians: ev 1254 (207509247, ev EES 6.2.2027.7, Tv T.04
Session start: 13 Moy 2015, 08:13:164

Session end: 13 Now 2075, 08:14:371

Flags: Bdbit, AntiStealthd

Description: Syslnspector-JUNMOBILE-151113-0813141

L

013 Rurning processes: &

- system 0, 2634%L

- svstem *4, 2634k

- 1Y indows¥systen3?¥smss. exe ¥352,FO9DKL

- cr¥windons¥systen32¥csrss, exe #5238, ATDIxL

- ci¥uindowsYsysten32¥wininit. exe *604, AECCKL

- c:¥windows¥system32¥services.exe *724,B90CxL
- cr¥windons¥systen32¥ | sass.exe #7352, EF14%L

- c:¥windows¥system32¥svchost .exe 840, A512%1

- cr¥windons¥systen32¥svchost .exe *916,B20ExL

- ci¥uindowsYsysten32¥svchost . exe *318,5156x)

- c:¥windows¥system32¥svchost .exe ¥372,229Bx1

- cr¥windons¥systen32¥svchost . exe *432,929Ck1

- ci¥uindows¥systend2¥svchost . exe 812, E150+1

- cr¥windons¥systen32¥svchost . exe *1048,5134%1
- ci¥uindowsYsystend2 ¥uudfhost . exe *1136,ECCTxL
- c:¥windows¥system32¥dashost . exe ¥1464,6F03%L
- o ¥uindowsYeyst endZ¥audf host . exe %1438,5537%1
- ci¥uindows¥systend2¥sychost, exe ¥1798,59B0%.
- ci¥orogran files (86)¥fortiret¥forticlient¥scheduler. exe ¥1984,0850%1
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© EseTSysinspector D [77 L] > [B—ERRH T bOEF) B2y o L, FlE4 TREELE
LI —ERRZ U T+ 77 A ILEERLET,

TS — I AN

O s BrUY s LTH— RS UT FEEFLET,

OH—ERXRV )T rDERK

Y—EXRX7 )T M EREMT BITIE. ESET Sysinspector D+E7—> 3 >V T 7 TERDE Y a>awhH7 )y L.
AVTFAMAZI—DHS [TRTCOE T2 avEY—ERXV YT MCIVAR— N 20 ) v odm50MN 0> a3y
EEEFEIRLTCHSGEY7 )y LAY TFRAMAZI =5 BERLEEY Y3 >EY—EXX T ) T MCIT AR—
M 270y ILET,

2207 EERLTVWSEER, T—ERARI VT eIV AR—FF2TELEIETEE LA,

OH—ERRV )T FDEE

P—EXRT )T DNy EZDFICIE. TINN—=T 3> (ev). GUIN=T 3> (gv). B9 /1N—=T 3> (Iv) 168
THERDEHINTVET, TOT—2Z2FEALT. RIUTMEER L xml 7741 )VROZEBEREZBH L. R
TRICABEENEET HDEHSCENTEL T, RV U T DAY ATIEEB LIEWVTLREL,

ANYETUTE. 272 3aVIiEnhnNTsY . RBEZRET2IENTELT., HEDHICHD -] &85% I+ &5
ICBEMR S LT BEMUEBRRELTY—7ENET, RV UTFRADELT Y 3 Vid. ZOFICE2TEYS
NTVWET, HEL7¥avicld. BESEZA MVHMTITFSNTVETY,
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01) Running processes (R{7HD 7O R) :

VRATLARNTEAINTOVBIRTOTAOLAREENET T, 7O AE. UNC /SR EL %) (AR RY) TH
FNfe CRCI6/\v 20— RIcKk > THBENET,

1) :

01) Running processes:

TS — I AN

- \SystemRoot\System32\smss.exe *4725%

- C:\Windows\system32\svchost.exe *FD08%*
+ C:\Windows\system32\module32.exe *CF8A*
[...]

ZOFEITIE, 7Aa+E X Tmodule32exe] MEIRENTWVWET ([+] BETCIY—27ENTVET), 2OTOLRIE, H—
EXR7) T rDORTFEICET LET,

02) Loaded modules (FidHAEhfcEI1—)b) :
REFAINTVWAE VAT LEY 21— )ILO—EBLARRENE T,
Bl -

02) Loaded modules:

- c:\windows\system32\svchost.exe

- c:\windows\system32\kernel32.d1l1l

+ c:\windows\system32\khbekhb.d1l1l

- c:\windows\system32\advapi32.dll

[...]

ZORBITIE. £V 2—)b Tkhbekhbdlll MERENTWET ([+] BETIX—7ENTVET), T—EXRXZUTH
HERITTHE. £V a2—)b Tkhbekhbdll) ZERALTWASTOLANMET LET,

03) TCP connections (TCP %) -

BEED TCP #lc B8 T BIEmA B ENE T,

Bl -

03) TCP connections:

- Active connection: 127.0.0.1:30606 -> 127.0.0.1:55320, owner: ekrn.exe

- Active connection: 127.0.0.1:50007 -> 127.0.0.1:500060,

- Active connection: 127.0.0.1:55320 => 127.0.0.1:30606, owner: OUTLOOK.EXE
- Listening on *, port 135 (epmap), owner: svchost.exe

+ Listening on *, port 2401, owner: fservice.exe Listening on *, port 445 (microsoft-ds),
owner:

System

[...]

T—ERAV VT b ERTT2E. [+] BETIY—T7ENLTCP BHARADY 7V FOFBEELNERIN. V7 YR
L. YRAT LY —ADEBRENE T,

04) UDP endpoints (UDP T R RAL k) &
B0 UDP T FRA > MIET 21BHRHOBTENE T,
fl

04) UDP endpoints:
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A

e

>

A
- 0.0.0.0, port 123 (ntp) -

a
+ 0.0.0.0, port 3702 %
- 0.0.0.0, port 4500 (ipsec-msft) j%
- 0.0.0.0, port 500 (isakmp)

Y—EXXV )T Z2RITT2E0+] BETCI—VENCUDP T FRA > bDYV 7y SOFBELDBEEN. Y T
hOMBLEENE T,

05) DNS server entries (DNS H—/\—B#EDIT> +Y—) :

BEDDNS —/N\—DAV T4 JL—> 3 VICET 2RI EENT T,
i :

05) DNS server entries:

+ 204.74.105.85

- 172.16.152.2

[...]

T—ERAAV VT ERTTHE [+] BETIY—T7ENDNS T—/\—IT 2 b —DHIFRENE T,

06) Important registry entries (EXGELJA M-IV bU—)
BEGLIAMN) IV M) —ICEATLERNZENET T,

#l

06) Important registry entries:

* Category: Standard Autostart (3 items)
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
- HotKeysCmds = C:\Windows\system32\hkcmd.exe

- IgfxTray = C:\Windows\system32\igfxtray.exe
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
- Google Update = "C:\Users\antoniak\AppData\Local\Google\Update\GoogleUpdate.exe" /c
* Category: Internet Explorer (7 items)
HKLM\Software\Microsoft\Internet Explorer\Main

+ Default Page URL = http://thatcrack.com/

[...]

T—EXARV VT Z2RGFT2E T+] BETCI—7ENITY MU —DEIBRENSD. 0/341 MBEIZHE/NENS D\
BEEICULY hENET, IVMNI—IGERENS7 773V TV —0A7d)—ELIA M) —DF—1E
Ik 2 TEBVET,

07) Services (F—EX) :

VAT LADEFEH T —ERAD—EBEHNKRRENET,

#l

07) Services:

- Name: Andrea ADI Filters Service, exe path: c:\windows\system32\aeadisrv.exe, state:
Running,

startup: Automatic

- Name: Application Experience Service, exe path: c:\windows\system32\aelupsvc.dll,
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state: Running,

startup: Automatic

TS — I AN

- Name: Application Layer Gateway Service, exe path: c:\windows\system32\alg.exe, state:
Stopped,
startup: Manual

[...]

Y—EAR7 VT 2RTI2E. [+] B TCX—V SN —EREZDEET—EAMELEL. 7YY A=
TNEJ

08) Drivers (K4 /\—) :

AVAS=IVEHD R ZAIN—D—EHFRTINET,

-

08) Drivers:

- Name: Microsoft ACPI Driver, exe path: c:\windows\system32\drivers\acpi.sys, state:
Running,

startup: Boot

- Name: ADI UAA Function Driver for High Definition Audio Service, exe path: c:\windows\
system32

\drivers\adihdaud.sys, state: Running, startup: Manual

[...]

Y—EAR7 VT b 2RTI2E [+] B85 TCX—T7ENERSAN—IFMELELET ., FIA/N\—ICXko2TE FLEL
TEWNCENBIET,

09) Critical files (RRIR%EZT7A)V) :

ANV =T A VTV AT LOERICHAEET 21cDICER T 741 JVICEET 1RO RTENE T,
-

09) Critical files:

* File: win.ini

- [fonts]

- [extensions]

[files]

- MAPI=1

[...]

* File: system.ini

- [386Enh]

- woafont=dosapp.fon

- EGA80WOA.FON=EGA80WOA.FON
[...]

* File: hosts

- 127.0.0.1 localhost

::1 localhost
[...]

Y—EXRV VT ERGTT2E. [+ BETI—I7ENLT 7 MIUFHIBRENZ D, TTOBICU LY bENET,
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OH—ERRV YT FDETT
ROBIECT—ERART )T b ERTLET,
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Q 7 AL IF A EEST YRRV UT L I VTR SR EGHEEE [+] BB TY—
oL, RELTHLET.

TS — I AN

@) EseTSysinspector T [T7 41U > [B—ERRZUT b OEF) £ v LET,
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TNEY.

€) 1x EoU Yo LET.

IRITFLESELTVARH—ERRZ U T EHBEEINTVEL] EVWSBERRTEINZZEDN DY ET,

O) (=5 55Uy LET.

P—EXRXT VT IORTEN, T—EXRV U T IDERICRTEN I LZRT AT AT RY 7 ADKRRE
ngy,

RREND A v E—Y

T—EXRT VT MIMOMICETENE Lo To—LR—bEXRRLETH?
A7V T O—EMUBENEBATLIE, EW] 2V U v IT 5L, RTENGEL AT U T EHEEHINTL
BTo7—LR—IDERREINET,
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DT =R GEA =DV EBEZ5B8TNDABNET AV )T ERTL. TV avERTLTEEALVWTIN? ]
T—EZAR7UTEHRHAENELEAT L T—EXRI U T MADOARES (RELHEBELTVS. €73
24 MVDENT WS, £7 2 3 VEDZEDIIHNKONTWVDEL) | L&DZ’%I*E ENTRIRRER DY ET, R
TUTMADIS—ZEET BN FLWT—ERX T U T b ElER L CTBERITLTIREL,

M FAQ

ESET SysInspector #R179 B ICIFEEEERDBETITH ?

EEEERIIDEL Y FEAD. BEET AT Y b TRITNIENETEGRWERHLH Y £7, ZEI—F—FIEHIR
NEI-—HY—DRTLIEHEIE. BEREICET 5BHRONEEFTDELHBVET,

ESET Syslnspector TEOT 7 71IVDMERENE TH ?

AV 1—2—ICBET 25507 7 7 IVIMERENE T, OV ERET A [T7 V> [B7DRE =27 1) v
7 LEY, BEETIE. 7 7 A JUi& % USERPROFILE%\My Documents\ 7« L7 ) —ITREENE T, 771 IVEAIK
Sysinpsector-%COMPUTERNAME%-YYMMDD-HHMMXML D7 #—< v ~ CEEBMNICNITSNE T, RESBET 71
NWBERBIECTERTCEET,

ESET Sysinspector DA77 7 A JVERRT BITIEES LIe5LWTTH ?

ESET Sysinspector #%=47L. aA> bO—)LTU 7D [T7A)V] > (AT %RELL] BV Vv o LET, QU771 )L%
ESET Sysinspector DA A VEMEIC FZ v /7> ROy FLTHACZEETEER T, QT T 71 IVEBEEICKRTT 5%
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Bld. 7AZ b FITSYSINSPECTOREXE 7 7 A IbA\DY 3 — b Av b alERT AT EaB8DLET, OV 7741
Y 3—MAOY MRSV I7Y R ROy TLTRRTAHIEDNTEET,

TS — I AN

2VKRL Yk
¥ 217+ EOEBET. Windows Vista & Windows 7 TIdE%G5EF 21U 74 77 L RAFAEFDOVA Y RUBTDO RSy 77>
F ROy 7HEFREhEWNGELRH Y T,

A7 77 AIVORRIT DOV T DFBERISH Y EIH ? SDKIZERTEEZTH ?
BERATCIE. O 7 70 )VOARISETR L TOE B, Efce SDKIFERBLTWE A,

ESET Sysinspector Tld A7 Z ED K SITFHBEL TWEITH ?

ESET Sysinspector (&, &4 7317 I\@ﬁ‘li%ffﬁﬁb?@%@%éé@]?%%?‘*b’lﬁ ST B —EDE 21—

AT v I=IVEFERLEd, 7790~ (D70 7ACLRALIA M) —F—75E) I MBI ()1 ~ T9:

fabs (R 1 OEELANIVEEIDHTET, BEAROFES—> 3> T 7 Tl 2“7 V17 bDORAEERLANLEE
Ic 7> a3V ERIFEngd,

f‘Fﬁlx’\“ll/ M6 : KB ()1 &, 7TV MHERTHBTELERHRLETH?

WEFHECA TV FHABEDHDLDERETNLIDIFTIEH Y EBA. £+ 1) T+ DFEPIRICLZHIETH L
%T\‘ﬁ’ ESET Sysinspector &, T+ 21U T4 DEFIRHDV AT LDEDF TI U b OWEEFFMICRIE T 2 EDHH
Hh &, RRICHBTT 2FBNFICZD K DICRETENTVE T,

ESET Sysinspector DRITEFICA V2 — % v MIEHT 2DIEEETTH ?

ESET Sysinspector |Zid. BEENTWEWT E AR CESKDIC TFERE] OT IV 2IVEBLMIFSNTWE T, i
BREAREET ATeDIT AN —T 1 VTV AT LIFEERKEEICY 7 b 2 7ETnaBU0Eah8 TREELE T, cniE
Windows A XL —7 1 YTV AT LTENEST 5 INCDT I Z2IEBERLTOT S LOZEENZBECTT,

TVFRATIVAEMEREDLSBEHDTIH?

T UFRATIVAEMIE Ib— b F Y hERERNITRE T S TcdDEM T,

IW—hFY FELTEHMFT 2BEDH 2 I— FET —2OBIELHEH G CEEIERILET, FHDIL—Fy bIE
V= IUDVEIFNEL Ib— b F Y b ORHIZIEFEAERFIRETT,

IMS ICK > TEBRFEH ELTI—IENLT7AIVH, BGS IRt TV M) —%2FAKIFE DT EHHHDIEE
TTIH?

RITABET 7 AIVDT IR IVELEHRNT B EEICT 7 A IVTBDAEN TV EREF vy LET, TI2)
ELDNBHINS L. ZOBREFE ST T 7AMIVERIELE T, TVRIVERNR DD SEWES. ESET Sysinspector
(ST HRITRIBE T 7 ) VICBET B 1BHRE WD CAT 77 4)1 (£F 21U T4 H2ZAYT - % systemroot%e\system32\
catroot) DBERZEFELET, ZET 5 CAT 77 A IVHARDHBECAT 77 A IVDT IR ELEE> THRIELE T,
[Signedby MS| EWS—2DHB 771 IVH. Bz [CompanyName] T b —%AFDHRENHDDIET D8
<9,

fl

Windows 2000 Tl&. C\Program Files\Windows NT [/ \A /N\—RZ—ZF L7 FUr—a b Ed, A4 0T
T2 aYDRITAEET T AIVNET YV ZIVBAETNTWEEAD. ESET Sysinspector Tl&Z D7 7 1 )L % Microsoft [T
FVEBLZEINTVWREDELTIR—7 LET, ZOEAIEZ. C\WINNT\system32\CatRoot\{F750E6C3-38EE-11D1-85E5-
00CO4FC295EENsp4.cat IC BT BB H C:\Program Files\Windows NT\hypertrm.exe (/\A/N\—Z—ZF L7 T r—
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| 4.5.7 ESET SysRescue Live

ESET SysRescue Live (& ESET Security V' 1) 21—/ 3 V&8N T 57 — FRIBET « RV Z/ER T B codD1—T 1) T4 —
TY, AigpeAafE>S & ESET Security VU 21— 3 VDRA MR —T 4 VIV AT LS L THEEL, 71X
DETTFAWYRATLICEBET VAT HZENTEXY, £few ANL—T 4 VIV XT LORTHRITIFBRD TE
EOVMEAICT L TR ERELE T,

A
d
b2
A
e
|
D
7
1B

AAUAZa—0D [V—JU] > [ESET SysRescue Live] ZEEIRT H&. U275 ESET D Web 4 FHAFRRENE T,
ESET SysRescue Live DERAEIE 1—— XY A b TRE LTS [ESET SysRescue Live FIBE 1 #EB L T EEL,

@ ESET SysRescue | ESET X

c @

9]

neoe =

@e'r FORHOME ~  FORBUSINESS w  DOWNLOAD ~ @

{ =~ Support  ESET SysRescue

Download ESET SysRescue

@  For persistent storing of updates please select “IMG file" from Download type

Configure download Documentation
Find more

documentation
DOWNLOAD

2
4
2
3

Filename: eset s
File size: 677 MB |

Changelog ~
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[BM Lotus Domino| D&EFA—ILTT,

SERVER_GATEWAY_AV

T—bU A LOREINRY T =778~ VDT A )V ANERE

SERVER_GATEWAY_AS

F—bU A LOREINR Y bT—0 70 b ) VORERA —) LTI EHEIRE

ESET_Statistics 75 X

ESET_Statistics 7 7 XITIE. ERDAF v+ F—8IISCT. BEDOA VARV ADHY) T,
BA VARV ZADABIEFRDESY T,

Scanner BEDRF v+ —OX=2H|O— R, FlAIE. TCLUENT_FILE] T,
Total BEINET7 71 IVDOEFHE
Infected BHEINZRET 7 1)V
Cleaned B Nfc 7 711V
Timestam CORETPDRBICEEENI 2 A LAZ > T, WMI BEZ L, FZ X,
P [20130118115511.000000+060] T,
ResetTime Etho VA2 —PREBIC) Yy hENER2A LRAEZ YT, WM BEFR. HZ1E,
[20130118115511.000000+060] T

BARMENTVBRF ¢+ — BRI LFIIOU X b

- CLIENT_FILE
« CLIENT_EMAIL
« CLIENT_WEB
- SERVER_FILE
« SERVER_EMAIL
- SERVER_WEB
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ESET_ThreatLog 75 X
ESET_ThreatLog &7 Z AITIFEED A >V A2V ADH Y ZNFNDA > A2 > Ah [Detected threats |A2 DO Y L J—

FexRLET,

BA VARV ADABIEFRDES Y TT,

ID ooyl d—RFO—EDID
Timestamp 07 L3d— FDIERZ A LAZ> T (WMl BESER)
(0~8] DEFTHREINZDZOTLIA-—FOEEE, EBZEDBIEFRDLANVITHIGELE T,
LogLevel [Debug . lNnfo-Footnote . lnfo]. MNnfo-Important]. I'Warning . 'Error . 'SecurityWarning .
[Error-Critical J. T'SecurityWarning-Critical Jo
Scanner ZOOTANRY bEER LIEAF v F—D4FH]
ObjectType ToATANY baERLIEA TV bDRAT
ObjectName TOOATANY bER LA T2 0 b D%E]
lObjectName] B KU TObjectType) FO/NT « TEaibENicA TV 0 b TREEINIE
Threat N
B
Action BRAREINRBICRTINET V3>
User coagANY bafER LicI— =7 AT b
Information AN b DFAIER
Hash TDANRY MR LIEATI T bDINY a2

ESET_EventLog

ESET_Eventlog 7 Z RICIFEED A VY ARZ 2V AHB Y . FNENDA 2V AZ VAN Tkvents] O7DOY L O— R%&Esk

L&ET,

BAVRAZVADABRIERDESY TT,

ID oAy Ld—RO—ED ID

Timestamp O7 L O— RFDIERRZ A LAZ YT (WM HEFFEZR)
(0~8] DHFTEREINZOV/LI—FOEEE, BEEEDMBIFRDLANVITHIELET,

LogLevel [Debug . lNnfo-Footnote . lnfo . lNnfo-Important J. 'Warning . [Error]. 'SecurityWarning .
[Error-Critical J. T'SecurityWarning-Critical Jo

Module ZoaTANRY baER LTIEEY 2—IVD%H]

Event A DA

User coOJARY bEER LI =T AT b
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ESET_ODFileScanLogs

ESET_ODFileScanLogs 7 2 XITIFEED A >V AZA YV ADNH ) FA VARV RAEA Y TI Y R7 74 )VEELD— R%&
=L%xd., TnlE. 7D GUI TOn-demand computer scan] 'J X MTHSLET,
BAVAZVADHRBIFRDESY TT,

ID ZOAYTIY FOJD—ED ID
Timestamp O DERZA LAZ> T (WM BB
Targets AF v VDORRT FIVE—/FTITU b
TotalScanned BEINA TV LY FOEFH

Infected BEENREF TV T M

Cleaned BprENfeA 7Ty bR

Status MEIIBDORAT—2 R

ESET_ODFileScanLogRecords

ESET_ODFileScanLogRecords 7 2 X TIEEED A >V A2V ADNd ) . &A1 > X2 > A&, ESET_ODFileScanLogs 77 = X
DA VARV ATERENDBEOATOWVITNNNCHAHA/ L OA—RERLET, TDUVTADAVAZ VAL IXT
DAYTIY FEE/ 7007 L 1—FE2RELET, BEDBEODT DA VARV AITHRELGZE. LoglD 7
ONT A4 TTAINWRI TS BRENDY T,

BA VARV ZADARIEIRDEL Y TT,

LogiD COLO—FHET A%EDV D ID (ESET_ODFileScanLogs 7 2 ADA >~ A2 > XD\ N

HD D)
ID COBEODY L I—RFDO—ED ID
Timestamp O7 L O— FDIERRZ A LAZ YT (WM HEFFEZR)

(0~8] DHFTEREINZOV/LI—FOEEE, BEEEDMBIFRDLANVITHISELET,
LogLevel [Debug . lNnfo-Footnote . lnfo . lNnfo-Important J. 'Warning |, [Error]. 'SecurityWarning .
[Error-Critical J. T'SecurityWarning-Critical Jo

Log REOOT A v~
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ESET_ODServerScanLogs

ESET_ODServerScanLogs 7 2 AIEIEED AV A2V AHH Y . FA VARV AEA Ty R —N\—REBEDERT%Z

x®L&ET,

BA VARV ADABIEFRDES Y TT,

= ZOF YTV FOYDO—ED D
Timestamp OYDIER R A LAZ YT (WM BEZR)
Targets RAF ¥ VORRTAIVE—/FTI 1Y b

TotalScanned

BREINA TV 7 bDOEFE

Infected BHEINEBREF TV T MR
Cleaned BprENfeA 7Ty bR
RuleHits Ib—ibey b DEFHER

Status RENEDRAT—2 R

ESET_ODServerScanLogRecords
ESET_ODServerScanLogRecords &7 5 AICIFEED A >~V A2V AQH Y &A1 > X 2> XlE. ESET_ODServerScanLogs

DIADA YV AZYATRENDREATDVWINNCHZOTLA—FERLET, DT ZADA VAR VAL
IRNCOF VTRV FRE/A70A7 L A—-—FZRHLET. BEODREBEAT DA VAR Y ARITHRELRISE.

LoglD 7O/NT 4 TT 4 IVR2 UV T T 2RENDHY £T,
BAVRAZVADABIERDES Y TT,

CHOLO—RHABT2BEOZDID (ESET_ ODServerScanLogs 7 5 AMDA > AR > ZAD L
LogID .
INHD ID)
ID ZOREOY L I—FO—ED ID
Timestamp 07 L O— ROIERRZ A LAZ T (WM BEFZZL)
(0~8] DEFTHRINZDZOTLIA-—FOEEE, EZEDBIEFRDLANVITHIGELE T,
LogLevel [Debug I, lNnfo-Footnote . MNnfo . MNnfo-Important]. 'Warning . [Error . ['SecurityWarning .
[Error-CriticalJ. T'SecurityWarning-Critical ],
Log REOOTAvE—
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ESET_SmtpProtectionLog
ESET_SmtpProtectionLog 7 2 RICIFEE DA >V A2V ADH Y. TNZNDA VA2 AH [Smtp protection] A%
DOYTLI—RERLET, SV AZVAORBIERDESY T,

ID ZoOmEAZLO— FO—EDID

Timestamp a7 L O— FOERZ A LAZ YT (WM HEFFZR)
[0-8] DHFTHREINSOJLI—FOEEE, BEIEFROAFTELNVICHSELFET,

LogLevel Debug. Info-Footnote. Info. Info-Important. Warning. Error. SecurityWarning. Error-
Critical. SecurityWarning-Critical

HELODomain HELO KXo > D%Ed

IP V—=XIPT7 LA

Sender BT A—ILXEE

Recipient BEFA—IVSESE

ProtectionType R ETNAREDESE

Action Eh WLy oW R

Reason 723> DOER

TimeToAccept BFA—IVHFAIENS K TORE

ESET_HIPSLog

ESET_HyperVScanLogRecords &7 = ZICIEIEED A >V A2V AHHY . TNEFNDA VA2 ZH THIPS) aOv7nod L
OA—FERLET, 1V RAZVADHBRIERDES Y TT,

ID oAy La—RO—ED ID

Timestamp A7 L aO— FOIERRZ A LAZ > T (WML HEFFEZ)
[0-8] DHFTHREINSOJLI—FDOEEE, EIEFROARMTELNIVICHISELET,

LogLevel Debug. Info-Footnote. Info. Info-Important. Warning. Error. SecurityWarning. Error-
Critical. SecurityWarning-Critical

Application V=RAT7 T r—3>

Target SIBD R AT

Action HIPS BAR1T9 270> 3>, fl:5FRl. R

Rule 7V ERTT DIV —IVD%E

Additionallnfo -
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ESET_URLLog

ESET_URLLog 7 5 RITISEH DA 2V ARV AB B TNENDAVAZ VAN 17 1)L2 ) 7 ENTc Web 1 b |
A7oR7La—FEXRLET, B VARV ADABIIRDESY TY,

ID ZnR7LaA—RFO—E®DID

Timestamp a7 L O— FOIERZ A LAZ YT (WM HEFFEZR)
[0-8] DHFTHREINHOJLI—FOEEE, BEIEFROBAFTELNVICHSELFET,

LogLevel Debug. Info-Footnote. Info. Info-Important. Warning. Error. SecurityWarning. Error-
Critical. SecurityWarning-Critical

URL URL

Status URL THE LI, f):Web 2> bO—)lick 7Oy

Application URLICT 7R ALELSE L7 U r—2 3y

User 7TV =y avERGFLEI-Y=TAHU U

ESET_DevCtriLog

ESET_DevCtrlLog 7 & RITIFREDA VY ARV ADB ). TNZNDA VALV AN T4 X322 bO—jb) AJ D
OJ7La—FEXRLET, B1VAZVAOARIEFRDESY TT,

ID oAy La—RFO—ED D

Timestamp A7 L O— FOIERRZA A LAZ YT (WML HEFFEZL)
[0-8] DHFTHREINSOJLI—FDEEE, EIEFROARMTELNIVICHISELET,

LogLevel Debug. Info-Footnote. Info. Info-Important, Warning. Error. SecurityWarning. Error-
Critical. SecurityWarning-Critical

Device TINA R

User 1—9—=7hH7V b4

UserSID 1—9—=7H7>bSID

Group A—Y—=JI—T%

GroupSID dA—%—27/L—7SID

Status TINA A TRE LR, . ESAHT0OY Y

DeviceDetails T I\A A DFHRIER

EventDetails AN MTBEY 2B
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ESET_MailServerLog

ESET_MailServerLog 7 5 RICIFIREID A > A2V AhBD U ZNETNDA >V X2 AH [Mail server] O/ 002 L 21—

FERLET, B VAZVADRBIEFRDESY T,

ID ZnR7LaA—FO—E®DID

Timestamp a7 L O— FOERZ A LAZ YT (WM HEFFZR)
[0-8] DHFTHREINSOJLI—FOEEE, BEIEFROAFTELNVICHSELFET,

LogLevel Debug. Info-Footnote. Info. Info-Important. Warning. Error. SecurityWarning. Error-
Critical. SecurityWarning-Critical

IPAddr V—=XIP7 FLXR

HELODomain HELO R X > D%g]

Sender BT A—ILXEE

Recipient BEFA—IVSESE

Subject BFA—ILDHFSA

SiaisallEe REOOT L O— NEERENZT V2 3> ABRITUTREZ A T B 74 VAR, &KX
A—JURER b=

Action Eh Ny oW R

Reason FFTED ProtectionType [ICK > Ty 70> avhA 7V b TRITENER

ESET_HyperVScanLogs

ESET_HyperVScanLogs 7 2 AICIEEED A > A2 > Ahd ) &ZA > X2 > Xl Hyper-V 7 7 1 JVIRERITARLE T,
ZNlE. A7 D GUI THyper-V] UXMTRHIGLET, &1 VA2 ZAORBIERDEH Y T,

ID ooyl d—RDO—ED D
Timestamp O7 L O— FOERZ A LAZ YT (WM HEFFZR)
Targets BEDZ—>y A a—42— /T4 /KR)1—L4

TotalScanned

BREINA TV 7 DA

Infected BMESNEERAT TV TV MR
Cleaned ERprENfcA Ty MR
Status BENEBDORT—42 X




SHERE

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b

ESET_HyperVScanLogRecords

ESET_HyperVScanLogRecords 7 2 ZITIEEED A VA2V ABHD Y. A > AR > A&, ESET_HyperVScanlLogs 7 =

ADAVAZVATRENBBEATOVWITNNCHBHEY/ L A—FZERLET, TV TADA VARV RAIE TN

TOHyperVi#&E/ Q70O L - FERHLE T, FEDRED T DA VA2V AITHREREE. LogD 70O

INTATTAIEI VTS BREDBNET, BT TAA VARV ADRBIFRDESY) TY,

TOLO—RHABETBEEDYDID (ESET_HyperVScanlLogs 7 2 ADA > A2 > ZADWLNE

LogID

o9 HD D)

ID ZoagLad—Fo—&DID

Timestamp A7 L O— FOERRZ A LAZ > T (WML HEFFEZ)
[0-8] DHFTHRENSOVLI—-—FDEEE, EIFROBARMTELNIVICHISELET,

LogLevel Debug. Info-Footnote. Info. Info-Important. Warning. Error. SecurityWarning. Error-
Critical. SecurityWarning-Critical

Log KEOOATA Y-

ESET_NetworkProtectionLog
ESET_NetworkProtectionLog 77 = RICIFEED A VA2V ADH Y. ZTNZENDA > A2 AH [Network protection ]
07007 L d—FEXRLET, &1 VA2V ADRBIERDESY TT,

ID coagLd—FD—EDID

Timestamp 07 L= FDIERRZ A LAZ YT (WML HEFFEZR)
[0-8] DHFTHREINAOJLI—FOEEE, EIEFROARMTELANIVICHSELET,

LogLevel Debug. Info-Footnote, Info. Info-Important, Warning. Error. SecurityWarning. Error-
Critical. SecurityWarning-Critical

Event XY NI —=URE VI VE NI AT BV b

Action v b=V RETCERITEINT /T3y

Source XY bT=0FTINAZADY =T KL X

Target 2w NT—=T T INA ADFEHT KL R

Protocol xv T =0 BERE

RuleOrWormName | > MCIESET 2)L—)VETaldT— L%

Application v hND—UBEERB LT U= 3>

User coOgARY bEERLIEI—Y =7 AT > b
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ESET_SentFilesLog

ESET_SentFilesLog 7 5 RITIFEHD A Y A2V AN B Y . TNTNDA VA2V XD [Sentfiles] O7oO7 L a— K
ZRLET, BA VARV AODARIEFRDELY TY,

ID ZnR7LaA—FO—E®DID

Timestamp a7 L O— FOERZ A LAZ YT (WM HEFFZR)
[0-8] DHFTHREINSOJLI—FOEEE, BEIEFROAFTELNVICHSELFET,

LogLevel Debug. Info-Footnote. Info. Info-Important. Warning. Error. SecurityWarning. Error-
Critical. SecurityWarning-Critical

Shal EEINET 7LD SHA-T Ny 2

File EEENT 7 AL

Size KEENT7AIVDY A X

Category EESNET77AILDATIY)

Reason T 7 A\ EFEET HEH

SentTo T 7 A JVHEE E N ESET &BPT

User zoOJARY bEER LI =T AT

ESET_OneDriveScanLogs
ESET_OneDriveScanLogs 7 7 AITIFEED A >V A2V AW FA 2 A2 Xl OneDrive BERITAERLET, &
g, OF D GUI [OneDrivel U R MIHISLET, FA VARV ZAORBIEIDESHY T,

ID Z @ OneDrive O/ D—ED ID
Timestamp O DIERRZA LAZ > (WMl BEFAZE)
Targets AFv DRI AI)E /T TV b

TotalScanned

BREINA TV 7 PDOEFE

Infected BMESNEBERT T T MR
Cleaned ERprENfeA 7o MR
Status BENIEBDORT—42 X
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ESET_OneDriveScanLogRecords

ESET_OneDriveScanLogRecords &7 7 XCIFEED A > A2V Ah&H V. FA > A2 > XlE. ESET_OneDriveScanLogs
TIADA VARV ATHREINAREOQA/OWVITNMNCH SO L OA—REXRLET, DYV TADA VARV A&,
IATCD OneDrive ®& /07 DOT L I— FERBELET, FHEDBREDT DA VA2V AITHREGZE. LoglD
TONRNTATTAIVEI VTS EDREDBNET, FAVAZVADABIERDESY TY,

COLO—RHABT 2EEOSDID (ESET_OneDriveScanLogs 7 5 ADA >~ A& > ADWNG
LogID
nHd D)
ID T D OneDrive A7 D—ED ID
Timestamp A7 DIERLZ A LAZ > 7 (WMl HEFFEZE)
[0-8] DHFTHRENSOVLI—-—FDEEE, EIFROBARMTELNIVICHISELET,
LogLevel Debug. Info-Footnote. Info. Info-Important. Warning. Error. SecurityWarning. Error-
Critical. SecurityWarning-Critica
Log KEOOATA Y-

ONETNET—2\DT7 71X
Windows A< > K= 4 > & TPowerShelll] TESETWMI 7 —&RICT7 7R TBIENTEXET, INTOERFD
Windows 7 XL —F 4 VI AT LTEELE T, MIDR T ) T REEBERY IV EFESTT IV EAT BT EETEET,

AT EFERLEVWIRY RSV
wmic AR Y RS A4 Y —jbld. EBBEHETIIEREDHRAZLWMI 7S RICT 7R BIcDIfERBTEET,

O—A/aAYE1—2—DRRICET HFHMBERTERRT S
wnic /namespace:\\root\ESET Path ESET Product

A—A)3Y 21— 2 —DREOHM/ N\~ 3 VESEITERTT %
wmic /namespace:\\root\ESET Path ESET Product Get Version

IP10.1.118180 DU E— b AV E 1 -2 —DRGRICET 25 MIFREZRTI S
wmic /namespace:\\root\ESET /node:10.1.118.180 /user:Administrator Path ESET Product

PowerShell
AO—A)bd>E1—2—DBRICET 25FEMBERZIE L (RIS

Get-WmiObject ESET Product -namespace 'root\ESET'
IP10.1.118180 D E— b OV E 21 —2—DRRICET H5FHBERERE L (XTI 5

$cred = Get-Credential # 1——ICEREEBRE A S EEEUTHEINT B
Get-WmiObject ESET Product -namespace 'root\ESET' -computername '10.1.118.180' -cred Scred

B ERA/ESMC TS
ABD Tl AME T BRI E S A
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5116 OY 7741V

O7774)VICBEd 53MEREALE T,
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west sl S
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0J 774
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St
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AN TR

TS A2EMOF > DB/ EahE OneDrive 2O+ > T OB, BNEHRELET T,

mOJ7741b
0777 44)IVOFHRAICDOWNTERELE T,

BT O o705 °
Podr=k
B oJorL
Fyh-ORE
ROBENSALLT N ESSNICEIRTS i ]
wesE Xl %0 2

T/ AT Ol
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THAREYENENMETHBLED DI ET,
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LaO—FEN\v o7y 7 | 7SN, B2 CTAUAP 77 A IVICEBINE T,
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EEMCLISEEICRENMTAE S,
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OGN 5T FIMRIEENB T 4 )L E— & EE LT, ERENOI N\ T v 7%
N oTyFI+IE | BMCTEES, COREE TEBMICHBRENLO— RE/NY 27y 7] ZEMIC
LB alcRENMTZE T,
ZPEFALTOSNY | ZPEFEBLTOI Ny I Ty 7T+ L A—EERLET, cOREE [EBIcEBE
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Eﬁm;a N —ATARTHIBEN, /ST 4—< VA EOTMBREAGELTT, BHicOslcs
= BOTY M —HEBENTVBIEEICENTT,

[THFANAREBMCTZ] 2FICTHE QT T70IVEERDT 7 A IVEX TRV EREFETEE T,

RDBEEERECEXT,

REXDT +IVE A7 771 EREFET DT L7 b —%I8ELE T,
TEIANT7AINWERERIRTZE. O TFRA N T 7AIVITRESNE T, T —&

. IE2TXYIV T, CSV 77 1M)VERDEEIE. AVERYIUDT— 2 TRIFINE T,
ARV NEFIRTDE. 7741V TlEEL Windows A R O lcOdMMEFEENE
T (A hO—)URILDARY hE =T —TCERRCEXET),

IRTOAT T 7AIV%E | (247 ROV TE DA Z 3 —THREBRENTOWB IR TOFREZFHOTHEES

HIBR nx9J,
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MCBEITAHLO—FRETAIVR VTSR ENTEET,
MB7071)V2 ] BEEZFRRS5ICIE TATT77 )V BETREDAVZERLTEY Vv 7 LT [T1IVE] %
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