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| 452 TUT1ET 1 DR

BEOT7AIVV AT LT VT4 ET 1450 S TR CHRTEERY,
TITAETAHBRRTBICNE, AAVAZ2—D [V—=)V] > [7IT71ET7 s DFER] =0 1)v 7 LET,
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IHEERLTHEY . RESNLEHBR T 7V EA LICRRENE T,

BEEREZEET A [BFRE] FOv T2 AZ1—05ERLET, BRTCESEHERIEIADESLY T,

HW T8 (F) LEELAHKT—EE (F) D2BEHNKRTEINET, 757DfEIT —28EKL

St

1# T27IE N BEBEICEHFEIN. BEI10DEDT 771 ET A HRRENE T,
153 (BRID246/8) | 7273 1 DB EICEHREN, BIE24BEO7 77 4 ET7 4 BERRENE T,
1858 (5tA) T2 BESEICERIN. B ABBDT VT ET A BRTENET,

1850 GBIRLIA) | 75 7R VKBRS EICERIN. BRLILADT V71 ET A HDRRENET

TZ7AIVY AT LOEE
DT ZTOMEEIE. FidrdIT —8 (F) LEEAHFT—E (R) DEZKB (FO/N1F) MB (XANAbH)
GB (FAHNA ) TERRLET,
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453 {REEHmE

{REEMRST I, ESET File Security for Microsoft Windows Server OD{REREREICBE T Aiat T — 250 5 7 CHERCEE

ED

REMETERTI BICIE. AV AZ2—D [V—)V] > [REHET] 27 v I LET,

I DN 2D PR v I

IATOATZ I

711,172

8 BERUIATSI bR 0 0.00%
SERLEAT IO MR 20 0.00%
B B TWVRLAT SO My 711,152 100.00%

O, C\Windows\ServiceProfiles\LocalService\AppData\Local\lastalive1.dat
© REBAABEERI: 2018/11/08 3:45:03

ROy TE OV AZ 12— st ERT T HREMEEZERT 5 & BRLIRERED Y Z 7 ENFIDRTENE T,
RAIDEBICA—V IVEGhED L. TDEEDT —2DIHHYT T TITRRENET,
RIOBEGIET T 2 7 ERDES Y TY,

AR ANA | ot 5914 B EUBBRESF TI 14 FOBEERLET.

I 7XE

SrAWIRTL | BEAEN A TI T b EET r AT RT ACEEAENA T T Y FEETL
55 $7.

BFATN BIA—NISATY MREEREE LA Ty M EETLET

7547> I‘ﬁ;’g ==A PN - A= C 7N °

Web7TLRE | \ep 75wt e ko T A O— RN A TI T4 hERRLET,

T4V INE

REtT S T7OMICIE. BEBHFA TV TV ML BREA TV TV MR BRBERA TV 17 MR RBRRDAF TV 1Y
PIOERTENET, [V ] 20Uy 0 3L RRPOREBEEDHETBEROBIFINE T, [TXTULY K]
) v IFHE TNTOREEBEDFRTBEROEIRENE T,
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25 A% (ESET Cluster) %ZJERY H&. ESET U—/\—HEHHEEICRE L. BRPBHEEDT — 22 TELT,
e BRAVAZVADT I —THELSBWET 57D ELT — 2 ZFT S LETELT,
(022 BEZRTT BICE. A AZa—D [V—=)U] > [VZAZ] #7) v LET,

€& T4y e G

ASA

T AZDFMDOVTUE. 15122 I 5A2 | #BRLTIEEW,

| 4.5.5 ESET Shell
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ESET Shell i, ESET File Security for Microsoft Windows Server DX Y RS A VAV 2—T 1 —ATI I 571 H)b1—
HP—ara2—T71x—2 (GU) ODRDYICL, TOT T LLEDRELEBAITITENTEEXT, ESET Shell Tl GUI
IO > TWAIFIFINTOEEE A T 3 V& FERTEER T,

GUI CHEARIBEGHEEDIZMNT. RV T hEETLT. REPHREDERE., £/ 7Y a>0OXRTEEIET 5
EBTEET, ESETShell i, GUI KW EOARY RSV DIEFSHMEVNDTWI—H—(C& > TEFEFITT,

[ESET Shell] BEAZFRRT BIcid. XA AZ21—0 [V—Jjl] > [ESETShelll #0) v LET,

ET Security¥eShell.exe \;li-

6:12

GUIDE
SCHEDULER
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@ ESET Shell DE— FIZ2WT

ESET Shell ITl&. WEEE— FEBE—ORY K/ Ny FE-FD2DDE—FHHYET,

« WEEE— R ARV RERTT AT TR REDEER, OYDRREEDSR XY TESET Shell #1RET %15
BIERTEXRT, F£feo ESET Shell &R L P I < EY. HEDI Y TF A M THERTES. BWEIRY REE
TENET,

c BORY RN FE-FRIE JEE—FTCERINTOWEWVWIRY ROHERITT 2RENHHHEIERTE
£9, TOBEEZRITTBICIE Windows DI FT7OY 7 M TEYG/NTA—2—AEELT. eshell EATL
7,
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B
eshell get status
EJ s

eshell set antivirus status disabled

Ny F/ARIVTRE-RFTHEDIRY K (LED2EFBDAF) #2179 2ICE. BFICW DD DOREEERT S
BEHHNET, BRENTOVEWGEIE. 77 EAMERETNE L] LLS AV E—IDRREINET,

. IRTCOMEEEFERT BfcodiclE. BEEE LT ESET Shell #21T7LTL £ EL, Windows DX > R7OY 7 k
HEEALTCE—DIOYY RERTIEZEELAKIC. IRV RFTOV T EEBEEL LTEIFLTCEEL. 5
THEWEEIE. —8DIX Y FERITTEE A,

« Windows @< > F7O> 7 bH5 eShell A< R, £ld/N\y FT7 71 IV ERITT BIciE. REETOLEHL D
WEY, NvFIT7AIVDRTOFEMCOVTIE. TNV F I 7AW ATV T #BBLTLLLEEL,

OxEEE—F

WEEE— Rid. RD 2 DDA EZFERAL CHBTEET,

-« Windows @ [RZ— ] XZ21—H'5 [REZ—F] > [TXTDHTOY S L] > [ESET] > [ESET File Security] > [ESET
Shell] Z#RLET,

« Windows <> R7O> 7 b eshell EATIL T, [Enter] F—%# T,
% ESET Shell DFEfEENFFICIE. FIEAEE (H1 F) HARREINET,

VR EEZBERRY 513, guide AXY FEANLE Y, TOEMEICIE. ESET Shell DEARMGAERBIE. #3X TL 71 v T A,
IRV FINA, BB, TA U7 RAGEDRTENE T,
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R[E] ESET Shell 23179 5 £ ROBEDSERRENE T,

=2 ESET Shell [=[=1T]

102

UTER JEYICE GUIDE
) SCHEDULER
U1

EMAIL

ARV RIZE. KXFENXFOVWTNEFEATE. KRENTICRTEINE T,

OHREZIALX

ESET Shell (L uieshell > F7F A M THREIAXTEEY ., AV VT DIAUT R, BB 5B ETRUZ—%ZE
pLfch . IBRTDINY RE—BIDMDREERTEED T LLTEE T,

BEWNE

18

ARVRET L 70w O A, AVTFFR M 5180 772 3V EETHEBREINTWE T, 2T ESET Shell TERT 5
— MRS ERLET,

[<prefix>] [<command path>] <command> [<arguments>]

Bl (R 24> MREDBML) :
SET ANTIVIRUS DOCUMENT STATUS ENABLED

SET—=TL74v IR

ANTIVIRUS DOCUMENT =D IR > FD/NR (AVTF X B)
STATUS — X > P&

ENABLED — X > FD/S A—%2—

IRV EE N ZIMELTERTSE. TOREDIARY FOBNHARTENE T, HIZAIE. STATUS? EASTT S
& STATUS XY RO HARTENE T,

B

[get] | status

set status enabled | disabled
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[getl 1&. [1 (B THEHENTWVWET, Thd. T 740 v o X GET A status AX Y ROBIEEBTHAD T EARLT
WET, L7 v 7 AEEELEWT status R17 LIEHEIE. BED T LT 1w 7 X (TDRFTIE. get status) H
RINET, TNCKW IR FATIDBEELTEX T, GETIZIFEAEDIRY ROBIED T L 7 4 v 7 ATIHN
Ba2DNARY ROBED T L 74w I ROV, HEHCHHEELTIIEET L,

ARV R KXFENXFOVWTNEFERATE. FKRENTICRTEINE T,
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AERT P VE: (-

TLT74v I AEF—D2D8FEEZFRLE T, FZIEX GET 7L 71 w7 XL ESET File Security for Microsoft Windows
Server DFFEDIKBEDFRERNBDER RTINS D KKEHARTENE T BIZIEX. GET ANTIVIRUS STATUS (£, IRTEDRE
DIREERTRLET ), SETTL T4 v I Rd. HEEARTET HNREEZZELET (BIZIEX. SET ANTIVIRUS STATUS
ENABLED (F. REZBMICLET),

FRTELZTL 74y RERICRLEYT WFEDIRY RBAIRTDTSL T 4w 7 REYR—FLTWBHITTlEHD

DEEA),

GET REDKRENREEEXTT

SET B/ REERET S

SELECT HEZFERT %

ADD HEZEMNY %

REMOVE HEZHIRY %

CLEAR INCDT7AT LT 7411V ZHIRYT %
START 73V ERIBT S

STOP T aVEERET S

PAUSE 7O 3T %

RESUME 70 avEBRATS

RESTORE BIEDRE/ A7V b/ T7AIV "L %
SEND AT N T7AINEFET S
IMPORT T7AIHDBAYR— T2

EXPORT T7AINCT T AR=bT 2

TLT74 v AGET £ SETRRZLDOARY RTHR—FENETH XTHET LT v 7 AZFERALAEVIARY FE
HIET,

ARV RNR/AVFFA b+
ARV R V) —BEDI VT FRAMNTCERINE T, VI —DREMEIV— T, RTITBHE IL—FLANIL
PERRINET,

eShell>
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ZTOEFARY FERGFTIZH AVTFAMREZEADLTCY ) —RZBEFTHIEELTELT, HIAIEE TOOLS 3>
THFANZRIET 2L, COAVTFANTCHEATESINTCOIARY FETTAVTHFAMDRTENE T,

= ESET Shell [-To |

TS — I AN

BECRINCERRETARAGINY P IKEBTRENEBIFFETCESY 7AVTFANTY, U737+
MIlE. IRV FORESICEENTVET,
LOREBICRZUEN D BHAIE. .1 (Fy ~2ME) ZEALEYT, A BEOIVTFA D

eShell antivirus startup>

OFaE. L1 (Fy 2@ ZANTSHE 1BEELEDS 2T ROBEEICHYE T,

eShell antivirus>

WD L)L eShell antivirus startup> (Jb— bH5 2BEET) H5)L— MIRBIIF ZTDERE..0 (Fy b 2@EE Ry
b 2EZEAN—XTCRYD) EATILET, TOKDICANTHE2MEE L COBEIF/IV— MIBEEILETET, N\ U\
JAZwva) BERTAHE. BEDIVTFA MYV —RNOEBICEFREC. BE/ILV—MIRAZENTEXT, £
MEBOFEDIVTFAMIBHT ZHEIE. ZETHHD 1.1 (Fv 2@ %ﬁﬁﬁ LT, MIST 2REEICESL
Y, RRELIEYIVXFE L TAR—RZEALEY, AR 3EELICBREHT 5HBEIE RDEDIICTANLET, .
1 (FY F2EEANR=ZATEYI>T 3EHEYIRT)

INAE REDODI Y THFA MO SDEM/NATY, WEDI Y TFAMIBEENTWVAIR Y FDOFEIF. /\AEAS
LE A, BIZIE. GET ANTIVIRUS STATUS 2179 BIcld. RDOKDICASILET,

GET ANTIVIRUS STATUS —/)b— bO>FH X b (AR FZ A lE eShell>)
GET STATUS —O>7F X b ANTIVIRUS (OX > K51 Vif eShell antivirus>)
. GET STATUS —3O>7# X b ANTIVIRUS STARTUP

(O<X> RS A l& eShell antivirus startup>)

M (Ry b 248) % 18D [ (Ky b) TRETBZEATEETA (Ky b 118) ZEATBHEEEI (Ky
h21E) ERETHEATRT LI TEE YA,

B
.GET STATUS — 3> 7 F X ~ ANTIVIRUS STARTUP
(OX > RS54 Ik eShell antivirus startup>)
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P
1
_/
)4
INGA—R— i
OV RIS LTERTIS773 > Td, HlAIE. O< > K CLEAN-LEVEL (ANTIVIRUS REALTIME ENGINE (Cd W) £9) 0|>
TIERDINGA—BZ—HFRTEELT, %E
none BRBR7: L
normal TEAERN 73 BRBR
strict [R5 B RR

JINT A—Z—|TIE, fElC ENABLED ® DISABLED L EDH W E T, TNHD/INT A—2—F. BFEDKEEEEMNEIL
NI BHEEIERLET,

AR @R bEnfca UK

AVTFHFA ARV BRONSGA—E—ZBEILTZEDNTETT UNTA—R—FRA Y FEIINEBEFT
VAVDBEIRIET), el HiE. &l NRAGEDERNGREZRFD/INTA—2—PT L7 1 v 7 RIFHEEIL
TEEHA,

B L DA
set status enabled => set stat en

add antivirus common scanner-excludes C:\path\file.ext => add ant com scan C:\path\file.ext

BIZIE. ABOUT & ANTIVRUS DL D122 DDAXRY REEAVTF A MPRACXF TCHRIEN TV SHE. BGE&{L
LAY RFELTAZANLTEH TD2DODARY FDELSEZRTI DO ERECEEEA, T7— XV t—
VETAI TREZANVY FO—BHRTEINE T, CO—BLSIVY FZERTELT,

eShell>a
ROOARY FHA—ETlEH Y EEA 1 a

COAVTFANTIEROOAR Y REFERTEET,
ABOUT TOUZLICETBIEREERRT D

ANTIVIRUS OAVTFAMNIAINVATNRICEET S

T BN (BIAIE. AB) ThiE. O RARESN. ABOUT XY RERITLET,

AR Y FZHRICETT ZI1CE. ARY RPN A =2 —ZEBTIR T BB TANL T EEW Ny FT 7
AW/ ATV T TIEFTERLTIREL,
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BHE#AAN

Windows OX > RO 7 b DBEBA S ELUERETT ., Windows A< > ROV T M TIEZ 71 IVIRADBAETN
I ARV P OAVTFAMBLUOLBAEATTEINET, L INTA=—LZ2—DANETR—FENTOVE A
ARV FZEANTBEEICE [Tab] F—ZBL T, FATEGE IR FEANT 200 ROEAFEG IR Y NMERE
EFRRLET, [Shift] F—+ [Tab] F—&#HT &, FIOIX Y IRV E T, BRFELEBBANZHATSHT LIET
TR LA, BIAIE. antivir real scan EAFIL T, [Tab] F—HE|LTH. AILFRRINFTEA, KD VIC, antivir & A
ALTH S, [Tab] F—A4 L. antivirus EASIL T, real EAFILT [Tab]l F—%3 L. scan EASLT [Tab] F—
ERLET,

scan-create, scan-execute, scan-open 7xEDIT N TDEAABEGIT Y MEBHOFRREINET,
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IAVT7AR
IAUT7RE AR FORFICERTESRERTT (AR RICIAUT7AHEI B TENTWSHER), BEEDT
AVT7AELT RODEDHHY ETo

- (Zm—/\b) close - exit

- (Z7a—/3) quit - exit

- (Z'a—/Vb) bye - exit

- warnlog - tools log events
- virlog - tools log detections

- antivirus on-demand log - tools log scans

N7a—=/N) 1 i REDOAYTFRA N EBRGL. BROBATTDOIARY FEFERATESLERLTVET, &
feo 120ARY RIeTA VT ADERED ZTENTWVWRHED DY £J, HIAE. IXY FEXITICIE. FEOIA
D7 ADBHYIET,

- CLOSE
- QuUIT
- BYE

ESET Shell 2887 9 535 E1E. EXIT AR Y RZFEAT 2D TDIA U7 R ZERBTEZLEHLTEELET, TAUT A
VIRLOG I&. OX > F DETECTIONS DA U7 ACHY. COAX Y FiE TOOLS LOG AV FH+ A MMHYIET, <D
FIEIC LY DETECTIONS O< > Rid. ROOT A7+ X M oEARIREICEY &9, TOOLS A>T+ X b LOG O~
TH A FDIBICHIET 242175 <. ROOT IO EERITCESLDICHNET,

MBOIA V7 AZERCELRT, AX Y FAUASIZUIESHELL > FF A MTH W T,

INRAT— R TRESTNRE

ESET File Security for Microsoft Windows Server DF&EIE/NAT — R TCIRFETEL T, GUI ZEABT BH . ESET Shell T
set ui access lock-password A< > FAEFAHAL T, NAT—RFERELETT, D& BENDIXR VKN (REFIET—
REEETHIARY REE) TINRAT—RFEWHFEE—FTCANDLET, NRT—FEZVIBRLADLELGEWGZE.
set password AN Y REMBAL T, NAT— RZREETELXT., TNicKY NAT—FRARELZOR Y FERTIT S
feOle, INAT— RHABEEMICASIEINE T, /NAT— R ESET Shell #8792 E CREENET,
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Guide/Help
O< > K GUIDE £zld HELP Z AJ19 % & ESET Shell DERAEZ AT HEEAXRTEINET, COIXY R
ROOT OV TFHF A MO SERATELT,

TS — I AN

IR FEE

DEIEFT LAY FOBENMREENTWVWE T, RESNEBEIL. REONELY ¥ 3 VICOHFERAEINET,
ESET Shell 2792 &, AR Y FEEIZHIBRENE T, BERDOBEFICIE. F—R—FDLERNF—ETRAF—%
FERALET, BRNOIRY RHEDH 21FEIE. TNZBERTI S, ANEEBELTRITISIENTEETT,

CLS /EHE®DHEE
CLS ARV FEFBRTHEBHEZEEI DI EHTEET,

EXIT/CLOSE/QUIT/BYE
ESET Shell #EAC 2 (8T 9 5) HElc, DAY REHEBLED,

maVF
BHEANGZOT Y RICDWTERRBLE T,

ARV R KXFENXFOVWTNEFERATE. KRENTICRTEINE T,

ROOT IV FF A MMEEINTLAIOTY ROF :

ABOUT

TA7 5 LERIRRENE T A VA= ILENTVBERRDEH/N—T 3 VE S A VA P—)LENTVWE IV R—
x> b EIVR=—RVbDN=V 3 EFSEZE). BELU ESET File Security for Microsoft Windows Server 51 >/ X
F=ILENTWBY—N=EAXNL =T 1 VTV AT LOBKRERNIFTRINE T,

a7+ AR

root

PASSWORD

INAT— NMREINOARY FERGTZHEE. INRT—ROANHBERENE T, ThUE. 71V AR RREE ED
IC9 %< K. ESET File Security for Microsoft Windows Server DISEEICRZE S BRIREMEDH B I Y RERITT S
BEICRELET, INS5DOX Y NI RITTEIWIRT— RHABRENE T, HOHICHNNAT—RFERELTH
(TETREDSDISRT—FANZERTHIENTELT, T5F5HTLICEY NRT—FTCREINOTY
FEERITLIEEEIC. By bEN/NNRAT— ROABFNICERENSH/NNAT — F2BEANT 2EHGEYE
ED

b LI/NRT = R IREDNE LY 2 3 2 TDHEMNTY, ESET Shell 2879 2% £/NAT— RIFHIBRENE T,
BERRLIEEIR. NAT—-FZBELY FT24EDHYET,
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INZAT=FDty bME Ny FI710)/ A7) T Z2RTI2RICHERIBET, /\AT—FDty h&2as/\vF
T7AINDHETRLET,

TS — I AN

eshell start batch "&" set password plain <yourpassword> "&" set status disabled

COEEARY FiE. Ny FE—FERIBL. AT 2/ \AT7—FEEHEL T \RT— MREZENCLET,

V7 F AN

root

B
[get] | restore password

set password [plain <password>]

BRE

get —/\AT— REFXRRT 5

set —/\RT— REFREXITHIRT S
restore —/N\XT—R&EZ1)T79%

INGA—=Z—
plain =/\ZA—2—&L LT/IN\RT—REANTEHHRITIIVEZS
password —/ S AT — K

#l
set password plain <yourpassword> —/\X 7T — R CREESNZOX Y RIERT /XX T— FEFRET 5
restore password —/\X 77— R&=0 )79 %

fl

getpassword —/NXAT— RHOREINTWVWAOE DL EER T AFEIERLET () (TRAEURXY) HFREN.,
INAT—RERIERRENE A, [*] (TAZURXY) BDERRENGEWVHEIE. /INAT— REERES
NTVEHE A,

set password plain <yourpassword> —EZ& L1z/\AT— FZHKET S

restore password — &€& LT/ \AT—R&E7 )7 4%
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A
o
/
%
STATUS i
GUI & EIRICIRTED ESET File Security for Microsoft Windows Server DIRSERFEEDBER AR R LE T, 0|>
e
_ i 1F
aAVTHFARNR:
root
H3
[get] | restore status

set status disabled | enabled

BIE

get = VA VA + AINA DT THRDAT —RZ A ZHRRT 5
set — A VR « ZINA T T T REEES, BT B
restore —BEEDRE F 7V b/ T 74 IV EETS %

INT A= —
disabled — 71 )L A RIREZ ENICT
enabled — 71 )V ARIFEEZBNICT 5

1) :

get status —IRIEDREDIKEEZRTT S

set status disabled —{REE&EEMICT 5

restore status —{REZBEDKE (B IIRYT

VIRLOG
DETECTIONS AX Y FDI A )77 ATY, BMEENICBRICET HEREZRRLET,

WARNLOG
EVENTS OX>Y RDITA T ATY, tR&GANY MNEATHERERRLET,

BNYFIT77A4IV A2V Tk
ESET Shell ik BB HER YU T Y —ILé LTERTEET, NvF I 7 IVEBRTBICIE. Ny F T 74
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Y—EXRV VT TCRLIBELGFIECTT, ANL—T A VIV AT LDEELGT 7AIVRATI Ty b T+]
EBICEBEL TWEWT EERRLTLEEL,

i i I D I It L
ESET Systemstatus Tog, wersians: ev 1254 (207509247, ev EES 6.2.2027.7, Tv T.04
Session start: 13 Moy 2015, 08:13:164

Session end: 13 Now 2075, 08:14:371

Flags: Bdbit, AntiStealthd

Description: Syslnspector-JUNMOBILE-151113-0813141

L

013 Rurning processes: &

- system 0, 2634%L

- svstem *4, 2634k

- 1Y indows¥systen3?¥smss. exe ¥352,FO9DKL

- cr¥windons¥systen32¥csrss, exe #5238, ATDIxL

- ci¥uindowsYsysten32¥wininit. exe *604, AECCKL

- c:¥windows¥system32¥services.exe *724,B90CxL
- cr¥windons¥systen32¥ | sass.exe #7352, EF14%L

- c:¥windows¥system32¥svchost .exe 840, A512%1

- cr¥windons¥systen32¥svchost .exe *916,B20ExL

- ci¥uindowsYsysten32¥svchost . exe *318,5156x)

- c:¥windows¥system32¥svchost .exe ¥372,229Bx1

- cr¥windons¥systen32¥svchost . exe *432,929Ck1

- ci¥uindows¥systend2¥svchost . exe 812, E150+1

- cr¥windons¥systen32¥svchost . exe *1048,5134%1
- ci¥uindowsYsystend2 ¥uudfhost . exe *1136,ECCTxL
- c:¥windows¥system32¥dashost . exe ¥1464,6F03%L
- o ¥uindowsYeyst endZ¥audf host . exe %1438,5537%1
- ci¥uindows¥systend2¥sychost, exe ¥1798,59B0%.
- ci¥orogran files (86)¥fortiret¥forticlient¥scheduler. exe ¥1984,0850%1

(35 1 G Ty L 5 €0 00— O O 4 G o — 5 €5 G0~ O O e G 10—

]

<
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© EseTSysinspector D [77 L] > [B—ERRH T bOEF) B2y o L, FlE4 TREELE
LI —ERRZ U T+ 77 A ILEERLET,

TS — I AN

O s BrUY s LTH— RS UT FEEFLET,

OH—ERXRV )T rDERK

Y—EXRX7 )T M EREMT BITIE. ESET Sysinspector D+E7—> 3 >V T 7 TERDE Y a>awhH7 )y L.
AVTFAMAZI—DHS [TRTCOE T2 avEY—ERXV YT MCIVAR— N 20 ) v odm50MN 0> a3y
EEEFEIRLTCHSGEY7 )y LAY TFRAMAZI =5 BERLEEY Y3 >EY—EXX T ) T MCIT AR—
M 270y ILET,

2207 EERLTVWSEER, T—ERARI VT eIV AR—FF2TELEIETEE LA,

OH—ERRV )T FDEE

P—EXRT )T DNy EZDFICIE. TINN—=T 3> (ev). GUIN=T 3> (gv). B9 /1N—=T 3> (Iv) 168
THERDEHINTVET, TOT—2Z2FEALT. RIUTMEER L xml 7741 )VROZEBEREZBH L. R
TRICABEENEET HDEHSCENTEL T, RV U T DAY ATIEEB LIEWVTLREL,

ANYETUTE. 272 3aVIiEnhnNTsY . RBEZRET2IENTELT., HEDHICHD -] &85% I+ &5
ICBEMR S LT BEMUEBRRELTY—7ENET, RV UTFRADELT Y 3 Vid. ZOFICE2TEYS
NTVWET, HEL7¥avicld. BESEZA MVHMTITFSNTVETY,
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01) Running processes (R{7HD 7O R) :

VRATLARNTEAINTOVBIRTOTAOLAREENET T, 7O AE. UNC /SR EL %) (AR RY) TH
FNfe CRCI6/\v 20— RIcKk > THBENET,

1) :

01) Running processes:

TS — I AN

- \SystemRoot\System32\smss.exe *4725%

- C:\Windows\system32\svchost.exe *FD08%*
+ C:\Windows\system32\module32.exe *CF8A*
[...]

ZOFEITIE, 7Aa+E X Tmodule32exe] MEIRENTWVWET ([+] BETCIY—27ENTVET), 2OTOLRIE, H—
EXR7) T rDORTFEICET LET,

02) Loaded modules (FidHAEhfcEI1—)b) :
REFAINTVWAE VAT LEY 21— )ILO—EBLARRENE T,
Bl -

02) Loaded modules:

- c:\windows\system32\svchost.exe

- c:\windows\system32\kernel32.d1l1l

+ c:\windows\system32\khbekhb.d1l1l

- c:\windows\system32\advapi32.dll

[...]

ZORBITIE. £V 2—)b Tkhbekhbdlll MERENTWET ([+] BETIX—7ENTVET), T—EXRXZUTH
HERITTHE. £V a2—)b Tkhbekhbdll) ZERALTWASTOLANMET LET,

03) TCP connections (TCP %) -

BEED TCP #lc B8 T BIEmA B ENE T,

Bl -

03) TCP connections:

- Active connection: 127.0.0.1:30606 -> 127.0.0.1:55320, owner: ekrn.exe

- Active connection: 127.0.0.1:50007 -> 127.0.0.1:500060,

- Active connection: 127.0.0.1:55320 => 127.0.0.1:30606, owner: OUTLOOK.EXE
- Listening on *, port 135 (epmap), owner: svchost.exe

+ Listening on *, port 2401, owner: fservice.exe Listening on *, port 445 (microsoft-ds),
owner:

System

[...]

T—ERAV VT b ERTT2E. [+] BETIY—T7ENLTCP BHARADY 7V FOFBEELNERIN. V7 YR
L. YRAT LY —ADEBRENE T,

04) UDP endpoints (UDP T R RAL k) &
B0 UDP T FRA > MIET 21BHRHOBTENE T,
fl

04) UDP endpoints:
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A

e

>

A
- 0.0.0.0, port 123 (ntp) -

a
+ 0.0.0.0, port 3702 %
- 0.0.0.0, port 4500 (ipsec-msft) j%
- 0.0.0.0, port 500 (isakmp)

Y—EXXV )T Z2RITT2E0+] BETCI—VENCUDP T FRA > bDYV 7y SOFBELDBEEN. Y T
hOMBLEENE T,

05) DNS server entries (DNS H—/\—B#EDIT> +Y—) :

BEDDNS —/N\—DAV T4 JL—> 3 VICET 2RI EENT T,
i :

05) DNS server entries:

+ 204.74.105.85

- 172.16.152.2

[...]

T—ERAAV VT ERTTHE [+] BETIY—T7ENDNS T—/\—IT 2 b —DHIFRENE T,

06) Important registry entries (EXGELJA M-IV bU—)
BEGLIAMN) IV M) —ICEATLERNZENET T,

#l

06) Important registry entries:

* Category: Standard Autostart (3 items)
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
- HotKeysCmds = C:\Windows\system32\hkcmd.exe

- IgfxTray = C:\Windows\system32\igfxtray.exe
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
- Google Update = "C:\Users\antoniak\AppData\Local\Google\Update\GoogleUpdate.exe" /c
* Category: Internet Explorer (7 items)
HKLM\Software\Microsoft\Internet Explorer\Main

+ Default Page URL = http://thatcrack.com/

[...]

T—EXARV VT Z2RGFT2E T+] BETCI—7ENITY MU —DEIBRENSD. 0/341 MBEIZHE/NENS D\
BEEICULY hENET, IVMNI—IGERENS7 773V TV —0A7d)—ELIA M) —DF—1E
Ik 2 TEBVET,

07) Services (F—EX) :

VAT LADEFEH T —ERAD—EBEHNKRRENET,

#l

07) Services:

- Name: Andrea ADI Filters Service, exe path: c:\windows\system32\aeadisrv.exe, state:
Running,

startup: Automatic

- Name: Application Experience Service, exe path: c:\windows\system32\aelupsvc.dll,
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state: Running,

startup: Automatic

TS — I AN

- Name: Application Layer Gateway Service, exe path: c:\windows\system32\alg.exe, state:
Stopped,
startup: Manual

[...]

Y—EAR7 VT 2RTI2E. [+] B TCX—V SN —EREZDEET—EAMELEL. 7YY A=
TNEJ

08) Drivers (K4 /\—) :

AVAS=IVEHD R ZAIN—D—EHFRTINET,

-

08) Drivers:

- Name: Microsoft ACPI Driver, exe path: c:\windows\system32\drivers\acpi.sys, state:
Running,

startup: Boot

- Name: ADI UAA Function Driver for High Definition Audio Service, exe path: c:\windows\
system32

\drivers\adihdaud.sys, state: Running, startup: Manual

[...]

Y—EAR7 VT b 2RTI2E [+] B85 TCX—T7ENERSAN—IFMELELET ., FIA/N\—ICXko2TE FLEL
TEWNCENBIET,

09) Critical files (RRIR%EZT7A)V) :

ANV =T A VTV AT LOERICHAEET 21cDICER T 741 JVICEET 1RO RTENE T,
-

09) Critical files:

* File: win.ini

- [fonts]

- [extensions]

[files]

- MAPI=1

[...]

* File: system.ini

- [386Enh]

- woafont=dosapp.fon

- EGA80WOA.FON=EGA80WOA.FON
[...]

* File: hosts

- 127.0.0.1 localhost

::1 localhost
[...]

Y—EXRV VT ERGTT2E. [+ BETI—I7ENLT 7 MIUFHIBRENZ D, TTOBICU LY bENET,
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OH—ERRV YT FDETT
ROBIECT—ERART )T b ERTLET,
#IEFIE

Q 7 AL IF A EEST YRRV UT L I VTR SR EGHEEE [+] BB TY—
oL, RELTHLET.

TS — I AN

@) EseTSysinspector T [T7 41U > [B—ERRZUT b OEF) £ v LET,

Y—EXX7 VT EDNEEL. [T—EXRT VT T 7AIVE> ZRTLETH ) WD AV E—IHKR
TNEY.

€) 1x EoU Yo LET.

IRITFLESELTVARH—ERRZ U T EHBEEINTVEL] EVWSBERRTEINZZEDN DY ET,

O) (=5 55Uy LET.

P—EXRXT VT IORTEN, T—EXRV U T IDERICRTEN I LZRT AT AT RY 7 ADKRRE
ngy,

RREND A v E—Y

T—EXRT VT MIMOMICETENE Lo To—LR—bEXRRLETH?
A7V T O—EMUBENEBATLIE, EW] 2V U v IT 5L, RTENGEL AT U T EHEEHINTL
BTo7—LR—IDERREINET,

MERLEY—ERRV U T MEBEENTVERABLENTOVEWRREGZR Y T hERTT5L. AV E1—42—

DT =R GEA =DV EBEZ5B8TNDABNET AV )T ERTL. TV avERTLTEEALVWTIN? ]
T—EZAR7UTEHRHAENELEAT L T—EXRI U T MADOARES (RELHEBELTVS. €73
24 MVDENT WS, £7 2 3 VEDZEDIIHNKONTWVDEL) | L&DZ’%I*E ENTRIRRER DY ET, R
TUTMADIS—ZEET BN FLWT—ERX T U T b ElER L CTBERITLTIREL,

M FAQ

ESET SysInspector #R179 B ICIFEEEERDBETITH ?

EEEERIIDEL Y FEAD. BEET AT Y b TRITNIENETEGRWERHLH Y £7, ZEI—F—FIEHIR
NEI-—HY—DRTLIEHEIE. BEREICET 5BHRONEEFTDELHBVET,

ESET Syslnspector TEOT 7 71IVDMERENE TH ?

AV 1—2—ICBET 25507 7 7 IVIMERENE T, OV ERET A [T7 V> [B7DRE =27 1) v
7 LEY, BEETIE. 7 7 A JUi& % USERPROFILE%\My Documents\ 7« L7 ) —ITREENE T, 771 IVEAIK
Sysinpsector-%COMPUTERNAME%-YYMMDD-HHMMXML D7 #—< v ~ CEEBMNICNITSNE T, RESBET 71
NWBERBIECTERTCEET,

ESET Sysinspector DA77 7 A JVERRT BITIEES LIe5LWTTH ?

ESET Sysinspector #%=47L. aA> bO—)LTU 7D [T7A)V] > (AT %RELL] BV Vv o LET, QU771 )L%
ESET Sysinspector DA A VEMEIC FZ v /7> ROy FLTHACZEETEER T, QT T 71 IVEBEEICKRTT 5%
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Bld. 7AZ b FITSYSINSPECTOREXE 7 7 A IbA\DY 3 — b Av b alERT AT EaB8DLET, OV 7741
Y 3—MAOY MRSV I7Y R ROy TLTRRTAHIEDNTEET,

TS — I AN

2VKRL Yk
¥ 217+ EOEBET. Windows Vista & Windows 7 TIdE%G5EF 21U 74 77 L RAFAEFDOVA Y RUBTDO RSy 77>
F ROy 7HEFREhEWNGELRH Y T,

A7 77 AIVORRIT DOV T DFBERISH Y EIH ? SDKIZERTEEZTH ?
BERATCIE. O 7 70 )VOARISETR L TOE B, Efce SDKIFERBLTWE A,

ESET Sysinspector Tld A7 Z ED K SITFHBEL TWEITH ?

ESET Sysinspector (&, &4 7317 I\@ﬁ‘li%ffﬁﬁb?@%@%éé@]?%%?‘*b’lﬁ ST B —EDE 21—

AT v I=IVEFERLEd, 7790~ (D70 7ACLRALIA M) —F—75E) I MBI ()1 ~ T9:

fabs (R 1 OEELANIVEEIDHTET, BEAROFES—> 3> T 7 Tl 2“7 V17 bDORAEERLANLEE
Ic 7> a3V ERIFEngd,

f‘Fﬁlx’\“ll/ M6 : KB ()1 &, 7TV MHERTHBTELERHRLETH?

WEFHECA TV FHABEDHDLDERETNLIDIFTIEH Y EBA. £+ 1) T+ DFEPIRICLZHIETH L
%T\‘ﬁ’ ESET Sysinspector &, T+ 21U T4 DEFIRHDV AT LDEDF TI U b OWEEFFMICRIE T 2 EDHH
Hh &, RRICHBTT 2FBNFICZD K DICRETENTVE T,

ESET Sysinspector DRITEFICA V2 — % v MIEHT 2DIEEETTH ?

ESET Sysinspector |Zid. BEENTWEWT E AR CESKDIC TFERE] OT IV 2IVEBLMIFSNTWE T, i
BREAREET ATeDIT AN —T 1 VTV AT LIFEERKEEICY 7 b 2 7ETnaBU0Eah8 TREELE T, cniE
Windows A XL —7 1 YTV AT LTENEST 5 INCDT I Z2IEBERLTOT S LOZEENZBECTT,

TVFRATIVAEMEREDLSBEHDTIH?

T UFRATIVAEMIE Ib— b F Y hERERNITRE T S TcdDEM T,

IW—hFY FELTEHMFT 2BEDH 2 I— FET —2OBIELHEH G CEEIERILET, FHDIL—Fy bIE
V= IUDVEIFNEL Ib— b F Y b ORHIZIEFEAERFIRETT,

IMS ICK > TEBRFEH ELTI—IENLT7AIVH, BGS IRt TV M) —%2FAKIFE DT EHHHDIEE
TTIH?

RITABET 7 AIVDT IR IVELEHRNT B EEICT 7 A IVTBDAEN TV EREF vy LET, TI2)
ELDNBHINS L. ZOBREFE ST T 7AMIVERIELE T, TVRIVERNR DD SEWES. ESET Sysinspector
(ST HRITRIBE T 7 ) VICBET B 1BHRE WD CAT 77 4)1 (£F 21U T4 H2ZAYT - % systemroot%e\system32\
catroot) DBERZEFELET, ZET 5 CAT 77 A IVHARDHBECAT 77 A IVDT IR ELEE> THRIELE T,
[Signedby MS| EWS—2DHB 771 IVH. Bz [CompanyName] T b —%AFDHRENHDDIET D8
<9,

fl

Windows 2000 Tl&. C\Program Files\Windows NT [/ \A /N\—RZ—ZF L7 FUr—a b Ed, A4 0T
T2 aYDRITAEET T AIVNET YV ZIVBAETNTWEEAD. ESET Sysinspector Tl&Z D7 7 1 )L % Microsoft [T
FVEBLZEINTVWREDELTIR—7 LET, ZOEAIEZ. C\WINNT\system32\CatRoot\{F750E6C3-38EE-11D1-85E5-
00CO4FC295EENsp4.cat IC BT BB H C:\Program Files\Windows NT\hypertrm.exe (/\A/N\—Z—ZF L7 T r—
T AVDEBRRTEEET 7 AIV) ERA L. Tsphcat) B Microsoft ICK > TTIVZIVEBLEINTWSEHTY,
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| 4.5.7 ESET SysRescue Live

ESET SysRescue Live (& ESET Security V' 1) 21—/ 3 V&8N T 57 — FRIBET « RV Z/ER T B codD1—T 1) T4 —
TY, AigpeAafE>S & ESET Security VU 21— 3 VDRA MR —T 4 VIV AT LS L THEEL, 71X
DETTFAWYRATLICEBET VAT HZENTEXY, £few ANL—T 4 VIV XT LORTHRITIFBRD TE
EOVMEAICT L TR ERELE T,

A
d
b2
A
e
|
D
7
1B

AAUAZa—0D [V—JU] > [ESET SysRescue Live] ZEEIRT H&. U275 ESET D Web 4 FHAFRRENE T,
ESET SysRescue Live DERAEIE 1—— XY A b TRE LTS [ESET SysRescue Live FIBE 1 #EB L T EEL,

@ ESET SysRescue | ESET X

c @

9]

neoe =

@e'r FORHOME ~  FORBUSINESS w  DOWNLOAD ~ @

{ =~ Support  ESET SysRescue

Download ESET SysRescue

@  For persistent storing of updates please select “IMG file" from Download type

Configure download Documentation
Find more

documentation
DOWNLOAD

2
4
2
3

Filename: eset s
File size: 677 MB |

Changelog ~
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| 458 RTVa—-35

ATV 1—ZREAEECRTIS 7V avEEEZR ELTERL.BECTERNICZ AT ZETT HHEETT,

TS — I AN

[R7I1—7] BEERTIDIE. AAAZ2—0 [V—)V] > [R5P21—F] 27y I L&ET, R7yTa—
ZITlE. BRENTVBEEZRYDREARNS (BRI DEAT &Hl. RITOZAI273E) h—BTRRINET,

AgESEany

I-Y-oJAECEET.. 15O (BFTE..
525505~ NFYT... BBRG—NFYTTPAND.. 1-5—004> ZHHY... 2018/11/08 34505
227 LORS— P57 .. BBIRS— NP TIPAND... ED1— NPT T —NDRR... 201811/08 13:46:12

(RT3 —=7) BECZAYDEMEfCldHRZETD CENTETT,
(RTY2—2) BEANTATY 21— IVEBRLTHEZ Uy 73 5L [Z2 A7 D5 ERT]. (59 CET]. LEM]. 4R
&1, [HIFRR] ZRITCEELT, BEATVDF TV IRY T AZAT DB/ BT EZET,

BIETIE. RDAT Y 21— IVENFERZRAIDRAT Y 21— FICRRENET,
- OJDRSF

- EfMICEE Y 77— b

- BAVIVT Y THEHRICBE Y T T — b

- A—Y—-nvF v &icaEr Y F7—+h

- BERZ— N T T AIDF vy (A—H—0asF %)

c BERZ— TV T T 7AIVDF Ty BRIV I DTy TT— M)

BEDATY 12— IlENcZRY BIEDZRAV EA—T—ERDREAY) OREZMRET HICIE. ZRI=ZHT )Y
7LT RE] 20y 032D ERIEEBIBZAVEFRLT RE] #27Uv 7 LET,
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W LWLEZ X7 0EMN

RD6IBEADRRAY ZEMT B EHNTEET,

TS — I AN

NET7 TV r— a VDR

NE 7T r— 3 =RTLEY,

0% ORsE

0777 4)VZIFEIBRE NI T —2DOEBENSHSNTWET, (OF DR
BAINEY AT LENEWIGERT Bcdic. 07 771 IVAD T —2 % EHA
MICEBELLET,

JRATLAZR— Ty T
TZ71IVDF vy

VAT LOESRE IOV A VRICRTEINS T 7 A )L ERELET,

AV E1—2—DIRED
ATy T3y N EERT S

RIAN=PT7 U r—2avixE YAFLAVER—R Y FOBERZNEL.
EZAVR=%> bDERRL NV EFHET 528D ESET Sysinspector > E 21—
2—RF v T3y PEERLE T,

AVE1—2DERE

IVE1—2—EDT7 7T 4 )V —=RELET,

7yvTTr—F MBIV vHLO0T OIS LaVR—2 2 NET v TTF— M LET,
Hyper-V &% Hyper-V RDIRIET « A7 AR E L X, Hyper-V FHBREOH TCHRRINE T,
BRIEFIE

Q sxoosm ®o U s LET,

@) szxo2EAnLET,

€) rsaxo0mEE) FLEYY AT 1D EERDRR Y EERLET.

HATEEHE @ ?
5R9E BE
SRH07EE HEFIT-SALOEIT v
P ABTIY -2 0ER

DJORF

22T LOAI~ NPy T IPAIDF TG

A2 SORBOI Y I av eI TS
THI-5-0RE

FYIT-1

O 520 PEMHESTNBT LERRL, [AN] £ U v o LET,
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I
o
7
O s205EETHRIVIEBERLET, -
|
2
1%
FAODFET 7 /VE
ETY3AT T2 ®) 1[8]
EnEL
= |
ARIITE
%;%}%R?U—EWFM% = @

= =0
1] BELIBRICZ AT ZRITLET,
@yEL FBELLERC2 AV Z#R)IRLETLET,
&#H BREE LRI Z AT ZRITLET,
B BEEE LB ERACEZ AV ZRTLET,

RDOWITNHDA N b DFRERFICZ A ZRTLET,

OV 21— —0DRER

—BHORINDI 1 — 2 —RHE

A VB—Y N SVPNANDEA Y IVT TS

ARV bTE CE®V AT TIT—DEMLE Lz

CART Y S T— MR

aA-HavAt

AV ADIEH

S THRRIBRDRAZ T —AN DY A~ ZBBLTLIEEL,

O o FU—BETHIEL TV S, — Y IVEET. YRAFLU Y~ REBIMCT BRBICERY
EEFLEVESICTBBAR. [IVE1—2—H\y 7 —TBEL TV BHaRETLEN] %
BMICLET.

@) N BrUv s LET,

0 sxvo=rEaEEE LET.

HEARIE. FIBES CRELEARIDRAA IV IICK>TEBVET,

(0 JENEZDPPIS =3
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P

1

%

Q) e LrBc 2 2o BREENED S IBAIL. ARV EBEETI B4 I JERRLET, -

|

RORYT Y 1—IVERE B TR RORAT Y 1—)VREBRICEITEINE T Q4 FREREE), ?ﬂ%

TR ) RERTT B 825 OEFEGF T BEEMEE NREEFENET, "
AIERITENTH SRDEELIEE LIEE ELIEEEIMBET 52 X HBERITEINET,
IFEBLICRITT S rm@%ﬁﬁb@%ﬁ(%ﬁﬂ'??%%uibiﬁo

S TE2RAODRTENGL 2EHE ] #BRLTIEETWL
@) smprweLsy. 2RcnzEER. FIE3 TRRLE [2X 5 OBE] IC&>THDYET,
T TV~ 3 Y ORIT] BRRUISA

HATEH ?

T —sanmET

EATEIRETPAIL
fETALS
1S4

KITRIREZ 7 (I RITRIRET 7 1)V aER L& T,

EET7 + VR NERT TV —2 a3V OEET A IV Z—HRIBELE T, RITRIET 7 17 ILD—BHE
T7AIVD BRI T4 IV E—IERENE T,
INT A =4 WEBICSCT. 77U =23 >y0aR >y RoA VNG A—2—BFAILET,

[YARTLDRZ— T TIT7AIVDF Ty V] ZFRLEIGSE

HATEEE ?
SAFAORG— NPYTIPANDF vy
BEOHE
BEOEEE
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AT LEFEDT 7 A IVRELANIVEEELE T,

INCDBHRENCT 7
1L

BREINTVWBEINTDT 74 JVHIRERNRTT,
BRENRT 7 1 IVERETI,

TS — I AN

EREEMENT 7 1)L

BREEMENT 7 M IVERENRICEHE T,

—MRAIEREIND T 7
1V

—MRANERENDE T 7 A IVHRENR T,

ERBEELSWNT 71V

BREEL SV T 7 1 IVHDRERNRTY,

REZLEAINE T 7 | RBEERINE T 71 IVDIHHDIEETRTI .
BELAIL A )VD I+ BENROT 714 IVHARDTT,
A—F—HO74 > LTWEWRETT VXA TED T 7
A—H—oaJd# el | 1IVHAEENET (FT—ER T30 FNIN—FTI T
RITTNhBH7 71 4~ Winlogon @40, Windows A7 Y1 —5—NDI > k
J—. BN dll i EDRZ— T v FITHBTNTDT 7
A1V
I—HY =74 LIcBICDOIRT 7 A TEBIBFRICH
. e | BTTAI BEOI—F—RHHRITITZT 71V,
;?_En;)Sfj};&h & % & THKEY_CURRENT_USER\SOFTWARE\Microsoft\
e ’ Windows\CurrentVersion\Run| (c&H 57 71 )L) HEEFN
£,
BREORBREZIEELET,
7 A R)UEs JRTLDT A RIVEICRTEINE T,
REDEBLE =K VAT LEREHNHEGERY &REHEVEIC, RITINET,
& V2T LEFMENEHIEITENE T,
B BREICRITINE T,

Ty TT— EERLIGE

[@  xvas-eserriescamy (=[N
HATEEH 7
Fyl7—MNoERT3I0I74L
;g?dmw‘?— rIaJrAVEER P
PylT— NEICERT A AIT0TI L
;%Fdf.ﬁw:fs—‘— rIOTrALEER P
TOT«7%T7yTTr—r7 0O _ X _
7 7Y IITr—bOTO7 7 A% BEIGERLET,
S A VAT TOTATRETy TT—h 7AW EFERTHEEIGERLE YT
ROy IO AZ 3= FERLIEWTO7 714 )0EZRLET, D
o774 REE (7T 7 Rx Ty I hNTOaT7 7))V EFRT B] BEMICL

BBICRECEL T,

#t

]

<

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



45 W—=)b Chapter4

ZPZIPIA
TO7 7V EBBSBHREE. [TIT 47657 v ITT— N TAT7AIVEFERTS] ZENCLT FOY TE U AZ1—
DSTAT7AIVERRLEY, AYZ)TOT7MIVEEET Bi5a6. BERICERIELET,

TS — I AN

P &7 BoUv s LET,

WE2RAVRBDEZAZIVT—ANRV D M) H—
ROWVWTNHDANY ML TERIERBRTEXY,

- Oy Ea1—2—0DrHs

- —HORHID IV E 1 — 2 —(CEEs

o A=Y NSVPNANDRAIVT w THE

c BV -IWT YT T AEILE L

- BIGT Y T — D

s A—YooAv

- AV ADIEH

ARV MK OTRIRENDZ RV ZRT Y 1—)V T BRICIE. 2RV ZRTT HREMBEIEET 5 EHTEET,
BIZIE 1 BICEREY ZA4 7> hAYE1—2—IC07F VT 356. TORSIUBRHOYEIAY F VEHIDMHZ
AV &RTTAIE —HORIDOAVE1—2—E8R] ZRIRLET,

MRRIHBRITENGED S TIEE
B5H LHEE LB EZ R BRTENEDSTBE. RICER I ERITT BRIBEIEET 5T LN TEET,

RORT T 1—IVRERKET
i

EITAIREIC R Y RERITT S BRY DERTZHT TV B REDEHEENRBRTEINE T,

BIEIRITENTHSROBHED | 1EELIEENEET 5L 2 XV HBEXRTEINET,
BB LIIBRIRESBICRTIS | [RIERTHLDRE () ] CREZRELET,

RDATY 1—)VREARKICRITEINE T 4 BEERE L),

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b m



45 W—=)b Chapter4

WMRTI1—5—2RDFHMA

ATI1—SD—ETRAVERZTIVIIY I TBD ATIa1—)VBA7ERFY ) w7 LT [ZA7D5MERT]
EO)woTHRE TATT 21— V27 OBE | BEHANFRREINET, JOBE@ICIE. FRLEATY 21—V ATIC
BT HERBEHRAR T EINE T,

TS — I AN

ATsa1-IIAIOEE

FRIE

ERRCEg Py T~k

SRO0E=A

Fytr—I

HROOEST

SRIFEOATECRBELRITENET.
EEShEBRCIZINETSNBVE TIPS
RORT TN B EERETEE

W7y 77r—br7077410

2DDEGZBTY T T —N\—FES>TT Y TT— T BHBE. TNZTNO7 v 77— NB7A7 71 IV EERT
BWEBNRHUET, BRUIDY—/NN\—TT7 v TT7— 770D Z 7 O—RICKETDE. BEINICROY —/\—|TE
FEnEd, Thd. BREIEIANADI S —H—/N=Hh57v T7—rETo>TWVEH. AL TIX ESET H—/3—(c
EHRLTCT Y IT— T BEDIBERICENTT, RODTOT 74V TOE Y YO— RHPRRTHE. RODTOT 7
1IVDBEEMICESET DT v TT7— b —\—=D 57 v 5= T 714 )bEZ o >O0—FLET,

Ty IT— a7 7AIVOERCONTIE 1508 7y TTF—r | A#BBLTIZEL,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



45 W—=)b Chapter4

| 45.9 SBtROfIcY Y TIVERE

247 hAVELI—FZ—ETOEMELDRDLWT 7ML A28 —Fy b ETRERDOLWY A R DD 2 HE
& T 7 AIVETclE Web A b % ESET DU A JVASRIARE LTI ZR T2 EDTEE T, BITOBR. BED
HBBETTVr— 3P Web T4 FTHZHIEDHIATHEMUEDT Y 77— b7 7 1) VICREERMEINENE T,

TS — I AN

DMAT 7 1)V ESET ITIRET B FIBIE. RDESBY T,
BRAEFIE

Q #AZ1-D V=) > IO Y TIVERIE] B Uy LET,
IRRDfHICY > TV ERE ) BEARTENE T,

FILE SECURITY,

DFOEHICH Y T ERE @
TPA AR OIZE:

FHERTFAN v
Tr !

EREFEOEF AT FLAE:

EETEETS

ERREOEFA—NTFLAGTFELR I L EBICESETTAEENET .
SHRERMERSS. COBTX-INFELACEBEE TV
EnehEY. BEFA-INTRLADANGEETY . 2505 BHREMHES
FBLT BB S I ESETIVSIERR 9 Bt (3B ER A

@) 07 VRHOEE] FOYTEDYAZ1—H5, ERVRBICROEVEDOEERLET,
- REBTTAIV
c REEVITYA N @ASHDORIVT T T7ITEREL TS Web 1K)
c BBRHT 7 AL (BRREBHEINTDRRETCHDT 71)0)
- BRERHY A b
- T

€) U7V TRIET BT AIVEEET B (YA R TWeb 1 FOURLEASLET,

() rEEsEOBET A— LT KLR] [CEEEDA—ILT FLAEANLET,
BFA—ILT FLAOANRARTT, RIFOLSIH LERAUEERSOBRELE LTERLET, #LU

EROKETHEWVIRY  ESET O S@EE T 5T Liddh ) &,
(5 JENEZDRPIES 3

O 22EELTT 7 IVEET Web T 1 FOBRIEREANL. [RT] 27U v LET.
ESET (A7 71 VAR T BRTIC, ROBAE 1 DLUERT LTWBT & FREBL T REL,
« T7AIVETRIE Web 1 bHF o e <R ETNIZLY,
< 77 AIVETIE Web 1 EHERO TEREIE LTREHEN S,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b m



| 4.5.10 fEEk

REBEDEZEMIE. BET 7N ERRIRETBHTEICHVET, 77V ERRTERWGEE. £lE7 7LD
HIBROER CHEINGEWEGIE. 77 1V ERET 20ENH Y T,
FEDT77AINERIRLTRBET 2T ENTELRT, 77 MIVOEHELNED LWNCEDDD ST U1 IV AN ERIEREIC
KO TBHINGEWGEIE. REEREEOFERZHEND LE T, BEELIET 7 1IUE. DITDTHITESET DT A ILA TR
ICIRECEET,

[TR% BmARRT BIClE. A AZ2—0 [V—)U] > B =7 v LET,

=123 TrAVE H4X  =E B

ttp://wwnw.eicarorg/downioad/eicar.c... 688 Eicar FANIPANL
ttp:/funw.cicar.org/download/eicar_... 1848 Eicar FANTPANL

FEBHCIEEN(Q). .

PRt BEICIE. RBREY AV — IR EENTWS T 7NV —BE TRRENE T, —BICIIMRRELBR RiELi
T7AIWDTTOBFADINA, T7AIVTFA X U bE), FREELcBR (1—Y—lc&o>TEml 5E). (LA
D GEROT A )VADMIAAT T —hA T DIFE:RE) HRRENE T,

W7 71 IVOEEE

YA VAT & o THIBRE NI 7 7 1 U EEEE ©1—F — A WRsE S L VR Y BEMICRsEEnE T, (B
BB 20UV TRN—ETEY Uy LT B 5V v T hE RBE T 7V EFH CRBECEE T,
FBEE LT 7 7 1 JUIETTOBID SHIBENE T,

WiREET + IVE—D 5 DETT

BEESNTVB T 71 )LE. TOBMICETCEL Y. REINTVRT 7AIVEETT BICE. —HTT 7))L &R
RLT UET] 27U v o930, —BTT770EGI Uy LT ER] 20U v I LET, 7710 ILHEE LL
BOEIBEMA D B EHEENTVEHEE. ETL TRENSHN] EBIRT BT LLTEET, Ffee —KTT 74
WERY Y LT UERseais®]) 20 ) v 09 5L RMENBRIDBM & IERE DB T 71 IVEET TEET,

WiERED SEURR

—BTI7AIVERI Yy LT REETA)VEDSOBIR] 27Uy 7950 —ETT 71 )VERRLTF—R—
RO [Delete] F—%{FF &, BT + VA —DOBHENLT 74 )VEHIRTEE T, WD T 71 IVEBRL T,
—EIHIRT BT LELTEET,

E B
BEDBWT 71 IVHRS TREENIBAIE. 77 M IVEBT LB TREN SN L T IEEL,

NiEED 5D T 7 1 IVDiRE

YA VA EHREIC £ > TREENED SO LW T 71 )V ERBE LT8R, £k 7 71 IUDBEE LTEO TR
HENTRBESNISBAIE. 77 MIVE ESETOVA VAT RIRET BT LA TEET. MBET A VIS T 711
ERET BT 77 IVERY Vv Ll (DDfbiciRE] 221 v o LET,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b m

TS — I AN



45 W—=)b Chapter4

4501 AIVTEHE—

ESET File Security for Microsoft Windows Server (cl&. > 7 )b a—7 4 >0V —jb. BLUKEET SA8EMDH 5 M
BOBRIRII DT R— MEROEENTVET,

[NIVTEYR=F] BEEFRRT DICE. AMVAZ2—0 [NVTEFR=F 27w LET,

TS — I AN

ALTEHR— ®@

~ILT

= B ESETHuyIR-ZD1BR B AL TERK
B BRIEERT

@ FHZIVHR-b
B S ERDRE @ F/-hibR-heed

K HR-tY-IL

7N o agtEE B BT OBHEE
B ESET Log Callector O ESETHERREERRY — L.,

@ HEBLUSRER
SR NFRITESR i
o,
S AOERREE: 2020/12/31

ERO/(-T32:7.2.120043
ESET File SecuritylOUIT

INVTESR— b BERICIEROBEELNZTENTVET,

v
o
(@]
W
pyun)

04

IV

T AV K-
HYR—bY—Ib

HEB LU XER

v
o
(@]
W
pyun]

04

9
i
o
sm

0d

9
<
W
pyunl

04

BNV

ESETF 2071 YT RD1T Y U—ZXDY K~ MERAERRENET., FAQ
(< BBERD NDEED, HABGRBICHT 3 —RBERRESEREN T
£T. ERNICT Y TT— P ENTHY. RAGEEOBEERRT BIHOR
LAWY —ILTT.

NIV T =R ESET File Security for Microsoft Windows Server O\JL 7 R—I&FREEXT,

FAQ DEERRZRTICIE. INZERLE T, TR—- b2 2—(ICHBBLEDHE
Wefe<ailc. 2ot r > a>ZRERLTIRED,

ESET F L v IN—RADIREK

FRRAEERY

BT ZhIVFER—F

DIy )y 0T HE [VRT LBRT —2DXE] BEHORTENET,
HR— FERDE(E (5517] 220w o2&, ESET#ICY AT LT —2DNXEENE T, TR—
b2 2 —KVIETD D O TIBRICDIHTOTLIEL,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



TS — I AN

45 Y—)b
B R—-bFY—=Ib
Pa— BRI TORIVY T T7OEBEIMECET 2IERE G, ESETDRH 1)L
. ZIBR—BAD > TF,
PNy o o
BT > 5 OB ESET A VAL —HZ =D > Td, ESETRET I >D/IN— 3 VIERD

FENTCVET,

ESET Log Collector

ESET Log Collector D20 > A— RR—=I\D VI TY, YRATLERPOY
77 AR ERBRIERE. T /N\—DSBEEMICNET BT ENTEXT,

ESET HE5RERRR"Y — )b

—RREYIE LD T T B BEIRIICHRTE L CBRER L &K 9

BELRE LUV RA1ER

ESET File Security [ZDWLT

=2 3 ERRA V2 R — VBTV R— R MOV THRRTEE T,

ALV ADEE

BRD7 77 AN—Y 3 VERZREE T, FMITOVWTE 124 777 1=

>av] #BRLTIEEY,

ESET File Security for Microsoft Windows Server 11— —2X~< =27 )b 101



50 BHART Chapters

5.0 sHmsesE

ESET File Security for Microsoft Windows Server [Zfgt0 > TV B ZHEEEIC DWW TEHALRERTO T ENTEEX T, [
HRE] BEAZRT I DICIE. XA AZ2—0 [RE] > [FHRE] 27 v 09200 [F5] F—%28L 77t
X L/ig_o

(esED FILES
E i 3
H—/t— >
@ a4 >
FATOXELIN 1 SREENTI5I T,

FyhJ)—4 >
IATOBERFY N~ REREN PO T

Web&s—)l ?>
TRTORELAS— 1y NREREENPIF T ET .
=) >

W EOAAR- /TR~ M R 24

BHTSTY B UPLIAMRES SR E B RE
UPIVAA LIPS R IR i Gk HE Wb A7 O
558 FR— R
ULIITRE s ® o
Hyper-VIRET 3
Oneprive " ® °
S SHEABVAREER BT IV 3> 88X =2 BN AT O
PyIT-t © L] O o
RyNI-OERE wE ® e
WEBEX )| 6 EOLVEIEERB S I —Sa BX =% BN A7 0
FIAZT 0N #E O o
Y-l wE ® L]
I-HA39-T1-Z R TR RN RSV IV —Sa BA =2 BN A7 O
s © o
= O (i ]
BE ok Fovtll

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



51 BHERE Chapter §

510 BREIVYY

BRETVDVE 77410 BFA—Ib. Zv b=V BEERELT. BREOHE VAT LBENSRELET, <
WO T TICREENA TV 17 bHOREEN S EBEREZRRLETRETI VIV EITF TV b 2T7ay
7 L. BEBR. BUBR. FREENOBENE W7V 3 v ERITLET,

RIS B UPAH LREBITBHEY BRE
PV WIPANS AT IMREE LITF BX =% mh A 0O
PIVRR—2ARE
RINIIPERE ®”E o
Hyper-VIRE 3
OneDrive RE #d °
s EE BB PTY—T> Bk =% mh A7 O
FYIT -k ®E (]
RYPD-TRE = o
west X~ EOLE RN DS IV—>ay BA B% BN A7 O
FRAZI M- S o
y-il = o
1-HAYH-TT-R RETURUEIERRHEP I3 mx =% BN AT 0
wE o
= L

WY T7IVZ A LRES SURHFBIRE
BTV YV O—MICBEAREL (¥ —L LT BRFEMBMENE L, ThicdY, BEGEAFBICEDL
FRENRBEN. REAHEENET, RONTTUDRE (LK— 1) LANVERELNVERETEET,

eoRIvuzx7

A1 —2—0A VA& AV E1—2—0DBHFD 7 7 A JVDORIRICBINENABEDH 51— R TY, el [
MIWAR] EVWSFRBIE. K<KBES>TEREINE T, NIV 7] (BEDHZV I MU T7) KW EREHEETY,
RV 7 OEIE. BEHIY YV EY 21— IVEBRFEBR DV R—X Y b EAREDE TERITENE T,

OEF LW AL HZ 7TV r—2 3>
ZELLBVAREDNS 2T T r— avid BREGBEAHZENDY T T T 7 TS EEAD. BMDEE
LBEWTTUT—2a v YA M=V LTz TIZIVTNA RDBIFEZEE LY, 1—H—Ic &> TERE
BRETNTVEWNT VT ET 1 ZRTLICY . IORERGEENER > TV Y T 5AIEMAD Y . TDOHT
VI RERRY I b7 A0 v0— RSy /= BT S 0TV —)b\— REEBEBEDY 7 D17,
NYRWVDIT NIV THEENBYET,

0D LW AL H BT TV r—2 3>

REET7 TV =23 iE VN=AT VI 27UV TOBIEERIEET T 7 IVORBZERICT S (RILTTT7D
FRERTAE) old. BERERIFBSIEEDHECI > T\yA—F ki 7aT/2—TCEREENY 7 U
7T, TOATAVITE RIVI T 7 ZEMET BeHIEREND/\y A—&ZTOT 7 2—CEBEININT
DARBRGET T r—a vhaEnEd,

ORETIGVLAIGERHZ 7 TV r—a >

DRI, BEODHLENTHEAINSOREEDDHLHEEN. GENGEY 7 bV 7 T, RETIEEWIIREL D
57 ) r—avii. REGBN TERINSAEEDH 2HROBIERY 7 b7 7Td, TOATFIVIE VoV
FOV=Ibe FACVAF—ER. Ny 2Y—Ibe UE— M7V ERAFREOY FO—)bY—)b XA T — R
TV —= 3y F—OH— (A—F—DANLEEF—RANO—VEERTSHTATIL) BEHNEENET, T
DA T 3. BETIEEN T,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



5.1 FFERE Chapter 5

|E (LEKR—bF) LXNIVEIRELANIV

EHTIAVIE RORE (LR—F) LNVEFELNIVERECEET, COREAEEICRIRAIE. 73>
Ny Z—DfEICHDDET ) v LET, BE (LR—F) LNIVERELNVOBENTRTY ) 7 ENEEEICR
DET,

- WRE

WE (LR—F) F BEI VIV EMRBFE IV R—X Y ML TETENE T, ®E (LR—F) OLEVMER
REPZ—XICADETCRECEET T, ELLREIF 1 DTREHY FEA. RENOEEZEHRE L. EORELE L'C
WEDESDOZEHIMTH L ZHBDLET,

B WE (LR—D) EF TV MSHLTT 723V ERTET. TNThOREL A V—ICBERZEL. Th
WKISCTRELAY—DT7 730 ERTLET,

BAOREICERINZLER—F RETNIBEBEHZ LBV ET, BRLNIVOREILED
ZE(CBABDBEEHYEITH. BIRTEBTEHNEL. WNRICEBEEEEH Y FT,

R®X TPPEIPIA

BALNIVDRETIE. 77V MHBEDHZATI TV bELTELTHANTNZBELHY . Z
DESBEATI Y MH L TREDREICIS Cle7 7> a Y HRITENE T,

CDHREIF. BEEROD/INT+—IVAPIUBEL, BoTRHREINDATI 7 MIORBTN
SURAERDEDICERBILENTVET,

WE (LR—B) 1d BoTEBESNLIATI T bOBERIRICINZ ENS. $hRAE LA
=/ IVDIRELZ T T HEDICRESNTWVET, BERABESHTHY. JILT T 7 DEWEE—ET
BHEEICDI ATV FHRESNE T,

BE (LR=F) D77 70T TREHY ELA. REEREDDSBLH. MESNELDH. BEFR

e

TNEHA.
*7

RV T7O®E (LR—F) BTV T« HMETERVH A TREERIVY T 7 TIHERTEE A,
- fR:E

BE (LR—F) ORELMAFER/RICE DV T VIV MHRETND L. TDF TV 7 METAY 7 EN,
T2 aAVHRITENET (BRFR. HIBR. KISIRBEICIEED).

=N BETNRAUTLANLOBEIETOY &N, BEMEE GFRGELE) DB LET,
R BRESNN\SVAUTOLNVOBREIETOY 7ENET, BMEE BRFR) HEmLET,
=/ BESNCOIRLANLOREBIZTOY 7ENEY., BBEE G HEHLET,
BE (LR—P) D777 10T TRHEY T REIZRDDSEVD. METNEWLD. BRER
TNEEA.
*7

RIVOzT7DEE (LR—F) IE3E7 77« TILTELGW e, 7 T7RELZRIVI I 7 THERATEE LA,

BEE T3 LDV 7 IV 2 A LRES SUBBFEREREIL. 4 V7Y FOAYE1 -2 —REICLEREINE T,
BEIISEC T 7V 7Y FELUERFBEDOREREZERIEETEET. RAvF7aA>%0 )y LTY
TIWEALT 7 AV AT LMREREDERRZEMNICL. REZHRITLET,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



51 FHERGE

RS

BRATIEFEDT 7 AR T 4 IV —ZRED SN TEXRT, BREIE. INTEZNRE LTEBBHOREEIND L DI
HEFZEERVTE. BAZERLENCEZEHD LET, il WREHBNT ILELNDZHELHIET,
PIZIE BERICT —/N\—DREZBETELEIENDHERELRT —EZN—AIY M) =P RELFHET SV I MU T
7 Ny o7y TITRIITIRE) DA VAR—IVENTVWRHERETY, BRAZRET 5L EIE. BRDOBRAD
BEOEMD REIZ V) v 7 LT LOBRNZENT 50\ BIFORNDREEZZELE T, BRAOBRAIL /T4 —

RUARRIN & TRRHBRIN OFRHSEIRTELT,

S FLESECURITY. .

FHlE

ko dich i

UPNIA LIPANS AT LRE
JIVER-IRE
NITTRE

Hyper VIRED

OneDrive 5T

HPS

PYIT—h
RYNI-RE

weBE A/l
TIAZT 0L
Y-
a-Y—A29-T1-Z

Q x| @

YPINIA LRES SR F BRE
B si

SRR wE L]

AR wE [
O R TS
B#ER5
B HEo-hltvysa

INT F+— > AR T7AIVETHIVE—EREDSHRALET,

REBRS

REDEH UNA 7710)V\y o, Tleldgts) Z@FRALT REDAF TV TV ba
BREDSBEALET,

BRASTNIIERTF. TAERBRN FRIBHRAT A ILZ—& TTTRETBHRNAZRE LGN TIREL,

ZPZIPA

T7AIVHAARF v DS DRNREIGEETDE. UTIVEA LT 7A IV AT LMREEY 2 —VElEayEa—
Z—DRBEY 12— ILET7 7 A IVADERZ&EH L E A,

ONT =V ABEHN
INTA—VABNEFRTDE. T70IRT IV A —EREDSKRATEET, N T+ -V AR, B8BTS

V=23 >DT7 74 IV NIVDOREZEBRN T BHE P REBICK > TV RTLORBEIMENRELEY /N T+—<

AMETR LD T 25BBICRIIBEEY,

(8) S5 - ESET File Security

JIA— ARG

JAvSai=24

Ci\pagefile.sys

C:\Windows\Security\Database\*.chk
C:AWindows\Security\Database\*.cmbx

C:AWindows\Security\ Database\" log
curity\ Database\* sdb
ecurity\Database\*xml

b o7

Datastore\Datastore.edb.

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



51 BHERE Chapter §

INRZ RS
COAVE1—Z2—THED/INA (T7A0IVEET4 LT M) ZBRALET, INADEFRITT AL FA—FDT7 X
2R (%) & ERATEE LA,

T IWE—DRBERN T Z5EIE. BT /NRDREICT A2 R (*) ZBMLTEEL (] C¥Tools¥*),
BIZIE. C¥Tools & LIIBERIEBAETNE B A, Tools BT 7 1 1VAICE > TWSEREMDH ST,

aX2 b
BOS THRNEEBICHERTEDL DI, FEOIAY MEEMLET,

Al
T AL X % ABF LT/ NADERS
CTags INADFREIZ (¥ é;?X’Si DR NS T ANWE=EITRTDT 4V AE—DAB (T 7
AWEHTTHIVE—) BRITEND T EEBET HHEDNDHUET,
C:¥Tools¥* * C¥Tools¥* LECEMECY ., DF Y. BRIICEHELE T,
C:¥Tools¥* dat C¥tools 7 # )L 2 —RNICH ZH5EF Tdat) DT 7 A )L EBRALE T,
C¥Tools¥sg.dat FREIZINAICH B DRFED T 7 A )L ERN LET,

1)
THIVE—RADT 7 1)L EER

EETAIVE—RDINTDT 7 A IVEFNT BIiE. THIVE—DINRZAN L, A7 [**] ZEALET,

s IRCDT7AIETTTHIE—BE R4 T2WEZRNT BITE XA T TRSATL2— ¥ ZFALET,
BIZIE. D RS T2hEINTHRAT 2IcE. DY) ELET,

- BEDISRFDT 7 A IVDI+ 2RI T BITIE [* kT 1 DR ZFER L E T, AIZIE Doc 7 7 1 ILDIHEF *doc)
ELET,

- ETT77MIVOERICREDXNFHENL DY . XFHEGZODTOWTHDRIID | XFOHHDH > TWVBHE (BIZIE
D1 XFED D) DIFE) & ROEXZFEBLET, BEF () BMEED 1 XFEXRLTVET,

D?Nexe EEFIIROOSHEVHIFRLGNFZEHRLET)

A
VAT LEZEBUO TR

%PROGRAMFILES% 72 & DY AT LB ZFA LT, BERNZERCELXT,
« YRAT LEHEER LT Program Files 7 4 )L 2 =% AT BlTidE. [7VX %PROGRAMFILES%¥] AR LET (FRo
BT 5 EEITIE. BT /NADREIC T¥) ZBMLET),

- YHOMEDRVE% Y 7 74 L7 FUDITXTDT 714/ ZEBRNT BITIE /73X %HOMEDRIVE%¥Excluded_
Directory¥**] Z#ERLE T,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



51 FHERGE

ROBHHINARANE CHEATEL T,

%ALLUSERSPROFILE%
%COMMONPROGRAMFILES%
%COMMONPROGRAMFILES(X86)%
%COMSPEC%
%HOMEDRIVE%
%HOMEPATH%
%PROGRAMFILES%
%PROGRAMFILES(X86)%
%SystemDrive%
%SystemRoot%

%WINDIR%

%PUBLIC%

IA—F—BEEDOEH (BTEMP% © %USERPROFILE% 75 &) FHTFRIBEL (WPATHY% 75L) Y R— M EhE LA

O HFN

BHERRANE RER NACN\Y Y2 ZERAL T ATV b EREDSHRNT BHETT, RERMNE T+ —< >
AN EEERBEY T 7 IV ETHIVE—EREDSHEA LERA. BERATIE. RETY IV TREENA T
I ML TCETEIV—IVDBEA ) A MEH B EEITDI TDATI T b EFALET,

(€) SE5= - ESET File Security u} X
BRI ?
Q
ATSTobEIE AR b

BHEN—X DN ZER T 2ROEEEHEE. (BT T774)V] > [BH] D oRIFOREZFERT2IETY, OY
La—F (&H) 2H7Uv o L. BADIERZZ )y 0924 BRIICERENREZERLTHRAT « F— D
RAEET,

BN E FENCTIERT BIcid. [iRE] > DEM BIFORNZEIET 2551 RED] 27Uy 7 L0 LUTFOZMS

Z1DLUERELET (EIHEDEDHTENTEET), £z ESET Security Management Center |Z & A& HBRAEIEN
Eh>THY . BHBRAEER LT ZOMOI Y Ea—4%2—/J)Ib—FICBRTEET,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



51 FHERGE

(E) 2E5 7= - ESET File Security O X
B9t anEnn ?
i i ]
Nz i ]
W|ibg i ]
db i ]

BFED/INA (T7AIWEET AL b)) ZRALE T, FEDHBFR/ 77 A IV BRI 5D\
FETCXFINEANTEELT, INADRAIL, TAIVRA—FDOTRAZURAY (%) ZERTEEX
Tho

INA
T+ IVE—DARZ TNTHRATBBEEIE. NADREITWHT T7RAZIRYT () ZBMLTLEEL, 4l
ZIE. TC¥Tools] 74 ILA—RDITRTZRN LIz EEIE. TC¥Tools¥*] EANLET, TC:¥Tools] &
LIBAIEBAETNE A, Tools BT 7 A IVAITE D TWBAEEELH B e TT .

- TT7AIVEA T B &Rl FREISEFICEFE . IBESNIZ/\ v a1 (SHAT) ICEDW
TI77A4)IEBRNLET,
BuaaE (BE) 22 ANQLET, BERARIFICEDWTHRNEIERT & tFa) 710 E

R4 DIRIDECBAIEEMN DV E T, MEZE/NAEHEHBEDLEZCEEPED LET, OB
NEEIE. BFEDEEDOBHICDIMERTEXT,

aXV b BOS TEHERAZBEICGEHAITESDAL DI, FEOIAY M EEBIMTEEXT,

AR AH—FEFERT 2L BULIEROT 7 M)V ZIEECEEL T, BEF () (FEED 1 XFEXRL. 7AZ
AT (%) [FEEDOXFULEZRLET,

1
T AR A0 wER LTz CADER
C:¥Tools¥* INADORRWE. (¥) ET7AZVRYT () 2Ly 7AW E—=ETRNTDTA)VI—DARR (77
’ AIWEHTTHIVE—) DRITEINZTEHIBET A2HELND Y ET,
C:¥Tools¥*.* C¥Tools¥* EEICEMETT ., DF V. BIFMICEMELE T,
C:¥Tools¥*.dat C¥tools 7+ )V A —WICHBIEEF Tdat) DT 7 A JVEBRNLET,
C:¥Tools¥sg.dat | [EFE/R/NRICHBTDRFED T 7 A )W ARNLE T,
1)
B R LIBRL

BRZFRING BITiE

. ROF CTENGREZRZEATILET,

@NAME=Win32/Adware.Optmedia
@NAME=Win32/TrojanDownloader.Delf.QQlI
@NAME=Win32/Bagle.D

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



5.1

SHERE

1)
THIVE—RADT 7 1)L EER

BETAIVE—RDITNTDT 714 )VEFRNT BIclE. THIVE—D/INAE AL, <A [**] AFERLET,

c IRCDT7AIENTTAIVE—BE RS T2EZBNT BITE XRAT [RSATL2— ¥ ZFALET,
PIZIE. D RS T2hZINTHRAT 2IcE. DY) ELET,
- HEDHERFDT 7 A IVDIHEFENT BITIE T R F ) O ZER L&, AIZIE Doc 7 7 1 )LDiFENE *doc)

ELET,

- ETT77MIVOERICREDXFHEL D . XFHEGODTOWTHDRIID | XFOHHDH > TWVBHE (BIZIE
R0 1 XFED D) DHE) & ROERZERLET, FEF ) FMEED 1 XFEXRLTVET,

D?exe (BEEFIIROOSBVHIFRLGNFZEBRLET)

A
VAT LEZE BV TR

%PROGRAMFILES% I ED Y R 7 LEH =R LT, BAEKRANZEEZLE T,

« VAT LEHERER LT Program Files 7 A4 )L 2 —% AT BIidE. [7VR %PROGRAMFILES%¥ ) Z/ALET (R

FEMT 2 EEFICIE. HT/INROREIC TY) #EMLEd),

« WHOMEDRVE% Y 77 « LV b UDITNTDT 7 A4 )L EBRNT B ITIE [/3 X %HOMEDRIVE%¥Excluded_

Directory¥**] =R LE T,

ROBEENGINAFNEH CHERATEL T,

%ALLUSERSPROFILE%
%COMMONPROGRAMFILES%
%COMMONPROGRAMFILES(X86)%
%COMSPEC%
%HOMEDRIVE%
%HOMEPATH%
%PROGRAMFILES%
%PROGRAMFILES(X86)%
%SystemDrive%
%SystemRoot%

%WINDIR%

%PUBLIC%

IvRALY b

IA—Y—EBDOEE (BTEMP% ¥ %USERPROFILE% 75 &) &izld

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b

RIBEH (WPATH% %5&) 3T R—bEhE LA,



51 FHERGE

BRADIER Y « ' —

BHN— DB EERT BROBELGHRE. (0777 )1] > U] HSEEORIBEERET 5T T, 07

La—F (&) 267 ) vo L. BRADIERZEY ) v 795 E BRIICERSNZEZEBLTHEAY « Y — D
FEET, HRINSHRIMI. BEZA TICEDVWTEFIGEREINTOVEITH. [REDOEE] 27w d5E0 MU

TORNEEZ ESIIEETEE T,

IEEER 7 71 IV SHA-T N\ 2 2 TEIT 7 A IV ERALE T,
R BEREEELTC. TOEOIBREZESECET 71 IVEBFENLET,
o BHEAENR (T7VB%EEE) ZIBEL T BE LB CRESNE T 7 ()L ER
AV 1
HLES,
dXV b BOS THRANZBRICHATESL DI, FEDIAA Y M ZEMLE T,
WEHREF T3>
SRR E Q x| @
IS YPIAA MRES LU T BRE
UPIVAA LTPAISRT MRS
T3 ER-RRFE B
Y I?ii’é‘
e B FHREATS
HIPS PEFATAA i}
PyFE b FUF RTINS
Ry)-TiReE o 9
westX—JL AMSICA BB AITS
FIAZTPO-))
=E20
y-IL
A A ] T FEO-Frysa

SHHERE Cld. 7Y FATIVA® AMSI G EDREZITAE I,

TYFATIVARMIE. b= bhFy MEEOBEDT X M EMEER L TRET 5 LIET

7V F AT IV A H i EEWERAE OV S LAEBETA2EEEYATLTT, Ib—rFy bMEl AXL—F 1
TJIAT LD SBESAERAGCTHIEDNTEET,
AMS] Microsoft </ = 7R E 1A 2 —7 x4 X (AMSI) Z{ER L T, Windows X7 1 7k

KRR MK D TETENS Powershell R 7 T h##BELE T,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



= Ean—]
5.1 FHEERTE
L=E0]53
ST FAESECURITY. .
ST Q x| @
BRNTSY UPIIA LRES SR Y BRE
UPINIA LIPAINS AT RE
750 RA-RARE [+ =28
INIITHRE
yper VRE O smsEiToas
OneDrive &
HIPS
B B3Rt
RO BB TENCTS
ESTRr
WEBE X—)l EERAEENICIBFIVT 3 —)—
FRARTAOIL Microsoft Windows Server =
S Microsoft Lync/Skype for Business Server Jr{ L4
TrsEEE

A-Y—129-J1-2
HEO-NFrysa

T T

TAIWAREY T T T T7ORED NI A —VACEREZSZ ). BELTT T r—Y avhERTTCERELS
52T EERSTDIC. 7TV =23y RARNL—T A VI VAT LDT 7 A IUE. DAIVARERY 7 b7 7 O
BEWNERMNCT D ENMEREINTVET,

FRABEERFERT A ETHRED Y AV ER/IMEL. T—/I\—D2FENGE/NT =<V AZBLEE LT ENTEET,

ESET File Security for Microsoft Windows Server l&. BB —/\—7 T r—> 3> —NN—DAXL—FT 12T
AT L7700 ESN LT, BRAVAMCEBMICEMLE T, [BERAEBMICTZ7 T r—a3> /H—/3\—]
DRI BRADMER ENERHBRF T —/I\—T T r—2 3 UH—ERRENE T, INTOEEFRNMIBELETEMIC
BETNTVEY, 8 —/N\=7T V75— 3> OBEBRADEN / BhlE. ZTNTNORBRZDAA v F HEIRLET,

- TEERAZBNCT B DBEMCEOTWBHE. BELRT 7). 7HIVE—DINTH BFAU R MTEMEN
9, T—N\—Z=BEHT 2UI E@%%@?I‘yﬁb\iﬁéﬂ\ DA RDEFHENE T,

(8) @B - ESET File Security o ®
JIA—TRBREH 2
[o}
IS DYk
Ci\pagefile.sys

C:\Windows\Security\Database\*.chk
C:\Windows\Security\Database\*.cmix
C:\Windows\Securi
C:\Windows\Security\Database\*.edb
C:\Windows\Security\Database\*.jrs
C:\Windows\Security\ Database\"log
C:\Windows\Security\ Database\*.sdb
C:\Windows\Security\Database\*xml

c Datastore\Datastore.edb

PRI A b ZRTRT Bl FFRERE] > (BREHT DV > [N > XT3 =< VAN O UREl 27U
TLET, BERAENLT 7ML T IV —DINAEDNRTENE T,
BERNEEIOBR LEWVEEIE. COREEHELET,

- [(BEFRAEBEMCT 2] ZEMICRE LGS, Kl (BERANZEMCTH7 T r—r 3>/ F—/\—] OF
IR ENTREBEA T —NN=T TV r—2 3>V O—8ILH BT —/\—7 T ) r—> 3 v OEERNZENIC L
Beld. BBEREIN/ SADRNA ) X SHSHEIFRENE T,

[§¥%EH SE] > BRET>VI V] > BN > 1I\T =<V AR O [RE] > GEMN] TFETAHLEI—Y—
FEORNTRIE, LEEREDHEZZITE T,

Y—N—=T TV =3y AR —F 4 VTV AT LDOBEBRMNE. Microsoft DHEREIEICE DV GEIREINE T,

ESET File Security for Microsoft Windows Server 11— —2X~< =27 )b 111



50 BHART Chapter 5

=
E‘%
A
~
— 1)
BEEO-hHivFvrva

@D FLESECURTY.

Sl E Q X ®

BT YPINIA LR ED SR TR

PN LIPA VS AT LR

75FR-ARE o Bs

INIITHRE

Hyper VIREL O HEREATa

OneDrive &

HIPS

ZETT S

PYIT—h

RYRT— R B #E0-hlteysa

WeBEX—Jl, HEO-HLFrys18BRET S 0

FIAAT O

Fryzah-—/—
=k HANE o
a-Y—A29-TJ1- SN oz @
SRk (i)
e oo NEEE

HEO—-AIVF vy a1z2ERATEE T7AIVETAINE—DBEBRDF v v 1 T—/\—DHEF v v 2R
FEINET, HLWEEERITT BB ESET File Security for Microsoft Windows Server B v v < 2 —/\—DF + v
VLD IBREEH T T AIVERERRL. 77 MIVEBRDN—BHITNERED SBEATNET, ThickY Ry hT—
7 L TOBRBEOERN G RERREO/N T+ - AHELLET,

Fr vy —/N\—DREITIEIRDODABHH N ET,

KR+ FrvYaAMREENTWA Y SA 7 IV E2—2—DZFEIEIP 7 FLA,
R—+ BECERAINSR—FES HEO-HLFrvaL@EL),
INRT—F HEITSCT HAEO—AIbF v v aD/NAT—FERELET,

ORIV I T7HhBREThIEE
RIWT T THY AT LITRBAT BERIE. Web Y1 M HBET7+/IVZ— A=) ) L—/INTILTINA R (USB AT —,
WAFFN— KT 4 X2, CD. DVD. 7AvE—T 4 R07%EE) E A TT,

REMZENME

ESET File Security for Microsoft Windows Server (&, EARMICROBEEE T IV Y T 7 & @HL T LE T,
« UTIWEALT 7V AT MRHE

- Web 77 & X {R5&

« BEFAIWI ATV MRE

- dVE1—2—0DKRA

BRI, IZEMNGERRLNIVEFRAL T 7MIVERR L. BRBRLIET7 7 MV [REET BH. BRETILE T, @
MEmEE. T A7 by TAETOBMEEICRTENE T, BRERL NV ESEDFEMIC OV TIE 512 U)W EA LT 7
MWW AT LRE] O TERER) ABBLTIZE0,

(@sED FILESECURITY. | voX

A Errasenzue

t Firefox H'WebH{ I wwaw.eicar.org)lc PHEZALLSEL
TWBHEL. BEL (BeniMEmEh L.

PHE A ovaEnELE.

COX—SnFHERS

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



51 SHERE Chapter 5

EXBR & HIBR
DT7IWEALT 7 AV AT MREICREENTOVBEBRLANVS TRBICTY FA—T—ICHERT 51 BREETNTL
BEE. ATV IV FOFRRICEEY « > RUDBEESRTEN. VA IVAITRRE LT 7 4 )VICHd 5RTERE
MEET VA (HIBR] &fald HER] 5L DRREINE T, e BBBRLANIVN [ZEGHEIdREZEET 2.
ZECTHWSEITHERT 5] DRETNTVDHEIE. BRESNT 7 )LD BEERRE IFHIRDEITENE T H
EEVAVRUDRRENTIY FA—Y—(CHRTRIREREE 7> 3> ([HIFR] &fcld HER] 5L iFRRENS
BhBHUET. WITNDHEL [BR] Z8RTSE BRI 7AIVDEHBRENGEVEEEVEIDT. TDT7 74
VDY TEEL OISR TREADMRE SN EHHER] BIFBADMERL TLIEEN, BH. VAIVADKEILEI ST
BEODHZA— FOT 7 AN ENTIEEITIE. BFZTVE T, COBE. 777V ETOREICRY fcd. &
TOAIVADEREZRHET, 77 A IVDEBEDH 21— R TOHMEBLENTVEHEIE. 77 MILZDEDZHIFRL
£7,

ERRREIE. DAIVRICERELET 7AIVD S DA IVARIFZRYRE. ERBBET 7 (IVICRS T ETY, HIFREIF. BRELT 741
WZEDHLDZEHIRT BT ETT, TAIVADIBRICE > TFERFAE L <. BRICK > TR T 7 MIVZHIRRLEITNEE Y T A,

(@sED FILESECURITY. | v X

A =mrasanzure

& TI2T0-5— HPIEALERLTVE TP AL TREL
(Eican M EN L.

TP EIRENEUI.

COXr -0 ERS

BELTVBT 7LD Y AT LTOERICL>TRY VERIFERENTVL2IHE. BRIEHKE TEIFNIZHIRR
TEELA (BRIEBEFR).

BEHDER

A1 —2—DOREPICERENGD OTCRRT 7 A IVH B ZHE. FBRRL ANV [BICTY F1—H—(THE
T 2] ITRESN TV BB BEEEINRTIN. BRT 7AIUCHT 277 a2V ZERTELT, BRET 7
AN T 2772 3> E—BHoERLET,

ST FILESECURITY. .,
A EtEnsaEs

B TIAT0-5— HPHRLESHLTVB TPV THEE Eican BB ELR.

TP RERBRLET AV
EBRR EEEER

coXyt—SOFERS v ER v EEmEt Ty

—7347‘77’4)110)%"“3?
BEDRE— R TlIE. 7—HATRADIXRTDT 7 AIVDVERET 7 A IVDIFE. 7—HA T 771 IVEHBRENE T,
RELTWEWNT 7 ff)l/b\aiﬂ'(b\é S 77— TIFHBRENE LA,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



51 SHERE Chapter 5

FRLTVWR2OYE1—2—DNEBRENE GS. BEICT ) —XT5GE VT TICRELTVDIMEDD 2
Hald. RONBZHENDLET,

BRIFFIR
QO #1420 [avEa—s—0BE] YUY LET,

@) (ooEa—s—orE] 7Yy s LET,
FHRICOWTIE 15040 AV TV FigE] #8RLTIREL,

€) BEORTE. QI TRITERT 711l BRT 711U BRERT 7 A ILOERE TN ENREL
£,

IAVE1 -2 —DRFEDRERITZRET 2588, [HRZLRE] 27 v 7L, VMIVAZGRET HNRZFRLET,

| 5.1.2 UFIWEALT 7AIVY AT LIRE

BEX

UTIEA LT AT AT MRETE Y SA T AV E1—8— LTI 7 A IDA— T AER TR E DA A
MARAELREE, 77 AVARICBEDS S I~ RNEVATRTRELET, UTILEA LT 71V AT LMRHE
S AT BRI S NE T,

() BEC BHERE] &0 Uy o L, [3ERE] BEC [U7IVEA LT 71V AT LRE) #ERLET,

YPIAATFOLSAT WREEEDITTS [ ]
PP LA
INIITRE =
Onedrive BRES RETBAT(F
HIPS o-HLk5e7 [
YL~ /TNATAF v
PyFT—h il = =
FoNI-91547 [}
FYNI-IRE
west A/l BEOI
TIAZI 0L TrNDA-—T> [
ol TPAOLOAER [y
THNOEST v L]
I-Y—A29-T1-2 : =l
Yh—TNATFOFTER o
Jotzomst
—_—
s o o]

BETIE. UTIWERALT 7 AV AT LMREIEY AT LESFITES L. BlIcANNY FERELE T, AlDDUT7ILE
ALAF VY F—EFRBTREE VTIVEA LT 7V AT LMREZEMICLIEWEEIE. [FElsRE] > [V 77IL%2
ALT 7AWV AT LRE] > [BX] OFD (U7 IWEALT 7AW AT MREEBMICT 5] 472 3 > DFER
ERERRT DL UTIVERA LMREZENCTET T, EWRETIIERE DD T7IVE A LAF v F—LDHERE
EDBEMBALIES. BMCRLTLEEL,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



51 SHERE ChaPte’S

BRETBAT47T
BIETCld. HOWAEEDAT « 7T L CERENGBRZRELE T,

O—AIVESA4 T AT LIN=RT A R EINTCERELET,
L—INTIVAT AT CD/DVD. USB #*E1J—. Bluetooth 7/\A R EEBELET,
XY b=V 5147 VRATLICEIYETENTWABRY N T—T RSATEINTHEELET,
PPEEPIA
BIEDNRENEEIF. HEDAT 4 TEZRET 5ET—REEDWIFIGES 5BEE. HRGBEDHMTSTEEHHDLET,
BREODRAIVY
BIEDREDEEIL. HEDAT 4 T EGAT D ET—REEDIFICOEL 55 E. FREBEEDHTO T & AHERE
LET,
T7AIWDA—T> | 771401V EENEEICTREETODNE DL ERELET,
- v - L X — - IR A TR ’:fz\ Ny /g

S A LR ?/4?E%L<W&Lttg\$KM7/4w®We§a§Lh& 2. BEETOHE

OhERELETT,
771 IVDRIT T7AINERITLIEEEITREBEETODNEDDZRELE T,
YL—NTIWAT 1 | APL—DICBEBEDLBHED) L—/INTI)WAT A TEFBT B EEIC. BEETOSDH
77X EDDZERELET,
® 7Ot ADIEN

TOCADOBENEREIE. UT7IVEA LT 7V AT LMREDNSIEELLT T r— 3> 7O A ZBRALET, &
NIEK Y BREDPIREED Y R ZR/ME L BRA SN 7 T r—2 3> DINT 4+ = VR EHELET, Ny o7y
TV 1= 3 v07OvA0GEa. TACADBRNEFRBT S LT TOTACRITEDISITNTDT 71 JLILE
PEEEN, Ny o7y THEBOHRZE S NRICNZ ST ENTEET, GH. BAZERT 2L EIIFRL TR
TV BRASNT7 TV r—2 3> 70CRIE 75— e b A—BFICBRRT 7AIVICT 7V EATEET, RED
S57TACtADBRNAT BITIE. MIEERNRNALETSHTOLR] O HFEE] Z:2RLET,

A a x[@
BRES D-ALk54T (]
Y TNIEAT

YPIHALTPANS AT IR p i ¢
& FohI-4154F L]
JIUFR-AFE
JNVITPERE
OneDrive TR REOIYT
s Trot-T> (]
PYIT—h TPANDIERE o
b EE THLOET o
el Y- STTLITFAFOF IR [ ]
FIRAZavbo-)L JovRORA
vl BENBAIZTOLR °
142912

THREATSENSE/(TX—%

FBIMOTHREATSENSE/ (X —4

TAOLZADBENME. VT IVEA LT 7AIVY AT LREDSDIHEAENE T, FIZIF. Web 77 L XRETIET O
CTRABEAENEEA. Web T UTDRITT 7 A IV ZBHALTH, 20— FENLT 7MIVIBREENE T,
ZhiTEY, BAZRET BT ENTEXT, Web TS VFDMRAZIERT 5T LISHELE LA,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



s
it

5.1 5z

HIPS ISFRAE N 7O ADF I ZERTLE T, TDfcéd. HIPS BEERETH LA SN TR ZT X +

TRHILERELETT BFESRETSHEIE. HIPS ZEMICLET), HIPS ZEMICLTE. TAEARMIIE

ZLE A, HPSHENZIHZE. BATNTOLRIZNRZFERALTHEELEY,

@ e =ouvsLET,

27

TOEROBRS

g

IR

i&hl

@) -=ruvsLET.

ERItIENN

TOURETIPAIVEER (" exe):

i<

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



5.1 FENIERTE

Chapter 5

€) BoLEVTOERRET 7 AVEERL. K] REVES Uy LET,

© = 1[Il « Program Files » Backup Tool v ¢ ] [ Backup Toolp= £

BE - HLTALS- =~ M @

S BAD - EE BES = E2%
s 9>0-F rlﬂ Bakup Tool 2018/05/07 10:55 FTW—3ax I
o FRorT
] BFRUR B

1 pc
8 5920-F
e F20r7
(B FFah
B eorre
&7
B 2250
s 07l F424 ((
= =0T 7ozl ][] [ [ |

TrALE(N): [Bakup Tool | [l files (=.5) v

I #¢(0) |v| Frtl

>

= |
TOERRGTT 7 MIVEERY B L EIC. BREREZEALEVSEEIF. FBICRTI 7LD [Z2/INR] ZANT BH4E

HHNET, T2/NRZANLEWNSEE. TOCADRIMIELCEMEE S HPS AT S —%ZRET 2HanHYET,
O) 00 REvES U LET,

ERGtIENN

TV AET I I EER (N exe):

[=5] C:¥Program Files¥Backup Tool¥Bakup Tool.exe

O =RLETOEREET 7 OVE. TTOCRORA R MCBRENET, (O REVESUY
o LET.

G

ToRoERS

v

CAProgram Files\Backup ToolBakup Toolexe |

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



5.1

SR Chapter §

B THREATSENSE /N5 X—%4

ThreatSense I&. 7/ VA ZBHET 2EELRMTT, CORMITOT7 I 7«7 (FiicE) OBEFETHSHTD.
FLOWDA VAL B THADEM T AT LERETHT ENTEE T, ThreatSense l&. Y ATF LD+ 7+
EARIBICRICS Bfedblic. O— RO, O—RIZal—ra>y, ARV I RF v, VAIVRAV TR F v iz EREHE
DETFRELET, REI VIV BROT—2A N —LERERICRET 5 & T, BABEOWMERS LUBHES
BRTHIENTEERT, F/a. ThreatSense Hiflc K> TI—bF v b ERETHTELETEET,

BRHIY T =
UPIAA LITPAILAT IR
£ I B THREATSENSE/TSX—4
o — ATRel
WLOITHRE REIBATSTIH
Hyper-VIRE e
Onedrive BE J-Mzo5ver o
HIPS RSN X (]
Podr=1
REATZA>
RyNI-IRE e o
Wt Sl PRI K2R WO/ONABE: x °
T/ RO
Y-l mE
ESEELAIL
At ASG TR
LB SRR ST RIS
- RCEATRIRER T

AT = i =54
B U fiS

ThreatSense T IV DHREA T a v aEAT S HRAGRE/NTIA—2—AZBECEL T,
BT BT 7AIVOEES KUIRT

BRABBH A EADEHE DY

- ERBRLANJL

mE

_ E E
THREATSENSE D/\T A =2 —SHEEC L ICREICRBILEN TV AT, INOA—2—%2EET 5L VAT LOF
RICKESKETHILENDBIVET, AIRIE. BICERINCETEREZRET 5L DTS A—2—%FZBLILY,
DT IVEA LT 7 A IVREEBEDT RNV ARE 21— URT 4 v I ZBMCT DL VAT LONBREMETT S
ZEDBVEYT BRIE. FHLAEREINLT 7 AILDIDNCDRERRTY ). AV E1—2—DEEERS ITNT
DIEAEIC DT THREATSENSE DBEED/ AT A —2 — BB LIEWT EEHRLE T,

BREBEITZF+ITII b+
T BEITZAE1—E2—DAVR—3 VB EUOT7 711V EEELE T,

T7—brEYZ JUEFl | 7— b2V 2BKOUEFIDIL—bhFy b T—bFFv b IORIVD T T7EHRELE T,

EfmEns I—RFDIZal—ravicko7T. ZEOBENEMEET 717/ (UPX. yoda. ASPack.
TR FSG75&) PIREL R GEAREA CEBEINERITER 7 77 IV E2RELE T,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



51 BHERE Chapter §

BEXTav
VAT LNDBRAEIRET B EEIERT SR EZERLET, FARESLES T 3 VIERDEY TY,

La—URTav7id. BEDHZ 7OV LOEEEDTT 27V XLTY, Ei5F
—VRT4v 7 | fld LEICIEEFEELEV, EREINETORETI VI VICBVWEBEDH DY T U7
ERECEDR T, KRRl RRHEDOTEMELH DR TT,

TRNVARE2—UAT 1w IlE ESET DR LIBRBEDOL 21— X T 0w 2 77)bdUX

Sy | ATHRENTUET, ZOTITUXAM, TYEa—8—7—hP O DARE R

ﬂmA§%7- FBEHICRBLEN, SEETOYS S VIERETRERINTOET, 7 AV FE1—
URT 1w o EEATBE. BREOBHSESKBICEELET,

EXFR

UTIWEALT7AIVY AT LMRES SCMOREEY 2 —)biid. RDEE ERGE) LNIVABYET,

A7V~ OEBRRICREDEREZH#E T, I—V—BRIFEHY ELA, S<—HDBH
BICRHEZEETS | & CRTLT7AIEE) T REZEBETERWVEEIF. RESNATI 7 MMETT
DIFFRICTRENE T BICRHEEET Bl mfi*ﬂtﬁafﬁ'ﬁﬁ BENBRIEDRECY

REGHEICREZ | 1T —8BFELT #7917 bOERFRICREDEBEZHA#E T, —BDHBE (VAT
BEY S, BEThH | L7714 BELTWEWI 7AIVERR LT 7MIVOBAZELT — A4 775 E)
WSRIXREFT S T REZEBETEGEWSEIE. BESNA TV 17 MEITDBAIERENE T,

REGEBRIEE | £ TV FOBRRICREDEERRBET, 773V ERTTEANERR. TR
BET 3, RRTHE | 1—H—(CBEY Y FORKRREN. TV RI—Y—HEE7-Y 3> BIREIdEs
WEAIERERT B 58) BRRTZHBEHSYET, FLALDES, CORENMEEINET,

TV R~ ATV 1Y FOBRBICHELY ¢ ¥ RORRREN, BE7 Y 3>
MRS dEEEE) BBRRTZUEHSYET, COLALIE. BRESNIEBAICET
THFIBEERL TS LRI~ —EFICEH SN TOETS,

BTy F1—%—
ICRRT %

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



SHERE

BRA

WARFIE. 77 MIVBD—ETHY . EVA FTRYSNTVWET, BEETIE HRFICEFRE . IXTDT 7/
PREENE T RN TIIRENRN LT HIRFZIRELE T RN TEMLIHGRFDT 7 1 WSRER RN L5
HIBR LIHRRF DT 7 1 VISRERREZ Y E T,

RE RIS BT )SRT ?

| = I

ESET File Security for Microsoft Windows Server Tld. EDK D EIEF CERERRMIIEETEET, 77 17/ILDIR
BILK>TTOISLDERICMELELEZIHEIE TOIRTEREDSBRN T HHEND Y T, FIZIE MS
Exchange Server Z £ L TV 5 & Eld. H55RF edb. eml. tmp ZFRALF T,

MRENFNET 2T 7 A )VHIET ) BE CIEROBIENTELT,

- BBl KU [HIFR] ORA>ZFERALT. BEDT 7 1 )RFZREDORMRM LIz "RAD X FHSHIER
TBHIENTELT,

o DR MMSERLWMESRFZEMNT Sicid. DEl] 27U v o L, #lskFZASILTC [OK] 20Uy I L&Y,

- [BHOBEAN] BBRRTSE. KT AVR. L OOV TRYIGNRED T 7 1 VIR FZBINTEEX T, &
BDANEDENTIHE. HRFH A MERRENET,

- DR MRDISEFZFIRL. [HIR] 27y 03 2L UAMDSZTOHBRFHHIFRENE T,

- BRLUIHIGRFZRET 25013 RE] 27 v 7 LET,

p 7 KA ]

HERFDIEEClE. s D [*) (TRRURY) LU ) R ZERATETT, 7AZURVIZEREDNFF . 5
FIIERDRSZTNENKRLE Y, WHELSER > THRFERET HHIE. ELWERTAALTIRREL,

Z 0t

COWRBEZEMCT HE. RESNLINTDT 7AIVHAT T 7 M JVIERTENE T,
BIZIE. 7—=HATRICRIVT T HREDD o FcHZaldE. 7—hA TRDERT 71 ILE
DA MCEERENE T,

IRTDATV I b
O8I B

COWBEEBMNCT 5L REDREZ &S ICREGH SRLINENGTRE L NIVHER
ENBESIC. BRBGRENMEAINE T, RAGREEY 1 - IV THEEICREZTL.
TNTNTELDIREFEZFEB LT TNSZHEDT 7 (I 2 A TIGBRALET., T
DOHEEZINICT &0 FEDREEY 2—/)LD THREATSENSE 37 D1 —F—FERHED
HOMEEDRITRIBERENE T,

AX— M &#Eb%E
BMcT B

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



SHERE

@R

BRENROA TI T FDEAY A ABLCT7 —

FILE SECURITY.

FRTOATSIMEDT CRERT S X (]

HATTT7AINWDRANLNIVEEETELT,

ZEIETI 23— EELEEDTS o
NIITRE == =
OneDrive FRE a
HES ATsroroRE
PYTF—h BE0AT Sl hoBE
0 v
FYNI-IRE —
wesE A/l
FIRAZI AT e o
vl BEO7-MIRRORE
T-H—A9-F1=2 W=
0 v

3 BHNOTHREATSENSE/S S X—4

7919 FDBRE

ROBERICOVWTRE CEE T,

BEDATI7 b
DERE

IDFTa>vEBNCTZE BEDF TV 10 FOREDMERENE T,

RENEDA TV TV bORATAXZEEZLET, ik, IBELLELYNENT

mRIFERRE (7))

Tz b AADATITY FDHDIBEEINE T, LRI —DREWGARDFT TV b=
BAYAX EOSBNTEZHENRD DIEEDI DA T avEFRLTLREEN, BETIXESIR
ICERESNTH Y., T0) ~ 3] GBICHIBRTEET,
. FTIVI7 FOBADEERREAEEELE T, CCCA—T—EEDEEANT DL BE
707 bD

BEHDOTVBELESIHITHDDE T TOREHRET 2 LRBIMFLELE T, BIETIE

FEIRICRESNTH Y. 0] ~ 4294967295 ] FHICHIBETEE T,

—h41 THREDRE
ROEBERICDWTRE CELX T,

am?i_tfjﬁ COF T avEBNCTDE. BEDT —HA THRADEREMERINE T,

BEDFHRE

AF v RO TR — DA TBEEDRA N LANIVERELE T, BETIE MNM0J IREETNTHY.T0) ~ 120]
XA MLV ICHIBRCTEE S,

AF VY URRT 74 | BELRDT7—HA T (HEINHES) ITEENTWE T 71IVDEAY A AXIEETE
IWOBERATA R F£9, MECIEEFIRICEREINTSY, 10 ~ 2] GBICHIRETEXY,

—MRAGRIECIIBIEBZERE T 2LBIIBEV D, BEGBEUMNIZDEZEE LGN EZHELET,

ESET File Security for Microsoft Windows Server 11— —2X~< =27 )b 121



5.1

SHERE

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b

WENND THREATSENSE /X5 X —%

COEE TIIEROABRZRECEEL T,
BHIYSY THREATSENSE/ (54 —%
I%ﬂw‘{hjﬁlu&}}bﬁ II B BHNOTHREATSENSE/ (5 A—5
?Jjb 'jl?;ﬁﬁ 5 FUPERBEPEF SN T 7/ IUSERA S BEHDTHREATSENSE/ (53 —5
OneDrive FAE EEENRE [}
HPS EemRr- 17 o
PyIT—b PRICARG-YRT 92 @
FYrI-UERE
L BEEQP-HIREOSRE [ ]
0 (]
FIAAT b1 68 o
v—
aA-Y—A8-T1-Z FATURTPAICE 9 3 OTHREATSENSE/ (53 —5
TPNEITEOF KICRREI—URF 190 [
3‘1{.\;nﬁw?ﬁm‘aaﬂwmgﬁaﬁwM)ZFt.rUZ? o
R o I oo |
FHRICIER LT 7 7 A IVDEBELE T 74 IVIE BEDVRIDEBIET 7 IVEVEELTE
HILLERBEIUVE | VET, TDdD. TNHDT 7 A )VE BE/NTA—2—ZEML THRELET, —KH
BENET7AIIE | GRETI VI VORERELLEBIT. VRNV ARE2 VAT v IDBMERENE T, <
BAY %EMD nic&, BEI> D27y 77— bORBERICEH LODIAIVAEBRHT 2T EHTE
THREATSENSE Y, FRMAMERLLT 7 0VNCEH. BEBREADT 701 (SFX) BLUEEENT
INTGA—=5 TR (RWEBEINERTAET 7/V) EBREEINE T, BIECTRE. 7—H17IER
AKTI0EFEEHDXA S ANIVETREEIN, 77T A XThHhDSTREENE T,
- d—FDIzal—>3>ic . BREOFHNEMRAEINT 7 1)L (UPX. yoda. ASPack.
[ M - 5t R a1 3 Ko7, EEDOENEMEERN T 717 ( yoda ac

FSG72 &) PIRELIIRG DA CERSNRTER T 7ML EZRELET,

BeBRT7—hA7

BRICSHETOT S LEREE LEVEEHEATR SFX) D7 —hA4 7%= @& LY,

VAV Z SN
Ea—YRTavY

BOLNIVOTOY S IV EE CRhENCBRDSH 21— FERELE T,

i
ann
ain

EACIOFEBDRALANVETRELET, EEOTAXHhHDSTREINE T, X

Ea—VRAFq1vY

5307 :7”7 F o URBROTEIR LA, AF 4 VBT 7 A IVOBAY A AEIEET DT ELTE
BEDEE
£,
zg;:g;};g’“‘ BE Tt 7 AV RE 21— 25 1 v 2 BB T 7 1 JVEITEC IR LS A, (0
THREATSENSE FHICIE. TAX— bE@E bl & TESET LiveGrid) ZB®HIC L. Y AT LINT A —<X 2V AND
" SR ERT 2T LR ST,
INTA—H
;Zf\’ﬁ f‘;ﬂ% e AR ENBEICBEAL 1— U 25 4 v 4 MBS T — FE BB L. BEEe

mLET,

YL—INTIVAT 4
THho5DT 7 AIVE
TED7 FINVA R
V&b GV

A= RV L=NTIWAT A THEORTENDRICBEGEL 21— X T « v 7V MRBIRIET
I—rZzERL. EnfFEsMELET,




5.1

SHERE

QU7 IWEALT 7AIVY AT LFEDREDNEE

'7w94h774w91?Aﬁ%M\9X?A%§%Eﬁ%?%t@@%§@%%?ﬁoN%X—&—%EE?%@
UFTFELTLIETY, BEDRRICR > TINTA—EZ—BEBTHTEEHEOLET,

ESET File Security for Microsoft Windows Server f > Z k —/M‘é I VAT LEF LT ADERREERKIETSHLDIC

ITRTCORELRBILENTVET, BIEDREICETT 2ICIE. BEDEZTDZA MUEBICHLBIER2Y © &Y

w7 LET,

OVTIVEALT 7AIVY AT LIREDHEER

DT IWEALT7AIVY AT MREDEEEL TV DOV AIVADREHENS C EZ2MERT 5IClE. TAMTAILR
T7AINEFERLET, VAIVARNKRRDT A MADTA )V AIE, TEicar test file)] BEXTY, TOTAMBDYA
JVASEETTH ERFDOIAVE1—Z—BETTAIVAEREENSAREMD DD & T DTTERLFLEW, [Eicar
testfile] DFFLWVEAPA Y > O— FAEICDERLTIE EICARD WEB U b TTHERL f2E

DT IVEA LT 7 AV AT LMRFEZHERT B, Web 77 C A REZ —BFNICEMICT HEDLH Y FT, Web
T EAREDNBNCGO>TWAE, TR T 7AIVHERHEEN, 40 >0O—RFTEELA, UTIVEALT 7L
VAT LMREEHSR LIS, I Web 77 A REZBEBMICLTIREL,

OUVTIVEA LT 7AIVY AT LRELHEE LG WSS DRRRE &
COEBRTHE, VT IR LMRBRERFICRET BT EDBD T ). BLUZORRSECOVTHBALET,

D7 IVEA LREDENTH S

A= =—DRIRBEILEL DT T IVE A LMREEENICL T LESTIFEIE. REZBEBWNCT 2UEND I ET,
D7 VR A NMREZEBINCT BITE. XA AZ1—0 [RE] 88, [AvEa—%2] > [UT7IWEALT7A)b
VAT LRE] ORAvFEI Dy LTEMICLET (@D OREE), RICHEREEE C [T IV2 A LRFE]
> EBEAR] 20wy LET, [(UTIWEALT7AIVY AT NMREZBMICT 5] DBMCBHEO>TWAH T EZHELE
ED

YT IVEA LMREDIVY = 7 DR EBRRRE1THEL

ToAT N AVE =2 —ITD T AIIVARRTAT T LA VA —ILENTWEWHEERLE T, 2 DD 7
2A LNMREY AT LD ERICEMICTZ D TVWASE. BWIHRET AT EDAHBVET, Y AT AITHD T A )V AR T O
T LA VA M=ILENTWVWBEHEEIE. ESETAA VA M=)V BEICEDTAT I LEZT VA VA M=V BT EE
WELET,

D7 IVE A LREDRIRENG W

T TIWEALTT7AIVY AT LMREZBINNCT 21 DBENTHAICLDDDET. UTIVEALT 71V AT LMRE
B AT LEFICHABENGVBEIR. D707 S LEDHRENEZASNE T, COMBERRT BIE. TR—
hErZ—cBBVnabEdrEn

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



51 FHERGE

| 5.1.3 57 FR—RI7E

ESET LiveGrid (&, #8807 570 FEMTCTRBMENSEELRRPESE AT LTY, LE2T7—YaVITEDVTHLL
RETZDBRZREL. K71 M)A M ZERLTREDBEZRALERET, HLOBREDBRIE) 7ILZALTY

270 SR EEND T, ESET VA IVATRTITRRISHIET 5 EDFIREE G . BICRADREZIRTETCET T,

O —H—&. B3 ESET LiveGrid Z324E LTz W . ESET LiveGrid ICBBEETN TV AENBERAMHELC. BEto Ot

AT 7 AV DOFHIEEHESE LIc) T 5T ENTEXT,

ESET File Security for Microsoft Windows Server & > X b —)Ld B & EITIE. DA T2 a>DWVITNHEZERLE T,

- ESET LiveGrid AZ#3lc L% 9, ESET File Security for Microsoft Windows Server O#gEIZ—tNbNEEAD. BEIC

FoTE FHLOVEBBANDHGOMBE T Y > D7 v T7— b KV EBLEHT EDHVET,

- ESET LiveGrid ZBZhic LE T, HTILLWIAIVAEBRAGI— FHAREENTIHBE. TOBREERL TESET ITXEEL
THLWITZRIT D ENTERT, ESETIRXEINL VA IVAZEING 22 T VA IV AREKEEZ &HDE

DICTEL T,

W75 RR—RF5E

ESET LiveGrid I, L <BEINZTAIVAIEREL T, 7247 FAvE1—2— (AT 2ERENELFTT, <
DIERITIE. TAIVADBEENTE 7 70V T IVEfcldaE—. 774IVDINA. 771 )04, BB, 710)LA

AOAvE1—2—BALIETOLR, OAVE2—32—DARL—FT 4 VTV AT LICDWVWTDIEFERIPEZENET T,
(BHARTE BEC. (V57 RR—XRE] #o1) v LET,

ESID FLESECURITY. .

BT B J59RR-—ZRE

ESET LiveGrid ® [c25h09 B(12%)

IFvalafi- N T - SERME

ESET LiveGrid® J4— [/ (w7525 a#3hc 95

BER BR

PFr=k ELTHAHEREEATE
RyPI-IRE SEEEOBF AT AEED)
] o Y JLo%E
EZAC P EbT Suty )

v-Jl
A—HY—A>5—T1-2

ESET LiveGrid [C&NT %
(#22)

ESET LiveGrid 7« — RN\w UV X7 LlE BEFH T 7 AN =ZT 50 ROKRTA
DANBLUOTZVv I UXNEEDT —2N—X L8 L. ESETRIVD T 7Ry
Va1—23a>OmEbERY £, BT DE COREDEIMICEY £,

ESET LiveGrid 7« — K/\

BT DL T—2DFMDTDTOHIT ESET ITXEENE T,

HYRFLEEMCT D
ITv2 o= EY ERHICTBHE. 5y LA~k EBWTF— 2% ESET IGEELET,
T—R%IX(E

BT B e BEZ. BRARE LA, REFE BB SNAET— 4,
BLTHHERERETS | Ne/\—Vs>. BF CIAFLERESD) 5L FLRHINBEICET

%15 % ESET BMIRE LT,

HEREDEFA—IVT FLR

REZT 7 A IVTHN T DEEEDEFA—ILT FLRZASILET, BF AL
7 RLRAIE DD HICEFE LWVERDMVERHBEOER T E LTERLET, 5F

W= LOBEASECENRY . ESET ASEIET T Lk ) E A,
¥PEZEI

ESET LiveGrid Z&E3hlc L CH. BIRITEL TV eT —2D% 2 TWBIHBAEIF ESET ISXEENE T, INTDT—2HEEEN
&, TRRFENAMEEENE EA,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



SHERE

O VT IVDEE

€SI FLESECURITY. .

B2l Q x| ®
RS B Y ILOEE
UPINEIA LIPANS AT MRE YLTLOFHRE (]
IFIRR-ARE
RWIIPEE
Onerive RE BRULYINOESRE
PyIT—b €
RyhI—mRE FERISINOBHEE
ST v o
WEBEX =)L : “l
7117 [
BZACFEM Suy 2ok °
y-)l zof o
Mg % = x [
Bt
28 = o

(> ZIVDFFHEE] TIE RO LWT 7 IV EDY > )V FET ESET ICGXET Bz DERZ Y — /U A Z 21—
© V=] - [BEE] TERRINABEOIAVTFAMAZI—ICRRTIOEDHDREEITAE T, BLE T
COREDNBMCREINTHY. V=)l AZa—%5 ) vy LTERRINZBEERIC [DIFDSHICH > TV ER
H] BAERRENET, e fegE] 20w/ LT BHIN D 70 aHRT v 7358 AVTFAMAZ1—
I [(DIRDI=DICH > TIVERE] DRTINET, COREZBNCRET 5L, INSDEENRTEINGLEY
£9,

RELY VT IVOEEIEE
TRFELIT Y TIVODEE] 72 3V TR BRELIET Y TV E ESET IO ET 2 L EDOREETAE T, BETIE [X
BEBRCINTOY Y TIV] BERENTE Y XEZRS TNTOBRT > TIVH ESET ITEEENE T, [TTD
BRELIT VTV BERTDERBRLIET 7AIVIRNTHREEINE T, [FELEWV] ZBRT DL BELIT 7
A )V ESET ITEEL £ A

@I ALessaRTY,

SHBEYE Q x| @
BRI g Y IoRE
UPINIA LIPANSAT MRE HUILOFEHEE (i)
DFIRR—ARE
RNIITRE
OneDrive IRE BERULY ST OBSEE
fes BRI OBERE XA IL v | ®
b € T
= L ZETRTATOHS T
wt9-o8E e
ETIFOL = [}
wesEX—)L
7-1H7 o
EZAC P E Suty ) 297 °
Y-l zofm °
I-H—AV5-T1-2 pe x ]
B
B EE [

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



51 FHERGE Chapter 5

=
BX
rE
== - ~ ~, =
REGY U TIVDEE
@) ELESECLRTY.
Elinn Q x| @
BHETOSY 8 Y IL0EE
PN LIPANSRAT MRE YrTLoFszE (i}
IFIRR-ZRE
TIIPEE
CneDrive IRE BRULYSINLOBSRE
fes BT OSEEE XEERERTOSTL V] @
PyIT—b
2N EE AERYSILOBEE
=TI v o
WEBE X)L : =l
7147 (]
BZACFEM Suy ) 2Tk °
y-)l 2ot [ ]
L e O R a7 g = x (]
5
st wE (1]

(REGEYTIVDZEE] €72 3> TlE RELGT 74V E ESETIOXET 5L EDREETAET,

RITI771IV Fexel Idlly Tsys] ZEDRITT 7 A IV EXELET,
T lzip) Trar) [7z) Tarch] Tarj) bizp2) T.gzip) Tace] larc) lcab) mEDT7—HAT
T7AIEA THEHET,
AU Tk lbat] lemd] Thta) Tjs) Tpsl) mEDR T T T 7A4ILZ2A THEENE T,
Z Dfth ljar) Treg) Imsi) Tswf) Tink] REDT 7 A IV 2A THEHET,
X& TOT4 73OV T Y H® 5 Office XE® PDF AAEENE T,
238
@S FLESECURTTY,..,
Y E Q x @
REIIYY P TLOFHEE o
PV LIFAINSAT MRE
gﬁ-;:%;;ﬁi BRUYSINOEHEE
Gnebrive B E R oBESRE MEEEIATOY T v| @
PIT—b FELYSTNOBESRE
F9rI-oRE A ()
wesést— L e o
20uFh o
FIAZIVAOI—A - =
Y-l %z x [
A-Y—A>9-TJ1-R
:: =E (1]
B TLOBAIAAME) 64
BT @0k

BRAZEBRTHE FEDT 7AIV/ T+ IV —ZEXKEDSHNTEXT,

RE] V200w o35E TBRNT «)V2 ] BERSRTEN. FEDT 71
FRETHIVE—ZXERRDORATEET, BEHREG LT 7AMILPT #
IWE—E BOLWI—FZZATWTH, ESETOUAIVAZRIGEEENS T &
[Z3)3 BEdHEBh. BHL—MEGET 7 IVOISEF (docx &) & BEECEREINT
WET, BEITECTBRANT 2T 7T 4 VA —ZBIMTEELT, FFaxr
FPRTL Y FY—hRE BEBRONSENSRED DD T 7 M ILERNT S

BAICERITY.
. o . ESET IS5 T B4 > TIVORAT 7 1)L A RRELET, BETIE [64MB)
YYTNORKIAZ MB) | o L T

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



5.1 FENIERTE

514 RIVIITHE

IRE] BEC FFRE] 27y o L. [FHlRE] BEC BRET>Y V] > [RIVV T 7&E] Z&RLET,

@15 FILE SECURTTY.
FHsE
BHTYT
UPISA LTPA IS AT LR

»IT—h @

RYNI-RE
westA—)l @
T/AZI 0L
Y-
I-Y—A29-T1-Z

Q x| ®
B A7 FRE
EREINTOTAL 27-haE )
FaTrALOURN e (i)
REOUR a8
AY-MEE
O AT FRES SRR T B RE
B THREATSENSE/(SX—%
PARIRERE [

AL Py TIRE

P MRE

Chapter 5

51410 #2737 FRE

BIREnf707741L
EEBHDOROEBETOT 71 IVEERLET,
AR — MEE

AVTFRAMAZ21—DRE

FHRE

JOa774IVD) R+

HRBZLEETOT 74 IV EERLE T,

Rl 227Uy o LT 1707702 —TV v | BE CHARZLTAT 74V ABNT A0 TO7 71 )L aiFELE
3_0

TOIPANRFR—%

| 2v—MeE
TUFEANACI-ORE
HeE

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



51 FHERGE

HREDT R

KEDNRDHZIRET 5HEIE. [REDNSR] OBO [MFE] 27Uy o95& [T7AT7A4IVE=0y b D1
RO LET, EVU VI LTRAY TR AZA—HEFd T3 VEmBERTZH. V) —DT+)VEA—H5
REDWRZERLE T,

(€S FILESECURITY. |

TOTFAILI—H Yk ®Q@®

— [ ec
[} $5]
0 ©7—kro5—en
+idc
+[O&o
+ [0t
+@ryho—o

BEIIIAEAD

[7O0774)b2—4w bl BERClE BETIHR (AEU—. KSAT, €7%— T710)b. T4IVE—) BEE
THEDNTEEY, AVE1—E2—FTFERTEDZITRNTD T AV E—ERRLTWVWE Y —HSNREERLET,
BAET)vITEHERRIND (BEOWR] ROV ITIEL T AZ1—Tld, BRIEBEIN TV XDOBENR A EIR

TEET,
JOIrANA—Huk 1O
S E BEONE PROLER v
O B335 hxEy TOIHNEE T

. g °Z\’ AL YL TN T

+ 0 &on o-fbF347
+ ko FhI-TE5(T

#EIAY

NAFLER

oK Tl

0774 IVEREI
;7;’4”’59’5‘ SERENFBRETOT 7 A INCBEEN TSNS ERR LSS,
—
;;4’/_}7”’ JOyE—F 4 25, USB TS w1 RS+, CD/DVD AERLE T,

A—AIVES1T VATLN=RT AR ZINCGERLET,

%ZF?_a RvEVITENfcxy b I—=0 RS54 THIXNTERLET,

(N2 )

HETAIVZ HEITNSZO0-HILY—N\—LEDITXTCD T+ V2 —EFIRLET,
HRZLGER IRTCOBERET )T LEST, 77T DE. DRZLERETAET,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



SHERE

W27V FMRES SUBAFBRE

ST Q x|®

Ty
BHIYYY -
UPNIA LIPANS AT IREE -
et = 8 A7 FRESSUBRT B RE
JIVER-ARE
JNITFRE YRS AT LS AT LR ERELER x
Hyper VIRED
Onebrive HET
s MWoTP Bx ®2 BN A7 0
=
PI7F-b © = 5 S
FybI-oRE = @ °
PHABVTRIE 5P I3 BX ®2 BN A7 0
WEBEA—)L 4
- % © o
TIAA 0
wE ® 0
Y-
FOUTEEN 37— BA B2 BN A7 O
A-Y—A29-T1-
s O (]
w2 @ [
BE QOK Frutl

BREF RET VYV ERMFEBR IV R— Y ML TETENE T, BIETIE TUT7IVRALT 7)Y AT LR
EREZEAI DMBINCRESNTEI. UTIVERALT 7A IV AT LMREDRERNBHAVNSONE T, COREE
FNCRE LIHAIE IV 7 I TEFE LLBEWRIRRED D27 T r—2 3 > I TRH LW BTREEDH 57 7 7 —
23V IREeTIEEWAREREDN D27 T r—>a>] O4D0A7J)DHRE (LR—F) LNIVERELANVEE
ECTEET, AT IVDFAPRE (LAR—F) LNV RELNVOFRICOVTE 500 BHT>D> ) 0 TR
D72 A LNRFES FOMHFRERE ) Z22RBLTIEL,

B THREATSENSE /X5 X—%
RDINGA =B EZRELET,

A—MRE

0 AT FMRESIVERESRE

B THREATSENSE/(TX—4
®’EISZATISOR
AT AT
T—z05UeR
BFA—NLIFAL x
7-h47 x
BeERr—h(J
ERShREEFDS

eQoeeoeee

BEATIT
Ea-URTwh

FRICAR2-URT19/DNAER

e

BERE
BERRLL E2EAFRLESETS. v O
ZOE-FTI MBI VO EERERFRIRNSITNES . 1- Y- N0 L TVBEE I3

SEEITTERVBAE. ERV/ORICEITREAPI AV ERENET . BRI O PI2anE
BUEalaETRENET.

=5
BEARSNT I IULET = Li ]

0l
RET —9AN) - AADSEIRE
EEET/ IS MEE
FRTOATSTI M TCER TS x
2 MEEIEEDTE
BRTICADIA LT TERE x

o R

vyeeoeee

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b

Chapter 5




51 FHERGE

ORETSA TV b

JRATLAEY VATLAEVERBNRET BRIV I T ERELET,

T—hrEIZ UEFl | T— O R2BLUUEFI DIb—~F v b T—bFv b ORIV T T7EBRELE T,
BEFA—IVT 71V | #:55F DBX (Outlook Express FB). EMLD 7 7 1 )L EEELE T,

7=h4A7T —MRNGET—HA T T 7 A IV ERELET,

BeBR7—h17

BRRHRGETOI S L EZE LIEVBEHRAL (SFX) D7 —h1 72 RELET,

I—RFDIZal—ravick>7T. ZEOBENEMEZNT 717/ (UPX. yoda. ASPack.

ESNERTH . . \ N

ERREASRITR | o o) ot zmn 2@aR CERI N RTR T 7 (L ERE LET,
OREATayv

Ea—URF 1w | BEH2TO055 LOEEE S LET,

VAV SN

Ea—UZRF 495 | BALALOTOS5 S VSRR SNBSS 2 I— FERM LT T,
/DNA Z%

OERrR

7TV MERBRARDIRE T > Y > OBEE ROBRERL N)LH SR L E T,

BICREZEIET S

AT bOBRRRPICREDOBEZHFE T, I—T—REEH Y EA. T<—HDI5G
B CRTLT7AVEE) T BHEBETEGWESIE. MESNATI T MIT
DBFAITTERENE T, [BITREEZELET 2 L BEINCRIECHEESNSEIEDRECY,

REBIBBIREE | -V —BEELT. 77917 FOBRPICREOEELARFIET, —BDBE (VAT
BET 3, BEThE | LT 7 AR BRLTWENT 7 A ILERBRELE T 7 A ILOTAESL T —HA T5E) T
WERIKMRITZ | BEEBETEAVESIE. BESNA 7YY METOBFRIcEINE S,
RLGBEIEREE | A 7YY FOBBRBPICEBEOEERRHET, 773V ERFTEAVESIR. TV
BETS, BETH | 1—F—ICZEY YV RIBPERRIN. IV RI—H—HEETIY 3> HIBREIEES
WEAIRRERT S | 5 BBIRTIDBABYET, FLALDEE. CTOREHHEZINET,

e Ty Kt IV RI—H—d ATV 1Y FOBBRPICHER Y > RORRTRENAEET 73> (4
réﬂTé RETZEEELE) BBRTINBAHYET, COLANUIE. BEINBEAICRITTS

- FIBEBRL TV ERI— BBt SN TOET,
ON

HARFIE. 77 AMIVBD—ETHY . EVF RTRYSNIREDNFTY, HRFIE. 77 M ILOBREEABTZRE
LTWET, TDTHREATSENSE /NS A—ARETIE. BET 2T 71 IVORBEZIEET 5 5ZHHLET,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b




SHERE

Oz 0fth

RET—2A M) —

NTFS 77 A IV AT LTEBENE T 711V E T + VL DRSS TH BB T —2 2 ~

L (ADS) BE | U—LERELET.
e 77 | BRESEREE (2 U5 TRITLTY AT LADREERS LET,
SNTOATITY |

I"&Dﬁ“:%ﬂﬁ?% @E_ L/fg_d_/\z-@7 J /()I/%Daﬁibi_g—o

AX— I R#EbER
icd 3

EFREHDREZEA LT &2 EEMENTHEIPEE T AT LREZRTLET,

=4k =7
=TI ERADZA . _ R
o BREBHDEB TIEE L. TTDRAALRARZ Y THRFLET,
LRAR Y TR
O TR
FLESECLRITY. .
ST Q x| ®
—_ &E%?}T{f}??’?)l%rtjé °
WL TSR LR NS x o
D3RR RRE TSRS °
RWILPRE BEPIIROSIRS TR x °
Onebrive IRE
HIPS o HR
ATSToNORE
el oAkt
FyhI-IRE i v o
weE X—J| o [
FIAZTAO-A
vl F-hIBEORE
sy e e BEOT - IREORE
0 (i)
0 v 0
PARIARERT [i ]
s 2ok

FI7I19 bD/E

BEDQATII b
DERE

IRNCOATV 7 b EFRELET,

F7917 bDEKX
AN

BRENRDOA TV 17 FDEATA AZEERELE T,

FT7917 bDEK

RERE

ARFvF—DF TV 17 BT ERAREEERLE T,

7 =1 TREDHRE

BEEDT —HA T&
BEDHRE

EACI0OEFEBDRAMANIVETRELE T, EEOTA XTHDDESTREENET,

AR LR A 77— MA S (T) = 8 .

ZZ LA 7 =HATEREDXALNIVEEELET,

AFYURET7A | o o ~ _ o
DBRH (x| PERROT—HATEEEND T 7 A LORAY A XEIEELET.

ESET File Security for Microsoft Windows Server 11— —2X~< =27 )b 131



51 FHERGE

5.1.42 74 FIVIRERE

[BFflisREl BEC RET>IV] > [NIVD T 7RE] > [74 RIVIKERE] TB%/ EN=tVEAEY., 75
A7 hAVELI=Z—DT A FIVREICGES . IRXTOA—AIVRSAT TV EI—2—DOBENERITEINE T,

RIS O AFeoreE
B PARLRERE [}
FARREREEAHITS e
IE 1) tyFU - BECEIEL TV BB EETIS x
0IEEHTE x (]
PyIT—k
Fybo-OfRE P4 Rk o
wesEX—Jl, FATUADBRAIEELERIY AT~
r IE1-90059 v
FIRAZI PO i =
I1--oof47
Y=Jl —

A ASG-T =R

E1 THREATSENSE/(TX—%

A9—bPyTRE

R MRE

oK eyt

71 FIVIREERE %
BEHlcT S

AVEI—Z—D7 4 FIVREICE S EREZRBLET,

avE1—2HN1\y
7U—ERTHEL
TWBIERICHETT
e

/=hAVEI ==\ T —THEFHLTVEHETLT 1 MIVREZRITLET,

OJ%=g#icd s

BEAVZLHELET,

74 FIVIREERRRN

OAVE1—2—DEDMEET A RIVIRREL T BHERELET., T4 AT LADEREY)
55 LIERT ) —vt—/N\—=/aAvEa—200v Y /| 1—F—00O7F TIREDIZEIT.
TA RIVRERBEERTIT AN EODHERLAHRELET,

B THREATSENSE /X5 X —%

[THREATSENSE /XS X —=2]1%& 0 1) v 7§ 2L 74 FIVKEREDRE/NTA—2—ZRECEEXT,

504 )b 7185 @ B THREATSENSE /NT A —%] #EB LT ZEL,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b

FHEIC DV T



51 BHERE Chapter §

5143 RAZ—F7v7TRE

BEETIE. BEFEE Y 7 A IVOBRBEIF Y AT LEBRSLOBET Y VD7 Y 77— MRICEITENE T, RZ—h
Ty ITRAEIR. ATV 1-3BXURRVOREICH>TIONE T ATV 21—52 A7 DIEREBEDOFMIC DL
TE 1458 R 22 —=5] O TEFHLWVWAZRA T DEM] ZERBLTIEEL,

©® THREATSENSE /X5 X —%
[THREATSENSE /S A—=8] BV v 7 5L R2—h 7Y TREDBRE/NZA—E—ERETEE T, FHMlcOL
T, 1504 <UD T 7#%# | O TETHREATSENSE /S5 X =% | BBBL T EEL,

OBHRZ—F TV TIT7AIVDF VY
YATLEBRBDT 7 AINF T IR I A IVER BT B EEILRDESEINTGA—RERBES B4 T 3>
PREEEINTVET,

BRER R
VAT LEFKICRITENS 7 7 MIVDRBEDLANIVEEELE T, 77 A VEROBEICRE SO CHRIBECEEINE T,

 INCOFEET 7 AV RERNRDT 7 1 )VEITHRZ)

- BRBENMENT 71

- —EBICEREINS T 7 AL

- FREEELNEWVNT 7L

- REEFEREINZ T 71IVDFH RETRD T 7 1 IVEIER/N)

RD2ODRENER I IV—TEHEEENET,

A—Y—AT7F VEDT 71 IVET

A—F—HOIF Y LTONEVRETT 7 2 XA TEBEROT 7 A VASENET (H—LR. TSP —FT
217 b. Winlogon @&, Windows 72 2—SDI > kU BENO Al EWD e X2 — 877y TOBAAICH BTN
TDT74)),

A—H—0O7F4 80D7 71 )VERT
A—HF—HRad4 > LIcBICDH T VL A TERBRICHD 7710 FEDI—S—RITHARITIZ T 71IL. BE
l& HKEY_CURRENT_USER¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥Run (c&» 2 7 71 J) HAEENE T,

BRENEDT 7LD X MME ERBOERIIV—TTLICEEENET,

BREDEBEE
REZWNDRIRT 2D RET BTcHITERT 2BERELANIVICE. UTDEDOHARENTVETY,

- BE VAT LEEIEFEN

R L VAT LEFEIFHEN

- BIE D VAT LBEHARGEHE VEVISEE

- TARIVES . AT LDT A RIVEHTDHZ R T HARITENE T,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



SR Chapter §

5144 FFa1AV MzE

R 2 X > MREETIE. Microsoft Office F¥2 X > b= BIC BIDRE. KU Internet Explorer Ic K > TEBIMICA T >
O—RF&ENZ7 700 (Microsoft ActiveX O R—%> baE) OBEZITVWET, UT7IVEALT 7AIVY AT LR
EICRFIAYMREANMADTETESITRAGRELARELET, 2L, RFa AV MREAERT ALY
E1—32—DI\T+—XVAMEFTZZENDHY KT, KED Microsoft Office 32 42 b EIRHOGWEEIFEMIC

THLEREBDLET,
IR BE T [FMRE] 27Uy 7 LIFHREI BEC RV 7RE] > [FF1 42 MRE] Z22RLET,

RFa A MREMBEZBMCT BHBEIE. [FFa XY MREZBMICTS] Z2Fzv I LET,

B st a x| ®
BHIYTY AT MRE
UPIIA LIPA VAT MR

EIPIEASIAES T4 FREEIRE [
Hyper-ViR
OneDrive HRE PETERLTS
HIPS

B R MRE

PIT=k A MRREEHTS e
Y rI-ERE THREATSENSE/C5X—%
weBE A/l
TIRAZ O

Y-

I-Y—A29-T1-Z

R 1 A MREEKEEIZ. Microsoft Antivirus APl &A{ERT 27 1) 7y — 3 TEMICEY T,

© THREATSENSE /NS X —4
[THREATSENSE /ST A—=Z1HE Vv I ThHE RF 1A MREDKRE/INTA—2—AKECEX T, FHAICDOLNTIL
514 <)V 712 @ Tl THREATSENSE /XS A =% HEBRLTLEELN,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



51 FHERGE

' 5.1.5 OneDrive I2&

OneDrive & Cld. OneDrive BEICEEY 2% E

A=)

[FrisRE] 27 U vy L. TEFHERE]

BT [OneDrive & T#IRLET,
BEX
FHRE a x|i@)
BHIIY [=[E-5:X
UPLIALIPA AT IR TR T BB BEFTET IS Bl v
Dot RA- 2R
YJL'jl?iﬁa BTy LR x
e s
s T4
FbD-HRE
wesEX—)L
F/A 2O
vl
A-H8-F1-R
OneDrive RED 777> 3> EBBEICDOWVWTERE CEE T,
R LEWn i [HIBR] D NS T VOV L TWAIBEICET V=4
A UBBRL T | (PO BT I 0 577V BBRLUTL S BEIRT 5775 2>
A 27 TEIRTEX T, [AE LEW] ZBRLIEGE. 77 )VOEEIFERINEEA. [H]
yzy Bl EBIRT % & T 7 A )L & BB B L. OneDrive D7 7 1 LEBIR LE T, /2L,
77 4)biE, OneDrive DTHFEICHY) ET,
; | BRICT B E. HIBRICRESNZ 7 7 A IVIEIREEICEBEISNE I, COREXEMICT
IR 7 711V%ZE .
BRLIT7AVERR | o S iR nE eh,
L
s Q @
BT =K
P LIPA IV AT WMRTE
PEORA— AR CET
- BRI LTIN) 10000 @
nel LT —SEIEREIA LT ND) 000 @
s RAEOTPANAD ORI 5, 0

BT 8 ZRER
RyhI—DRE RIEDOHice365BROT T ND
west X)L
s AzureR—INDATSIND
FRAZabO-) SE
y-)L
o ool
AT L)
i %
OneDrive EZRICEIT 215

BORTCZALT U NBLOREEY Y O— PG EERETEET,

BERZALT Y b
(V)

+—/\—1H OneDrive b\bd)mx%ﬁff%ﬁ%)ﬁ—:%ﬁ’é SELET, COEAECRELTE
BE. BEEBEREHNERT BBE5HH ) £,

BiET— 2 DB
BALTI L #)

BET— 2R CHBLEHLENIBMUERELET, TDEALTY D% BT
5 ADFE LT

BEDT77A4IVED Y
O— F#x

BITHEET —RZIZBE. OneDrive hSEEBEINET,
OneDrive 57 7 1 IV EEIS T B 1z8|

AT YO—FHZERELET,
BPd L. RAEDERILLETH

X AE Z @@{E%
ia—o

2y NT=0 ST 1w IHERT BREEED DY

ESET File Security for Microsoft Windows Serv:

er I—H—=AXZa7)b



51 FHERGE

O 15k
¥ §
RIED O3S BRD | o365 o7+ 1 ID HEFENET,
T+ k~ID
R— 77
Azure R=SIVDTTY | e K- B LOT T 5 —2 3> D BEFENET.
7—3a> 1D
Azure R=SIVDXT | 1 e Ko ZILDATI T4 b D HEFENET
Jx7 ~ID
SERREH LT Vb SERREY LT Y MARRENE T,
| Wi bgl)
B i a x| @
IV HA
UPINAA LIPS AT MRE
39 RR-A1RE =
YJLUIE’E‘
N B JorrL
H\';: = BIRENETOTAL IATaTPAN v 0@
PyFE b FOTFAMOUR I %i o
RYRI-IRE 3 j:j:f =
west X)L ONEDRIVES JUBEEF B RE
FIRAZTbO-IL THREATSENSE/(5X—%
Y-l
I-H—A29-T1-A
OneDrive @A CHABTA7O7 71 JVICEAT BHREEZTAE I,
EBEFHFPDBETOT7AIVDORERE ROy TR O U AZ1—D5FAEYd, JOT7
BRENhET707 7 . . < o _
BRENITRTTAN | x50 Tes R % v F— AT BEED/ (5 A — 4 —BETT,
[(FaZ77A0/bDI) XN OED RBE] #0)vods& [7OT77102—T v ]
EEHNFRRINFLOWARZLBRETOT7 71 IVEERCEE Y, [TO7 7 1)L 2 —
ZO77141bD) R k v BEICIE. BEFEOBRETOT7 7 AIVDA—ETERREN. LW IOT7 71 /L AEE
BT BIdDATIROBY £, ABTHLUAERTHTOT7 7118z AL (B
] > [OK] B0 UwodaE, TA7710IVEDEHRINE T,
BREWNFREZBIRTEL T, BEOWROIHZRET DHEE. EREDOTR] DD [fFE]
BEDHSR HEOVwoTRE T7OT770)02—45y b BEAZRRINET, (AT 71/LZ2—
gy bl BEOEYZ )y L. ROV TEUUAZ 1 —h5FRAEEIN TV IBEN
REFIRT D, THILE— (VI —) EBEDSHETREZRIRLETD,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



SR Chapter §

©® ONEDRIVE &K Ui F B {R5E

S FLESECURITY. .

FHlE Q x| @
BTV TaTPOLDURR RE (i}
” REOHR HE

UL LIPS AT IR ”

JIVER-IRE ATl

WUITTERE O oNEDRIVES SUERE Y TR

Hyper VIRED

OneDrive #REL NITF A =% BN A0 O

HIPS T

PYIT—h ZHRABVEEER B IV~ =sK =% Br A7 O

RybD- R s

WERESI SEOLVITEEF R STV —Say Bx =% B A7 O

r 5E

TIAA 0 =

y L2 EHBVTEERBEFT IS BXx % B A7 O
H/E

A-Y—1289-TJ1-Z
RERE/(TX—H—(d. OneDrive B EELED(EAI TSI TRETEET,

THREATSENSE/(FX—%

T T

TONEDRIVE B K UMWFEERE) w0 a>Tld. <oz 7)) TEE LLAEVWRIREEER DD 7 U r— 3> T8
DLWRIEEMEA S BT T —2 3V I TR TIREWEREED DS 7 T r— 3> 1D 4D0OAHT I DIRE (LKR—
B LNIVEFRETEET, A7 AUDSEFHRERSE (LR—F) LNVOSHRICDOWTK 510 BHET Y 0 TR

D72 A LNMRES S UHHFERE | ZS5RBLTIEEY, GH RELNIVOFRER. BEEX] €72 3> TwREL
ESES

® THREATSENSE /N5 X —%

[THREATSENSE /NZ X —%] &2 1) w7 § % & OneDrive REBEDIRE/ N A—Z—ZRECEXT, FMICDOVTIE
5104 )bz 7717 O T THREATSENSE /NT X =42 | BB L TLEEL,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



51 BHERE Chapter §

| 5.1.6 Hyper-V &%

RAED/N—2 3 D Hyper-V #& &L, HyperV DA > T4 VEelEA 774 MREBY AT LDOBEEZY R—MLET,
Hyper-V & Tl&. KRR MENfz Windows Hyper-V & R 7 L EARIES R 7 LDIREEIC K > TUTD K S 5iEE & 7R—
FLTOET,

Hyper-V #8EH° | Windows Server

Windows Server | Windows Server | Windows Server | Windows Server

2008 R2 SP2
L 2012 Hyper-V 2012 R2 Hyper-V 2016 Hyper-V 2019 Hyper-V

R AT L Hyper-V
A4V VM | BEEL FiME Y E FiMHEL Y B FiME Y E FiMHEL Y B
73427 VM | iR ER /B | i) ER /B | St ER /B | i) R/ B | s B /B

N—FRoz7EH

Y—N\—IEARER YV ZRITT BBD/INT =<V ADE@EL DY T RET V74 T A1E EIT.CPU U Y —
AEFERALET, 771 VM DBRECIHEET 4 AVEBMNETY, 74 AVEBIE. FIvIRA Y MRSy
T3y bERIET 4 RV TERAINAEED 2 B ETERITNEEY £ A,

BB DOHIFRER

« RAD R L= ZINVRY a—L BLOBNT «+ X7 TOREIE. BT 1+ A7OHEBICKYTR—bEInTWL
Ftho DI FIREGHEY . VM TEINT 4 XV 24 T2 FERALEWNC L2 B8O LET,

- BREERICHREDO VM TRITEN, FIVvIRA Y MEERX Ty T3y MAIFELE A

« DT RABZDKRA FTRITENTULS Hyper-V I$IR7E ESET File Security for Microsoft Windows Server (& > THR— k
TNTVEHA,

- Windows Server 2008 R2 SP2 TRITEN T L % Hyper-V R X r DIRFE< > & ThreatSense / (5 X — 2 — (BxBR L73LY)
TERENTERBR L ANIVICEHRE . iR ERE— R TCOIMRBETEEXT,

ESET File Security for Microsoft Windows Server &, {487 1 X7 MBR DI&&EEZ Y R— b LETH. ThESDHRD
FAHIY EAREOHOHNY R— FENET, TOREG. [FEERE] (F5) > BRHETI V] > [HyperVigsE] >
[ThreatSense IN\Z X —%—] > [T— btV 2—] TEETEXT,

BRENRDRBII UDF T 547 - F7HREITUIVEDYE L

ESET File Security for Microsoft Windows Server I&. Hyper-V Management Z{EAR L. RIE7 + A7 & L TERF L
£9, TDELDIT. ESET File Security for Microsoft Windows Server (Tl A RZA TJDT—2ET7AIUCT 71X
TRHEEDLDIC KRBT RTDRBICT VL ATEXT,

BRERNROREI Y VHF T4 - RITH, —BHELE, RTFIREE

ESET File Security for Microsoft Windows Server |& Hyper-V Management B LT, BT+ A7 &&ELET, N
S5DT 4 AT NDRBOFEFHETEEL S, D8, ESET File Security for Microsoft Windows Server (£, {Ri8< />
DFTVIRAVN /AT VvT a3y MEERLTHS, FTvIRAV N/ AF v T ay McERLET, REH
IS FIvIRAV N/ RF Yy T3y MIHIBRENET, DFY. SR EABEE. RITRORETS >
MEET VT4 T 1« DFEEEZITEW D, RITCEXT,

ESET File Security for Microsoft Windows Server b\, #&EHRICAF v T a v bElEF v I RA > b E/ERRT BICIE
BRI DDDOVET, LHORET S > T Hyper-VIEEZRTITHEEIE. TOREERLTILEL,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



5.1

SHERE

EeEzva Ll
Hyper-V BEDEY 1 —JUIERDBZRANRENE T,

VirtualMachineName¥DiskX¥VolumeY

X

&7 4 A7 YIZRY) 12— LETY,

) :
Computer¥Disk0¥Volumel

HFOTT 14w I AL WM DT 4 AVIZX—D v ICRRENDIEF EF CRBIET, BMENET, ZDapaiRANIL.
RERNROY ) —BE) A b, ETRRN— BT 7 7 AV TEBENE T,

REOET
CFVTFRUR

[Hyper-Vi&&E] #7)v o3 5L. RBIEGREYY VELUOR) 2—LDVAIDRTENE T, RET HRE
RV TARY EleldRh) 2 —LERRL. BEZ7 UV LET,

« ATV 21—F—2 AT EER
- ESET Security Management Center D [ —/N\—1&&| 7547 > 2 A0 % {EH
- eShell B TOEEH LURA

B Hyper-V REZFERHCEITCEET T, BEDT T LILEEITE AT T 7AINADY VI MIW BRI ZZE L
EE

A8

BEINhSHEE

s FUSTAUVRBR Y VOREERITT HEEII. BEDRERY DF Ty VRAY b/ AF v T3y bEER

FTEREDNHVET, FTvIRAV N/ XF Yy T3y bOFERFRICIE. (RIER S > O—ERONBLBHEIRE
FEMEENDZED DI LT,

« FITTAVRER YV DOBRERIE. MENTETITAHECHVICTERFA,
- Hyper-V Manager Cl&. 2 DDRGEZ(RE Y VICECARZIBE CESH. BEOVDOHBZEFICOVE1—42%

HATEGWVEEL DY ET,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



SHERE

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b

BT B =X

UPIAA LIPANSAT MR R T v o

D59 FR— AR : =

ULITTHE TOTPA IR "E L]

Hyper- VEREX BEONE ==

OneDrive &

Hps ATOTPA N

PyTF—b HYPERVB LU F B IRE

FYPI-IERE THREATSENSE/CTX—%

weBE A/l

TIRAZ b0

Y=L

2=Y—{2h-T1-2

Hyper-V&ETHEBEIT S 7A7 71 IVICET 2RELZTAED,
ERBHFOBRETOAT7AIVDERE FOY TRV AZ 21— 5TAET, 7AT7

ERENTOT 7 ~ . < - ;

BREVITATTAN | s Fo572s RRE v F—BERT BBEDI S5 A — S RETT,
[(TB770bDUA ] OED H{E] 20y od2E [T7AT7 70— v
BEAZRRNENFTLOWARZLRETOT 74 )VEERTEXRT, [ 7OT7 7L %—

Z7a7714IbDY) R + Ty ] BEIKE BEORETOT7AIVH—ETRREN. HLWLWTOT 7 AL ElF
RS BDIODANIROE BN ET, AJMBIHFHLIAERTHTO7 712 ANL. BB
ml > [OKl #7)w o3 5L TOT7AIVADERENET,

ENREBRTEST, BETBRETY V. Ta R0, TRERY 21— LFS

BEONS Tﬁ;ﬁ%%ﬁﬁ? £9. REIAREIY V. T4 R7 ElldR) 2 —L%&ERL

M HYPER-V & K Ui F B (RE

BHIYTY A

YPNIA LIPANS AT MREE

et yieed A7TT AN

RNDITPRE B nyrer VB LUBRF B RE

Hyper VIREL

Oaibre B NITF BA 2% BN A7 0O

HIPS we o

PYIT—R = o

RYRI-IRE EHARVAEER BTV —Sa sk =% ®Br A7 O

wesE X)L b [i]

T2 bO-)L = o

y=il BOULVRIEEF ST I —>3> Bk =% =Br A7 O

B AT S o
= o
B2 TRV S IV —a BK £% BM AT 0

oo W o

BEFE. BHI VYV EBREZT IV R—R Y ML 2TERITEINET, O/ a>TlE IxIVoz7) TEXL
{IEWAIBEMED S A7 T r—2 3> ) b LWARRML®H S 7 TV r— 3> ] [RETIFGEWAIBEENSH ST 1)
T—3>] O4D20ATIAVOHRE (LR—F) LNIVERELANVERECEL T, A7 0 OFMEPRE (LKR—
b)) LN, RELNIVOFEBICDOWTIE, 1510 BET > > @ TR T IV2A LMRES SFUOBHFEEFE) #5

BLTLIEELY,

B THREATSENSE /NS5 XA —%

[THREATSENSE /NT X—2] &7 1) w7 d DL HyperVBEDKRE/NTA—2ERECEET, SHlIcOVNTIX 1514
<)V T 7182 ] O T THREATSENSE /85 X —% | #BBLTLIEEL,




5.1

SHERE

| 5.1.7 HIPS

HIPS RENZEEIF, RBREELGEI—HY—DINTOTLREL, HIPSDREZRDE. Y AT LDARREICIZHATEE
HHABVET,
HIPS (RA MAR=REAMLEY AT L) (F. AVE1—2—ICBREESA LS ETREBPIIVT I THEVAT A

ZRE LK T, HPS I BEGEMEAERY b T—0 T 4 )LR U2 T OBEREZES & T RITROTOELR T 7
AIe LIYZA RV F—ZERLET, HPSIEUTIVERA LT 7 AV AT MRECT 747 04 —ILEIRFETY £,
[RE| BEC [FMRE] 27 v 7L, IFHRE] BEC REI>D V] > [HPS] Z#ERLEY,

RIS o s
UPISA LIPS A5 1R T
G5 R R
VJLOIT@E ek iz E
RESHLY-L2EEHTS
PRICAREYAFrH 2RSS
PyI7=b ORTOANT O EEBS
RYRI-DRE
wEBEl DALRIPRE
= THLITREEEHITS
FIAZax o=
bl HIPS S¥3E
A-Y—A25-TJ1-A Tk L ViEERE-K vl e
=
v

HIPS ZB%hl<9 % / BCHBRZEMICT S

ESET File Security for Microsoft Windows Server ICl&. BEDH SV T b T T 7ICKD2TIAIRA « RINA T T 7 RED

REMBEDBRIEENVEMLINLY LEVWEKDICT 5. BEHERMAMMEIATNTVOEY, Tnick), Y AT
LIEERREICREINET T, HPSEBMICTS] & [BCHBEZREMICT 3] TEELARKR. IvEa1—4%2—

DOEEBRICEMZY FT, HIPS VAT LSFREENICT 2BEICEH. AVE1—2—DBREHNUEICTEIET,

RESNH—EREBMICTS

Microsoft [&. Microsoft Windows Server 2012 R2 CIREE NP —ERADBERZBEALE Lz, Thick. <ILT T
THEICHT B —EAHBALESNE T, ESET File Security for Microsoft Windows Server DA — % /Ui, BEE CIRES
NP —ERXELTRITEINE T, TDOHEREIL. Microsoft Windows Server 2012 R2 LD Y —/N\—A XL —F 1 5
AT LTHRTEEL Y,

T RENRNVARARYRF ¥ F—ZBMCTS

[7ENVARAERYRFvF—1 & (ZO7XTOq0 70y 7] EEBICEEL, Tt ElEBSaERT 5
ET RV T T7HREROBREZLET 2 LD ICKRSTENLRIVT T 7H 5 DREERELE T, BIETIE. BRI
BREETNTVET, sFlICOVTE 6101 FHlAEVERE (T ENVRARAEURFvF—) | ZBRBLTILEN

IVR7aA 7Oy o &5BMICT S

(T/X7a4 +7Av o] & Web 75 78— PDF U—R— BFA—)L7 Z 47> b Microsoft Office > R—x >
PR ED—MNICRIBENE 7 T —2 3> 24 T7OREERIELE T, BIETIE. BMCHREINTOVET, i
ICDOWTIE 16110 T2 X T7A4 b J0Ov 7] #8RBLTIEEN

ESET File Security for Microsoft Windows Server 11— —2X~< =27 )b 141



5.1 FFERE Chapter 5

SUYLY I TIRE

T LT T T7RFEIL HIPS #EEED—ERE LCEMEL. 22V AT 7 EEDLLEEEARML T, 7Av o d562&T
V12— RELE T, VYLD T 7 REZETT BITE. LiveGrid FHE> AT LZBMCT 2RHENDH W XTI,
FERICDOWTIE, 1618 ZoH LD | #BBLTEEL,

TZ4IV2VVTE-F
T2V TE=RIE RD5 DONTNH TRITCEE T,

VAT LERET DIODEZRRMHI—IVERNT TNTORIELEMNCTY, IL—ILT

—idE —F g
VOEBRREE | ranir o a v aR R THBRITNE T,

AIX—FE—F REHANY MBI BB ERRLE T,
WEEE—F A—H—(TRIEDEREBEKRLE T,
A—H— b=V EERIHI—IVRE>TIMELE T, J—/UITEWVWRITERET T O v

RY—AR—XE—FR T
BT BE BIEDRITV—IVIMERENE T, FEE— FTEREINIV—IVIE. F
ECER LTZIL—ILo. IL—IUMIEBEE— FTERENSIL— LK U BEEIFE EY
£9, [FHE—F] 2BRITHE. [FHE—FOKRTER & 28— FOHRYIN
DRICRETNDE—F] ARECEXY, FHE—FOKRTEH TlE FHE—F
FBEE—F DEMPEEIEE L TLIEETL, FBE— FOEWHEBINMET LIcS. FEET— RO
RUNDBICKRESNDE—R] TRELZTZAIVEZ) VT E—RHAKREINE T, [F
BE— FOHRTINDEICREEINSE— N Tld. NNb—IMTEEHE—F] TAX—+
TR IH@EE— R TRUS—AR=XE— K| 21— —(CHERT 5] OFHSERT
TF9,

FEE— FOERIIND | FEE— FOBBONRT LIBRICRS T A ILZ U VT E-FEZERELET, TOREIL
BICRETNBE—F TV TE—RIT FBE—F] ZBRLBSICRTINET,

HIPS JL—ILDERTE

HIPS (&AL —F 4 VTV AT LREBDANY b EER L. IN\—=V IV T 7A 7 04— )V TERENSZIL—)VITE
IW—IWZEDWTHSLET, NIb—)b] @ [RE] V> o&x7 )y o3 5L THPS )L—)V] BEHNFRRS N, /L—I
DIERK. fREE. HIRDTEX T, IL—IUWERB KU HIPS IBAEDFFMRIC DL TIE. THIPS JL—/LVDEIN - fREE | Z#EBRL
TreEW

W—IbD7 o> 3>% [HEER] ICLTSHEIE. IV—IVICBEE Y 2 UICHESSEEANFRREN. 1—T—I33/Fe [EH]
I20 [5FA]] 920 #RTEL T, BESNBRERICT 7Y 3V &ERLED > TBEIE IV—IVITEDWTH
LW oY 3 VHERENE T,

FHESREIE Cld. HIPS ARH LI LW o2 3 v ZEIOV—)VAERLE T, [3lFR) 20 voddE. ZDT
I AVEHREIETAY VI AEEERETCELTT ., TORETIER LIEIV—IVIEFEITIER LIz/)L—ILERZIC
HIEENET, ZDcsd. BRE@H SIER LTI/IV—IVid. coBEmERTESIV—ILEY HABEIL—IUITE S
TEDBYVET, DT, IL—IMEREZICE CREE LIz, BURRBEEARRINAS T EHAHUET,

[COTORRITHRT BT 3 rE—BMNICERET 5] Tldb—IVERlE 7002 VT E— ROZBHIPS €Y 1—
JVDBF, FEV AT LOBEHEC. AL77¥ 3> FFr/ B MERENE T, INsS320773 0D
WIhbHDRITIN2BIE. —BEIL—IVSEBR TN E S,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



51 FHERE Chapter 5

@ HIPS JV—VEE
COE@EICIE. BETNTWVSHIPS L—ILAKRTRENET,

HIPSJL—JL 2

Al S5 Thoa | V-RTR—3a | 5k 0. |

=1L 1 hEE L. SRR L eAERENE T,

H I LS R B ST, N LIEAbI L — U 2 MY 1
7oAy SEH—B U IBAICERT BT o 2% (A, [T0v o). [BR] HoiEELEd,
N) =57 1 f—

;ai’ 7uT DT T = 3 U E S TANY FARBIENEEDH. b— L AMERENE S,
o b BEREEBE N E— Ty h (7 A TT Y3y, LIZRUTY FU—) B

BITENTWVWBIBEICDM TDIL—IUHMERAENE T,
OJRHRDEKRE ZD)V—JVICBET B I1EHRA HIPS AV ICEEsRLE S,

N AT FHESENHZEIC. Ry 77y THEEOAE FRBICRRENTCBRHILE T,

BIEDRZ > TIERODBEDTEE T,

B L=V L TR L& T
LTS BRLTV M) —ZRELET,
HIIER ERLETIY MU —ZHIBRLE I,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



5.1

SHERE

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b

HIPS JL—IVDENN - fRE
GEM] £k BRE] #7)v 7 LT XROBEE CHllxRELET T,

HIPS)L—)L385E

=&

F5azy

EhfEEE

T
FIr—23>
LZANIZ N

E=5]
DY SRS E
153

A—Y—HDRE L&A, EEEIHERENV—IVEDIERTENET,

IW—IVDEREDN—BLTIHRICRTIT S 77> areE ] [TAav 7]l [H#ER] b oiE
ELET,

IV—IVHBRENDNREERLET,

77410

W= IVIEBRED T 7 A IV EBET BB BICRYBEREINE T, REVAY—FD 17711
BEDORAY TZOAZ1—HSRKFEDT 74 )V&ERL. GEM] 27w o LT, il
WI7AIVERIET AV —Z@RLET, Fleld. FAYTEI U AZa—h5 [TT
DT 7AIV] ZFERLTINTCDT 7 A )VZEMLET,

WW=IWE, 7TV —=2 3 K2 TANRNY bARBIENIEBEICRIERINE ., RE

D4 =R 77—y BEROY A0 AZ1—poBEDT7 T ) r— 3>

FEIRL, Bl 227 ) v o7 LT ILWIT 7AIVERIE T+ IV A —EERLE T, Fizld,
FOvTEZ I AZa—H5 [TXRXTOT7 SV r— 3] BBRLTINTDOT T —

avEEBMLEY,

% [V—X7FUr—a>] BERICOWVWCE, T 770 r— 3> BiEEBERRICER
ELE T,

LYZRUTVERY

IW—IVE BIEDL Y XM U I b —LEET HBEICRYERINE T, REV Y —
FOTLIRAMUIV MU JEEFOY 7ETAZ21—Hh5 BEELRTY bUT ZFIRL.
CEN] 227 Vw o LT ILWI 7AIVERIE T+ IVE—ZRIRLET, il FOv Y
BOUAZ21—h5 [TRNTOIV ] ZERLTINTOIY MU —ZEMLET,

a5 IV—ILDBER, BshEG VB Z T T, ENCLIBELIL—IVIE) A MR ET,
O ERNEKRE ZDIV—)VICBET B1EHA HIPS OV ICEE& LE T,
d—Y—|EE0 AR ENEEIENIIBEIC. Ry 7y THEEOA FEICRRENTGENLET,

HEMMEDOS [RN] 27wy LET,



51 FHMERE Chapter 5

V=7 TV r—2 3V OER

| sxorir—2a

WREGDY —RT TV r—2 3 VEERLET,

[TRTCDT7TVr—2 3] Eeld lBEDT7 TV r— 3> ] Z&RLET,

MEEDT7 TV r— 3> 2@RLIHEE el 22 ) v o L7 75— 3> =emlEd.
RELIS [IN] 201w LET,

771 VDR
WREGTDT7AIVIREEEIRLET,

TP ILDIFE

FATOTPAIEE

Ir4LoBIE
TrAIADEEAFH
TARINDEETIEA
JO-SUL Iy a0 AR

RS DS #5R

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



5.1 BHERE Chapter §

/( 4
;WT®7’4W FRTDT 71 JVRECH LTIV — L AEEENE T,
/{ =
;];"’7’ TVD | s A a—Fy T 7 AV EMBT BB — L AR E N E T,
7L IbA
;;;g ? T —2 a g Z—y b T 7 AU ESAGIEAI L —ILABEENE S,
7= 3 > Windows DIZZER TR WHET. T4 A7 DS DFHHEY FildE2EFA
FEGTES ELRBAIIL—IABERENET, T RAIADEET7 7Lk, WET
TFARIND BIL—=IVDBRINTICT 7 A IVDEBINZHZELHY T, TOEMEF. /I T7H
BT 7H R BHNENZDERNES E LY. NV ITVv TV T RO T TAT RIDEREIC—%

ERLE S ELTE. ERlEN—FT 42 arIx—TJv =BT AV R 21— LEDHL L
S2ETBHILTEERIENZHZBEDDHIET,

F8a—/I\Ib7vo®D | MSDN S+ 751 —H5D SetWindowsHookEx BEEID MU Licx L T)b—)UA BRI NE
’(71 I\_’[/ _g_o

FS11\D

s VAT LD RS AIN=DA VA =)L EFTIRAFTH L TIL—IVDERENE T,
FEdrIA A

REDMRDOS [AN] 27Uy I LET,

774 IVDZFER

| 5x07700

WREGDT 71 IVEERLE T,

TRXCDT 71V Efeld "REDT 7 A1V Z#FRLET,

MEEDT 7)) Z#ERLUISHEIE e 27 v o LTT70)VEEBMLE T,
RELS [IN] 201w LET,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



5.1 FENIERTE

TT)r— 3 VEME

TIVr—sa>EiE

FATOF I -3 E8hE

BOF TG —2a%T ) (wl
BT TV — 23S0 MNER

=

BIOF I A O% T /hER
FARFTVr— a2 mEE
BOFIT— A OREEES

IRTCD7 TV r— 3 VEnE

IRCOT7 T r—2 a VEEICH L OV—IVDNBRENE T,

RMO7 TV r—arvaz7rNvy

TNy AHETOCAEBMLEYS, 77U —a>07/\y THICZFDT
T —2 3V DEEOFHER R L CERE L. DT —RILT7 VLR TS
BElb—IVhEBREINE T,

D7 TV r—arvhon
AN b DEIF

V=RT7T)r—=a g o7 T = avERRE LAY M
WELLSETEHHBEITI—IVDABREINES (F—aH—DHTZ7H—0D
ARV MDF v TF v —HZHHDEE),

BT TV r— 3> 07T [ g

MO7 TV r— 3o, BRE. 8TOBEITV—IVOEREINET
(Process Explorer & fcld Processes XA > h S EH#7 7+ ABIRE) .

HR7 T r—2 a0

LW TS =2 3 vE T O XAORBOBEICV—ILNBRINE
ED

D7 TV r—2 a3V DREEZEE

V=RT7TVr—23avid 2=y b 7T r—3 > DAE)—(ICEE
AR RSP TCNBDH. RDUICA-RZERTLEDELTVEY, BEELT
TVr—=2av&2—ry 7T r—2a v E LTHRETSHTLICLEST
RET 2BV —IVBREINE T,

REDMDOS [AN] 27Uy I LET,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



5.1 BHERE Chapter §

LY Z b DR

Lo AMNIDIRIE

FATOL-ZAMNAEE

- rPyTEEDES
LZANDSOHEIE:
LIAMF-E0EE
LZANDZES

IRTDOLIZRY

e FRTOLYR b VIRMEH LTI — U SERENE T,
RE—bTT | RZ— by TEE Windows REMICEAT BT 7 s~ 3V DEE) OEERIC—
BEOLE VBERENET,
.
L APIEEP L ox gz o N LB A VR E N E T,
> ) x—
ae TR Lo b ORI R NE T

LYZARYF—DBOEE, HLMBEDER. T—2 -2V —ADT—2DBE. £
LIZFVOEE | ELYZARUF—DA—Y R, &g Ib—THROREZ1T 1B EICL—)VHER
ThEd,

REDEDOcS IN] 271w LET,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



51 BHARTE Chapters

LYZRMYIVHRY

AT N

| B

WREBDHLIAMIDITY b EERLET,

TRTCOIY M &feld MEELTeT > U Z3RLE T,

MEELIEI>Y b Z@RLIBEE Del 22 )y LTLY AN IV M) DOF—%Z%ZEMLET,
[(LYAMIIT42%8<] &7y 7 T5HE Windows DLYRA NI T4 2—%REHL T, F—EFRTH &
HTELY,

wRELCS KT] 27U w T LTHPS )L—ILOIERZER T LE T,

2=y ODANTIE. —EDFHIRMLGETCTAIVRA—REFERTELT, LIZXANJDNNANTIE. FEDF—D
Kbwic I*) (FAZRYRY) BEEFERTEE I, FIXIE. THKEY_USERS*\software] (. HKEY_USER\.default\
software] & & —2 L & 9 D\ HKEY_USERS\S-1-2-21-2928335913-73762274-491795397-7895\.default\software |
EIEF—HLFEA,

FHKEY_LOCAL_MACHINE\system\ControlSet*| (&, B LI A M) F—/INATlEH W EFEA, \*] DALY
AMUF—DNRIE TZDNREIEZDEESDEOERDLNIVOERD/INA] ZEHRLET, T7MILE—F Y
MIRHLTTAIVRA— REFERT BHEETDHEEDNDHTY, RIS, INADREDRAHFHIE NIZE. T
FA— RS ") (PRRZURY) IKESNADFHEEINE T,

—MNTEBIV—IVEERT L. ThICHT R2EENRRENET,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



51 SHARE Chapters

LB B
7TV =Y 3V OBIFETINY I DT BLOOREE LET,

FHlEE Q x| @

BRI [+ 7N

UPINAA LIPS RT WMRTE

59K Z4RE | B mmE

e

Z:E;i: | wmesTmis0- e 'y
JowEnissfeegRTER x o

PoIF—t © 28— NPy TP TV~ BB ol AT X

FyhI-URE

wesEX—J|

T/ A0
Y=Jl
AT —T=A

A=Y —Ib—IVTHEEICTOY 7 ENGEWRY . RESNT 1 IL2 U > T E— RICBERE
<OCBRLULERSAN-ERBICEREINE T,
REl 220y 0958 MBATZT/INAARSA/\—] ZEIMGRETELT (FLBR),

ERTBT/INA1 R
A A

0y I ENTRME
I NTELER
REZ—=b Ty
7TV r— 371
EEhHofcLE
BHIT S

TAY I ENTETNTDOBREL HIPS OV ICRRFEENE T,

TITVG—=2 3 VDNV RAT LA =7y FIBI. £RIFHBRENSTZTIC. TR by
TEHERTLET,

FERITBTNAARSAI\—
BREIC A ——)L— /LT av 7 ENTWVBIBEHERE. TOUAMIERREINZ RZA0/\—=F HPS 71 )bR2 T
T RICEFEL BICERINE T,

{ERTET /A AT/ T— ?
| cowindows¥systemaz¥drivers¥izsqoncisys T i ™ S
| C#Windows¥System32¥drivers¥3ware.sys =

WS¥System32¥drivers¥ACPLsys

| Cr¥windows¥System32¥Drivers¥acpiex.sys

| C:¥Windows¥System32¥drivers¥acpipagr.sys
| Ca¥wi
|c ¥dr

| Cr¥Windows¥Systam32¥drivers¥ADPBOXX.SYS
| C¥windows¥system32¥drivers¥afd.sys
C:¥Windows¥Systemaz¥drivers¥agpd40.sys
DRI

¥dr

000000

| C¥windows¥system32¥drivers¥appid.sys

i&hn utrwb

K B

CDEHE CIIRDBELRITTCEE T,

BN FLORSAN—ZEMLET,

LS BIRLIE RS A N\—D/I\RERELET,
HIIRR FZAN—Z)ADSHIBRLET,
vy b VAT LR SAN—ZBEGRHFAFE T,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



51 FHERGE

IvRALY b

FECEMLEE FSAN\—%2—ECHIRT 2HBE1E. [UEv b] 22Uy I LET, Thid. BED RS A/N\—%EML. FHT

A RO SHIBRCELGWSRICEMTY .

| 518 7v7T7—F

7Y ITT = =N\ ENEDY—/N\—DFEET —2GE 7Y TT— b7 7 (VDR ETDIEREIEELE T,

73
BEEC [FHRE] 27 v oL, THEREI BEC [7v 77— Z&RLET,

_}'I.n—‘—v

DX/:EJ

(5] B -

B

BT - =%

BEQPYIF— IO OVERR 24TaTPAN v @
RyhI-HRE PyTF-EAIERETS RE

_— PoTF bl o

TSI
BRSSP

bl SORE, BT S AN T RN SS TORAT 9 XAl
T
A-Y—A28—TJ1-X
BEIT D EBASARMERENCHE i ]
7 [ ]

EZ21-AO—MIY
ED1-NORIVTSANEAER o
O-DLERETBRIV TS bR 12/ @

o-lityd

FOET2- WO

———
Feveh

HEDT7YTT—+7
A7 74 IVEER

FREGERRO7 Yy 77— TO7 7400, ROy AT A =0 —
FOy 7RI AZI—HSfFERTETAT 7 A AEBBETCELT,

ICRRENET,

(fRE] 27V v o d2E BHZERRLIEWT 7Y 3> EBHOREEZRIRTEL T,
BHDFTES NS =T AT by TICRTRT B [TRY b TIcRR) & TA-IVTEE]
EERTE. EBDo—AEIEAAEEIRTEE T,

(@) S@BE - ESET File Security o X
BRUEF IV —SadBsiiFonsnsd ?
Q
—_ = ZE TRIN TR AL TRE
ZaY — B =
7y 77— MEHZR EET=
—] FAr—2aypyIT—h1s—-
£ j- % RyhI—IPYIF -5~
TOIS LI R R NPy T T — ke nET v v
=7 Frly [aa-
- APyIT— b5 = <
EV2-AERICPYTT— henEUR v v
BRI N ERICPYIT—hEEE
HLLTOI TR —F > MOTFTF — MIAIAEIETT v
8 SOLAxE

FoFRFINAOTHMEICRBLELR v v/

B NI

T7vIT— ¥y
¥ 1 ZHIBR

BEHIVIVOT7 v 75— NEICRIBEHLIFEE LTS
7?—#774w&$vv91%M@L$¢0

Bl [HR] 27 )y o LT —K77 Y

AWVRETI VI VT

>—=Fr

BET VI VAR R A BT AETCORB (B #RETCEET, BEEILI7)
H. HIRfEIE 11 ~ 365] HCY,

ESET File Security for Microsoft Windows Server 11— —2X~< =27 )b 151

Chapter 5




51 FHERGE

BMEI>YY /7O LOVKR—2Y NDOFIRT Y TT7— FOARREGGE®. BiEL
TWBRENDHBEEIE. BIDNN—Tavicao—)b/Nv o Lo O—Jb/N\w o Ko7y
TT— N EENTEEY,

EIa1—)bD

A v T 3w hELER

BMCTBE BHET VY ETOTSLOAVR—Z 2k
DRFy T3y MEERLET,

EVa—)ba—jbiNy
7 T3y kO

A—AIVICREST HAF v

OAVE1—2—IRETHAT Y T3y bOEHREL
&9, BEEIE 120 HIRRMEE 1) ~ 199) TY,

N

BDEY2—)bico—jb

(O—=Ib\w o] Oy odhE FRATEDREHNR
FwvTTay bMca—u\v T L. Ty T T—bERILEYS
DERE ROw A I AZI—HDERBIRTELT, 7Y
TTr—brEBEMICT BTG Ty ST NEFR BT )y
7 L%,

m7az7741b

BEIVSY 2R

B JoJrq
FyNI-IRE =

FoTrALOURS =E (]

wekX—)L BETZTUIAVEER ATaTPAN vi o
FTIAZ3 M- RATOT7AN
oL a 7yFr—b

a FyJ7F—pE—
I-Y-125-TJ1-2Z 2 -

TO77AIVDBIMPHIBONTEE T, LW IO T 7 AILEMERT BTl R
Za77A4IVDY X ] Yok y T L. BRI A—IVRICTA T 74 )0&%E A LT, DEN]
HOV)w I LET,
RETH707 741 IVEZER LEARET DO 7 AIVERIRLE T,

TYITT=hT7AIVEELL AT A= RTBITE, IRXTDT Y TT—hNNGA=R—FZELLANTSHI LD
BECTY, 7747 74— IVERELTWVWSRIHEIF. ESET 7075 LDA Y 2—% v b@fF (HTTP&E) HEFaE

NTWBT LZHEELTIEEL,

BEETIE. [BX] 270 [7y 77— bORE] B BE7Y 77— [TRETNTVWET., 7vTT—hT74
iE. SEBRDRY bT—T 5T 4 v I TESET Y —N\—D5BEFNICH T O— FENET,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



51 FHERGE

S E—FRNe J
UTFOBEETIA 7O7 71 )VDREN CEEXT,
7 o —
®7v7Tr—F
@[ FLESECLRITY..
BT Q x| @
BHTY Y XA4T0T7AN
s
TR FyIF—homER EETYIT-b v, @
WhI— R
PyTF— NSO KT SRR S x (1]
weBE X)L o 0
TIRAZ3¥ o)L
vl EZ-APYIT—H
1525 TR SR
EBER (1]
B R Fr-OBBERTYIT - VBRI [ ]
UB—IINATAPHSOES 2 - Py T 7~ NeFFaIT3 = v e

7y 77— b

BIETIE BE7 Y 77— M ICRESNTHY RIERDEE N T4 v I T Y
TTF—= b 77 AV ESET H—N\—h 5 8FNICZ T O— RENET,

(7R ME—FR] ZRIRTDEARBTAMERTOEV D BIC—RICABEEIND T v
TT7—= b7 7400020 >0O0—RFLET, RHOREREDEETOY S LEFIE
THTEDNTELEIH [FRAMNE—F] THOYO—RLIe7v T 75— 774
IWEBIZZELTWA EIERY Ao RARDAIBMEELZEENNEGZRE T —
IN=RT =T AT —2 3V TIEHEFICEIR LGN TLREL,

GESET v 77— b] B&RT S, 12U EEEEL TV ARF/N\—T 3 0k
HIYYY (REORECTANBEHRC. ZELTWADEHGEINSBHI VT Y)
ERET BRBET—N\—D5, Ty TT— b IV ERL T O— RTEELY,

7yvI7Tr—bEZOVO-F
ERCY I i )

BT 2L LWy TT— hORIBTESKDICHE o &EEIT BHRA Y £ —
IDRRENE T, BRAVE—IE TV IT =T 7N DTA XD 17y T
T—hIT7AIDRDY A X (kB) LWHLAREVIZEICHESR] THEELEBELVE
REWVBBICRTENE T,

Ty TT— T 714 IVDRD
PAXK)EHEREVIBEICHE
BRI

LWy TT— D FIATERSL DI TcEEIL, BRAYE—IVERTT S
TYITT=hT7AIDT A XE/ELET, BIEMEIE 10) KB, HIFRMEIE 01 ~
2000000 KB €9,

EVa—-Ib7yvTT—+

V2T T T MNHFRT STy T T b= N\—DREETVET, Ty T TN\ siE T T T~
hT77AIVDMREENTWAIBATY ., BIETIE [BEEIR DEMITE > TWET, ESET#HD7 Y T7— b —/\—

ZIERATSHEEICE. BIEDEE

BEMUNDT v TT— Y —N\—% @B I 255 BEER] ZENLT. FHT/YyT7 - b F—/N\—ZEEL

ijo

ST VRS BEANGHEEZ2DHVES., 7vIT— I 7V ERELEEBXRY NT—0 T+

ICLET,

WE—ITT VAT BHEETZAT Y EOHTTP U —/N\—LICHh D57 VX T BHHETT,

- O—AJVD HTTP —/N\—A{ERT 2155
http//< 7547 > AV E21—2—8FlE IP 7 KL R >2221
. SSLAEFABTZO0—H/ILDO HTTP Y —/\—%{FB T 554

https//< 7 247>~ E2

—Z—ZEEIP 77 FL X >2221

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



5.1 FFERE Chapter 5

- O—HIVHEBE T +)VE—5ERT 2155
¥¥<OTAT7 AV EI—R2—ZFIEIPT7 RLA > ¥<HB T 42— > ¥shared_folder

BREY T2 F v —ORBEELRT Y T77— b ZEMICT S
B IRXF vy —E100ERTT7 v 77— bENET, TOT7YTT—hME AT V2—5D7 v TT— 2 AV
FOBELE T, CORELENCT DL REERICBIZEZRITITAIEEL DY ET,

JL—=NTIVATATHEDEY 2—IVT7 v TT7— 2T 3

UL—=INTIVAT 4 T DIV— M7y TT—= b T—=TIEREINT 7AIVHBBENTWVERHEIF. TDU L—/\T)b
ATATHET Vv IT—TEXT, (B MERINTWVBREHEEIE NV oI5 0Y RTT7 Yy I7— bOARIFENE
¥, [BICHEET 5] MNBIRENTWAHBEIE. BEEDT7 Y 77— 24 7O HKRRENE T,

IO S LAVR=—V DTy TT—F
IO LAVR=—% Y DTy TTF—=ETlE ESETHD T v 77— h Y —N—ICKRF/N—I 3 o \DT7 v TTF—
T7AIVDMERBIREICIE S fe L EDIMEEH SN UOHRETCEET,

TOYSLAVER—RY bDT Y TT— b EMBT BTcIiE. ESETHDURD b U —N\—(THEETEZREND
ETY, 57— F—N\—Dp5EV21—-IVET7YvTT—bIBREICLTVWTCE, TOIVSLAVR—RV DTV T
T— MEMNET BDICESETHD U RY b H—N\—(TERTEZIHELND Y E T, BBIGLCTTOF Y —/\—
DEREERITO>TLIEEL,

fe. TRV SLAVR—RX VN7 TT—METATSLDT v 7T — MESBREISIHDHKEICE ST, ESET File
Security for Microsoft Windows Server D:ERIRIRICISCTT7 v 77— E—FEREL TLEEL,

TRYSLAVR—RY DT v TT— FHFIAREEIC
7y TT—hEICHER TS | BoEETREDRR L7 v TT—hIITHLLT Y
TT7T—bOFATED T EDAFRRENET,

TRYSLAVR=RY DTy T T T 7 A IVDEE

7vITT—bhE-F EET Y FF— b MDY O— RENTA YA b—ILENE T, EULAIC
EENHZHE. BRI HNESIHDRY 77 v TEAH
KRENET,

BEDHKRECT, TOVILAVR—X VDT Y TT—
MIETENE A,

TOUSLAVR= DT v T T = THRT 27 v T7— b —\—D/S\R%E AT
L&Ed, HTIP (5) Uo7 SMBRvY hT—0HBNZA B—HILT A AT FZA4T0 &

7y IF— kL

—J/\— X . . - . N .
MR el L—=N\TIVAT A T DINAZEASILE T, XV b T—U R4 TDHE IvEY
TENFE R4 TIFZDORDYIC. UNC/NRAEFBTEELT,

1 Ty TTF— b= N\—TCA—Y AT o CWA5AlE. SBEHCF BT 21— —&2%
ANLET, I =57 > TUVEWESIF. 2RICLTHEET,

JSZT— | Ty T T— b= N\—TCA—Y AT o CWAEAlE. SRERCFBT 5/ AT — K%
ANLET, I— =57 > TUVEWESIF. ZBBIcLTHEET,

OiEHA T ay

A T3> Tldo BRLCWS 7y 77— a7 74007 OF 25—/ \—DERE® Windows X—Z DA
L—F7 4 VIV AT LATEARLTWAO—HIVT—/I\—C7 2R T BODERIFROT Ho Y hEHBELET,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



= Ean—]
51 FHHERTE
~ N
PA=E 7 A
@S ELESEQURITY...,
Elinn Q x| @
BT o EEATSa
i
PR ToFH—I
JosE-k ToFsH-)eEALTEE. v | O
FobT-oRE i =
ez SR (1]
wesEX—)L b 3128| @
FIAZT O 1tz °
-l v [
I-Y—A04-J1-X
TOE AR TER S A RE SR AT
WINDOWSItES
FvI7 - N - BT hI OB SAFLTHT NEE) v
O v PS

70+ E—F

JOF Y —/\%{FEH
L7A&EW

7w ITT=McTaF =N\ EALE A,

O+ —/\ &R
LC#E#Esd S

Ty Ir—hMTOF Y —N\—EFERLET, BIRTBE THX
ZLTOAFIH—/)N\—] OREBENENICEEDT. BREICGL

T, FAFIHY—)N\— R—F BEEE 3128). 21— —%. /\

AT—RERELET, £, [TOFVHFBTERWVEEIEE

EEGAERT 5] ZBMIERETHE. 7y T T7— MEICEREL
fe70F o —N\—HFBTEGWEEIC. TAFTH—/ =&/
AINALTTYyTT—rLET,

TOFIHY—N\—lE IOKSBEHBEICERELE T,

- TEEASRE) BEO [V—)V] > [Toxo9—/\] TRELRET
OF U —N—CIEEER7O0F I —N—EFERLTT v

TF— T 2EE
s TV T T T T7AIOBREOHTOF I —/\—%FHT S
B5E

AT NAVEL 2 TaF - N—EN LTV
2=y MIERE LTV A5G

JOF Y — /N — D& E (& ESET File Security for Microsoft

Windows Server D1 > X k —JUBE(C Internet Explorer i S B &
NET, ISPEEETZGE A VA M= IVRICEE LIBEIE.
HTTP 7O+ DRENELWVHESHRER L TLETL, REH
ELLEWNEE, 7O+ —N\—(CERTCEET A,

ga—/\)b o+t —

BEEDRECY . [FHERE] BEED [V—IL] > [TaF25—/1\]

NEEEERT B TRESNTVA IOF VY —N\—EFBLET,

2 SET ) \ \
;EZ;;E?;;@E; TR YN CEHTEEVEAR, TOFI YN
- Sl JXALTER ESET DT v 77— b —N\—E@BELET,

ARZLTAEFIH—NN—] O T1—F—%] © [NXT—F] GEDFRET—2IE. TAFIH—N— D77+t
RERINE T, [D1—F—%) © NAT—F] & 7OF I —N—BHTAVE2—y M7V ERTHLEE
ICINRT— FHARBREGTZBEDHASILTLIEEN, TTTANT HDIE. ESET File Security for Microsoft Windows
Server DA1—H—E/NZAT— R TIEH Y £H A,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



SHERE

WINDOWS H#&

BT

Ve Posly
RyNI-IfRE

west X—)L
T/
v-I
A—Y—A24-TJ1-X

a | @
Jo¥sE-k To¥sH—)ERRLEN v @
L]
38| @
L]
(]
WINDOWS2H

PyIT— M= g hI NS ZATLFHVY NEE) v

Ty T — MY~/ (-h5EE x (1]
-Foe P

7y ITT— b=
BT AT ORE

VRATLT ATV R

() VATLT AT b EERLTCERHT AGAIGEIRLE T,
ETD74/LTD%1 Y=7ho> b EFERLTEREEYT 5
DLt BICBRRLEY, OV Y LTVBI—F—ALEVEA,

BHHE%meﬂMmmwﬁWwﬁwﬂawri//77-#
Y=\~ CEE B A,

e licl——

BEDI—T—7Hho> b2 ERLCRIET 2HEIGERLE
9, VATLTHO Y NTT Y STF— Fﬂ—/\—a)?%?(ﬁ/b TH
LIEBEIOBIRLTLLEE Y, A=Y —=7AT > ME. O—4
WH—NN—=EO7 v TTF—T 70170 L N)—ICT7 0+
ACERITNEBY EEhe 7V ELATERWI—HS =T ATV

FDBZAIE. T ST M=\l TTEE A,

IN—D 517

7y TF— Mgl —

L& T,

BT BE T TT— T 7AILDA T O— R

B —/\— & DL R HIBIT

7y Ir—brI5—

Ty ITTrT—hFZ

TT7—=r 770V DAE—%ERT B ENTEET, 7

bHE. AvEa—

TTF= b7 7 BA—=HAILDT Y TTF—= 25—
BEN T4 v IDEBREIDEEN. 4 V2 —X v MEGROSEEBRASKN TCEET,

Tz&.

p oL ]
) o —

h=s—
77 =S —ITT7 I ERT BERNGAEG.
LTERTRI 5D\

R—T LT IR

ND7T 7 XAFEDFMIC DN TIE

T—HERT B E. XY NV RDMD I AT AV E1—2—%T v TT— T BHD. Ty
<7y ITF— 774D —HERT
L7 YT T— b 774020 >0O— T E2RENGZVDTEFTT, £few 7
CEEENS

v IrFr—hrZ5—

-3, IRTCOU7 47> FayEa—2—|

(@7 v TT—bI5=—D5D7vTT—h| ZBBLTIEEL,

J9oA47 A1 —32— 75)“9H1TP*7L N—FEICHBT7 v TT—FIZ—ICT 7RI BHD2DCTY,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b

7Y
TYTT—bT7 74N ERMLTWBE T +)VE—"HEGRY N T—0 T+ )VE—&



51 BHERE Chapter §

[FHERE] BEC (v 77— > [T7a774)] > [Ty T7—b25—] 20w o 92E 7V TT7—H=
Z—DER) BEHASRTENE T,

FLESECLRITY. .
PR a x| ®
BHTSY B PyIr—hs5—
T FyIF—bE5-ofEs:
RYNI-IRE _
PyIT—FIPAANDPIER
ROl AN=TTS— e
“)(4’7\]‘ |\|:| )L C:\ProgramData\ESET\ESET Security\mirror o
7. | /| i
o
Y=l HTTPY— (& HHIETS
1Y {V5-T1-R 1z G
Jiv i) o
TISLT A F Py IT— b
T =5
BRNCA- NPT —h
SYEAAT MTYTT b
a HTTPH—/C—

TYTT—rI5—D BT DE TV TT— T 7AIWADT I CRAER I Z—bENT7 714 IbA\D
YERE INAIZEDHREBENEMNICEY . 7Y I T— I %R TEBLDITHRYET,
TOITT= I TANERES BT AIVE—EIBELET, B
7E Tl& TC¥ProgramData¥ESET¥ESET Security¥mirror | HMR7F
HITIREINTVWEYT, O—A)arE1—2—D/D 7 + )b
A—FflEHEBRY bT—0 T+ IVA—ICEET BICiE. [H]
bRl U omo ) LTT7+ILE—DIREEHIRLTHS.
(el VooV LTTHIVE—EIBELE T,

HTTP  —/N\—ZB% | BMCT D& WD HTTP Y —/N\— ATV ITT—hrT 7
95 AT 7 ATEET, RABERISIVED Y T A,

T ITT—= b I 7AIHMREENTWS T FIVE— DT 7+
RITERAID N EBEIZEE. I——%&) & TIXRT—F] %
ANLET,

BEINTVWBREKLT /L2 —H Windows XL —F 1>
1—Y—%/\NRT— | VAT LTERLTVWARY NT—=0 T4 RVICHBHHE
N I EBEESNTWVB 74 IV E—(CHT 2EEAHERLH S
A—HY—ZENRT— REANT2RELHYET, 1—F—
2l T< RAAS Y >/< A=Y —>] FklE <=2 7)b—
T>/< A= —>] LWSEATANILET, /N\RT— Fidp
FTIRELTIZEL,

RE] 77101 E ) v o ddE AoO—RTB7v T
7 A TR I TAIVOEEERETEET., 25— —N\—TY
A= ENTWBEBEERLTIEEL,

BT BE. TAYSLOAVR—R Y FHREBNIICT YT
FT—hrEIN. FLWDEEED A >V A b — )V EBIEDOEEED T v 7
BENICOAYR—XY | T—MMTONE T, EWMICTSE. 7O 5LV R—x%Y
F&T7w FT7— b Fa77y TT7— b ITBHEDHEBIRTCEXT, BIICLEE
&, 7O LOVR—2Y DTy TT— MEIC, BRET
BT ELBHYET,

SITCAVR—% VN | [y 77— BV Vv ITBE IO LAVR—RY
B7vIT—hk FERHN—I a7y TT—rLET,

ANL—=IT VR~

Ty TT—rT7AIUN
DT TR

TO9SLaAVR—2%Y
fD7y T75—F

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



51 SHERE Chapter 5

HTTP H—/\—
7y 77—=r225—1 RIEHB HTTP U —/\—=] 20 v o FZE THTIP U—/\—] BESRREINET,

FLESECURITY. .

PR a x| ®
BHTYSY
FoT7—b Fod5p0k -+ by I7—b
RN 2l =
BE RSP T v
west sl S P 2
SYCAIR—FI NETYTT— FyI7—t
FIAZTbO-L S
y-) H—t—f-h 2221
A-Y—A¥9-TJ1-R Ee=13 o =]

HTTPH—/(—@ssL

H—IEERETP AL - @
SEERBSAT PEM v
G-I - O
YRS =y v

o AT

H—)N—F— b HTTP 4 —/\—DF— FESERELE T, BETIE 221 KRESNTLET,
TYIT— R I P AT UL RS B EEDREREE, KOy THIY A 1—h5
BRLET,
L BEEDRETY, BAELGVBAICERLET,
e - EADI—H—2B LU/ T — REEET base6d T2 1— FEHEAT S
BAICERLET,
RRGETYI— RAECRIET 2BBICRRLET, WL, 7 77—
NTLM NP AVERET BV — 8 — ETERE N 1Y —EBALE
7.

YFaUTFs@bDizd. HTIPS 7O VAR LT v 77— 771V E LT
O—RLZEY,

HTTPS (SSL) B R—hDHTTP Y —/\—%ERT 256E. [T—/GEBEET 71V &
BT 20 BEEBRARELERLET, BRBRIAED 21 7id. U —/\GIHEE

HTTP H—/\—® SSL . N - .
DEAT] ROy TR I AZ1—h5 [ASN]. [PEM], [PFX] ZBRTEFT, [T —
I \WBBDZ A TEREET RE] ICRESN TV BT T —/ \MWERIGER LIz —
JNEEREDF =Y T 7 A IVD—EEBVE T, DD [T—/\WBRT 7)1 &
BIE CHINE GO TWVET,
R4 7vav
FLESEQURTY.
FHHEE Q X
BHTYTY 1 g — o
PyI7—t JZI-F [ ]
TYRI-IRE
B TISATA—FOPIIT
T :;;Z[:r,m—%mrﬁ;—r
vl SFaU-F M- Py77—+
1-Y—A>5-T1-R o WP/t
s BREATI>
WINDOWSEHE
PV NI NORE SAFLTHOVNES) v
Py T — et~ —h st x o

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



5.1 FFERE Chapter 5

YATLTHTY b

() VATLTAUY b EERLCEREEY 2% AIOERLET,

IEJ_D’J’f/L_(L\%]_ YP—=7ho s EERLCRET
N BIRLEYT, O LTWLWAI—F—DHLEWVEE.
iz == —
AR ESET File Security for Microsoft Windows Server (&7 v 77 —
7w T T— M=\ M —N\—ITHERTCEE A,

FAIZ L BEDI—F—T7HY > R L CRIET 3 8AICERLE
To YATLTHIY STy TTF— b —/\— @T%r”ﬁﬁi%ﬂ&
LIEBEIOBEIRLTLLEEY, - —=7A0 > MEi. O—4h
WH—N\—ED7 v TFT7— T 74T L7 N)—ICT7 7 &
ATCERITNEGEY XA, 77 EATEGRVWI—YY—T74H
U hDBEE. Ty T T M=\ CEGETEE A

TyTT—bRICY—IN— | BT EE Ty TT— b7 7AIVDE T O— REICHY —/\— & DE & @I
b Sk BT L&

feELfedl—H—

Q7Y ITF—brEIS—b5DT7VvTT—F
77 —tF IS AT7 N AV E— DT T =T P AN ERE O R TCEBRI N TY,
Ty ITT—= I o—OEMICIE. HTTP —N\—=¢HBEXY N D=0 74 VA —0 2 8B Y £,

HTTP H—N\—%ER L7y 77— FE5— D7 7€ R

WED HTTP H—N\—%FRLTT7 v T 77— b I 5—ICT7 Vv ATEDLDICT BICIE. [FHERT) BECT [Ty T7—
M > [Zazr7zqu] > 7y 77— 25— B0y o LT [77v 77— S5—DER] ZBIC L THTTP H—
N—1 €072 3> HTIP F—/\—=0 [ —/)N\—=K—bI 1588 24 7Z2RELET, FMICDONTE THITP T —
N—1 Z#BRLTIfZEL

HTTP —N\—#EEBT7 v I T7— b T 71IN\DT V2 A %ZHA T BBE. 7 v 77— b X5 —I& ESET File Security
for Microsoft Windows Server D1 X2 VR ERLOAVE1—Z—ICREBEENTVWBRELRHY ET,

HTTPS (SSL) HAR—bDHTTP H—N\—%@BRALTT7 v 77— I 5—IIT7 VA TESLDICTBICIE TH—/\GE
BRET 7 4)V] ZEMT 20 BCEBELIREZEMLE T, FMICDOVTE. THTTP Y—/\—] ZBRLT{LEL

TYITT—hIZ—HEORHIVIVDT Yy T7— McBEIXRRTSE. 7y 77— BEICENEI—T—%
FZNRT— RIS —HRRENE T, TOITT—D—RNGEREREIF. RELEEET —2HBELLBEVNTETY,
A UAZa—D [RE] > [FFHERE] 27U v 7350\ [F5] +—%2# LT IFRE) BEZERRL. [TV
T7—r > [FOT774)V] > [7‘y7?—F55—] Z7)v o LT T1—Y—-%] & TNNAT—=F] BELL
BREENTLEHHEERL TS

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



5.1 BHERE Chapter §

5181 7vZ7r—broa—ijviNvs

EVa—/ba—)bI\v I EFTIBE RETI VI VS LOTOTS LTI 2—IV7 Y T7— Na—BE1E 9 28R %18
EIAEEEREE ROY AT A - 1—h5RBIRTANRELNH Y £T,

o-)L/\ws

=i

Ty TT— MEEEEFECET T AF T B v 77— b BERICIERT 5(CIE. [BRWIELET] ZERLET,
CNUIFBTENGEF 21U T4 URI DB D, TDF T 3V OERIEEEND LE A,

BEI VI VON—=I 3 VEREFEVEDICZT T L—RENT, O—AIDIE1—2—T 71 )V AT LITA
Ty T3y bELTREINE S,

5182 R I21— VBRI -7y TT—h

2007y TT— b=\ TOVSLET Y IT— T BRIBE 2 DDRGLT7 Yy ST NRTOT 7 AV EER
TRDRBHHVEY, RUIDT—/IN\TT7 v IT7— b7 70IbDEA D> O— RICKkKT B L. BEIBICRDH—/ N\
BAoNET, CNEBEIEO—AIVLIANDT v 77— —N\—D57 v 7= b ETOTVENBIDORY b T—
IDSAVR—Xy MCERTEHTEEHEEZL/— AV OAVEEICRETY., ZTOREE. B0 TO7 74 ILHAKRKT
BE. XDTAT7AIVHEENICESET DT v T 7 — b —N\—H 57 v I7— b7 71 )bx 20— FLE T,

Q 777 ROTO T 7 AIVE 2 DR L TEEET,

@) VL) > (R5V1-5]) ESUvIL. REV1—SERRLET,

€) LemicEn Ty Y7 N 0T v IF—aRoES UYL, EE] &Y U v LET,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



51 FHMERE Chapter 5

O 279 1-VoFEEToTVE, 42730 BESRTINS, (797« I57y F7— b
TR77AINEERTS) OBl Z7Uv LT x LTy T T hCEATS 1 DEDT

0774V ERLE T,
SR ®

Py —MNCERT IOl

POTIRPYTT — N IOTrILEER E o
93
JOJP4L IAT0TFAIL v

TPyl MSERT AT AL

PHTIRPYTT - NI EER
%3 [ ]

ri

O 5100 THFTBETYIF- N TIOT AN EERTE] OB ESUvILT XL
LTT7y 77— b CHERTZ2D2BDO7/O7 714 IVERRLET,

AR @
PyTr—NERTETOIAL ]
;g;dwwj’?— FTOTr LR & o
oIl ATOTPA I v

o7 MEICERTETHATOIrL

POTA IR — NI OTr LR ER E o
93
FOIPAIL B

O w71 RevaEsUv s LT FROEERLET,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b 161



51 BHERE Chapter §

5183 EBHA7vIT—F

LANRECIS—0—N\—c7v T 7= b T 7 EBLE. VA7V AV EL—2—CEICESETHDT v TT—
FF—N—DST7vIT7—bT7A0)EATO—RLGEWZS. ZY M TV DERZERTHTENTEXT, 7
ATV NT=U AT =23V TIT—&ERT AICIE FHlERE) BEEZFRRL. 7Yy I7—r > [TAa7741)V]
> [Py TT7—0r ETVV O L TV TT— IO BBMICLEY, cnickY. 7vIT—rT7A)b
NDT G ERAFERCZI T =T 7AIVN\DINRGE DI F—/EAF T a VHBEMIEYET,

FLESECURTY.
R X i@
BT B Jorr

TOIPALDUR == (]
RyFI-0RE RETSIOTAVEER 24T0IPAL vi e
e <ATaIr

_ T PP

TR0 8 PyI5—h=5—

Y- FoTF 2T OAERL

Sl A A
FPoI5—RIPALADPIER

AR =TT~ e

C:\ProgramData\ ESET\ ESET Security\mirror =

HTTPH—(— &8T5

1-H-% (i}

JRI-F (1]
_— ]

IS5 -7 71 IVDREFFLEDIEE
STV ITT— I TFANEREFET BT HIVE—IE [ANL—2T4)V82—] TIEELET., RELIIBIETIEC
r=

A 70 [/ProgramData/ESET/ESET Security/mirror] |[CHEEENTWVEYT, EEI5HBEE [HIFFR] 27 v o Lk
% URE] #0 Uy LTHRIGEE LE T, BE LI 7 4V —DORAHIRBEISEIE. [1—H—4] & UIRT—
RIEADL TR T —22BELE T, BRULRELRTHIVA—D 2y T =0T 1 AVICHBBEGERLIE T #+
V=TS BEEINHERN DD I —F—HE/NRT— REIRET Z2RELNH Y ET, I—F—alE <FA1>
/| <A—P=>FERFE<T—0IIL—T7>/<A—HF—>EWVSFERATANLET, WInT B/ NRAT— REpnd_8ELT
fEELN,

HTTP 4 —N\—%B%IcT S
WEBHTTP Y —/\—%FBLTT7 v T 7= b T 7V DEHRZTOHBEIE. HTIP U —/\—ZBRICT 5] DREES
BMICLET, Efce KEISCT A— Y-8/ \RT—FZRELE T,

7a7SLAVR—ZV DTy TTF— b
TTTE. TS LAVR—X Y bDT v TT— MIODWTUTOREETVET,

ST—EERTALEIE AU A—RTET7 Yy T T bDEE/N-T 3 VERET

7AW FET, UBE] 27UV ITHE COREETAET,
TOYSLAVHE—RY b OT Y TF— MY, FLOEDC VR b —Ibe, BHE

e o | DBEDEFHEITOCENTERY, BEMICT Y IT7— FORITEINELDICT ST

ST LETEETH, 7y TF— M TBHESHEL—P—HRRT 5L ICRETHTE

HLTEEY, TOVILAVR=—ZV DT v I T—=bT 7AW EA VA =)L LTI
& BESIDMVEICGESIEDNDHYET,

SICAVR—RV e | [V TT—F Z7Uv o TRE TOVSLAVR—RY MeRF/N—Y 32Ty
7vTT—F T7—bhLET,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



51 SHERE ChaPterS

ég
A
@ HTTP H—/\—
FILE SECURITY
HE a x| ®
BTV
FOITTA—HADPITF
ESLRT 2% ) Re
FIAAT O = :ﬁ:;_;‘_j — —
Y-l Pl 2221
aA-Y—A24-T1-Z =i BL v
Bty e
i I
YR His v
o FHEATSa>
m 2ox
NESHTTP U —/N\—&FB T 2HE5DR— B SVREE. SSLDREHEEETVET, LUTFOEBICDWIREEITA
ijo
N BIEDR— MME 22T ITRETNTWVET, FIOR— FEFERLTWVWSEAIE. COBEEZZEEL
HF—IN\—K—F
ia—D
T TT= T PAIVNCT VRS BIeDIERENDREEAEZ [EL] [BEAX] INTLIM] D
FHOLHRELET,
A BEARDI—H—2B KU/ T — REREET base64 T> O— RZERY 515 e
- DA T avEERLET,
TOATYavEERTDE BREBRIVIA—FAEACIVIO—REINET, 58
NTLM DWW, 7y T 7= I 740N EHEST ST -0 X7 — 3 Y ETCERENTE
1—%— b\T%ﬁH‘S*LE@LO
L BIEDRECT, BAE L7y TT— b T 71T 7R TEXT,

HTTP B —N\—RRICK D7y TT— b T 7NN DT VLR ZFHAI T 5B I 57— T+ IVE2—d 2 5—T /L& —
#{ER9 % ESET File Security for Microsoft Windows Server D Y X2 VX ERLEOA Y E 71— 2 —ICTBHINTWVBHE

HHYET,

HTTP #—/\—® SSL

HTTPS (SSL) HR— b Z R LI HTTP U —/N\—%ZX[TI 254, [T—/GIRET 7L ZENT 50 BEEH
SEREEEMLET, SEHEZ A JIE AN, PEM. PEX BMERTEE T, £H a1 U7 HaribE Nz HTTPS 70 ~ )b
EERALTCT YT T— b7V T 00— RTEXT, HTTPS 70O b Ve FER LT —2ExPO 7 1 VEIE
REBH T DDEEERAERLEINTVET, BIETIE. [V —/ \WEBERDZAT] & HE] ITRESNTVET, @
PRILERLIGEEIAETF T —> 7 7 A4 ILD—ERCT,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



5.1

SHERE

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b

OEBATay
COBEE TCIERDABZRECEE T,

BHTYTY 1y g °
o] -t o
FyNI-RE
oI5 naA—FhoPyIT—h
wesEX—)L
TP £ 1
TR O, B~ NPy SF — b
Y-l ST RAETITF 777 b
A-Y—A9-TJ1-R 8 HTTPY—/(—
a E|HEATZ>
WINDOWStES
PyTT— NI B NOBTE SRFNTHINEE) v
7y T7 — Mg =) St X (]
EE e
s T

WINDOWS &
(7w 7T—= = N\—EGRT7HTY DORE] OROY TEIUAZa—D5 [YRATLT7AT> b (B%)]. BR1E
DI—H—] BEELA—Y—] OF T3 VE#ERTEELY, 1T —LEN\RT—-FOREIFFH T3> TY,

T ITT= TN ELDYO— R LIEBRLET—N\—EDERD TV T« T LBEZHEIE. [Ty T7— hEICT—/N
Hotlr] ZBMIC L CGREIICTIrLE I,

WIZA472FAVE1—2—TD7 v 77— bI5—DFHE
TYIF—RIS—ORER. IIATVIAVEI—E—EIH LV T v T T MY N\ EBINT 2RBNB Y &
¥ FIBERDESY TT,

BIEFIE
O =) > FuTF-R > (O] > [Py IF—k] ESUv s LET,

€) 0Ty TF— 0 [EBER] £47ICL. ROVTNHOFRT. [hRZLT—/A—] 0
FHZ Ry AH L — B LE T

- http// <HF—/\—DIP 7 KL RA> 2221
- https// < —/\—=D P 77 KL X> 2221 (SSL 2RI 3155

YRATLEEEFERLETY T T IS —ADT7 VLR

I O—DITNARERERY b T—=0 T NNA RHB T+ IVE—%ER LET, 7V T T—hI5—DT 4 ILE—
EERRS BIRICIE. 7Y T T— 7AW EZI =T 4V —ITRFET HI—H—IC [EEAF] 77 AEEMSL
£, F£leo =7 — 7 4 /LA —H 5 ESET File Security for Microsoft Windows Server & 77 77— ¢3¢ XTODI1—H—
IT TEH+ERY | 7Ot AR S LE T,

Ric, 382 E) BEHLS [7yvyT7—r ] > [Fad7za)l] > [Py I75—rZ25—] > [T7vTT7—rZ5—0D
YRR IS T 72 R LJHTTP = N\—ABNCT B DF v 7 ENLET, TATTLDA VA =)L\ r—I Tl
CDF TV IRy IAIBEETCF TV I7ENTVET,

HETA)IVE—HB2y b T—2ROMD I SA 7> AV E1—2—cHBDEEE. FOAE1—2— D7 I7ER
|ICERT 2R T — 2 E AT 2EBELNDYET, BT —2EANT SIiE. T33HERE) > 7y I7—8 > [7



51 BHERE Chapter §

O77A0)V] > [y 77— > EAToav] > [Ty TT7—br—N\—8R7 AV FOFRE] 2V vy
L&ET,

T7YvIT—hIT-DREHTT LIk ROFIEZFERLTC 72547 AV E1—2—T7v T 7—rF—/\=&LL
TYYUNCYPATH FZR T/ A ZRELE T

BIEFIE
@O =) > FuTF-R] > (O] > [Py TF—k] BSUv s LET,
€) o wrvIF— o [EFER] B4 TICLET,

€) 7y TF—r =] S Uy L WUNCHPATH It R L TR LV — A E B L E 3

'K
7y ITT—DELKEMET BICIE. S 5—T#)VHA—D/INZA% UNC/NRELTIBET BRELHVET, v TE
NERZATD5DT7 v T7—MIELSEELGWGEEL DY T,

®
m
|

-7y 7T—FOMED NS IV a—TFT 1T

—H—=I\—=DD7 Y TTr— FRICEET HEEIE. RORR THAAEEEN DY FT,
—TAIVE—F T 3 VDIEEHLE L < EW

— 7 F I E—ADFEET—2HEL B

—HhST7 Y FT— TP AIVELTYO— R BZO-AILT—Y AT — 3 VORENE L EL

111

i

NI

NI

WRTIE S Z5—DoD7 v 77— MRICHET SRREMEN DD, K< HLHMBEOBEEBNLET,

YN \DEHRIS-HBEETND

BRELT. A—HIWT—TRT7—23>DT7 v ITF— b7 701D A D >A— R Tha7 Y T7—bFr—/)\— (2
T=THF A =Dy b T—=U/NR) BDELLIEEINTOWEWTENEZISNE T, T4+ I/VZ—5EMERT BICIE.
Windows DR 22—t Ra2>%E 7wy L, [IXTOTOTSL] > (772 U] > [T710)&%EEE L TRT]
By LEY, R, THIWE—/INAEAALT, [OK] #2 Uy I LET, THIVE—DREDNFRRINDHHE
BLTLIEEL,

A—Y-—RBENRT—FHERENS

FRRELT, [y 77—h] OBEETRAET—%2 (A—TF—8L/XXT—F) DELLANENTWEWT EHERS
NEd, I—F—RZE/NRT—FiE TAITSLOT7 Y TT— D7y TT7—F—I\—= D7 7 L A%ZHA T BT
SDIFERENE T, VAT —2DBUIEHEATELSANENTVWS T EZRRBLTLREL, AIZIE. <FAAY>
/LAY =E>ERE<T=0 I —T>/<A-—F—8>LTNHET 2/ \AT—FZ AN LET, TTXTD
A—T—] BI5—T =NV 7 EAFETHO>TH. INTCDA—F—D7 7w RAEFAENTWV DD TIEHY
Fho TDHE. 7Y TT—bORELYV VIV TRAAM VAT =B ENNRAT— FEANT 2HELH Y ET,

I

S—H—N—\DEHIS—HRETNS
F—DHTTP N\=I 3 \DT 72 ATDNT, BEINTWVWAR— M EDBENTOYIEINTVET,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



51 SHERE ChaPterS

07 v T T— 2RV DIEREE
Ty T T EFETCHETAIKIE. A UAZ2I—0 [Ty TT—Fr > 837y 77— Z20)v I LETY,

TvTT—hME AT TV1—=5TRAVELTHODNLOFERLTETIZIENTELT, ATy Va—)bEnfczX
JELTRETBICE AAAZ2—D [V—)l] > [R5221—F] 20 )v I LET, BBETHE. RDZAIH
BMTHEOTVET,

- EHRNICEE T Y TT— b

- BAVIVT Y TEERICBB T Y TT—h

BV ITT—h2AVIE A—T—DZ—XEbE(RELZEEI DI ENTETT, &few BIEDT v TT7—h 4%
A7 LIS, A—TF—EBDORECH LWL Y TT— b2 AVZEBINT B LD TEET, 7Y TT— 2RI DE
MESREDFHRMDONTCIE, 1458 AT Va—F] #BRLTIEL,

519 Xy bI—ViRE

Ry hT—71RE] CTlE. AV E1—2—TETHPFOT—EXD—BIERY — D577 AT HLSICHER L. O
11— 2| EZEZASDICERENDETND DD EEEEB R A TOBEDREZBNE IIENCTEE T,

WXy b7 - HBRE
v b UBERERRET BHICIE. [FHERE) BEC Ry bU—0RE 27UV I LET,

FLESECURTTY. .

FHlsE Q x| @
LS B 29 meRE

PYIT—1 FyNI-IERBWDSEEHCTD

FYNI-IRE AybryEEEENTS

FybhD—IBERE IDSDAIZH = &
WSl HMFEATSA °
SZAC P E Sui

v-)
TSI R

v bT—VRBRE (IDS) Z | BELZ T v IDRBEDHL. XY FT—0BRBOSRELET, BECH
BT B BEHRBENBZIRNCDBENZ 70 v oD TAYIENET,

AVE1—2—HRRLIIGEY. Ry bPOBEEES CWVNDEEIT. —RIE
Ry bRy MREZBEMICTS | /\2—VITEDWT, BEOHZ AN Y FEOBESLUIY bO— LT —/\—
ERELTCTOVILET,

DS DBIS DS DA Tld. BINZHRET 5 ETIDSBEICEIT2EFEHALZRAX
TELY L T@IDS DA | ZBBR LTI EEL),

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



5.1 FENIERTE

® IDS D FIH

DS DFITL ] Tl

BINZEHRET DT ETIDSBHEICHITEDENFENAZIAXTEXT, [IDS DAIT] ZRET BIC

I [F5] F—%#| LT IFHRE] BEZRTL. (R bT—7RE] > [Rv T —7KERE] > [IDS DA
D [RE] V>ox71) w7 LT NDS AN BEERRLET,

DSOS

?

ﬁlﬂ[d\ﬁf) S FOIRICPEENET o PIERERY 5. IDSRIBE QTP P I — L OBWEENRIAA CEET . P47 0y). &
. DA B BURBIS A ENThiBASET .

Q

.
=5

T =it

Ue—he Joyr & o

&

DEM] Z27 Uy o9 5E TIDS AINDIEN BEALRTENET,

IDSEIStIENT

2ma
=0

Al
TAr—saz

LE-MPPFRLA

TRIOES

B BEDBEEERLE T,
BRI BERZEANLEY, COREF. BRLCESOREICL O TE. ANTEFEA,
A1E BEDAMAZEFERLET,

TTIVr—3y

WROT TV r—23a>vDERGTI7AIVEIEELET,

DE—FIP7FLZR T RLAKET TRy beRELE T, BERET 5551E 1) TRYYET,
Zavy 70y IBEICDNT TBEES TEL ) TOWA T HoERLE T,
p:p3| BHUTOWT TBIES N TLWWAL D oERLET,

(RE] 27Uy I HEREENTNS IDS RN ERETEL T,
(HIFR] 22y 7 92EREENTNS IDS RN ZHIFRCEE T,

RIE LT IDS AN ED S NICIBEICFHMAENE I K7 A AV CREDIEEZEET D ENTELT,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



5.1

SHERE

WEHREA T a Y

[FFEREA 723> CTld, AV 1 —2—([CEZL O TN DD EEEETLREBES LU TV AT A1 hZERH

TB. BT VEFTY IV ERETEET.

OEARL

BAREOFREZTTD LEIE [FHERE] BEC [(RY FT—7RE] > [Rv T -7 RERE] > GHIREST Y
vav] > [BARE] 27 v LET,

EEESEIR

s E Q x @
BWHIVTY FyhI—IBRRE
Pl
- | & =mzirsay =
KybI-oRE
wesE X)L JokaLRPC
FRAZIZbO-)L Jakairop
v HEORHECRETIBUTRURET O
Rzt jfzﬁiﬁfﬁiji@&gmaii x
a oyhoFyy
Az oo W swwr |
EARRH
78 kaJb SMB SMB 7O kLDt F2) 70 OEERHLTCTAY I LET,
LN\ ~ ° = ~ “EEEZ = C _5 Cl o s, =3
—'0 k3L RPC Dﬂjftf T{/7RE(MI)@f@L%% nreUE—r7Ov—Iv
=LY AT LTOVEZRHELTTAY 7 LET,
70 k3JL RDP ROP 7O F OV CEEEEHZ VEABHELTTOV Y LET,
KEDORHERICRETIEEWL WETD IP 7 RLRIE. —EREERZ BT 5oIcT oy 7 1) X MOBINE
7RLRETOYVY n&,
REORERICBMZRT JATLLA GBI ERRLE T,
tFa1UT k-l TF 21T AR —IVITH T 2HEHNREENIHBEP. BEICK O TIDAET

WY BRIERZDBEMERT VAT LITRAT BEIDTONTIGEIEBANLE T,

ONry bOFvY
INTy FDF Ty IDREETO EEIE. TEHARTE) BEC [y NT—71RE] > [y M7 HRRE] > [5
MEREA T3] > UNVry hoFov o] #v o LET,

BHIYTY

FyhI—IBCERRE

PYlz=k

FHAREA T3> (]

- =
o0 RE -
Fyb)—JRRRE
I 8 /SryboFy) I

BARL

WEBE )l
TIRAZ3> b0
y-)

TG AT R

smeTobIL o SRR S
BN SMBTAPLINEES x
EFUTABEORVSMBE Y A EIES x
CFAFTNIIRF— DAL BEEHT
O-hilFalTRas AL DiEEEE
UE- L IAN Y- EREDIEERESFE]
H-F2T M-IV RR— 7Y —EREDRAEE R
Y-/~ EREDEE R
Y- AL OiEEETR]

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



5.1

SHERE

Nry bDFIYY

SMB 70 k IV TOEBEED
RS EFAT

EEREEIE. BEDRY N —UHBT. Y AT LRD/IN— K RRZA4TD/\—
T4 a (CS. DS .) BYRTLT74I)VZ (ADMINS) &HBLET, B
ERER\OEGZENCTSHE, ZLDEF2 T URIMETRLET,
B ZIE. Conficker 7 — AISEEBBAEBICESTHODICT7>aT U732y
I ETVET,

B (YR— %R ) SMB &1
L7 bR

IDSITK > THR=FENTWEWEHWSMB 217 LY b &fHRAT S SMB v
VavEREELET,

¥ a2 71 HERDELSMB Y
v avEER

SMBtwva>rxIdYI— 3> O, LAN Manager Fv LY/ LRAKRY X
(LM) BREEK W & RLeBEREEA D Z AL ERET el IR+ 7«
EERALE T,

CFIUFATAYY bR~
I —E R & DBEETE

CTF2IVTATAIYIRZ=IV v T —ERXLDBEZFFILET,

O—Albt+a) 7 ¥EY—E
AL DEEEEFA]

O—bEF1U 7 BEY—ERXEOBEZFFAILET,

DE-—FLIRFIH—ERED
BEZ5FA

DE—FLIA RIS —ERXEDBEZEFAILET,

H—EXa bO—ILRZR—T ¥
H—EREDEEEEFA]

Y—EATI bA—ILIRZ—I v —ERXEDBEEZHFILET,

HY—N—HY—EXLDBEZHT

Y—N\——EXEDOBEZFFILET,

DY —ER & DBE%ZFFE

DY —EREDBEZFATLE T,

5191 —KIP7FRFLXTSvyIUR b

WEDOILTHAHEBHEEN, —EDORRE. BE 7Oy 7 92HICTITv I UAMIEBMENIP7 FLAD—E%
KRLET, oo A7 SN P 7 FLAZFRRLEY, —KIP7FLATSv 7 XM [BRE] > [RY hT—
1> [BIPT7RLATZYIURRN E0Uv I TBHTETRRACEET, —KIPT7RLRATZ Y7 UM,
TAYIEEFAY 7ENTVS IP 7 FLABKRRENDIED. UTFOX D BIBERPEENMTAET,

(@S FILESECURTTY,

—EHPPRLATZIUA

PPRLZ JovhoiEea

S4LFIH

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



51 SHERE ChaPterS

J0v 4 OEH 7 RL AL SERENBBERD L 1 TR LET (TCP K— k X+ VIKEA L),
BALTY k 7 RLABTS v o 1) CHIRINICE 2 B8 ER LET,

SR BRI —B T 5w &1 NSEIR LT IP 7 KL REHIBRT B
. SR BHIIC—B TSy 7 U A MO SER LI IP 7 KL AEHBT 55

IRCDT7 FLRZET LT Zv I VXD SHEBRLET,
B D& BRLIEIPT FLADT 747 04— )UBENZ IDS 7 1 )L R2 U > JIBMLE T,

| 5.1.10 WEB & X—)b

m7aranzqivzI) g

FORIWT B VT EE BERSILY T 7 A% v UEERS LT, ThreatSense BEL > I DT7 71 or—
23V IO DUCHT DY AV ANEREETT, TO LT LR Y Pl BELTNS Web 755 —RE
A=)V STV MCBER L. BEMICEELET,

TORIT VBRIV TERET HIIE, TFHlsRE] BEEC. (WEB EX—)U] > [TA LT 1 IbB UV T] &

7y LET,
FLESECURITY. .
S = x| @
BHTYYY B JOrLIO>T o
PYIT—b T2 TORN TSRS
ESI R
R HEHOTI 3> =E o
B NIATIMRE R, = o
Web P U ARE
Py e STis 2
FIAZIAO-M
Y-l
A-Y—A>49-TJ1-R

JONINT IR TR EHERELE T, (Z&AEDESET File
77V r—3>7083Ib7 1 | Security for Microsoft Windows Server (Web 777 2 1R, EF X —/)L70O k
RGBT B JIVRE, Ty VORE) 7OV T o )bE U O EFBLTE Y.
EMTTAHEBELFT A,

BEO7 T r—avETONI)V T IR ) I SEBNLET, Ok
WRNDT TV r— 3> VT4 )bR ) TEBREDOREN DS EEICEMNTY GHllE T@HRN
D7 T)r—a>] BBBLTIETWD),

BEDUE— L7 FLRETO NIV T ARV ITHSBEALET, Ok
WRADIPT7 FLR TR )Y TEBEORELN DD EEICEMNTT GHlld @ SRN
DIPT7ELA] ZBRLTLIEEN),

ORENDT TV r—2a>

BEDXY NT—IWIST TV r—> 3> O@Ee 70 VT 1 )b2 U Y IHSBRAT BIcidE. MEADT T r—
Y3V AMCHROT TV r—avaBmLEd. BMLET 77— 3 >0 HTTP/POP3/IMAP SBETIE. <V
VITIMREINE A, TORDTAIVR )V TEEMCT B EERBICHELBEWT T r— 3V DHEFRS %
TEEHBDHLET,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



5.1 BHERE Chapter §

WRADT T r—2 3V R MR DI RNEADT TV r—2a>) O URE] Vo) LET,
[e eesmoemresony  =[=0)

HEROT T3> 2

i | = | o
Fr
g)wogBE 75— 30080 BmEmAiAFRRIN, 7OV T bRz Y
BN TEFBLTWE 7 TS — 3 E—EADR—EBETERREINE T, RN TDT
TVr—2 3T —EXZERL, [OK] 27 J) v o LET,
RE WERNDT T r— 3 0P —ERERELE T,
ElES WHRNDT T r— a3 P —EXEYBRLE T,

OHFADIPT7 FL R

BEDIP7 RLRAEDBEEZTO VT (VR UV ITHEBRAT BITIE. HRADIPT FLAUR MTHRD P 7
FLRZEBMLET, BRLEIPT KL RLEDHTTP/POPY/IMAP BETld. IV T 7HREENE LA, FETE
BIPT7RLADHERT BT LEBEHLET,

HRAND P77 FLAUR S ERRT BIclE. HRADIP 7 FLRAY O URE] V> 0%Z71) v 7 LET,

[ wesroeeResany  [[=HE)

HARSOIPTELR ?

10.0.0.1

_— 7q#:m74w9U>7ﬁ5ﬁﬂﬁéUE—h7PbX®PTFbX/7PbXﬁﬂ/
YI7xy b EEBMLET,

& SHRADIP 7 FLAERELE T,

HIBR SHRADIP 7 L RAEERLET,

ESET File Security for Microsoft Windows Server 11— —2X~< =27 )b 171



5.1 FFERE Chapter 5

MSSL/TLS

ESET File Security for Microsoft Windows Server I& SSL 770 b /LA ERT 2 BETCBREABRECEEL T, SSLEEDR
BTk, FETESAAE. FAGIRE. SSLBEOBRENRHLOSHRASNIEAAEZFERT 5. RLGREE—F
HdpET,

SSLBEDREARET Al TFHARE) BE C. [WEB & X—)U] > [SSUTLS] &V U v LET,

@I FLESEQURTY. .
AT a (@)
BHIYTY JaraNISY ST °
PIT—b
B ssuis o
RYNI-DRE
SSUTLSTONIUL AR

BFA-NIATIMRE
WebPITURIRE
PECPESE L

WEBEX—)L ssLTsTakalI4
BT 2. REQEBNICEIRENTF U —
sk - T2,

FIAZa o) SSUTLSTALBUSENTET ST —Sa>muRh H=E

yoyl, EAOIFEEOUAL & (]
{EmTEslOLDEEE B v (]

1-Y—A55-I1-2 G 2
BUTORILSSLRERALES LAY 3
A—hERE [i]
- NERSE AT TIHSENT S
SERSOFR

BE SOK Fritl

SSL/TLS 7A baib 7 1 L% SSUTLS Z7a b T 4 b2 ) T DB BN ERELE T, BT DL,
> %BMICT S SSLIBEIFREINET A,

BRENRD SBRNENAIRRE TRE SN TV SBEUAD
SSLBEERELEY, FHLGBRNESBEAER LI
LWBEI I SNHEIE. 12— —IC8MENT., #BE
WEBENICT 1 )LR ) TENE T, el EETCE SR
EICBEBRINTVWAEBR CERWVIEREZFER L T —/\—
IC7 72 A LIBEIE BEIFFT TN BEF v /LD
TIOYDT IR TENET,

RERGEEBREZ A L TR LWL SSLBEZ1T 5 %8IC. 77
MWEEE— K YAVvEREEANRTEINE T, 77 3 VEREE CIE.
REDSFRNT D SSLARAED ) A b ZFR CEL T,

RIS —R—2 J—IVIC > TEMEL 9, )b— I VICIEWETEEIZ. 7Oy
ET—F TENET,

SSUTLS 714 Ib2 U TENTT7 T r— 32D X ME BEDT 1) r—
< 3 ITxd B ESET File Security for Microsoft Windows Server D8R H A2 <
ARXTCEET, SSUTLS 7ML T 4 )2 ) 7 E— R THREE— FHARIRE
NIEBRICEIRENE 70> 3V %FLETER T, FMIC DN T@SSL/TLS 7 1
WE) o TGENET TV r—23 D) A #BBLTLEEL,

IW—ITEBE)
E—FR

SSL/TLS A k)b 7 1 L&
Y9 E—F

SSL/TLS 71 )b2 ) v T&ENT
7I7Vr—=avn) Xt

$57E D SSL EEBAZE (Tt B ESET File Security for Microsoft Windows Server MDE{E
EIHIDEIAED ) X b BHABAIARTEELT, FHMICOVWTIE. T@EFADIIEED X ] BERLT
CrEEWL,

BRCED AV LDBEZE | EBRTCEDRAANVEDBEZT IV VITHSHENT HHE DD DREZT
ERS WET, FAAVDEBERF. EIV A VDRI A R AMIK O CREENE TS

mAWTA RV SSLV2 ZEAL | SSL 7O R VDIERON—Y 3 v = FALICBEE 7Oy 7§20 ESHER
rEESLEEEz 0v79% ELET,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



51 SHERE ChaPte’S

®/V— M EERE
Web 75O —PEFA—IVI S 7> hTSSLBEZIE L HERES Y2 IcIE. ESET D)L — FEERREZEIHMD/L— b
SERE (177D DUAMOENY 2E DD Y &5

_ .. | ESETJU— MEEBRZEAHBEEND Web 75 7+ — (Opera. Firefox 75 &) [CBEEIMIC
— MEEERE _ . RS
:ljlgn:izf BN BIMENE T, Xfe. VAT LSFRZEORFHRZHERET 5 Web 75 75— (Internet
° Explorer 2&) Tl SIAREABEMICEMENE T,
i i i i SR — \Vss 'S
SHEDER ESET F||15ecur|ty \for Microsoft Windows Server THR— b L CWMEWL Web 75
DY —IGIRREEBRALE T,
OiEFREDFE

RTEEDZ L DARLETHEREINTULS Trusted Root Certification Authorities
(TRCA) A FT7ICX>TEREINEEEREIF. I —Ick>TEEEBRZINT
EETESZIV—FREIRA MY | BV, FECEREHELTERTLEURZITEESEWN S, RIETELEWN
ZERALCHREERATELR | BEHLHUET, FIAZOEWMEER] #ERT 5L, I—F—I3BESERE
W& DRENIEHCT 7> a VBRI B L OKROSNE T, [FIBRSEFERT 5 \EELZT
O] ZFEIRT B E. RBAEDIRELFER L7z Web 4 SNDEES1LIER
EElIC7Ovy LET,

SEEAEDEME LIIBRIEL TV | BRI, £LIIAEICEEERIN TV SEEREZFERY BEIR. 70y Y
%8 TR LEEMDLET,

BES{bE iz SSL&EE
SSLT7A RV EREBETAHELDICAVELI—Z—DREETNTVDHE. XD 2 DDA TT 7 3V DERZERD S
BATATRY I ADNRRENET,

Web 1 M HREEARRTBES fo i XN/ SEBRE A £ L. ESET File Security for Microsoft Windows Server MERTE H EERRE
DENEZRERT DL OICRESNTWVDIGEIE. BEHTIT 50D T 20 EMERT 5914 70T Ry 7 AHEKR
ThEd,

RS CLMTCT

ol ahoae

i
I
&
f
ift

OOV 19T I — 232 (@ Firefox )1 (SR TSRV TRSIELSNTrRILET
EELEIELTVET.

BEEfzd—/{—(expired badssl.com) ' FEREN T B ——Tha AR TEE . 1~
Y AR A FBEEEERTIRI ThHITMEN BVES.

COBEETOvILETH?
Jovs #]
o SEEEELET
COFERSOTISAERETS
TOA - SOEBERS v #A

SSUTLS 7B R LT 4 IL2 UV JE—FD THEE— R IERETNTWSHEE. ST« v I ZRET 20ER
TRAOERRT LA TOATRY I ABRRREINE T, SSL EZT 4 v VDMEEFIFREINTWEWT EZHERT
B7 ) r— 3 hiEs L T BIEE. ESET File Security for Microsoft Windows Server 1& SSL k5 7w 7 H 8 L.
T r—2 a v EEESERITE T,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



5.1 FENIERTE

FLESECURITY...

'J F22199

&
v

ulmﬁﬁ-

=1k
ﬁé%ﬁ

bl 1) | )Ei—?ﬂ)ﬁuﬁ'—iﬂ‘/(‘i Firefox Jd&H —/{—(push.services.mozilla.com)é
SRETEIAES TRESES N F v L TEELLIELTVET.

COBERRELEITN?
o) SEREELET
LOFEEOT IS
| Ocorrvr—savarsiasesmigss
oAV —SDEEERD v #1

WIThDIHZED. [COAEDT7 VY 3> %8RRI 2] Z2F v 7 LTHST7 7Y ava&RTEE ERLET Y
VaVERECEXT, BRENCT7 7Y avE BIHOEREDY A ] ITREENET,

OSSLITLS Z4 W2V TENET TV r— 3D X b

SSUTLS 74 )b > TEnfe7 70 r—a >0 X b aERT2E. FEDT 71 r—= 3 ITxd % ESET File
Security for Microsoft Windows Server OBMEZ H A2 A X L. XWeEE— RA SSU/TLS 7O L7 4 )b2 1) > T E—
R CEIRENTIGEIOEREN 7V 3 V=R TCERT, [FFflisE] ([F5]1 +—) > [Web & X—)L] > [SSL/TLS]
>B&ﬂ574W@U/7$ﬂﬁ/7U7—73/@UXF]@[ﬁ%]U/7%7UW7?%L&?\$UHS74
IR TENT TV r—23 > DA NI« Y RO BRRBLURETEET,

[ wemroeetesany  [-[=lEN)

SSUTLS AN ENIZF TV —a> DU 2

Q

|72 BEPISAY

Ci\Program Files\Mozilla Firefoi\firefox.exe

[en [ an] o
N E=a

7 ) r— 3 > D4R,

AF v VEBERZERLCGEEEZAF v VEIBERLEY, BEZERITSE. B
FE-—FCIIEAEL. WEE— FCIIHESRZTAEL T, [(HRT5] ZFERTSHE. BIC
L@ﬁ/f%l _'j— LEED Liﬁ_o

NI TR TENT T r— 3> ZEmLEd,

JETHT TV avEBERL. RE] 270w 0d2E [T1)br UV TEN

= 7T~ 3 D] BREREN. RET Y 2 ARETEET,
ey BB L7 TV r—2avm@RL. BIR] 200 v o d2E 207V r—v a3y

ZHIFRCEE T,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



51 FHERE

OEIMDZERAED Y X b

BIRNDFERRZED ) A b7 ERT 2 &0 FFED SSLEFRRZEICX T % ESET File Security for Microsoft Windows Server DE{E
HHAZIAZXL, SSUTLS 7O ML T 4 )b R ) Y TE—RH THEEE— R ICREINTVS EEIC, BRINS
7O avETDECEERT,

EERIODFERAZE D) A b ZRTT B cid [FHlRE) BE C. [WEB & X—)U] > [SSL/TLS] > [BIFIDEERED U X k]
O RE] Vomxs)v 7 LET,

s iloHLEE OIS 2
Q

EE RS ORITE HERS0OESR FHER BE

BT SERRZEDAZBINR TR EINE T,

SEEREZEDFEITE | SIFEDIERELHNERRINE T,

SEEHEDRRE KENT v oF—T4—]VROINT ) v o F—ICEENMITONEI YT« T4 DRRINET,
SSLEBERD VY a vyhERRENET, [BF] £rlE [T7Aavd] IKRESNTVWSEHEIL

e EHEMEICEFREL. RECREINBEZHIERIETOVv I LET, [BF)] ITREEINT
WBIBEIE. EHECESHIUBEILBEEHFIL. FECEAWVIEBEL I Y7y a s
BESR L& 9, [FESE] ICREINTWVWAIBEIK. Blc7vyavAE1—H—(CHRLET,
SSLBERDIRE VY 3 VHAERRINET, [BRE] £k HER] ICREINTVBIEEIL
SIRE CIRESNCBEERELZRISIER LTI, [BF)] ITREINTWVWBEEIL. SSLTLS 7

RE OrJLT74ILR)TE— KD [BBE— R] OBEIFEE L. DHEEE— F] 0B&E1—0—
70> a>aEERLE T, R (CRESNTWVWAEHEEIX. BB 7Y 3 >ya1—H—I(C
PESRLE T,

B SSLEEFRZEAEBMLE T,

ReE SSLEFFREAfREL T,

HUBR SSLEFRRZEAHIBRLE T,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



51 SHERE ChaPterS

5101 BFA-IVISAT Y MRE

WEFA—IVISA4T V1
ESET File Security for Microsoft Windows Server BT A —ILT ZAT7 >V FEMET B L. BFA—IVICEENZEED
HAHI— L5221 —2—52RETHLXNIHEELETET, METESDIIE ESET File Security for Microsoft
Windows Server THR— b L TWABEFA—ILY ATV MDHTY, HiETHE BFA—IVT 47> MITESET
File Security for Microsoft Windows Server ' —JL/N\—=HMEA TN G L LY/ N—2 3 > D Windows Live Mail ZFx<) .
BFA—IVENENIRETEE T, MEZBMCT 2ITIE TFERE) BEC. WEB &EXA—IV] > [EFA—ILT S
ATV MRE] > [BFAIWI AT Z7)v T LET,

BT SY B SF¥-II5 7>
BEA-AIFHT NS
Microsoft Outlookl 5t 95
Outlook Express/Windows Mall ERE3 %
Windows Live Mail 5835
e e BERYVANOEBF Ty R EI TS x L]
DY VI ITRRERE
FIAZT M- REAEA-L
Yo THPANTFIA A OB A NREERITD
1Y AV5-T1-X eaie &
SEEA-IL [
=30 (]
BREEHUTET A LTREENS PS>
7D e e
[ oo ]

BFA-IVIZAT Y MGRE

RDEBFA—=IVI AT > b DREDER, BN amELTT,
- Microsoft Outlook

- Outlook Express / Windows X —)U

+ Windows Live X—)U

BT A—IVORE G, EFA—IWIZAT DT T4 ELTHELET, 7274 DEGEHRIE FHRINS
O VIEEFELGEVWSRTY,, BEILINIEBEFA—IVEBFA—IVI ATV EORELIEIBE. BFA—IVIEHR
FTENTIAIARF v F—ITEEEINET, FR—FLTWBEBFA-INISAT Y NEZDN=T 3 VDRE) X
ME. BHR—LNR—2 THELTWAXA =LY T bz 7IcDWT] Z8RLTEEY
https://eset-support.canon-its.jp/fag/show/1617site_domain=business

FELTLEWMEETEH, BFA—/IL70O b OV FEMEEICE 5T, POP3 BLT IMAP 7O F OJVICKBEFA—)L
BEIXFRESNET,

Kerio Outlook Connector Store B'S5EBF A —ILEZET B LTI, VAT LDEEMET T BHBEIE. ZERY 7 ADRNALER
DF v I EENCT S ZEMCLTLRETL (Microsoft Outlook DFHEFN) .

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b


https://eset-support.canon-its.jp/faq/show/161?site_domain=business

51 FHERGE

BRERNRA—IV
IIAT VT ZTAUNEEST | EF AT ZAT Y MCKBBEFA—IVI ZAT Y MRENENZIHBETH.
BEF A —IVREZBMCT S TORIVTAIBE IV TICLBDEFA—IVI ST > b OBRITEN T,
RIEA IV REA—IEBELET,
EEXA—IV FEEA-IEREBELET,
BEs A —Ib i A—ILEREBELET,

RIS LTCEFA-IVTRITENSE T3>

BALTWBRGT 7 (VS ESNETH, BIA—IUEZ0E
1=
AsLEe ERUET.
A ILDYIE BB A — U DBEME SN, A— VBB ENET,
7oAy A— L% I T \ \
s - B A— L EEBIIC TS BIREHT4LE—) |[CBBLET.
A—JVERDT 4V E | BipA— L isE L 74 L4 — I BB LET, [BEED
bz %3) TAHIVE] (TR A—)VEBENSE 2 74 )V —2Z2 ASILET,
BEEDT +IVE | SR LEBFA L EBET BT 4+ L4 — EiEE LET,
TVTT R | e BETY IOy TT— M. BEBTA—LERELET.
EREETS
EOOMEEORERE | o o
BEDIFAND BMHCTARE BFA—IVLTOMNI)IVBREOBREERARMLET,

BFXA—)b7aobkan
IMAP. IMAPS, POP3, POP3S 700k JJUiE. BFA—ILI AT > bDBEFA—IVRETEREINS IO ML TT,
ESET File Security for Microsoft Windows Server |&. B3 2BFA—IL7 547 > MIBEFRE L, KREBFA—IVDE
EEZELELTCEH, nNso7O0 bV EBRELET,

@SID FLESECURITY, .
Elisn had x| @
BT B EFx-lJokl
PYTF— FaRILTNAAN S TEFA-ILEBEEHTS E
RYNI—IRE
IMAPZFw 3 S
m L IMAPTORILOF Ly EASHICT S o
oS TR AP FuSSE
AT IMAPSTORILERHITS o
IMaPSTORILAMER T BR— b 585, 993 (i)
v=)
AM AT I POPIAFI B
POPITONILOF T HERITS o
POP3SZ+P) &k
POPISTONILOF IV EEANTE [ ]
ZORWTAWVEY Y TICE>TEFA—IV
== = 75 75 Eal—l
i BEFA—ILT0O N REEH / BN ERELE T,
REEEMCT B i
IMAP 7O VD F Ty I BT S IMAP 7’01 b ) UIRE DB / B ERELE T,
IMAPS 700 b 2L EB#ICT S IMAPS 700 k JJUIREDER) / ExhERELE T,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



51 BHERE Chapter §

ég
A
IMAPS 7’00 b JJUDMERT % 7KR— k IMAPS 700 k JJLDR— hEFZELE T,
POP3 7O FJILDF v ¥ EEZHICT S POP3 70Ok J/VREDEN / EEHRELE T,
POP3S 7O L JILDF v I %= BZhICT S POP3S 7O h JJUEEDEN / EShEHRELE T,
POP3S 7O k JJUHMER T BR— b+ POP3S 7Ok JJLDR— b ERBELE T,
B THREATSENSE /N5 XA —4

BF AT SA47 Y MRETIH BRENRPREFEGLEEZRE CEX T, FMICOVTUET512 UT7IVEALT 7
AWV AT IMRFE] O T THREATSENSE /NS A —% | ZBRL T LEL,

@HIFR

BEEDA TV 19 bDRE BEEDA TV 17 bOREDER / BN ERELE T,

A7 bFDERTFAX REZENCLIIHZE. RATAXZIBELET,

79 1Y b DEKIEERRE REZENIC LTHE. RAEDEREEZVHCIEELET,
BEDT —HA TREDRE BIEDT —HA TREDREDEN / ENZERELE T,

AF v YHROTRRR b LAV REEFNCLTIHBE. T—HATDRAMANIVERELE T,
AF ¥ UHRRT 7 AIVDRERY A X REZENCLIIHBE. RATAXZIBELET,

WES LEH

BFA—IVTZA 7> MRETIEZ. POP3/IMAP 70O F OV TRIE LI A —IViBEZEKEE LT T, ESET File Security for
Microsoft Windows Server &, Microsoft Outlook BD 7S 74 > B K UZDMDEF A —IL7 ZA4 7 > b EFERLT.
BF AT ZA7 > b oD2BE (POP3. MAPL IMAP HTTP) ZEEL XY, fEX v E—Id. ThreatSense T/
IUINTA—RZ—DRTEICRS>OTRET ScH. BEI VYV EBETHHIICEEDH S I— FERHTEETT,
POP3/IMAP O b JJLDBEREIK. BFA—ILI AT 2 bHSIEIRIL TVET,

BFA—II AT MRETIE. BEFA—IVDBREINR AF v ERELH LB E A —IVIGBIMTEE T,
[SEA—JVEBIGA —IVICZ T A v —D%BI] Tl EEA—IVICRZ T A v —Y %8N ZFIRTELT,
FNIT. BEDH D HTML Xyt —IDBEPA v —IDBTIVT T FICK > TEESNIBEIE. 2T Ay E—IH
FELEVWTELRH BT EITEELTLIEETWY, 29 Ay E—Ild BE/HHZA—IVERIGEEA—IL (BT
DmA) IEBMTHZENTELT,

BHHEE = x| @

BHTYY BT NIFAFI

PIT—b
E|EFX-LJorl

FYrI-DRE

THREATSENSE/ (5 X—%

west X— )l

BTANISAFMRE

ie : B E5sEN

YRR B LB BT BEARELEE v

TIAZa M- B~ LB~ OF LA EF

T EE LR T-TEE B v
EEX-LOfFRESEE v

1HA¥5-T1-R =
BHANEETA LOFECENTETRN {152 %OETECTIONNAMES]

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



51 FHERGE

REEREHDEN

RERBROBNZERE/BGA —IVE L OEEA—IVCEMTEE T, [REA—IVERGA—IVITREA Y —I %8
Ml BXO DEEA—IVTREA Y £—DV%EM] T BREBNOEBMAEZERLET,

B L&D REBROBMITEMENT E A
BT s = BEDHDY T MU 17 2L 2[REBHDIMHREEHDY— T MMIF 5N

9 BEE.

BRERICIXRTOREEHF A —IV

BRE LT N TDA—JVTRERERDOBNDENENE T,

SEA—IVERIER A —IVDEREEHR

BFA—IVODRET. BELTVDA—IVDOHRBICT AW AESZEMLEWVZEIFEMNICLE T, COMEEIE. &R
LTWBEBFA I EHLICEDWTEMICT LRV TS 25RICEMTY (BFA—ILTATSLTHR-FE
NTWBHE). Efe. IV T T7HREENHBE. BEDEFA —IVEFEEEDBHL NIV DWTOEERE

HREB/DLEDTEET,

EELICEFA—IVDERZEERH

BFA—)VDRET., BELTVDA—IVDOHRICY A )V AZERBMLEWESIXEMICLE T, T OMEEIE. R
LTWABBFA—IVEHRICEDWTEMICT 1)L V7T BFEICENTYT (BFA—ITOTSLTYR—FE
NTWVW3BEHEE), £, REEDEBEESHBIEHNTEET,

BRHEENCEFA—IVOHRITEMT 57+ A b
BREA—IDHZDTL T 4y VAR EEET 550107 T L— b 2iRELET, IEMETIE [(BRHE
%DETECTIONNAME%] DREETNTWVE T, FIZIE. X vE—TJ DA "Hello" £ ofiFa. BREA—ILOHRIE. "
& %DETECTIONNAME%] Hello" TEE#A S5NE T, ZHD %DETECTIONNAMEY 1. REZTT,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



51 FHERE

| 5.1.12 Web 77t R {R5&

A VZ—xvy bMERIE. D21 -2 —DFERETY, LHL. A1 —F2—(ICL21Mr2—xy MERIE. BR
DH2A— FZEEXT BEELFECHE O>TVET, Web 77 X REE. Web TS50 —LUE—FTF—/\—&D

BTITHON2 HTTP KU HTTPS DJL—JUICEER L TodfEZ 5 R L& J,

Web 77 € AREICL ST BREODHZAVTVYDNFENTWVBE Web T4 bADT7 7L XZ2T7Av I LEY, BE
DHBHAVTYHEFENTVAEHE D DRI Web 1 M &,
W BEOHZHIAVT VY EBETSE. 77ERETOVI LET, Web 77 XREICE. T5v 7 UAMILD

TJOv o EAVTIUVICEBZTAYID 2 DORELNILHAGHYET,

75-M - ESET File Security

(€)= e e

%

| @@ hitps://badssl.com

@D ESERADY..,

© webtrrHTOYIEThELE

WebN—3, 21— IHEELETOY ZENBWebt o hOUZ NC#>T
WET.

FoOrAGETENE L.

ESETIS/ <\ —2 &< | canon-its.ip

[EHBEE) BEEC. [WEB &X—)L] > [Web 7/t R1RE] &5 1) v LET,
sRE R_____*®
BT B BX
PIT-t @ WebPIUARSERANTS
RYNI_ERE I 2T oA EEESITD o

IWEB{){*JL 2] I wesJORUL
PRSI
1Y ) R R AReRE
FIRAZIIAD I THREATSENSE/ (S5 X—4
b
A—Y—A24-TJ1-X

BLE BOK Frotl

FiIHAHEFIC ThreatSense A F + VI &> TREXTT

Web 77 L AIREZBMICT S

Web 777 © R{REDER / EMNZEREL T T,

TS50 -9 1) T OFEREZEMICT S

(7200 =R7 )7 hOFREREZBMCT 2] ZBWNT S L.

FLDTAIVARERAF v F—IC K> TREENE T,

A B =2y b TSOP=TRITENSTNTD JavaScript 707

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



SHERE

BWEB A kb

FLESECURITY.
ST & x| ®
BT E-%.3
PYIT—1

B wes7ORIL

RYNI—IRE

HTTPRF v HE
wesX—)L HTTPTONILOF Ty BHTS L]
EEVEY
Web PJ 7 ZERE
PSS HTTPSZ+ et ik
B HTTPSTONILOF ey PR ERITS o

T/ . .

HTTPSTORLTEATER- 443 (i)
v=)

14 45 TIT R URLT FLAEH

THREATSENSE/ (S5 X—%

BRE @OK

O HTTP R+ + 5% 7E

BIRE Cld. ESET File Security for Microsoft Windows Server [£IZ & A ED Web 72 O H—TEEENS HTTP O ~ 2L
HEERTHEDICREINTVET,

Windows Vista L& TlE. Web 7O M JVERE LGS TEH. IRNTOT7 T —2 3 Vv DIFRXTDAR— b T HTTP
b T4 v I DBICERINE T,

@ HTTPS R+ + 5%

ESET File Security for Microsoft Windows Server (& HTTPS 70 b )L DEESH U HR— b LTWE T, HTTPS BETIE. B
SEFrv o xIVEFLALT T—N\N—E0 5072 PEATERZXZE L E T, ESET File Security for Microsoft
Windows Server (&, SSL (Secure Socket Layer) &K U TLS (Transport Layer Security) 70 + /L&A LIa@(E A&
ELEY, HTIPS 7O M DIVDEEIE. XL —T 0 VTV AT LD/N— 3 VICBHRE < HTTPS 7O b 2)L TREA
ENBR—FDOHTIPS ST x v oIt ABRELET,

BESL ENIERORBEDER, ENORE L. FFHEREBREmEZRT L. [Web &X—JU] > [SSUTLS] Z#27Jw o L,
[SSUTLS 7R NIV T 4 LB U > T %BINCT H] TIHAET, &fce HTTP 70O N LR HTTPS 70 R )LD F T v
7 DB/ FESDRREE. FHAERE] ([F5]) F— > [Web & X —)L] > [Web 7 7 X{R5€] > [Web 700 ~ 2JL] > [HTTP
AF v FRE] Ffeld HTTPS RF+ +8/E] THAXT.

HTTP 7O b JIVDF v 7 EBMICT S IRCDR—FDOHTTPFTv 7 &2 LET,

HTTPS 7O F b7 1 VR ) 2V G%BFHICTTS | HTIPS 7O b7 1)L 2 T OB/ EshaHRELE T,

HTTPS 70O b IV THERT B KR— b HTTPS 7O b L CHEAT A R— FERELE T,

MURL7 FLREE
[URLT FLRABE 0o 3> Tl 7Oy, FAl i F v IDSBRNT S HTTP 7 FLAZIRETEE T,
TURL7 FLREE) 0 7 RLRAUR L T FE] 27U v LET,

7

FELZUZR
Q!
ARG PRLZIAT YARD=A
FAITZTFLROUR L 2
Jovsg3TRLA0URN Fovy
TANIISIHEITETKUZDURD BEARS
s&hl
FoysEnf P RLADURNET LIS~ K EEIL. RIS P RLAOUANIS ENBURLBSHESATIOvILET

ESET File Security for Microsoft Windows Server 11— —2X~< =27 )b 181



SHERE

URL 77 FLABETIE, &Fal. JAv Y. BEDNSHRNT B HITP 7 FLAZEETEE T, BIETIE. RD3 DD

ANZERTEET,
TJOvIEET RLADY AR ¥ (TRTLE—E) HEEN2HEe. 1—T—I&
R B7 FLAD CDOURANTHEEINLT FLARIFICT V2R TEET, TOUXMDT FL A
Rk JAv o IRT7 RLADURA LY EBREND D, TOUARETAYIIZT K

LAD) R FOBEABICEFENTWRIHEICEH. 77 CADHFITENE T,

70v 9937 FLAD
Rk

A—H—ld BEXRNCCDUANTIRESNLT FLAIKIET 72 ATEE A

TAIVRI T THRENE
957 FLADYRA

COYAMGEMT 5E BEDHSI—FDF v I/ HERTENGELBVET,

BN

LW FLAURXMEERLE T, URL 77 FLADEEBICIE C T IL—T DT %35
BIERITT, BIZIE ATV o TSy I UARDURL T RLRAERBDT S v
JUXMDURLY FLRZ, 4078y 73257 FLAUXMIERLTEITIE
TNTENDT FLAURA N EBH I BRI TRIOT SV 7 ) A DMER TEEXT,

fRE

BFEO7 FLAJ A M7 FLRZEEMLIEY . 7 FLAZHIBRLICY TEEL T,

HlIBR

BFED7 FLAURX R ZEIRTCEE T, BEEDT FLAU X MIHBRTEL A

T RLRAVR R ZBICT BICIE. 7 RLADIRERIC (7074 TDVA M ZBMLES, 7RLAUA LD
URLIC7 7t A LTc & ETBIT 51Ba1. DERIICEH] Z83IcLET,
AT A7 FLRAUXMMIBFENTWST FLAZERWT, IXTOHTTP 7 FLRZTOY 732581 70y

7§57 RLAVA DT LRI T*) ZEBIMLET,

e

VR MRS 2

%
0y TETELADIR S

P DUA R

ERECE

D RROSAE =1 v

FELRUZ R

HTTPS 7 RLZE T 4 JL2 ) >0 2SI, TSSUTSL a7 4 )L2 ) 0BT 5] BEICT ZAEN

HYVET, ENDHZEIE. TV EALCHTIPS YA hD R ALY DHHEIEN. T2 URLITEMENE A,

IARTCDT7 RLAYR T, BHESD [*) (FREURY) XU Ny BFEF) ZFATEET, 7AZURIRBEREOHFE
IXFZERLET, BEFIERD 1 XFZ2RLET., RENRADT FLRAZIEET 2RI, FETESREET FLARIT%

BRI HHEND DD, MODERZEI > MRS ZEAL TLREL,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



51 FHMERE Chapter 5

HTTPS 7 KL RA%Z T 1 Ib 2 ) > 79 Bi58ld. THTTPS 7O LT 1 IRV Y T%ZBIMITT 2] ZBMCT 2REHHET., &
MOBEIG. 7Y LRALIEHTIPS 4 b D R XA > DHHBMENE T

B THREATSENSE /N5 X —%

[THREATSENSE /NS A—2]1% 0 1) w7 2L Web 77 L AREDIRE/ T A -2 —ZRETEE T, sHHICDLTIL
5102 U7WEALT AV AT LR5E] O THTHREATSENSE /NS X —42 | Z#HBRL T ZEL,

5113 Tav v IRE

Tawo2TEE V= v VI VI =TT REREAFI2OICI—T—%28H3252 L) ZAVSILETA
TYo TavvJiE RITOORES®PIN I— FaEDEET — 22 AFTHOHICLEREINE T,

ESET File Security for Microsoft Windows Server (7 « v > > Ui BEH L THY . T4 v T4 DT Y
CTAETOVYITEELS,

IEFERE ] BIEC. [WEB &EX—)V] > [Ta v Iuismkee] 22y LEY,

S E Q x| @

BT [-B=%
PIT- @ T4y HEREEERCTE o
FyhI—nRE TN ERETD Lafi—b [}

stsixd\, (2] I

BEFA-NIFATIMRE ©

I 1> AR I

T/ O
Y-)b
AW A =T A

= )

T4V THREBEZRMICT B T Ay IV TNREBEDER) / BN BEAE T,

[LR=F]ZIVYITHEESETHD [T 4y IV IR=IERET S
T4V T 2RET S TAMIDv 2T LET, TCTTA vV IR=IVDURLGEEZRET
BHIENTELT,

TV IHAMMT I CRTHE ROESEERD Web 75U —ICRRENET, TNTEH Web T M7
TR 2561 [(BEZER] 27 )v 7 L&ET,

F5—1 - ESET File Security X

( <—‘ > ¢ & ‘(Dﬂ https://www.amtso.org/check-android-phishinc [ ) ﬁv‘

RLESECURITY. ..
A BENBIYSSIDRD

ZOwebR—SEFFITAI—Y—ERL. OTAZF—FPILTY MI—K
ESREOEEREAT —SERESEET,

HOA—TCRDETH?

ESETSaS—R&BA< | canon-its.jp

Fo IOV IENEA—TERE

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



5.1 FFERE Chapter 5

.

[(BREZER] OERISHEE LT A,

RTA FJAMIERENTWBEBENG T « v 2751 M. BIETIRBERRICEDIHRMINE T, BEN
5T 4wV THA M EKBICEHERI T BITIE. URL7 FLRABEBY —)VEFEALET, XM XZ1—0 [FRE]
> [FHSRE] Z7 U v 7350 [F5] +—Z# LT IFMRE BEZRRL. [WEB EX—)L] > Web 77 €
ARE] > [URL7 FLAEBE] > T7KLAVR N O HRE] V07U vy 7L, T7FLAVRA N EEZR
RLET, FFAd57 FLADY RN Z#RLT RE] #2727V v 7 L. FFal 95 Web 7 h%Z X MTEML
EERS

T4V ITHA FORE
(Daw2I9A haRE O [LR—F U207 Vv ITDE TavyVI9A FEXUEBERDH S Web
A N DT DIcDHDIRE% ESET ISOXETEE T,

ESETIC T 4w TH A M ERET DI, ROEEE 1 DTEBLLTWVWB T EZERLTLIEEL,

. Web %1 FHAFE o< EEThEWL

« Web H 14 DRSO TUAMIVRELTIRHEETNDS (TDHEIE. BEREINE T v I A4 FERELTLE
TON)

| 5114 FIRA RV bO—IVRE

BE7/\1 A0 tO—/L (CD/DVD/USB 7%5&) HeEZ A TCWE T, COEYV1—/VEERTSHE. I—H—H5D
RETINA ANDT JERAFERTDIEEREEZERCER T, TOBBEIE. RNBET7 7NV ERELIET /A ADfE
FB7%BALE LTEWVBEREICE > THEFITT,

[827E) BEC [FHsRE] 27Uy o L. IFHRE] BEC [T/ X3 bO—)l] ZFRLET,

GBI FLESECURITY. .

SHERTE

BHIYTY B =X
PyIT—h SAFLES

Fybo-HERE Al & o

wesE X)L

I'?!HZZI)NZI*JL I

Y-Jl

St ST

[ AT LEEE] ZBNICTBETINA AT bA—IVEENBMTZV T, TOBBEEMICT BITE. 725147
POV E1—2—DBEEFHINEICZYET,

IW—=IVTTAY 7ENTWBT/I\A ADEAENS L CBHBENERREN. T/\AAND7 7L AUETAY 7T ENET,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



5.1 SHMSRTE Chapter 5

W71 RIV=IV
DV—V] © URE] 27V vo95E Nv—)b) BELNBEEEY. COBEEC.1—Y—HI 547> bavEa—4—
ICERTT BIMIS TN REMD C BEBT BT ENTEET,

M=l 2

(<}
E] B | 547 L PO 1-4- BAE 1-4-EA
== vl  TARURAM.. AT SanDisk’, E.. TOv FAT B v

A—Y—BRFld1—Y—7)— BT, TSICEBOEBIN/NTA—2—ICEDVTEEDT /A A&EHF ek
TJOvoTEET, TS IV—IVERETIEELE I, IV—IL—BITIENEBT/INA ROLEEZA T 75447 > K
Ea1—2—|IHNET/INA AEEHELIBICETITZ 773y, BLUATOERELGED/IV—IVOFANRTEINE
ERS

DL—)V) BE CIEROBIEDTELT,

PLEY)| P V=V BN EHRE L E T,

SIS BRLOV—IVEIE=LTHLWIL—ILEER LE T,

HIBR BIRLIEIV—ILEHIBRLE T,

AR TIATYFAVEL—Z—ICEREINTWVANLT/INA ZADTINA RINTA—2—H EE
BIICATIENE T,

IW—IVFEBEREIBIC—ERRINE T, BEAEHNBVIL—IVAEMICKRRINE T, BEA FTOXKNRZ>E ) vy
LTURMATOLETBHZTWD BB EEE CEL T E#HDI—IVEERLUELT VY 3 VEBRATEE Y,
O T k' —I&. ESET File Security for Microsoft Windows Server DA A > AZa—T [ATT77AIV] =7 1) w7 L.
M7 774)0) BEADORFOY FETAZ1—h5 [TFNARAY bO—)V] BERLTERRTHTEHNTEET,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



51 FHERE Chapter 5

JL—ILDENN

FTINA XY bO—=)UIL—=IVTlE. IW—IVREISEER T 2T N\A AT o4 7 A1 —2— (s nic s EiC
EEFENZT7 IV avEEELET,

b—)V) BECHRE LVEEEEIRL. RFE] 27 v oy LET, FBERET EEE B #7)v o L&D,

)
JL—ILoiEND
L I==
2
R 2
FIARSAT FRIAN T
FhzAy BRI BT
e FIUR
-
=
SATLES
DY EROBAE I=c
TS =%
O _#_—mim L |
ae
BT IR R i 4

W—I&% T8 OTFAMRY ZACANLET, B OF v IRy 7 XT )b—)Va@EnEldBmic LE
To LIV EHIBRE T ITERIC LI WBEICER T,

TINAADZAT

NEBTINAADZA THE RFOY TR UAZ2—HD5FRLET, HR— bEINTOWABAET /NS XERDESY T,
« TARTDAKML— (HDD. USB Y L—N\TIVT 1 RXY)
- CD/DVD

- USB 71 &—

- FireWire X b L—2

- Bluetooth 7/\-1 X

« AR—bA—RJ—4—

c AA=TIVTTINARA

- ETL

- LPT/COM R— bk

« R=2TIVTINA R

« IRNCDTINARZAT

TINAZADZATNE TINA AR AT FAVE1—2—CEREINTWBEEIC, TN AXR—T v —THER
TELT, AML—I 71 XITIE USB Tzl FireWire Hh ST CEAMIITN— R T4 AP AE ) H— R —4—
HNEENET, AR—bA—FU—Z—&id SIMA— R, 8B8EH— F 75 & ERBRIEMEDATN TS AIY— MH—
REFHES) —Z—DZETTAA—I VI TINM AEAF VYT —PAATHETT . INSDT /A XF1—HF—
ICBIT 2BEMSIEHE T, TDT7 I aVOBERETERELET, o A A—IVITINARETOAV YT 25
Bldk. & LTTOY I T2REND Y ET,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



51 SHERE ChaPte’S

Vi -4
ANL—=IFNAZALUNDTINA A CBIRTED 77 avid. HFOFET7Oy 700NTNHTY, T LT,
ANL—=IF A ZADI—IVIEDWTIE. ROWITNHDT7 73> GER) AFRTELT,

A | EERAR | TINAANDTLET 7 RAZFILET,
avy TINAZANDT 72 A ET Y 7 ENET,
I B TINA AD S DFRIAH VT DRI ENE T,
TINA R T AT, T3 70y 7350 0EEMBHEN. OUDERIN
5 £9, 7N\MRFEREINGZW D, BLTN\ARICED SERT 258ICEH. BEESED
BHIENET,

TINAZADEA FITEoTE BRTERWT V3> (HER) HYET,

EBANNT A—2—
BMDINTA—=Z—TlE. T\AATEDLEUOV—IVOFERERECEELT T, VWITND/INTA—E—TEHEAXFENT

FIIXRENE LA,
eSS TINAREETINA R I—T=ZEELET,
N q— NV Z—BEEIDICEBT L2 Y JIERLET,
TV TINA ZADET IVREATILET,

NET I\ AUITBBERBDY ) 7 ILVESHMISGENTVE Y, CD/DVD DiFEIE. CD/DVD

057 =]
Wi RSATTEEL. ZOATFATDIYTILESEASLET,

INVE— I TE=TIVI. [0V DT 41— RHAZEDZE. IV—)VEEHET BRI SDERIFERINE T,
ITARTDT A4 =)V RDINTGA—=LZ—TIF AXFEENXZIEXFENT . TAIVRA—F 5.2 P R—FEINE A

TINA ADINTG A —BZ—ERERT BICIE. TINAZADZA TDIV—)VEER L. TINNAAREI A7 bAvE1—2—TEHELT
DB, TN\ARAY bO— VAT TTINA ADFERZHERLE T,

AJEBROEXE
Bl IRTCDANRY b ZBIcAJIcaEiZzLEY,
B 7005 LOWMBAER THEL G HEREO VISR LET,
o _@"\‘T(D'I‘%%E% v—Y (v TT—bOBIWAvE—I%EEL) L EEOINTOOV%E
EERLET,
B I5—BRUEEAY—IREOVICGEERLE T,
=L O EERENE LA,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



5.1 BHERE Chapter §

1-4%——8
W=IVEREDI—Y=&KlEA—F =7V =TIRET 55%8IE. ROLSICLT I—HF——%] IBMLET,

Bisu=—r ?
BL =

[1—Y——%| BEORZ Y TIEROBELNTEES,

PN RREND DY —EREVIL—T0ER) BECT [(F7Vx7 ~OEE 27y 7L,
BEIT 247V bOfBEZRRLET,
HIIFR EREN AT —Z—BD05HIRLET,

[TINAZADZAT] TROTINA ZAZRIRLIARGE. I—F—Ib—IVTT A IR ) VI T BT EETEEEA, FT
TNBET U I VICETBEBICODWTDH T 1 IVR ) VT TEET,

c AAR=IVITTINAR

- ®TL

« LPT/COM R— k

d—H—(@EE
[1—Y—|@H] Tld. TNNAZANDT7 7w R %ETAY T LIcBEEEDA Ny MHARE LTc & Elica—F—IO8ma%
FODESHDREEAITVET,

BRHEEhET /MR

b=Vl BET (ARl 27V v o dbE BREENET/NA R BEANFRRENE T, BEICE. REEGINT
WBIRTDT /NN A ADHIBERDIERHDERREINE T, TDBRICIE. T/INARZ2A T AR Z— (TN ADEEETT)
T YUTIES (HBHE) BENSENET T, REENT/NAADY X D57/ A%Z#ER L, [OK] Z
70w oFHE Nb—IV) BEELNFEE. EREHDBERORTINET,

BHENET MR ?
FTIRAREAT - b2 % PNES

LPT/COMA~ b (EEf-N BEEAR-H

CO/OVD

TARIAN—Z USB 3.0 USB Flasg Drive AAPSOF20828CTTED

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



50 BHART Chapters

b
BFNARGIV—TF
IS5AT7 Y RAVE1—Z—IlERENETN\A R IE. EF2U T URT EGBAREEDR DY £,

[FINARTIV—7) BEARRT A& (707X ba—)b] > [EX] > [JIV—T] > UR&E] 27wy
LEd,

[FINA RZ)IV—" ) BEElE. EAICHODNE T, BEAAIcE. ZHITBH7IV—TIBT27/\1 ADN—ERRINE
¥, BELANCIEBFED VIV —T D) X MHRTRENE T, BERGAICKRTI 27 /\ M RESE 7 IV— T2 RLET,

[TINARTI—T | BEZREJIV—TEERT DL —ED ST\ AT BN REELIFHIRTEE T, £l 77
AIVDSAVR=b LT II—=TETNARZBMT BB TEET, (AN 2V Vv Id2E 0547
Ea1—2—IlERENLEIRNTDOT/NA AN TREENT/N\AA] BEIC—ERXRTEINET, JAMDST/\1 A%
BIRL. [OK] 227Uy 95E7IL—TIGBMENE T,

FIAZIN-T ?
lussmem ] ) Q
S = TLES
USB 3.0 USB Flasg Drive AAP50F20828CTTED
e | a= | me A= | An

[TINARTIV—=T] BEDRZ Y TIEROBIEDNTELT,

LRIEAILTCIIV—TZHLIEMT B0, TN\A AZBHFEDTIV—TITEBMTEXT,
DI AT avT RN E—=%A, BT, YUTINESGEDHFMEIBETCETT, TORIER
RE2VE )Yy LIcEEOERICE > TREN &I,

G iié\?R LIV —TDRFEE VIV —TICEEND T INA ADINTA =2 — (RNVE— &
TIbe YUTIVES) ZEECEETT,

HUBR BRLIETIW—TEET/NNA REERLE T,

AVR=F T7AIDETINAADY )T IVEB A baAVR— M LET,

AH REFHEINTVDIRNTOT /NS ADHIELERDBERORAENE T, CDBFRICIE. T

INARBAT RXVE— BT, YUT7IVES (H556) GEHEENET,

FEDTT LIS [OK] 20 ) v I LET, BRERGFETIC [TNARTI—T] 2T 2IE RE] 27 ) v
7LEY,

ZPZIPI2
BEBIV—IVDEZRENTRLGET NARAD TV —T 2R TEE T, Fle. Gidddr/ BERAHEIHAMIERT7 72 3 VD
HBIV—IVDEERENT NARADTIV—TIE 1 DRIFERTEE T, TnckY. TNAREIVSA7Y FAVE1—2—(cH
fiLicL Tl BEEINTWEWT NI RETNA ATV bE—Uic&>T7OY 7 ENET,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



EER

| 5.1.15 Y—IVERE

[5E) BEEC [FlRE] 27 v oL, TH#lRE] BEC [V—)V] ZBRLEY,

B2 LAOY b

2ALAOY FTlE. RERECBRERZEORBOEEAEERCEXT, 21/ LAOY b TEELEEOHEAEIE. 7
INA RO +O—)LDIL— VB HTENEKT, fIZIE. AERBOEREZERL. TOEERET/\A A bO—
JVDIV—IVTEIN HT S & ERBRNOHFENEI—IVEBRTEET, 21 LROY MERET BITIE. [FHARE]
BEC V=)V > [2A4LXOY N #0) v LET,

s 2 XD
BHIYSY B 54 hx0vb

PyFF—b S4po9h R L
FYRI-iRE MICROSOFT WINDOWS® UPDATE

wesEX—)L

A ESET CMD

TIRAAT O
E3 ESETRMM

odI74L =

TS Y- a 5fexr

B

T T—Save— It WIS O
2

IR ERA/ESMCRREE T R o
A-Y—A9-T1-R

02/ LAOY FDIRE
ZA LAY FDBIIYIRE. HikET> &S, FERRE] BEm<T [V—IV] > [2A4 LAY b > 214 LX0OY
b D RE] 0w LEd,

5420V i

B 38 ‘

FHOFEEE

& #H LN LAOY FEBMLET,
R VEREBDZ A LAD Y FERELET,
H3 BIRLe2 1 L0y FEEIBRLET,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



5.1

BT Chapter §

024 LZAOY FDiEN
24 LABY b~ BEC DEM] 27Uy o920 —BHS2MLAAY FE#RLT FE] 27 vI95E.
(24 LAOY FDEM BELSRTENET,

A hADY baiB Al 7

E=En) B

ELE] EHOMERE

A =22

24 LAOY OAEIVERBAZASIL. DEM] 27Uy od5E, TREBEDEN] BEARTENE T,

(e)
ErEIEEE DB 2
FE EEAS
v| ARgH
vl B2l
v| k2B
v| B
v| &8
T2R
¥R X
[kici=22] 9:00:00 =
®TEA 17:00:00 =

MBREEE OB BE . BECHEGNL. RYKAGEEOREZTO>C (0K 27Uy o925 L 21 LAY
hOENN) EEICBER & RSEBmENEMENET T,

24 L0y ~OEM BEEICOENY 5. BE KSR EHENTELT, A BERIK 9:00 ~ 18:00, AEHIE
10:00 ~ 19:00 EWS K S ICBBA T L ICRHEEZERIT 5 EHTETY,

ESET File Security for Microsoft Windows Server 11— —2X~< =27 )b 191



SHERE

M MICROSOFT WINDOWS UPDATE

Microsoft Windows UPDATE I&. BEDH 2V 7 bz 7Hh oIV E1—42— 2 FRETHEELIAVKR—RV MTT,
Z D1z, Microsoft Windows UPDATE BMERAIBEICE 25T A Y A M—)L T BT EHARRIRTY, ESET File
ndows Server l&. RELZLANIUIE ST, BITLTWEWI AT LT Y IT7— B 556

Security for Microsoft Wi

IOEFRLE Y,

BRHITY B 4/uazovk

PyIT—h

= MICROSOFT WINDOWS® UPDATE

AR SAFLOPYTT— MR BRAMSSCETEL AL B20TyIT-H v @
wesEX—)L

- ESET CMD

TIMA 0N

3 ESETRMM

od I =

Joks )¢ 8 >1ex

B

iﬁﬁ’sﬂ”ﬁ"“ wMiT0/tS o
122 ERA/ESMCIRETHI (]
A=A

KEm T D

FEFPIRETBAN LN Ui

RDEHY TI,

wHI L Microsoft Windows 77 77— b DEFHILBNENE LA,
;jia/wlvj EEEMEL NV EICRESNTV SV RF LT Y 77— FNBRENET,

W7 Y T7— b

BEENEBLANIVUEICRESNTWA VAT LT v I 7— bOBHENE T,

EERT Y TF— b

BEEDNEELANVUEICRESNTWD VAT LT v I 7— bOBHENE T,

BRO7vT7T—F

BROVATLT Y TT— FDIHHDBEMENE T,

VRTLT Y TT—rOBHE. 7Y I T M= \—=TRAT =2 ADK =T oI [V AT LDT7 Y TT7— ]
BENKRENE T, TDH. BHILNVORERIET STV ATLDT v TT— MO TEBRWSENHY LT,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



51 FHERGE

M ESET CMD

ESET CMD & E7& ECMD OX Y FEBEMICT S EC. AR Y FZ 1Y (ecmdexe) =R LT,

BLUOIVAR— P TEDLDICTEHMEETT, ESETCMD ZBMICT H&. 2 DDA EZFERTEET,
[BHfERE] BmC. [V—)V] > [ESETCMD] #2 U v o LET,

FyhI-DERE

S4nA09H

MICROSOFT WINDOWS® w7 — |

wesE X)L
TIARI O,

07774
JoFH-)X

b2
TEST-3avE—F

9325

A

B eseTcmp

BELECMDIT FEEHITTS

RESH

ESET RMM

SAEVX

wmiJo)(4

ERA/ESMCERET RIS

PR T v

JRI- RZTEEATBI. SHERET/ RT— MERET BB BT (- —1>9—-J1-2 > PUUASE
e

BE=ZAVR— b

=E%ECMD O< Y F%

ARV KEZ42 (ecmdexe) ZERLT. REZA VR bBIUT T AR— T 58

BT 3 BEEBMCTENESHERELET,
"y A5 L, BENG RS EBDRBLOBEDA ¥ K— FAFTE
< Nofth. TOFESHEREENE LA,

B P abe INAT—RNREAFERHLET, 1 VR—FFTBHET 71 IVICDWNT
HMBE/INZ | [I—F—a > a—T1—R] > [TUHRRFE] CRELR/SZAT—R
J—R E—HTBHOWRLET, A VR—rTBXML 77 AL EY—ILER

WCERT2REDDHIET,

ECMD OX > FEERAT 53, EEEERTEITI 20 BEBELLCERTEZFEAL ATV P70V T HZERL
BENHYEY, e ARV RERTEICIE A VR—ME/ TV RAR— DT # IVE—HEFET 2UEDND D ET,

p 7> HA Y]

ECMD XY RiEFO—AIaAYE1—2—ETDHRITTEE T, EMCDI AT b RRAID [ARY FORIT] 2 A7 %FIA
LIBEIEEBELE A

ESET CMD D fEFEHI
AT 40774 1V3% settingsxml. 7 # JLZ%% c¥config & LTzi5E
« REDITVAR—FIARV R

ecmd /getcfg c:¥config¥settings.xml

- REDAVR—FIARVE

ecmd /setcfg c:¥config¥settings.xml

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



5.1

SR Chapter §

XML ERE 7 7 1 L DBE S
($R{eFIE)

@) = v—X¥1 55 XmisignTool #5450~ KLET,
@) =mEs LowiFaEmL IRy K700 7 EBEETY,
9 XmiSignTool.exe ZBW\ e 7 # /LA —ICBELE T,

O) o< rEEAL. xml FET 71 IUCBLLET,
7L © xmisigntool /version 2 <xml 7 7 JL/ YA >
/version /\Z X — 2 —OfiEl&. ESET File Security for Microsoft Windows Server D/\— 3 VI K> TEHEYVE T,

V7 Tl. /N A—2—I[C T/version 2] ZIEL TLEEL, [/version 1] D/NT A —2—F. V6 DIFEIIE
ELET,

© xmisignTool B'5/527— FANEBRENRS, [1—F—1>¥2—T71—2] > [7/LR&E] T
B LI/ S2T— RERL/IRT— REANLET.

7O EARENAT — FOEBZEIT ORI, HWNRAT— R TCERENRET 71IVEA VK= LIEWE
Al ZEBEROHFLOWART—RFTxmlBET 7 (I 2BEEBRT 2HELNDHIET,

M ESET RMM
ESETRMM (£, BARTIITR— b IRADERETT,

B>tV R

24 > A TlE. ESET File Security for Microsoft Windows Server A\ ESET =t > Xt —/\— | T 2EFRDRE X
TAE T ESET ZA L AT —/\—\OEHEROEREL. BREFI vVl THWVWET, BIECTIE. [BE) IRES
NTHY. 1 BEICHEERETO>TVWET, 2v bT—7 ST v IDNBALIEBEIE TBRFI VY] ORE
Z [HIRR] (CEETAHE. BEMERINE T, HIRNZEIRENS &L ESET File Security for Microsoft Windows Server
1 HICTEFRRE IV E1—2—H0BEHNTLHEEICDHFTA AT —/N\—=ZBELET,

B WMl 7Onas4

Windows Management Instrumentation (WMD) & T>2—7 54 XRIBETERIBEWICT 7 LR T 2D DIRAER T
T 5 Web-Based Enterprise Management (WBEM) (CZEHL L 1= Microsoft Windows |ZSREENBIKEET T,

WMI DFERRIC D W T &L http://msdn.microsoft.com/en-us/library/windows/desktop/aa384642(v=vs.85).aspx % &8 L
TLIREL,

ESETWMI 70/ A Z—&, ESETEBEDY 7 bz 7 EEY —IVapBL 8T, T2 —T7 51 XIRE T ESET #&
DUE-FERHTEDLSICLET, WMHBRHTERRR., AT —2 A MEHERZNET 5 & TCEEED ESET
HnZzBERT2NZEaHE T, EBEIWM ORLET77€ARE (AR RSA VA7) T M RO T>42—
ToAXEEARY —)V) ZERAL T, ESETRRORELZERTEET,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b


http://msdn.microsoft.com/en-us/library/windows/desktop/aa384642(v=vs.85).aspx

50 BHART Chapter 5

ESETWMI 70/ Z—TlE. BEARRBIER. VA b—IUEIERELRERRE. BRI+ v F—Ofst. SLUERO
TI77AINCTIHER 77 A TEET,

TWMI Z70NA BZBNCT 2] ZBMCT DI ELY BEOWMI AV TSRSV F v —BLO0Y—ILOER L.
HmEBROYT DIREDFHE Y HEIREICE D T,

@S FLESEQURITY...
FHRE Q x| ®
RIS S4pAOYH
P I
MICROSOFT WINDOWS® ¥ f5— b
FYNI-iRE
wea AL Exra:
FIRAZav o) E3 ESETRMM
8 >rex
D’77TI4JL )
%Dgﬁfﬂ B wmJo)4 [
Z‘DL;/ TravEF WM/ IRAIETS
22 B era/ESMCERETH & o
A AT A
ONETERT—42
ESET &R ICEREMIFSNIZTXTD WML 7 Z AU& Troot\ESET| R— LARR—RICH Y TT, RDYT T ANMRERES
NCVEY,
—f%

- ESET_Product
« ESET_Features
- ESET_Statistics

(mETAN

- ESET_ThreatLog

- ESET_EventLog

- ESET_ODFileScanlLogs

- ESET_ODFileScanLogRecords
- ESET_ODServerScanLogs

- ESET_ODServerScanlLogRecords
- ESET_HIPSLog

- ESET_URLLog

« ESET_DevCtrlLog

- ESET_GreylistLog

- ESET_MailServeg

« ESET_HyperVScanLogs

« ESET_HyperVScanLogRecords

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



SHERE

ESET_Product 7 5 X

ESET_Product 7 2 XICIE 1 DDA VARV ADIHDBH Y EF. DV ZADTHINT «1E AV A ~—JLiEIHD ESET

HROERNEHRZSRLET,
ID lessbe] GEDEMBE AT ID
Name [ESET Security] 7z & DEZE
FullName ['Microsoft SharePoint Server] G EDBBDIT 1> 3~
Version [45.15013.0] GEDREB/N—T 3>
VirusDBVersion 7868 (20130107)] %= EDTA VAT —ZN—=XD/)\—2 3>
VirusDBLastUpdate DANWAT = ERX—ADREBHFARDZ A LAZ YT, COXFF)ICIE WM BEFZE

DEALAZYTHEENET T, HIZAE. [20130118115511.000000+060] T,

LicenseExpiration

AV ADEMNR. TDOXFF)ICIE WMI BEFERDZ A LAZ Y THEENE T,
FIZIE. 120130118115511.000000+060] T,

KernelRunning

P47 bAVE21—2—T leKm] Y —EXDRITHELHES D ETRT T —) 1B, Bl
Z& TTRUES T,

StatusCode RORERT—RZAERIHFE, 0. OK. 1: ALY BE). 2Kk (7).
M0 LANDAT—ZZAOA— ROEBARAEHRBTZ2A Y-, XA vt—IHQNEWNEEIXZE
StatusText

‘?\\3—0

ESET_Features 7 5 X

ESET Features 77 5 AT, BYMEEERICIS U T DA VARV AR HY £,
BA VARV ZADABIEFRDESY T,

Name

HEe (BRIDU X MEIUTITRLET)

Status

WRED AT =2, 01367077470 1 2 B

BIERBEN TS USMEEAET T XFFID U X b

CLIENT_FILE_AV

DT IWEA LT 7AW AT T4 )0 AN ERE

CLIENT_WEB_AV

72477k Web DA )V AW HRE

CLIENT_DOC_AV

TIAT VR RFIAY DA VAN EIRE

CLIENT_NET_FW

DoATYNIN=IFIVT7ATT5—)

CLIENT_EMAIL_AV

TS AT YV NBF A=)V T AV AN EIRE

CLIENT_EMAIL_AS

T2AT Y NEFA—I VKB A —) VI RIRE

SERVER_FILE_AV

RESNTE T 7AIVH—IN—BRDT 7LD )T IVZA LT AV A RRE, FZIE
ESET File Security for Microsoft Windows Server & (Ci&. [SharePoint] O3> 7>y
T—EAN=X|HBTT7AIVTT,

SERVER_EMAIL_AV

REINEH— N\ —BFDOEFA—ILD T AV AT TFRE, FAIX. [Exchangel FfzlE
BM Lotus Domino] D&FA—)L T,
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SERVER_EMAIL_AS

REINTET—/N\—ERBDOBEF A — VDR A — U RIRE, FHZIE. Exchange) £zl

[BM Lotus Domino| D&EFA—ILTT,

SERVER_GATEWAY_AV

T—bU A LOREINRY T =778~ VDT A )V ANERE

SERVER_GATEWAY_AS

F—bU A LOREINR Y bT—0 70 b ) VORERA —) LTI EHEIRE

ESET_Statistics 75 X

ESET_Statistics 7 7 XITIE. ERDAF v+ F—8IISCT. BEDOA VARV ADHY) T,
BA VARV ZADABIEFRDESY T,

Scanner BEDRF v+ —OX=2H|O— R, FlAIE. TCLUENT_FILE] T,
Total BEINET7 71 IVDOEFHE
Infected BHEINZRET 7 1)V
Cleaned B Nfc 7 711V
Timestam CORETPDRBICEEENI 2 A LAZ > T, WMI BEZ L, FZ X,
P [20130118115511.000000+060] T,
ResetTime Etho VA2 —PREBIC) Yy hENER2A LRAEZ YT, WM BEFR. HZ1E,
[20130118115511.000000+060] T

BARMENTVBRF ¢+ — BRI LFIIOU X b

- CLIENT_FILE
« CLIENT_EMAIL
« CLIENT_WEB
- SERVER_FILE
« SERVER_EMAIL
- SERVER_WEB
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ESET_ThreatLog 75 X
ESET_ThreatLog &7 Z AITIFEED A >V A2V ADH Y ZNFNDA > A2 > Ah [Detected threats |A2 DO Y L J—

FexRLET,

BA VARV ADABIEFRDES Y TT,

ID ooyl d—RFO—EDID
Timestamp 07 L3d— FDIERZ A LAZ> T (WMl BESER)
(0~8] DEFTHREINZDZOTLIA-—FOEEE, EBZEDBIEFRDLANVITHIGELE T,
LogLevel [Debug . lNnfo-Footnote . lnfo]. MNnfo-Important]. I'Warning . 'Error . 'SecurityWarning .
[Error-Critical J. T'SecurityWarning-Critical Jo
Scanner ZOOTANRY bEER LIEAF v F—D4FH]
ObjectType ToATANY baERLIEA TV bDRAT
ObjectName TOOATANY bER LA T2 0 b D%E]
lObjectName] B KU TObjectType) FO/NT « TEaibENicA TV 0 b TREEINIE
Threat N
B
Action BRAREINRBICRTINET V3>
User coagANY bafER LicI— =7 AT b
Information AN b DFAIER
Hash TDANRY MR LIEATI T bDINY a2

ESET_EventLog

ESET_Eventlog 7 Z RICIFEED A VY ARZ 2V AHB Y . FNENDA 2V AZ VAN Tkvents] O7DOY L O— R%&Esk

L&ET,

BAVRAZVADABRIERDESY TT,

ID oAy Ld—RO—ED ID

Timestamp O7 L O— RFDIERRZ A LAZ YT (WM HEFFEZR)
(0~8] DHFTEREINZOV/LI—FOEEE, BEEEDMBIFRDLANVITHIELET,

LogLevel [Debug . lNnfo-Footnote . lnfo . lNnfo-Important J. 'Warning . [Error]. 'SecurityWarning .
[Error-Critical J. T'SecurityWarning-Critical Jo

Module ZoaTANRY baER LTIEEY 2—IVD%H]

Event A DA

User coOJARY bEER LI =T AT b

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



51 SHERE Chapter 5

ESET_ODFileScanLogs

ESET_ODFileScanLogs 7 2 XITIFEED A >V AZA YV ADNH ) FA VARV RAEA Y TI Y R7 74 )VEELD— R%&
=L%xd., TnlE. 7D GUI TOn-demand computer scan] 'J X MTHSLET,
BAVAZVADHRBIFRDESY TT,

ID ZOAYTIY FOJD—ED ID
Timestamp O DERZA LAZ> T (WM BB
Targets AF v VDORRT FIVE—/FTITU b
TotalScanned BEINA TV LY FOEFH

Infected BEENREF TV T M

Cleaned BprENfeA 7Ty bR

Status MEIIBDORAT—2 R

ESET_ODFileScanLogRecords

ESET_ODFileScanLogRecords 7 2 X TIEEED A >V A2V ADNd ) . &A1 > X2 > A&, ESET_ODFileScanLogs 77 = X
DA VARV ATERENDBEOATOWVITNNNCHAHA/ L OA—RERLET, TDUVTADAVAZ VAL IXT
DAYTIY FEE/ 7007 L 1—FE2RELET, BEDBEODT DA VARV AITHRELGZE. LoglD 7
ONT A4 TTAINWRI TS BRENDY T,

BA VARV ZADARIEIRDEL Y TT,

LogiD COLO—FHET A%EDV D ID (ESET_ODFileScanLogs 7 2 ADA >~ A2 > XD\ N

HD D)
ID COBEODY L I—RFDO—ED ID
Timestamp O7 L O— FDIERRZ A LAZ YT (WM HEFFEZR)

(0~8] DHFTEREINZOV/LI—FOEEE, BEEEDMBIFRDLANVITHISELET,
LogLevel [Debug . lNnfo-Footnote . lnfo . lNnfo-Important J. 'Warning |, [Error]. 'SecurityWarning .
[Error-Critical J. T'SecurityWarning-Critical Jo

Log REOOT A v~
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ESET_ODServerScanLogs

ESET_ODServerScanLogs 7 2 AIEIEED AV A2V AHH Y . FA VARV AEA Ty R —N\—REBEDERT%Z

x®L&ET,

BA VARV ADABIEFRDES Y TT,

= ZOF YTV FOYDO—ED D
Timestamp OYDIER R A LAZ YT (WM BEZR)
Targets RAF ¥ VORRTAIVE—/FTI 1Y b

TotalScanned

BREINA TV 7 bDOEFE

Infected BHEINEBREF TV T MR
Cleaned BprENfeA 7Ty bR
RuleHits Ib—ibey b DEFHER

Status RENEDRAT—2 R

ESET_ODServerScanLogRecords
ESET_ODServerScanLogRecords &7 5 AICIFEED A >~V A2V AQH Y &A1 > X 2> XlE. ESET_ODServerScanLogs

DIADA YV AZYATRENDREATDVWINNCHZOTLA—FERLET, DT ZADA VAR VAL
IRNCOF VTRV FRE/A70A7 L A—-—FZRHLET. BEODREBEAT DA VAR Y ARITHRELRISE.

LoglD 7O/NT 4 TT 4 IVR2 UV T T 2RENDHY £T,
BAVRAZVADABIERDES Y TT,

CHOLO—RHABT2BEOZDID (ESET_ ODServerScanLogs 7 5 AMDA > AR > ZAD L
LogID .
INHD ID)
ID ZOREOY L I—FO—ED ID
Timestamp 07 L O— ROIERRZ A LAZ T (WM BEFZZL)
(0~8] DEFTHRINZDZOTLIA-—FOEEE, EZEDBIEFRDLANVITHIGELE T,
LogLevel [Debug I, lNnfo-Footnote . MNnfo . MNnfo-Important]. 'Warning . [Error . ['SecurityWarning .
[Error-CriticalJ. T'SecurityWarning-Critical ],
Log REOOTAvE—
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ESET_SmtpProtectionLog
ESET_SmtpProtectionLog 7 2 RICIFEE DA >V A2V ADH Y. TNZNDA VA2 AH [Smtp protection] A%
DOYTLI—RERLET, SV AZVAORBIERDESY T,

ID ZoOmEAZLO— FO—EDID

Timestamp a7 L O— FOERZ A LAZ YT (WM HEFFZR)
[0-8] DHFTHREINSOJLI—FOEEE, BEIEFROAFTELNVICHSELFET,

LogLevel Debug. Info-Footnote. Info. Info-Important. Warning. Error. SecurityWarning. Error-
Critical. SecurityWarning-Critical

HELODomain HELO KXo > D%Ed

IP V—=XIPT7 LA

Sender BT A—ILXEE

Recipient BEFA—IVSESE

ProtectionType R ETNAREDESE

Action Eh WLy oW R

Reason 723> DOER

TimeToAccept BFA—IVHFAIENS K TORE

ESET_HIPSLog

ESET_HyperVScanLogRecords &7 = ZICIEIEED A >V A2V AHHY . TNEFNDA VA2 ZH THIPS) aOv7nod L
OA—FERLET, 1V RAZVADHBRIERDES Y TT,

ID oAy La—RO—ED ID

Timestamp A7 L aO— FOIERRZ A LAZ > T (WML HEFFEZ)
[0-8] DHFTHREINSOJLI—FDOEEE, EIEFROARMTELNIVICHISELET,

LogLevel Debug. Info-Footnote. Info. Info-Important. Warning. Error. SecurityWarning. Error-
Critical. SecurityWarning-Critical

Application V=RAT7 T r—3>

Target SIBD R AT

Action HIPS BAR1T9 270> 3>, fl:5FRl. R

Rule 7V ERTT DIV —IVD%E

Additionallnfo -
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ESET_URLLog

ESET_URLLog 7 5 RITISEH DA 2V ARV AB B TNENDAVAZ VAN 17 1)L2 ) 7 ENTc Web 1 b |
A7oR7La—FEXRLET, B VARV ADABIIRDESY TY,

ID ZnR7LaA—RFO—E®DID

Timestamp a7 L O— FOIERZ A LAZ YT (WM HEFFEZR)
[0-8] DHFTHREINHOJLI—FOEEE, BEIEFROBAFTELNVICHSELFET,

LogLevel Debug. Info-Footnote. Info. Info-Important. Warning. Error. SecurityWarning. Error-
Critical. SecurityWarning-Critical

URL URL

Status URL THE LI, f):Web 2> bO—)lick 7Oy

Application URLICT 7R ALELSE L7 U r—2 3y

User 7TV =y avERGFLEI-Y=TAHU U

ESET_DevCtriLog

ESET_DevCtrlLog 7 & RITIFREDA VY ARV ADB ). TNZNDA VALV AN T4 X322 bO—jb) AJ D
OJ7La—FEXRLET, B1VAZVAOARIEFRDESY TT,

ID oAy La—RFO—ED D

Timestamp A7 L O— FOIERRZA A LAZ YT (WML HEFFEZL)
[0-8] DHFTHREINSOJLI—FDEEE, EIEFROARMTELNIVICHISELET,

LogLevel Debug. Info-Footnote. Info. Info-Important, Warning. Error. SecurityWarning. Error-
Critical. SecurityWarning-Critical

Device TINA R

User 1—9—=7hH7V b4

UserSID 1—9—=7H7>bSID

Group A—Y—=JI—T%

GroupSID dA—%—27/L—7SID

Status TINA A TRE LR, . ESAHT0OY Y

DeviceDetails T I\A A DFHRIER

EventDetails AN MTBEY 2B
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ESET_MailServerLog

ESET_MailServerLog 7 5 RICIFIREID A > A2V AhBD U ZNETNDA >V X2 AH [Mail server] O/ 002 L 21—

FERLET, B VAZVADRBIEFRDESY T,

ID ZnR7LaA—FO—E®DID

Timestamp a7 L O— FOERZ A LAZ YT (WM HEFFZR)
[0-8] DHFTHREINSOJLI—FOEEE, BEIEFROAFTELNVICHSELFET,

LogLevel Debug. Info-Footnote. Info. Info-Important. Warning. Error. SecurityWarning. Error-
Critical. SecurityWarning-Critical

IPAddr V—=XIP7 FLXR

HELODomain HELO R X > D%g]

Sender BT A—ILXEE

Recipient BEFA—IVSESE

Subject BFA—ILDHFSA

SiaisallEe REOOT L O— NEERENZT V2 3> ABRITUTREZ A T B 74 VAR, &KX
A—JURER b=

Action Eh Ny oW R

Reason FFTED ProtectionType [ICK > Ty 70> avhA 7V b TRITENER

ESET_HyperVScanLogs

ESET_HyperVScanLogs 7 2 AICIEEED A > A2 > Ahd ) &ZA > X2 > Xl Hyper-V 7 7 1 JVIRERITARLE T,
ZNlE. A7 D GUI THyper-V] UXMTRHIGLET, &1 VA2 ZAORBIERDEH Y T,

ID ooyl d—RDO—ED D
Timestamp O7 L O— FOERZ A LAZ YT (WM HEFFZR)
Targets BEDZ—>y A a—42— /T4 /KR)1—L4

TotalScanned

BREINA TV 7 DA

Infected BMESNEERAT TV TV MR
Cleaned ERprENfcA Ty MR
Status BENEBDORT—42 X
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ESET_HyperVScanLogRecords

ESET_HyperVScanLogRecords 7 2 ZITIEEED A VA2V ABHD Y. A > AR > A&, ESET_HyperVScanlLogs 7 =

ADAVAZVATRENBBEATOVWITNNCHBHEY/ L A—FZERLET, TV TADA VARV RAIE TN

TOHyperVi#&E/ Q70O L - FERHLE T, FEDRED T DA VA2V AITHREREE. LogD 70O

INTATTAIEI VTS BREDBNET, BT TAA VARV ADRBIFRDESY) TY,

TOLO—RHABETBEEDYDID (ESET_HyperVScanlLogs 7 2 ADA > A2 > ZADWLNE

LogID

o9 HD D)

ID ZoagLad—Fo—&DID

Timestamp A7 L O— FOERRZ A LAZ > T (WML HEFFEZ)
[0-8] DHFTHRENSOVLI—-—FDEEE, EIFROBARMTELNIVICHISELET,

LogLevel Debug. Info-Footnote. Info. Info-Important. Warning. Error. SecurityWarning. Error-
Critical. SecurityWarning-Critical

Log KEOOATA Y-

ESET_NetworkProtectionLog
ESET_NetworkProtectionLog 77 = RICIFEED A VA2V ADH Y. ZTNZENDA > A2 AH [Network protection ]
07007 L d—FEXRLET, &1 VA2V ADRBIERDESY TT,

ID coagLd—FD—EDID

Timestamp 07 L= FDIERRZ A LAZ YT (WML HEFFEZR)
[0-8] DHFTHREINAOJLI—FOEEE, EIEFROARMTELANIVICHSELET,

LogLevel Debug. Info-Footnote, Info. Info-Important, Warning. Error. SecurityWarning. Error-
Critical. SecurityWarning-Critical

Event XY NI —=URE VI VE NI AT BV b

Action v b=V RETCERITEINT /T3y

Source XY bT=0FTINAZADY =T KL X

Target 2w NT—=T T INA ADFEHT KL R

Protocol xv T =0 BERE

RuleOrWormName | > MCIESET 2)L—)VETaldT— L%

Application v hND—UBEERB LT U= 3>

User coOgARY bEERLIEI—Y =7 AT > b
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ESET_SentFilesLog

ESET_SentFilesLog 7 5 RITIFEHD A Y A2V AN B Y . TNTNDA VA2V XD [Sentfiles] O7oO7 L a— K
ZRLET, BA VARV AODARIEFRDELY TY,

ID ZnR7LaA—FO—E®DID

Timestamp a7 L O— FOERZ A LAZ YT (WM HEFFZR)
[0-8] DHFTHREINSOJLI—FOEEE, BEIEFROAFTELNVICHSELFET,

LogLevel Debug. Info-Footnote. Info. Info-Important. Warning. Error. SecurityWarning. Error-
Critical. SecurityWarning-Critical

Shal EEINET 7LD SHA-T Ny 2

File EEENT 7 AL

Size KEENT7AIVDY A X

Category EESNET77AILDATIY)

Reason T 7 A\ EFEET HEH

SentTo T 7 A JVHEE E N ESET &BPT

User zoOJARY bEER LI =T AT

ESET_OneDriveScanLogs
ESET_OneDriveScanLogs 7 7 AITIFEED A >V A2V AW FA 2 A2 Xl OneDrive BERITAERLET, &
g, OF D GUI [OneDrivel U R MIHISLET, FA VARV ZAORBIEIDESHY T,

ID Z @ OneDrive O/ D—ED ID
Timestamp O DIERRZA LAZ > (WMl BEFAZE)
Targets AFv DRI AI)E /T TV b

TotalScanned

BREINA TV 7 PDOEFE

Infected BMESNEBERT T T MR
Cleaned ERprENfeA 7o MR
Status BENIEBDORT—42 X
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ESET_OneDriveScanLogRecords

ESET_OneDriveScanLogRecords &7 7 XCIFEED A > A2V Ah&H V. FA > A2 > XlE. ESET_OneDriveScanLogs
TIADA VARV ATHREINAREOQA/OWVITNMNCH SO L OA—REXRLET, DYV TADA VARV A&,
IATCD OneDrive ®& /07 DOT L I— FERBELET, FHEDBREDT DA VA2V AITHREGZE. LoglD
TONRNTATTAIVEI VTS EDREDBNET, FAVAZVADABIERDESY TY,

COLO—RHABT 2EEOSDID (ESET_OneDriveScanLogs 7 5 ADA >~ A& > ADWNG
LogID
nHd D)
ID T D OneDrive A7 D—ED ID
Timestamp A7 DIERLZ A LAZ > 7 (WMl HEFFEZE)
[0-8] DHFTHRENSOVLI—-—FDEEE, EIFROBARMTELNIVICHISELET,
LogLevel Debug. Info-Footnote. Info. Info-Important. Warning. Error. SecurityWarning. Error-
Critical. SecurityWarning-Critica
Log KEOOATA Y-

ONETNET—2\DT7 71X
Windows A< > K= 4 > & TPowerShelll] TESETWMI 7 —&RICT7 7R TBIENTEXET, INTOERFD
Windows 7 XL —F 4 VI AT LTEELE T, MIDR T ) T REEBERY IV EFESTT IV EAT BT EETEET,

AT EFERLEVWIRY RSV
wmic AR Y RS A4 Y —jbld. EBBEHETIIEREDHRAZLWMI 7S RICT 7R BIcDIfERBTEET,

O—A/aAYE1—2—DRRICET HFHMBERTERRT S
wnic /namespace:\\root\ESET Path ESET Product

A—A)3Y 21— 2 —DREOHM/ N\~ 3 VESEITERTT %
wmic /namespace:\\root\ESET Path ESET Product Get Version

IP10.1.118180 DU E— b AV E 1 -2 —DRGRICET 25 MIFREZRTI S
wmic /namespace:\\root\ESET /node:10.1.118.180 /user:Administrator Path ESET Product

PowerShell
AO—A)bd>E1—2—DBRICET 25FEMBERZIE L (RIS

Get-WmiObject ESET Product -namespace 'root\ESET'
IP10.1.118180 D E— b OV E 21 —2—DRRICET H5FHBERERE L (XTI 5

$cred = Get-Credential # 1——ICEREEBRE A S EEEUTHEINT B
Get-WmiObject ESET Product -namespace 'root\ESET' -computername '10.1.118.180' -cred Scred
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M ERA/ESMC REX%
ESET File Security for Microsoft Windows Server & ESET Management T—3 > FANEI U —/N\—EITA VX b—)LE
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5106 EBEE-F

ESET File Security for Microsoft Windows Server D/\—2 3> 65 U EATVE 1 —2—ICA VA F—)LENTWVWBIHEE

F R =D EEEREEERTEEL T, R —0DEEEET— FTIE ESET Security Management Center DR </ —

NERAENIERELNHDBETH, V747 AV E2—2—QIT. A VA M—JLENT ESET HRADREEZEE CE

£9, LEET— REFBETEZEORILSEIE. BFED Active directory 1—H—%8ET Z2H\ /NAT—REREL

£,
FEEET— FEAEMIC LIIBEIL ESET Security Management Center A SERIC TEF Bh, FEFTERIRTTS
DN VA7 b AVE 1R —RICLEEDR T ZITOBRICDH. LEEE— FHEMICENET,

R —DLEEERBEDRESE

BRIEFIR

0 ESET Security Management Center |CE 4514 > LE 9,

@) == KUY > BHLLRY Y] BB LET,

9 [%7E] EE C. [ESET File Security for Windows Server (V6+)] A#RLE T,
O) rz=x—F) YUY L, LEEE—FOL—LERELET.

G)jyﬁl—a—wﬁuv—%ﬁﬁbiﬁo

SECURITY MANAGEMENT CENTER

FHULVRUS —
RUS— > FURYS—

% Windows Server (V6+) v Q ANTBERRERE

mE

I T 2 | B rsss-rae ® oe4

B FyTFE—h e
ES R
o mxrmEEm 963) | amm

WEBEA—IL
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v=iL

-1 H-Tz-R
® # JQRD-Fommt

tEFE-F (-4

EEEE-—FZBEMICTS | LECE-FZEMICLET,
TEEE-FEBMCT EMERELE T,

SArEE \
BrLmERH EACABE L EEE— REEMICT BT EATEET.

EEERICOAVE2—2— | et o Tl Py ke e
s BT BE LEEE— NERTEERBIC. IV 1—2—DOREANETENET,

Active directory 1—%'— | EEEE—FEFIBTA1I—Y—%EBELET,

BEES AT S FEEE— RERAT BEO/RT— FERELET.
HAZLINAT— FOBEIC/IARAT— R ZASILET,
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ESET File Security for Microsoft Windows Server 11— —2X~< =27 )b 210



51 SHERE ChaPterS

5117 Ag 7741V

O7774)VICBEd 53MEREALE T,
[RE) BEC [BEERE] 27V v oL, BT Bmc [V—Il] > [AJ7741)V] ZFRLET,

mO¥X> 5974102 —

BRIV B o708 o
PyIT—h B RO TET

RINI-RE ITTRFOE

west sl S

FRAZTIRO- N oJIP0L

V=)l

0J 774

==
St
NAF-2avE—F

T3RY

AN TR

TS A2EMOF > DB/ EahE OneDrive 2O+ > T OB, BNEHRELET T,

mOJ7741b
0777 44)IVOFHRAICDOWNTERELE T,

BT O o705 °
Podr=k
B oJorL
Fyh-ORE
ROBENSALLT N ESSNICEIRTS i ]
wesE Xl %0 2

T/ AT Ol
Y-l DY AN BALEBAREVLI- EEBRICHE [ ]

odIrAL BADFHAZIMB] 502
B SIENEOTY AT ME] <
A
JUttyT—sayve-k
S ESICHIENTL I~ UG Ty T X [
9328

A ASG-T =R

L et TS | a
=St = A

ROBBHBALIETY | BEESNCABZERELOV I M —XBEFNICHIBREINE T, BEETIE 190) H
FUZBEBNICHIRT S | (CRESNTEHY. 1] ~ 1100) BICHIRTEE T,

BITARD TRAATYAX [MB]) Z#@d 2 &, THEhENATHT 41X [MB]J
AT A ZADEBRLISS | (CBH2ETHEVAY L O—FHEIBRENE Y, FXAT YA XFEEETIE [50) MB (T5%
aREVLI—FZB88 | EENTEY . &A 10000] MBICHIRCEE Y, fE/hENca 7 ¥4 XIFBIE TlE 1301
LT HURR MBICRESINTHY. &) 1] MBITHIRTEL Y, fhEnica /v XE &ARA
THAREYENENMETHBLED DI ET,

BEIcHIBRE iz BFICHIBRINEOY L - RET7AIVFEESNET A LT =T\ T 77y
LaO—FEN\v o7y 7 | 7SN, B2 CTAUAP 77 A IVICEBINE T,

MRS Ne2n /288Ny s 7y T LEd, EMcdBE. 2insd L d—F
SO &ENv I Ty T | 1FZI\v o7y TENTEEA, TOHREIE TBEMICEHBRENIELO—RE/Nv o7 v /]
EEMCLISEEICRENMTAE S,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



51 FHERGE

OGN 5T FIMRIEENB T 4 )L E— & EE LT, ERENOI N\ T v 7%
N oTyFI+IE | BMCTEES, COREE TEBMICHBRENLO— RE/NY 27y 7] ZEMIC
LB alcRENMTZE T,
ZPEFALTOSNY | ZPEFEBLTOI Ny I Ty 7T+ L A—EERLET, cOREE [EBIcEBE
5Ty TEER NieLO— K&y &7y 71 #Eic LIBalcRENMT £ T,
. [EAETNATVENIY FUDRE (%) AROELYEAE G- SRE] 71—
] 7 C .
E%i;;w%aawu LRI LB L OBIA B BA B E. 057 7 1 ILEaBMICRBLENE T, &
= ETE [25) ICREENTHY. M ~ 100) % ICHBRTEET,
I [REl] 57U v od2E. OF 771 LORELET CICEBLET, =005 T
Eﬁm;a N —ATARTHIBEN, /ST 4—< VA EOTMBREAGELTT, BHicOslcs
= BOTY M —HEBENTVBIEEICENTT,

[THFANAREBMCTZ] 2FICTHE QT T70IVEERDT 7 A IVEX TRV EREFETEE T,

RDBEEERECEXT,

REXDT +IVE A7 771 EREFET DT L7 b —%I8ELE T,
TEIANT7AINWERERIRTZE. O TFRA N T 7AIVITRESNE T, T —&

. IE2TXYIV T, CSV 77 1M)VERDEEIE. AVERYIUDT— 2 TRIFINE T,
ARV NEFIRTDE. 7741V TlEEL Windows A R O lcOdMMEFEENE
T (A hO—)URILDARY hE =T —TCERRCEXET),

IRTOAT T 7AIV%E | (247 ROV TE DA Z 3 —THREBRENTOWB IR TOFREZFHOTHEES

HIBR nx9J,

ensn71IVAR

OV BEELG YR T LANY MIETRERMREESNE T OT DT 1 L2 EREZERT 5 & FEDBED AN\
MCBEITAHLO—FRETAIVR VTSR ENTEET,
MB7071)V2 ] BEEZFRRS5ICIE TATT77 )V BETREDAVZERLTEY Vv 7 LT [T1IVE] %

7w LET,

€D FLESECURTY. .

ojmI4ILy

FEANER:

I B, 2 AT SO B B Tha, 1Y 1 )iy co TR IcHER v I

o= 3
BUF, 1B B 15— BX

FISE

FAbE: 2018/11/08 | 19:00:00 5
T 2018/11/10 * ||19:00:00 [

BEATS3
EE—HMOFH
AETFUINITEERITS

[TFAMRR] T4 —IVNBRRF—T—RFEANLET, FIERER] FAY TEU A Z1—%#FRALT &R%E

WAPRET

ESET File Security for Microsoft Windows Server 11— —2X~< =27 )b 212



51 FHERGE

LO—FofEE] FOy 720 AZ1—h5ROLI—FOJ0fEEE 1 DU EERLET,

e TOYSLBEVLEROTATOL O— REMART B-HIORB L 55 1ERE 04 T8
i LEY,

. TARTDERA Y —T (Fv TTF— FOEIHIA Y £—IBEE) & LROITRNTOLI—
s RESZELET,

BE IS—HBLVEBEEX Yy t—IHTRLET,

Is5— (T70)VDRA7AO—RRICIS—HAFEELEFLRL) BEEOIS—%EHELET,

ED N BEAEIT— (T AEREORBT S —5E) OHEDFELET,

TOMICRDIBEZRE LE T,

T
SR (BLE) —HRIRT T (L8 U T RO TIEE . O e T« L8 )5 LET.
s

28R 58
s
- HR— ERGHER (B8 EiEe LT, je LMoL O FEE T (L a 1 Yo TE
ig_o

Bt & T Ay g

=e—BOH HEDEe—HE B CRROREAEDE T

;§2*¢2*%Z SR S TS el NP E KR LT

oL HER

AJADKEDL A— FERITBERIEE T, COBRRMEIL. OTD7 1 )bREERRIC. FICLI—FHZWNES
FEIC. TP BERNDBREZRT cdHITRIIEE T,
A7 %R%KR) EEZRRI A TA7 770V O—EEECREDAVZERLTHEY Vv 7 LT BR] =20 v

7L&ET,

(@s[D FILESECURTY, .

nlfowre )

FEAMER:

I B Ak v ATS oo Bl Bk PUSA; 1-Y— 185 )i o TR v I

LJ— 2
2 a8k B 15— EX

FIEE

v
BabA: 2018/11/09 v | 19:00:00 [
T 2018/11/10 Vv |/ 19:00:00 =
EEAT I
TE—HOH
FHFLIHEFEERTS

ESET File Security for Microsoft Windows Server 11— —2X~< =27 )b 213



51 SHERE ChaPterS

07 DOBRAZFERT BEEITE TTFRAMER] 71—V RICBEDXFNNEAN L THRELEY, [FE&ER] KOy
TEIUAZa—5FERLTHAITTaIL2Y 7L, [LO—FOfEE] A#RL. HBE] 2% EL T BEDHBED
LO—ROHERRTCEL T, MBISSCTREA TV avFIBET B EICLY .. ZOBERAF 7T 3 Vs CfzBEE
THLOA—ROHD TOTT77A)V] BEEO—ERTHRREINET,

T+ MRE XFHNE AN LET (BB IFEED—EL) . CONFHZaE L I— FOHDBRRENE T,

BERONRETHIEERLE T, BRICERT 2EHEEROFLNS 1 DULEF TV LE
T, BIETIE. INTDIHLF Y 7ENTVET,

- B

BRELRETAIVA

- REH

- BRGHR

- BRBRER

- RRE

5 & 1%5R

LO—FofEE] Oy 720 AZ1—5ROLI—FOJ0fEEE 1 DU EERLET,

. TOY5LBEULROTATOL O~ REMART 2 HICRBE L A ZERE DS ICRE
i L%,

" TRTDERA Y t— (7w TTF— FOEHA Yt —IHEEE) & LROTATOLI—
° KA LET,

g IS—BLUEEAyb—IEBLET,

I5— (T7AIDEY Y O— RRICIS—ARELE LR HBEDTIS—#RRLET,

EpN BABGTIS— (VAL ANEREOBBIS—5E) OHETHELET,

TOMICRDIBEERE LE T,

ERERRT HHEERELEY,

CRIEE BIE) —HIEIRNTRET 2D TIREC. OJefEBRERLET,

- FER
HARS s

=

- BB - IR AR (BB ZIEEL T EEELBHEOL O— FOHERERTEX T,
FtR KT MEEREERTT HHBAEIRELE T,
- [TFRAMRER] OTFTFAMRY IV RATIRE LEXFSEEHEETE—B L O— FOHE KRR
TE—HDH

L/ia_o
AXFE AKXFENEZE X LI ET. [T7FAMER] OTFANRY I ADOXFETE—BHT L
INZF % XA I—ROIHEHRELET,
EARICER BEDOMEDL S EAENEERLET,

BREF T avaRELKAS. BR] 27 v 7 LIRRZRBLET, BRIF. —HI2FPDOLI—-FHED
DPofBRTREELEY., BE (BR] 27y 095L R—HLELI-FTERLELET, AT 7NV ]
FEOME @BHRFRTEINTWDLI—F) ZERIT. FARNRREINE T,

ESET File Security for Microsoft Windows Server 11— —2X~< =27 )b 214



51 FHERGE

| 5.1.18 FOFIH—/N—

KRG LAN Ry b D=2 TlE A1 —2—D070F 0 —N\—ZN L TA >V 2—3 v MMIERLTW2I5ED0H

WEd, CDBEIF. ROREZ LEWNE. TAY S LOBFHEHIIITOHNE LA,
ROFECTOF I —N\—=ZRELET,

[RE| BEC [FMRE] 27 v 7L, IEFERE BECT [V—IL] > [TaF25—/\] Z#RLET,

SR E Q x| @

BRHITY B Josb—t

PyIT—h € ToFs - EEE (]

RyhI—HEE ToF -0 [ ]

weBEX—)L LEL 22

_ o

i ECmEESh TOE— RN BE x °

DT | o
= °

JoFsH—/C

= Torsh- Ko

JUttyT—sayve-k

B52%5 ToFS SRR TR A B RS RIS

IA-Y—A9-T1-2

CTTTAF Y —N\—%RET B &, ESET File Security for Microsoft Windows Server 8 CIERRE NS TOF 2 H—

N=—DFREL L THBENET T,

;”*’”_’ VER | sy —omma s LT,
JaxoH—Nn Y—N—D7 RLAZIEELET,
K=k HY—NN—DR—+BEEIEELET, TOFTH—/\—DELEDR— +ESIE [3128] TT,
7OF % —/NIEER mmerans . "

—H—FEEDREL Y —/\—DBEIFBEMIC .
SEANE a1—1 N ELG Y —/\—DEHIFBMLET
d—H—4% A—H—2&5EELET,
INAT—F INAT—REIEELET,
TO% S H— DR BH] #o7Uvod 5, BENICSOF I —N\—DBHEENTEHRESNE W IAENE T,
" ¥ ST —42 (A—Y—&&E/INRAT—R) IEIBEETERYIAENEW S, FETASILTL

FEL,
7O+ VDMERTE SN . . .
= N ANF \\257—, \iE’é z. = N N o - -

N Y——— ;";#/b‘ N—=DHIBETEGWEEIC. TAFIH—/N\—&E/NMALTT7vTTF—hrL
{ERT S °

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b

215



50 BHART Chapters

TRFIT—N\—RERFREDT v T7— bREA (FFRE] > (Vv 77— > [TR7710)] > [Ty
T7—h > B4 T>a>] > [(TAF2T—10\]) hobEECEET,

FILESECURITY.

SRR E 2 X

R PoTr—be—k Pyd7—Na0 v
o EEATS Y

Fybo-om AT EE
Totze-k JO-JNTORY-)GRE.. v

e

wesE X)L

T/ AT Ol o

Y-Jl

ee e e

St ST

WINDOWS2ts

Ty M- hORE SRFLTHOYNES) v

(70F2E—F] FOv 72O AZa—D056 [TOFT—/\EFERLTERT 2] ZRIRLET, COREIF. F
D7 v IT—hTAT77VTBRAENET, BET VI VO7 Y 77— b eRAGHMNORET 2/ — MOV
Eai—42—GLICBEMOLET, COREDFHFMCOWTIE 1518 7vTT7—b 1 B#BERLTIEEL,

ESET File Security for Microsoft Windows Server 11— —2X~< =27 )b 216



51 FHERGE

| 5.1.19 &

ESET File Security for Microsoft Windows Server |&. FE LAY b ERALAGAECI—T—ICBNTEL T, BHOD

REZTOICIE. THMRE] BEEC. [(V—Ib] > @] 27 ) v L&Y,

WEX
A £72 3T ROBEREFETEET,

SHlERE Q x| @
BHTYTY B =k
PYIT—h FIVr—SaviEm "= [ ]
RyR)-RE BEUEPYTT — NS R D x
wesE X)L
_ FAINWTCERERTTS
FRAZa T - -
T —SavesBEET- FeRTHC BIERRLAY
=)l
g7 B 727ry75ER
TaFsH-K
A B E=F)LEM
7Sk
=t O 125AL
7329
I-Y—A29-T1-Z

77— aviEm

R&E] Uy oz Vv o ddE DERLET 7 r—2 3 VBMHRREN
£9) BENKRTEIN HEOT7 TV —2 3 Bz BNE I E\mNICERE
TELY, EHEE 3 D2DAcHE L TRREINE T, BHARRIDIICAHT
JURTERNBEZONE T, 7TV Tr—23avAXY b BT 2550 5
8T BHND [TRY by TICRR] Eleld TA—IVTEE] OF v IRy Y
A=A/ FTTCRELET,

BIhLe7 v 77— MY %58
MERTI S

BT BE REHAAVR—RV MNEBREI VI VI a—IVET Y TT—
FeBEEICBIMAERRLED,

TRAY by TIBHZERTY S

BT DE VAT LRRATIN—DEDRY T7 v T BMEIERRICLET,
TDA T avEFBM L. ILWANY MHAREE L EICRBHIBNE
TCEBLDICT B LELBDLET,

7FX) =3 vESEmE— R
TRIFHRIC, BEHMERTLEL

LEEE-RTT7TVT—Y 3 VHRTENTWVWE EERTRY by 7@ %
&n L&A,

ESET File Security for Microsoft Windows Server 11— —2X~< =27 )b 217



51 FHERGE

WTFRY by 7@

TARY by BHIE 2R IN—DREITNEWNRY TT7 Y T ROTERRENE T, BIETIE 10 BBRREIN. DD
CWEBRBEDICRETNTVEY, BIE TlE. ESET File Security for Microsoft Windows Server NG D7 v 77—
FDRZIALTEY . FILLERINET NN\ RAERE LY. DAIVABEZ2R 7% T LIz, BRZ&EE LY Lz
LEIC. Y —ICEMT AELFERELTHBINTOVEY, 7RI by F@H £ 3> Tld. Ry T7v @

HOEEFE N ARZAIA X TEET,
G
BHIYTY =K
PYIT=I e
B FAIbyIAEA
RYNI-oRE .
= wIl e
WSl FRONIEOERE (%) R
TIALZ3>bO-)L TR BAR N DBESEL UL 5% v
ol ;,L_%—b'—azﬂwsﬁ HFOI-Y—OBECEE  [agmnstrator
23
0774l
JOEH-)% 0 =EFA-LER
-
%\L\;}S/T*)iy{*h B AR5AL
7329
1-Y—129-T1-2

BHIA Vv E—IDRTENSHEZRELE T, BIE3~30WTRIFNIEETY X

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b

SiE

Hho

TARY by TEHOBERE
(%)

BHAY L=V DBREZAETRELE T, YR-FENTVBEEIZ0 (BEBT
L) 55 80 GERICHEVERRE) T9Y,

RTRIBDAINY FDRIEEF
ML

ROy TEOVAZ1—D5, BRI 2BHDORBEEEZEZERTELT,

e TOUILBLUINTCOL I— REWMRAET 2D ELIBEREZBHL

~ 9,

- BENNDZ Y D=0 AR NEEDT Y FTF— FDOEIHA v —I%
" ELINCDERA v b—IEFTRTOLO— REBNLET,

e | BABIT—LEEAVE—Y B [7YFRTFIVABELSETENT
== WEWH. 7y FTF— bHRBLE L) &B@HLET,

Io_ | I7— BTRFAY MRESEDLTVEEA) PERGTIS—%
T

= BEAGTT— (T VA EREORIET S —PELE LIV AT L) D

EALET,

INFI—HF—YRFLOD
BE. UFOL1—F—0mE
EICENERRT B

RIVFAI-—T-—RECIVE1—2—%2FBAL VS BaICBNZRTI 21— —
ERELET, 71—V FITIE. YAT LBHPZOMOBHNZR TS 1 - —%
BELEY, BRIE. YATLEBEL IRy NV BBEZIRELET, 3N
TDOY AT LBHERE (B ENSGZE. 2—I IV —/\—ZFRLTW\S5
BIEFNTY,

218



51 FHERGE

WEFA—IVEH
[BFA—IVEH €72 3T BFA—IVEBHEFIBT 2BA0SBREETVET., BFA—ILENZFHT S
EFF TBFA-IVCBAZRET 2] #EMICREL. ATOREETVET,

BHIYSY HA
PYIT=I o
FAITER
FYNI-RE
weabsi b B =T LEA
22O B TEAGEETS [ ]

y-I
0774l

SMTPH—/T—

FOFSH-C SR °
it i) 198 (i)
AT —Save-—F JA9-K [
B
9329
1 {2H-T1-R BEFTTRR [i]
BEEVELR (1]
o ]
® SMTP H—/\—
SMTP O —/\—(CFAT 2HREETVE T,
SMTP H—/\ BRIA—)VEIRET BIeOIfERENS SMTP U —/\—&BELE T,
1—9—%4 . . o
i R SMTP H—/N\—=TEEENRELTHZE. 1—T—RE/NRT—FEIEELE T,
INAT—F
*ET7 FLR BHNA—)LDANY A—|CRRENDEETS FLRAEERELE T,
REE7FLX BEIA— VDAY Z—|TRRENEREE T FLAEBELE T,
TLS ZB#hIcT % TLSEEB b ZFER L CEMA v —I % FELE T,
BF A—IVERE

KETLHBEFA—IVOBRPBHD LANIVIEEICDNTREZITVE T,

ROy TEOVAZ1—D5, BHZXET SRELNVEERLET,

5 TV LABLOITRTDARY M MARET HDICRERFRZBIL

= E

15FR ITRCDBERA Y=L [B2W] ICEENZITNTCOBEREBENLET,
BEIOBELAIL . BAGIS—EEEA Y- @B 7 VFRFTIVADELLRITEINT

== WD 7y ITr—rDRBLEL)) A@8MLET,

o= Io— (F:TRF1AY MREDEEFL TVWELAN) PERGIS—%

7T | mmLET,
=4 BABITS— (DAIVAHRFEDRIBLI S —PY AT LDORELRE) D
IrEEMLET,

BT HE ERIDBH T EICBFA—IVEXELE T, REBIFRBETAED

FEAZROATNTER | gz LamETamans YT

FLLBH A —)VHXEE %ﬁLDL%M‘:%E@‘%F‘?B@%’\EW‘C‘?‘QT@ LET. I0) [TRETHE. BAHT I
na[ERE (9) EEENE T, BUEMEIE 151 20 HIFRMEIE 10) ~ 19999] AT,

ESET File Security for Microsoft Windows Server 11— —2X~< =27 )b 219



SHERE

0xAvtE—InER

BHESGEDANY MHRELICEEDA Y -V DEAPNF LY FDOREZITVET,

I F
FHIRE &) x| @
RIS EHIORELNIL =5 v 0

BEAERDOA-LTRE x (i}
PYIT—h .

FULEAIX- LR EENE R 57 @
FyhI-URE
west X—)L dvt-SoBR
T/ PO AR —SOER (]
Y=l
0d 774l
TJoFsH-KX
W@ BEESE-YoSER %TimeStamp% - E1—)0 |~ o

o= e %: r9% - TE1—
Z\L/U/T*/a/f F E/acorlz‘pulerNarr\/eWzIFQEFE
;;3 25 SeInfactedObjectsels
S ap s p-EIN Unicode (UTF-8) v
B 1z534X

ARV b Ay E—Y
DEX

BEICHRATNE AN b XY=V D—8EEELET., TRV YRA Y FEBRLT
IEEL,

BRESAytE—Y
DERX

BEMNICHACNSIBRESDO—HEEELE T, TRV VRA Y FEBRLTIEEL,

XFty b

BFA—ILAYE—VDONFI-RFZERELET, REK. [O—7HJ/L] TUnicode (UTF-8) ]
[Ascii (7bit) ] Mapanese (1SO-2022-JP) | MHFHSEIRTEEX T,

Quoted-printable
IVA—TaV7%
BMCTS

BEFA— LAY H—IDY—Z%, Quoted-printable (QP) EXTI>YI—RKLEYT, <D
HEE. XFLy M TO—AL]) BBRLBAICRETEE T,

p 7> HA Y]

AYE—IRTIERDF—T— FEFESTEDNTEET, WBETNTVWEEREDERCF—T—F (% 525 TREISNXFT)
DBEEMASNET, RDF—T—RZEEITENTEET.

%TimeStamp%

AT FDOHE

%Scanner% EETHEI 1)L

%ComputerName% EBENRE LV A7V AV E1—2—D%E]
%ProgramName% BEAERLETOTS LO%E
%InfectedObject% BRLTWVWB T 71ILPA—)VIxEDLAT]

%VirusName%

TAIVAD D

%ErrorDescription%

DA IV ALUNDA N>+ DERER

F—7— K [%InfectedObject%] & %VirusName% | (&)L T 7EE Xy £ —T DFH+THER T M. [%ErrorDescription%] (&1 N>/
FAY =TI DHTHERENET,

ESET File Security for Microsoft Windows Server 11— —2X~< =27 )b 220

Chapter 5




51 FHERE

BAHRZRAX

[HAZRAX] €72 3> TR BHITEREINEIAYE—IZHRAEIA A TEELT,

BHIYS> BB
it B NZIRAX
FyNI-RE °
BT
wesEX—)L
TIAA MO
Y=l Ny RTOBREN BT —CRRENET.
oJI774L
JoFst—)X
T B
TASF—SavE—k REAEESN CEAUAL x o
7528 BEEON T -SEEE
(]
I-Y—AY5-T1-%
o oo

BEE DBl A Y v —2

BHDT Y Z—ICRRENDBIEDA v =V ZRELET,

BBz BEMICR L
(W

BT HE FECHALAETIIVY 27 @D EREICRTENE T,

BIEDA Y £ —I%FEH

BT DE BEHONTOY 7 ENLEEICAHRZ LBHA Y L—IDBHIENE T,
BINT BAAZLEFA Y C—DIE IBEEBNA Y =) T4 —JVRIEADLET,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



51 FHERGE

15120 FLEYF—YavE—F

TLEYT—=2avE—FRE Ry TT7vTOAY R TwTT—h RTT21—)VZ R ZEMIC LT, CPUDRE
REzs/MLLEY, VAT LOREIRGIESHE/NNY 7 IS0V RTERTENET., TLEYT7—ravhad v+a
U7« OIEETAYE 1 —2 —DEMEN R E N KRV ERIZHERET Y,

Ty T—Ya v E—REFETREEIE AV AZ2—0 [RE] > [OAvEPa—4%] ¢ 7Ly r—v 3>
E—F] ZBMCLET,

S35 LR
e oms #

FIAZI b0,
[ #
2

]

@ HLAHRSSUR/ AP REE—BELE

W EEQAR-/TORR- N Kk sl

TV T—2avE—FEENCT S BENGLF 21U T4 VRIDREET BIcdD. ZRATN\—DIRET7 42>
ICEBO [ ] I=7NBIMENEELNRREINET T, COEEF BR BE (A1 AZ1—0 [BER] 20y
7) TOLHERTE [TLEYT—23avE—FEBWTY ) DEBETRRINE T,

[BRE] BEEC [FMERE] 27Uy L, IFRE BECT [V—IL] > [TLEYT—Y3>E—F] Z#RL.

= — =L
iR EE LET,
ST 2 x| ®
BHTYSY B 533 ek
PYIT—1 LSEME-—KEOT IV -S> OFTHIERNIL AT~
SAVE-FEEHICTE
AR ROBMHEBUAB TS T et MeasncED % o
9%
wesE X)L
[}
TIALZ3>bO-)L
v—J,
0774l
ToFsH-)X
bt
E5i]
7329
A AT A

LEEE—FTO7 7Y TV r—ravE2BERE-FTESLEEEIL. TLEYT—Y3vE-FHE
TF—2aVORTRICEE | BNICHIRINET, 77U =23 ERTISE. TLEY T avE—FRIE
Mic7LEYT—23 > BEICRLELEY, 7T —LPTLEYT—2 3 VA E 2BE CHERTS7 7 r—
E-FZBMCTS Y3V EERT 2HEICENTI,

ROBEHEBLIEICT
LEe>v7—avE—FR%E
BERICERNICT B

T T 3 - ROEFNIELET BBEEDBEMN CHRETCEELT, FIRE
& 10 ~ 2000) 9T,

ESET File Security for Microsoft Windows Server 11— —2X~< =27 )b 222



51 FHERGE

| 5.1.21

FHITIE ESETOT Ot X (ekm %% E) 07TV r—23 >0 5y a 2V FICEIAREELET, 40 TT774
WE 7TV =230 oy a LicEEICEMENE T AREFL VT 770 )V 2ER L T RAGREZ 7 /\Y

JERIFMEETELT,
BIEC [FF&RE

[ERE 1 Z7)w oL, TEH#lERE] BEC [V—IV] > (2] Z8RLET,

S FILE

FHE

BHTYTY B 25

PYIT—h g ioma =47 v 0
TYRI-IRE BiEE0TS E‘E;r”::r(a‘:(\?ata ESETESET Securio) g
wesE A=) ST IPANDRET AL TR BaC o
FIRAZ O
E STt e [
o774l

75#/)‘ X Moy

y >avE-F FIhNGHR— b
A-Y—A29-TJ1-2
24

.nﬁ

[E20r) €723 >Tld ESET 7Ot X (ekm %&E) D7 T V5= 3> 05w a2 Y TOBBYRERT # )L 7—
FEICET AREETVET,

AEYLYFTEFEALEN | 42T 7 7 IV EERLE A,
FIUr— 3RSy 1 L RRESET B
DOSERDIEREE LI LY T T 7 A IVEERL
T, REEEASRSN TS & EICE@HTT, R
=T L. EBRENDIERABOSND 8. 75w 1B
- EFETNTVERAL Y RABEDERTIEENEA.
T TR 4377 74 LRI LT REA RS TE A NEA
K ET,
T —=3>D0 oAl YATLAXE —
: @ﬁ&r@mﬁ%aﬁut@>77/4W5$&L$
=l 7—, | ~
G T, BT T AT, ERLEEICEFE
WO RTF— A HEENET,
REEDT + V4 BT I AIVPMEREND T4 LY F—HERENET,
BT I7AIVDRETZ+ | (A< UVoEIUwsThE. TRHET ALY MU IERTENTVE T4+ 48—
IWE%ZRL< H Explorer THRRENE T,
BUFA > TDIER, WER] BOUw o BE. B TOERETVET,

ESET File Security for Microsoft Windows Server 11— —2X~< =27 )b 223



51 FHERGE

OOy

BRABEANY FOFHMATZRFT DO EDDDREETVE T,

FHlERE Q X| @
BHETISY HTTANDRETISERK B (i)
PLr=h

RIS TONER [ ')
FYNI—RGE
westA—)L B M0y
TRy o)L FyI7 - NS A AT x (]
ol AR AT AT LU RIS S x (]
g4, h—#IL RO RIS S x o
TD;%‘ =) F/AZI MO LA TERTS x o
P . 5 -
T TS K YN DRI RIS x o
el Job IOV R0 S EEd S x ]
gz XEEBTRHTE x °
T AEAG ek ARSI EETD X L]

FOZHILYR—b

FyIF— b IVI VA

BNCHRETHE. 7y I T — MUBRICHEET 2T NTOANY bR LET,

AF>J%ZBMTS
ARXL=TFTAVIGIRATL | ETROTOLA CPUTITAET A TARAVMBIEEDARL—T 14 2T
HHOJZBMIT S AT LB BEMBRONEENE T,

A—FIVEFHEO T Z BRI
EX

ESET A—RILT—ER (ekm) TRETZINTDANRY hZR#E L. DL EE
DfER%ZRIREIC LE T,

TINA ROV bO—)UsEA

BCRET DET/NARAAY FA—VTRET 2T NTCDANY b aacixLE T,

%Y SEEMCT S

2y FT—SREHED | BWICEETBE. POAPTERTT 7 (79 4 — VBN TAT DRy FT— 55—
FUIEEMT S SRR LT,

JaraizaI1b2) 5 BHCHETSE. PCAPFERTTONIIL T4 )LRZ ) VIRBADINTCOTO N
BN SEEMCTS | LT eI AR LT

AEUBHEBMCTS | BREHATY U BB TEDLSICINTOAAY FEDRLET,
;;ﬁ;;ﬁmu#/7% BT BE. Sy AN DTN TOBEERLET,

W77 =hIVYKR—F

TUZAIVTR=FT, YRTLEBRT —2ZXET SR EZRELET,
[FFfisREl BEO [V—IV] > B > [T7ZAVYR—F 20U v L&Y,
[DRTLRT —2%&E] FOYTETUAZ1—h5 [BITXKE] &fcld BXET 2R0ICHR] Z22RLES,

SHE

RBIZSY e
FoLr=t
RYNI-JEREE

B Fo-nlsAR-b

SA7 BT~ SDRE
wesEX—)L

BETIMER v

FIAZIZ O

oJIr4)l
TJoFsH-)t
i

TS
&

AT Tk

ESET File Security for Microsoft Windows Server 11— —2X~< =27 )b 224



51 FHERGE

15122 95R4%

P AREFEDS L BSET H—/N\—BRIAEEICEE L. BHEOENGZEDT 22 LEY, £, BRIIVL—TH
ELLEMET BIeDITNBLRT—R2EREATHTEHNTEX T, FHlZIE. Windows Failover Cluster ¥ % 7 — 727 &7
PE (NLB) 7S5 AZ—ND./— R&EJIL—TTEEY 25EICHERTY, ESET Cluster Tld. 4V RAZ VAB T DE

BUERIELE T,
TIREZDEREND E [RRE

FILE SECURITY,

1 AZa2—0 J—=/\—] T [VZRX2] BBEMIZNET,
VSRR EBRT BITIE. COBEET [VZAZIAT=F] Z7Uv I LET,

9525

BT TR

@ OneDrivelSBNHE
7SR FER

JIAINEHEENTVIVY. BELEBCTEEA. O 9T~ MEERL TR TS
15

W EEQAR-/TORR- N Kk sl

W75 AR OFERE
le) BEC (Bl 22Uy L. BlRE] BET [V—)U] > [V524] B#RL. 75205k
BEELET,
05 AL B ENBEHBENHRECETET,

ST FILESECURITY. .,

M x| ®
BHIYTY B 55249 o
PyFF—b ROBEL. SN T OESIENTT.
EST R o
weBE X)L e =
FIAZ3 b0k
=
I ROBER. FTRIT - FTosEETEET,
s :
am YZ=AAR b o
A7 -save-f I5RGI=KDURR o
2-H—A24-T1-2
Windows 7 7477 | Windows 7 74 777 4 —JUCR— b ERASBEICEMLE T,
J4—IVTR— %
F<
AT—RAAFHERE | AT — 2 A0OBHEREMVHTIRELE T,

ESET File Security for Microsoft Windows Server 11— —2X~< =27 )b 225



Chapter 5

51 FHERGE

W5 A2DH/ EH
OS5 AABRELRESFENTT BTG AA YA Z21—D [V—IU] > (V5241 BIUv I L [I5Z2T«

Y—F] &y [V X208Emb] Z@ALET,

FILE SECURITY.

© 7325

ISR RN T IT 4T TREHDEEA
ABMOIE 25— RESET)TAY— (T Blcld, MTF ORI — MR EERLT, tyhPy7F
JEZESIALET .

@ DI25IF-E(W)... | @ FERBOA-ND)... :

7S AZDTERENTHESTENTIHEIE. ROBEHSRTENE T,

B2 =
B o2z (]

Ee

7eATr SROBER, BT OB AT

WEBEA =)l

FAaTAI L =

Y-

sEeren s

IOETH - - RO, A - TR EE TS,

iz .

LT —vavE s

S2HT YAZVIR-b 9777

oAz paan kb

1-H—fUA-J1-2

U S REDFHREDA T 3 Y CELIBRENTVSIHEAIE. RDOLSETEEICHEDET,

SET File Security

Qi x|(?
ErIvYES =
B 3248 (]
Py
777k OB SR IOHETEFHTT o
WesEA Wirdows 74 7794 - - HERK °
FI 2T AT AR (1] w0
U=l
05374 i
IO -)i- SROFREL, DT - ETOREECELT.
plikal -
. £
7 —yavE -k s
a2t YAZHR=b 9777
JoAn a5/ - BOIAR FAC15.022-1FAC15-022-2

2-H—(yA-J1-2

7T AZICET HFHFMBRICOWVTIL, T454 75 RA2) #BRLTLIEEL,

ESET File Security for Microsoft Windows Server 11— —2X~< =27 )b 226



5.1 FFERE Chapter 5

W75 A 2D
5 SRABDAT —BAR—IEFRRT BITE. A AV *Z2—0 [Y—)U] > [4524] #oUv s LET, ELL
BESNTVNDE AT —EAR=IERDL S ICRTENET,

FILE SECURITY

<) 9528 ¢

W2012R2-NODET AYSH
W2012R2-NODEX AL

W2012R2-NODE} A2

@ 7529044 Faw.. | @EEAEO(OR-to. | @ F3R90EN e

VIRBERET DI [VIRAZTAT—=F] Z20Uv o LET, VY= RFeFERLTI AR EZRET 2HED
FHEICDOVWTCE, @V TARZTD A —F ] ZBRLTILEL,

TS AREHRET B, /— REBINTBITIERD 2 DOFEDNH Y ET,
- BE7ED Windows Failover Cluster /NLB 7 S X 2 &R L CEEFNIITENT 2 (BEHER)
e D=0 0N—TERERAANCDZ75A4T7 > A E2—2—%22RB L TCFETEMT S (BRB)

Windows Failover Cluster / NLB 7 S A Z—D AV IN\—Th 3./ — REBEEMICEHL. 75
AZBMLEYd,

Y—N\—& (BLCT—=7T7I—TDAVNN=FERC RAAS VDAV IN—DWTNH) &
- ANLT/— REFHTEMITHIENTEET,

95 AR KEREEERT Bzl Y —/\—hH Windows Failover Cluster / NLB 7 5 A X —D AV I\— T DA ELdH Y
F A, Windows Failover Cluster &7zl NLB 7 5 X 2 — 3B TlEdH Y £ Ao

BELER

ESET I/ — F&EM Lz, &/ — F_LICESET File Security for Microsoft Windows Server &+ > X b—)LLE T, &
nd. 727 AZREFRICEEMICITONE T,

ESET Cluster ./ — K _E® ESET File Security for Microsoft Windows Server D) E— kA > 2 b —)UICRABEERIERE L
TE RAA YD FUADZEIE R A VEBEDERERE. T— 77 —TYFUFDBERFITNTD/ — FHE
Ca—MIVEBETHTY FOERERZEABLTVWS I EDIBEICEYET,

75 AR TlE. BEFED Windows Failover Cluster / NLB 7 S X2 —D XA/ \—& LTEEIGEM LI/ — R &EFETENM
Lfc/— ROMHAPEDLEEFERT D EETEETT (AL KA VICHDIES),

RAXAY /= RET=0 TV =T/ — FatHEDE DT LIETEET A,

VSRR % ERT BHDMDEH :
72 245/ — R _EIT ESET File Security for Microsoft Windows Server % -1 > X k—JLd 2811, Windows 7 74 7 # —
WCT7AIWET I R—DHBEEENNCT HDHELH Y ET,

ESET File Security for Microsoft Windows Server 11— —2X~< =27 )b 227



SHERE

[V ZAZDEME] Z0 w0 T2E VIARZENCTHZIENTEET, &/ — M EMITLIY S XZICE
FTHANY PAJIGEREEEAHFLET, TDE. TNTDESET DT 7477 +—)UJ)b—)VIiE Windows 7 7177
D4 —IVDSHIRENE T D/ — FIFLEIOREICR ) MEITIS C DY SR 2 TBEFAIT LI ENTELT,
Hlcls/ — R ZBET 2 AZIOEMY 2icld, ROBEETRHL WS [VIRZ2T 4P =] ZER{TI5HEE LR
DFIENSH Y &Y,

OISR —F (1R=YH)

U SRBERES BRADAT Y L/ — FDBINTY, [BENEER] &k (BR] 772 3a>olndnhzE LT
J—FREEMLET, £feld [VFRXE/—FDOUIMMEMT2aAYE1—4%] OFFX MRy 7R —/\—2%
AFILT, BEM] R2>zs ) v o LET,

[BEMEIR] EFERT 5 &, BIFED Windows Failover Cluster / NLB 7 2 X2 —bH 5 HEIMIC/ — REBMLEY, 75
AR ZAER T BTeDITFERT 5T —/\—ld. /— FEBENBINT 5 7c®Icid Windows Failover Cluster / NLB 7 5 X 2D
AUN=THBZHEHLHYET, NLB 7 T AZ—ITIE IV FZAEZD/ — REELLIBHET B0 A 2D T0/\T 1
TEMCT B[ E— MIEFAEENNETT, VI RAZRNDREED ./ — FOIHEBINT 2i5a FiclBmli/ —
F—EBDAFEIC. FELELDZHEIRT HTENTEET,

[(BR] > FHARE] £V v0d2E. FAAVERIET—0 IV —TROV A7 A E1—2—%&RLT
J—REBRTELY, INT. /—FEIVSAZICFHCBINT AT ENTEXT,

/= REEMT ZRIDAEG. [VZARZ/—FDJAMEMT2AVE1—42] OFFAMRY 7 XITEMNT 5T —
IN—DRA+ZEAFLT, Deml 22w o L&Y,

[(AN] Z#0 Uy oL, V5AR/—=RDUAMIRTRENTWVWEY SAR ./ — FZEMNY 2FIRZEDET,

(@S FILESECURITY,

J—EOER O]

DSAZ/—FaUcellsz L2 —4

DANRDY ZRZ/— RZHIRT HICE. /—FZ#RLT [HIRR] 27y 7 LET, e VA M ZER2ITHE
TBIE [TNTHER] 27w 7 LEY,

BBEDY S AZNEFET 25aIE. LEREACFIETHLL ./ — FZEMTELT,

JAMIFELDTWBEINTDI SRR/ — R AV 54V T7 7 AFRETEIINREEY A, O—AILKRX b
W&o 5%/ — RICBEECEMENE T,

ESET File Security for Microsoft Windows Server 11— —2X~< =27 )b 228



51 BHERE Chapter §

OIFRE2V4H¥—F Q~N—YH)
U5 AZ—% AIREEMNE— FELUMD/ — FIcRRZA VA M-IV 3HEEEERLE T,

@s[ FLESECURIY. .. [ b LT

DI —3RE @ D528 — @

DSRE SERRERNT

test ogEUE—

FH EH- PO JROSASERHEREL TCOATT S L EEA
UR=2R—b
a7
fRD S — D ElEA 2 =L
I Windows 277 - 770 A — )L TR — bR < «/EUE—

F#

v POF 4 R— R ERERA N S - RICS A e w2

BIEHICRTENDEBIIRDESLY TT,

VIREZ VIRZ—R=EANTILET,
DAZYYJ R—F DAZVIR—bhZANLET, BETIE 19777] ICREETNTVET,
Windows 7 7477V #—JLTT FrvioaANDE, IW—)VEHERT 5 EEICWindows 7747 7+ —IUT
R—bZR< R— DR ENE T,
SERAEECNT B E—F | GIEELEHNICU E—FTA VR M—ILETNET,

FE) (] 27Uy 2L T74)VE—0D2R] BERLIBEETET,

AIPREDREFAT # VA —ZBRLE T, IL—FEEREE. 75
ABERELTCWS/—F (O—AH)aAvE1—4—) 2868
/— ROEEBRENMERENE S, [OK] 27w 7 LT A—%
IWAVE1—2—DFREEZERT 2 LB TEELT, AREIE
FHTAVR-—ITIRENHIET, FIBREDAVR—KTD
WCEFLCIE @S RE2T4 =K 4X=VFH)| @ 58
BEOAVR=F | ZBRLTEEY

D/ — RADRGZA A =)V | BE)E— & | ESET File Security for Microsoft Windows Server I&. & ./ — RIT
BEIMICUE—FTA VA M—ILENET BIRE A XL—
TAVIVATLPRELCTZ Y b7 —LDHE),

E==) ESET File Security for Microsoft Windows Server ZF& 1 >/ X
F—ILT2HBBICERLET BIRIE. RO/ —FICEES
ARL=FT AV ITVRATLDTZY b T+ —LhH55E),

TITAN— bENEREDHEWD | FTvoEONSE. /— RO ESET File Security for Microsoft Windows Server
/—FikS1€VR%&2Tv>a D77 T74N—rENET,

ARXL=T AV ITVRATLDT Sy b7 +—L 32bit 5XT 64 bit) HNETELTWVWBRIECY S X2 EEMRT 2156
I&. ESET File Security for Microsoft Windows Server ZF&1CA > XA b—IV T 2HELH W ET, Thld. XDIXT v
TOBMICERHEEN. OJVBEE CIDEREBRIEHIENTEXT,

ESET File Security for Microsoft Windows Server 11— —2X~< =27 )b 229



50 BHART Chapters

OISR I14H—F BAR—-YH)

A VA N—IVOFRZEEELE. /—FF Ty IDRTENET,

/= RFIv IO TCROEENBZBRI LN TELT,

- BED/ — DAV THS

c FLLS — BT 7L XFETH S

SRR FVSAUTHD

- EBEHRELT VL ATETHS

- UE—FEGHERETHS

« BARMOELWVN=I 3 VDA YR F=)LENTWVS. FfaldB®mD 1 VX F—)LENTLEL
(BE) VA b —ILDEREN TV BIHEDH)

- FRELRRE DT

@ 53245 - ESET File Security [_ O[]

JEFTeh ?

[10:08:30] J —1F oA LE LE =

[10:08:39] PINGT AR

[10:08:39] 0K

[10:08:39] EIEHATIEAT AR

[10:08:35] OK

[10:08:39] # —EA75—UsPOEAT AR

[10:08:43] 0K

[10:08:43] 122 —JiEH MmO, - RO D!
[10:08:43] 0% (FAC15-022-1)..,

J—RF LY IBRETTHERDLE— FHARRENET,

© #3214 - ESET File Security o0
S FIeh ?
JRFreond

[10:08:39] J—HF 1A B LE LE E
[10:08:39] PINGT A

[10:08:39] OK

[10:08:30] BEEEAFHEAT AL

[10:08:35] OK

[10:08:39] # —EA3R-TsPOEAT AR

[10:08:43] 0K

[10:08:43] 1A b —IEH SO~ EEENHET:

[10:08:50] 0K

ESET File Security for Microsoft Windows Server 11— —2X~< =27 )b 230



50 BHART Chapters

OIFARZ2V14Y—F 4~X—VRH)
I RAZDPREPICRZEE—FIAVEI—R2—ICA VA NIV T2RELNS S GG A VA N—0—/\vFr—T
I& %ProgramData%\ESET\ < Product_name > \Installer 7 L7 b —ITA VA b =2 —HD\FET BHHESIHZEREE L
£9, A VA== \vI—IDBREINEVBEEIE. I——HBRETIHELNHYET,

A= P A =L E TS RSB ?

R R =)L 04

A R—ILRY BB LT, 9525 A ~—ILnEss <]
BLTIEEY,

REBZTZv b T4—L (32bit &£ 64bit) ZFD/—FTEBE- VA —ILEFALELSETZETT Y b
74 —LDEBVHREENE T, DK%/ —FTRFBTAIVAL—ILLET,

ESET File Security for Microsoft Windows Server D&M \—2 3 Y DN—83D / — RITBHCA VX b—ILENTWBIEE
&, 75 R2—%ERT BRI, TNE5D/—RFTHLON=I 3V EBA VA M=)V 2RBHHYET, ThiC
LU /= FHEBNICHES T 2580HY ET, BEET HHIlICESEERNRTEINET,

@ 43245 - ESET File Security [_[O]x]

A= B A =ML E S AR ?

R =)0

[14:08:48] 75 R Y/ — FOEREEER L TNET . |
[14:0850] TN TDIERE FFREE LIz,

[140850] Z7-rl& JE— bW E1—4EaE—

140850 TATE 27 -HLAUE— OV EFa—RicOF—F
1z L.

[14:0850] SERE DB

[14:08:52] TATEOAEEHF UE— OB —FCBEINE
Liz.

[14:08:52] 2% A FHEROEI:

[14:0853] 75 A YHMEEEIATOOLEa— S THEMTT.
[14:08:53] S-rELA% /— FicFy2am:

[14:0854] -7 AR /— BTy 2o T E L.

[

[

[

14:08:54] 22 7E DEHA:
14:08:55) FES A IS nE L.
14:08:55] UE— - EZEEIBRLTOET..

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



5.1 FFERE Chapter 5

S 2AEELLERT BE. TR/E) BED [F—N—) R—IT [7524] paEw @21vF71 3D
KHEYET,

AlEEERIY,

8 oo )t avba-5 Y
EEITS
] 2 o
5535
| o

e V5242 BECREDREZHER T HCENTEXRT (XA A 22— [V—IV] > [VF5RZ]),

FILE SECURITY

€) 9525 V¢
it i
W2012R2-NODE! A
W2012R2-NODE2 AYF4Y
W2012R2-NODE3 A5

Q IR0~ Faw.. | @ FEEEDSR—bo.. | @ I5290FEN @

SEEAE DAV R—k

BRIEFIE

@ 525 BETHO FIEEOC K] EY Uy ST EHE, HBBR (VS5RET 1P FOfE
RHRICEMEND) BEENTVE T IV —ICBELET,

@) amET s LEERL. (<] 520w LETS,

ESET File Security for Microsoft Windows Server 11— —2X~< =27 )b 232



5.1

SHERE

5123 1—-H—AvE—T1—2

[1—H—41>2%Z—71—2R] Tld. ESET File Security for Microsoft Windows Server D49 7 4 A)V1—H—4 52—

71—X (QU) ZIERRRICEDECRETCELT,
[5RE) BEEC [FMRE] 27 v oL, [FlRE] BEC [1—T—0>2—-—71—X] ZFRLLT,

W1-%—aAY2—-T71—-REXK
FERBENA AR AR TEES,

@stm F
ES iR
BHTYSY B 14191 I8%
PYIT—h & EE-K B v
RyhI—ERE REBITIANI-T £ -TA AP RFENET .
weBEX—)L
_ PRI AEEEERT S ()
FRAZT MO =
YRS I IEERTS [ ]
Y-
I 1—6—4)9—71—1' LFEAACI-CHETS o
A7—9
FIYr—2auR7 -5 =8 (]
S AIER
S ABRERRIS
S ANV SEEAEETTS

(- —AVA2—T1—AEBER | ODEE TR FERBZRECTCEL T, RENERICLOTAVEI—2—D/I\T+—

RYAMETR T 2HEGE L. EBE—FZE [2—IF)b IHR] ITRELTILEL,

MEBE—F] FAOVTEIUAZa—%7 ) v 7 LT RDOGUIEEFHE— FZERLET,

TE

IARTCDOGUI ZFRRLET,

2—3F)b. BER

BHIPT 2 — MIRTEINE LA, COE— NEIBEEBEICK O TDOHRECEXT,

ZOMICRDIBEERE CEXT,

EHFICA TS va | E¥Icd B &, ESET File Security for Microsoft Windows Server DEEIBFICA 75w & 18
BEEZXRTI 5 AR RENGEL B ET,
YoV R TFIVE BT BHE. BROREROBRERTRE. BEELGANY MORELLEEICEEETER
fERT % 5L%F7,
AVTFAMAZa— | AV PAVERZAVTFAMNAZ2— BV Y I TRREND A Z21—) IKHEL
BT S £7,
7TV =3y MRE] 20w dBE A UAZ2—D BRI DTS4 =742 RUICRRT
AT—Z R 57 T)r—2 3 AT —RARAEEIRTELT,
SAEVRABERERT | ENCT B L. TBERI DAY RBERHNIERRICHY . [NVTEYR—] BEDZ
EE) A 2 ADEHRNIERRICIEY £,
FAECVAAYE—D . e —

Eh (T .o > NEAFRE EE(C NS v —IDhERRE o
CENEERT S EMCTDE. AV ADERTINDIZERICDH, @HE A v E—IDHRRENETT

ESET File Security for Microsoft Windows Server 11— —2X~< =27 )b 233



50 BHART Chapter 5

W75—bEXVvE—TIRYIR
(72— breAVvE—IRYIR] 023> TlE. I—F—ICKBREDNREZHZE (T4 v > Web ¥4 bDT]
BEMEZ L) I ESET File Security for Microsoft Windows Server THEHAMIBENZ HEERETCEL T,

IO B P5—botyt—Sifwsz
PYIF—h SFI—h
2ylI—EE HETS-MEER [
wesEX—)L
FEFF-MOURN =E

ST, DN BT NEAU UL Y- CRIBERT 5. RSSO0, -5 AERT
e R dosrnarrim eancasy, S

15T Ta—— 5

Xyt—IRy)AEEEHIEELD
G4BTI 20 2
- BE

PICARE

EJ ESET SHELL

oo NS

oxiETS—
BELDSTHBE. £EI——DNADPRBEIZEDA V2071 T7% — b RODOFRRICELTERE
L%,

¥EE7 7 — b ERTR

587 27— b aRR] ZBENCHRET & BEDLHOFE. £lEI——DONADREBEETRZEICE. 1 V257
TATHET =4V RODRKRRENE T, Kol [WE7Z— bERR] ZEMICT DL @“/\Z’OD/ el R 7
ROETSOHF—RDAATATDNERRICTZRYET, EREHOBEEDT V> a VHEBNIGRIRENET (fl:
[T4wv>T Web 1 bORIEEM] E7Ov 7 ENET),

- BEINTVEWI—Y—DBE. O TV I VEREDREDEE (B ICTHT LB LET,
- BEINO-Y-DBEE. COREEEMICL, WE7Z—rDVAN O FE] 270y o L. - —-DFE
BERT V3V ERLET,

(8) S35 - ESET File Security ] x

FoRY BT T MER 7

Q

E 1Y EETE | ERENAGCECERENEFIAY
B UL~/ 7

FFS AN BENELR v v
B ®yhI—IRE

Fybo—sPreAfIovidnELR v}

FyhI-mEEFToysEnELL

FyhI-soEmAToysEnEUL v
8 web 75U -P5—b

SEERIEZELBL T YHRMELR

Ty ok, went M oyrdnELE v

ESET File Security for Microsoft Windows Server 11— —2X~< =27 )b 234



51 SHERE ChaPte’S

Ayv—IRy IR
Ay —IRy I AE BONTFIA A Y E—IPBERARTT BHEICERAINE T,

RFEDRBNE LI TREIMICRY 77y 701 Y RUZRLCSICIE. [BEH
AvE—IRyVRZBEH | AV E—VRY I RERALS]IZBMRELE T, COREEZBMITT DEKRY
ICBACB " ZALT7O ®) | 77T 042 ROEZFHTHRLLEWGEE, [24L7 T () THEE LIKRHE
OREE. Ry T7vT o4 RUNBEMICEACET,

MRE] 20Uy 7 3 5E. RRETEIFRTRICT DMRA Y L—IZFIRTED Y
ARDERTRENE T,

HEEAvE—Y

W77 ARE

VAT LDYEF 1) T4 HRAREFRT BITIE. ESET File Security for Microsoft Windows Server Z1E L &ET 5T &
NEETY, HERDEWI——75 LT &> 7T ESET File Security for Microsoft Windows Server DFREHZEBEND &
TFIVTALNIUMETF LERG T —2DRDONETENBVET, [TV LARE] €723 > Tld. SBEEEn TV
BEWI—Y—CKBEEEF T8I, ESET File Security for Microsoft Windows Server MERE/NT A —Z —&JNA T —
FCRETAHIENTEETT, /\RT— MREOREZFTT AL [FHERE) BEO [1—F—a>2—71—X]
> [7OLARE] 27w LET,

BHIOT> T b T e €
PYIT=I =
PF— eyt —IRy IR
RYNI-ItRE
e B PoUARE °
o BEE/ QD TRETD x
SRT-koBE =t
v
HESNEEETIV MBS, LR EREER LS
A AT A
ESET SHELL

COEETIEROANBZRECEE T,

ESET File Security for Microsoft Windows Server MERTE/NT A —2—%/)]NAT— R TREL X
I (703> @) &v v o ddE INAT—RORE] BEIHFRRINDZDT. #

BEENAT=ET | 2o R emmED 2 T— FEAAL. 0K B5 Uy s LT, RELERT 28

RET B e i . o .
B3 (740 B & w s LT TNS SR T— REASLT (0K £4 1w
sLET,

RRT—RFOBE | [8F] UvoEsUvsT5E. NAT— REEBTEET,

IR E N EERE

REZBERICEREEDSRELEROA N Z

oul

THAOY EDBE. | BMCT B L EEEERS GV I —DFA,
TELEEEERD | ERINET,
E

ESET File Security for Microsoft Windows Server 11— —2X~< =27 )b 235



51 FHERGE

I ESET SHELL
ESET Shell Z £/ L C.

HE. WEE. T — 2DV VL AEERET HENTEET,

ESET SHELL ZFRR 9 Blcid. [5HMERE] BED [1—F—+a>2—71x—X] > [ESETSHELL] Z7Jv o L&Y,

e Q @
BRIV A-Y A9 I1-AEHR

v Fo—MeAE—SRYIR

ESORT

e PIURRE °
FIRAZa> o)L ) ESET SHELL

v—J ESET Shell (TR — HRENRIUTH v| @

ESET Shell 47X > —

ERDODRBDSERTEE T,

ESET Shell I&E30IC75 ) K97, ESET Shell BRI, Tuieshell)] > 7F R b TOIHFAITH
F£9, ESET Shell DERRISHRAZIAXTELETH, tFa1 )T BROEKREEcldT—4ZI(C
&7V RATEFE Ao

FEEH

ESET Shell IZBERY —ILE LTEATER T, 1027074 JE—RENYFE-RTET
NCDREEZRTCELTH. AWM ERE— FDfH. RE. HE. KlldT—20DE
EFTEE A,

HIRE N
AIUTH

BENE—RTYT. 1V8557 4 TE—FTE. TATORE. i Frld7—2%%
RUTEETEET, N\ FE— NERFMYEME— FOfs, BELT—FIEETE
A, i, BEINLN\YF 77 (VEEALTV3B81E BEEZEL, 7—4
EEETEST,

ZIVT7 7R

(V859 F7 4 TE—RENYFE— ROBAT. TNTOREICESIRICT 7 LA TEE
T, TRNTCDOREERRLCEETEET, COE—RIE. BBETHYY F COREAT
FET, T, UACHEMEBAIE. EBSERIREIEYET,

ESET File Security for Microsoft Windows Server 11— —2X~< =27 )b 236



5.1 FFERE

@2 — = F IV —I\—T0D GUI DEZHL

C DIERTIE. Windows 2 — = F )Lt —/\—"T#{E L T\ % ESET File Security for Microsoft Windows Server @ GUI %
A—Y -ty a > TENCT HHEEHELET,

. ESET File Security for Microsoft Windows Server @ GUI &, ) E— FA—H—HH—/\—lcOJF > LT, skt
23 VEMER T AIEUICRIASNE T, 2— I FILH—/\—Tld. COFETEELEE LBV F LA, Iktzvar
TGUI ZENICT Blcid. RDOFIEZRTLET,

BIEFIE

eShell T set ui ui gui-start-mode none ANV REEFTLET,
GUINZ—ZFILE—RITEVET,

GUI EFITIEIRD 2 DDE— RHd I E T,

set ui ui gui-start-mode full

set ui ui gui-start-mode none

REDE— FEREET BICIE. get ui ui gui-start-mode AR Y RERITLET,

WOATLNLAT7A4Y
JATLNLATAAV@EEY )Y IS BEATI—DRRFENET, CDOAZ1—H5 W DDDRES T3>
RWEEICT VA TEET,

o (REEE—EHTL

EERRERTE

Eews i

ESET File Security%Ei{
2 BRI LA PRI I b
Pyl —hDFIul.

ARt W 3

NASIAZX...

B LG RERA 2(11192;:(?}'];2?

ESET File Security for Microsoft Windows Server 11— —2X~< =27 )b 237



SHERE

AZa1—

IROEEDERTENE T,

R&Z—BHZLE

—BHITREZFILT 2B IHDORELET, T 710/ Web, BXUA—ILiEE
EHRELC DA - ZM4717%%%%@K?%t%@ﬁ%@ﬁﬁ§ﬁihiﬁo

[FFRE) BEEZRRT 2IE. DA TV 3V Z#RLE T, Mich, [F5] F—%4F

FEHERE ITHh. AAVAZa—0 [BE] > [FEMERTE] »o FHFHRE) BEEERT~IHIED
TEEY,
. O777A)WclE. BELEINTOEBLE OO0 5 LAY MCBET BIERMBEI N
a7774Ib

REENTEXIVD 27 OBEDNRTENE T,

ESET File Security %
<

ESET File Security for Microsoft Windows Server ZR8E %9,

94RO LA4T7 Tk
DUE AV

ESET File Security for Microsoft Windows Server (DT % BEE D1 X<
FRROMEBICHEHLE T,

Dt ~L. B@E

7vIT—rDF Y

RETI>I>D7 v 77— bRl BEXREZRRLET,

VAT LIER. A VA S—JLEN TS ESET File Security for Microsoft Windows Server 0
N=2 3>V, BRUOA VA S—)ILENTWATAT I LEY 12— IVHKRTRENE T,
ZEEBRIZ. X—YDTFEBICRRIINE T,

Re€%Z —BHFLE

VATILNLATAOAVE@EFERLT. DAIVARE RN D T 7 EE—RRICEMICT 5 & [REE —FRH2 1L
BEEMRRENE Y, I TERLEE RfR) OB, DIV AREER/ A T T 7HROREZENICLET (R
B XRITEMNICT BITIE. FRREDSTVET), REZENICT DL, VAT LDBRICES ENDAREEDL D

VET, BT BB HERL T T

DANA- R)H DT PR EESINLETH?
c-rmmab;z}mvrewﬂmﬁ;ﬁw( @5& umwm)mw

AT MREE, web BEFANIFAT> TS IRITER
RN t;b%@“ ]/tl ’?h‘éié“itié}m ﬂbtﬂﬁﬁi( RDFET.

1073RE—BSEIE v

B ROy AU AZa—h5 IRTDTA VA « ZINA D T 7 IEREREE BNICT 2B ERELE T,

ESET File Security for Microsoft Windows Server 11— —2X~< =27 )b 238



SR Chapter §

| 5.1.24 F7A4IVFREIKRY

[BHMRE | BEC. RELMEEICETTEET, 2004 7Y 3 VA ET, TATCEREBEICRTH. BEDL
YA VOBREDHERT T ENTEET,

OITRTDHREERT
(BIE] #0widnE. FHAREDINTCDELY > 3 DFTNTDHRED. ESET File Security &1 > A b—/L L%
DIREICRENE T,

(@sIE) FILESECURITY.

AR a x| @
B> B WP ARESSCBREERE
UPIAA LIPS R IR S =% =3 w5 ©
USINACY -3
ULIITRE s ® o
HyperViRE )
OneDrive HE e ® °
b EEABURIREER BB IS Bx =E 8N AT O
PYIT—H £ ® (]
Fybo-ORE = ® (]
WeBES—JL BOLVAEEN 57— Bx =2 BN A7 O
FIAZT 0N #E ® o
vl wE ® [i]
I ASH-TT-Z R TRV S IV —S3 Bx =2 BN A7 O
#HiE O (1]
wE © ©
BE QoK vl

BEMBICRIZI Vv I T2E. INTDEEHNKDODNET, D77 aVIiETICREEEA.

OZDNEI/aVDINTDHREETICRY
TICRLIEWEIYaYD 0 27U v odRE BRLIEEI Y3 VOEY 1—VREEEICRLET., TOEY
Y3 VDINCOEBFRONET,

SFRE Q x

BT B UL ABES LR B R E
UPIVEA LTPA IV AT IR =S Sk A% wi o7 ©
IR ARE
RNIIPEE BE ® [
Hyper- VIRE -
GneDrive HE e © o
e FEABOTEEBST IV —S3> Bk &% BN AT O
PYIT—R HE ® (]
RYhI-TfRE wE= ® (1]
west X)L EOULVRIEEF ST I —>3> sk =% =Br A O
FIAZTbO-)L i ® [ ]
Y= wE O (1]
1Y 29-T1-R HFLTRBVAEENSEF IV —>a> Bk =% =r0 A7 O
H_is ® [i]
we= O L]
BE QOK ot

ESET File Security for Microsoft Windows Server 11— —2X~< =27 )b 239



51 BHERE Chapter §

| 5.1.25 AIVTEHE—F

(F1] F—&|IH. [FERE] BEAELD 2] R22&2 0V v o Tc58 (054N T ] BELIBEERT,
ESET File Security for Microsoft Windows Server (Zld&. 754 NIV TEA VA b—)LENTWVWE T, 77714V
T, A2 Z2—3y MCERLTWEWEEGEICHEET,

' FILE SECURITY
ALTERR= ®

Eh ~VF

= @ ESETHLyIA-Z0EFR B NLTERK
B BRIEERET
FHZHIHAR-
B Hi— hERORE @ F7-hIyR-heeE
@ Y-ty
7 @ ERER @ T TOBIEE
B ESET Log Collector O ESETHBREERY L.

@ HIBLUFA T AER
54> 2: NFRSAESX =
ADE
F{/AID: 3AJ-TPI-4PW FALVADEE
ST AOEINRAR: 2020/12/31

BR0)(-T3: 7.2.12004.3
ESET File Security{=DW\'T

ESET File Security for Microsoft Windows Server 11— —2X~< =27 )b 240



61 <Y1 7OEE Chapter @

Chapter ;a;

6 3

161 =y z70EE

Bh

ROz 7L AVEI =2 —ICAVRAATIEEZSA LD ETHBEL DDV I DT 7D ETT,

 6.1.1 B

OAvEa—2—71)VAEE DAVE2—2—LEOBIEOT7 7 /VICH 5 CHBMENTWN S, Flldgh SEMmE

NEZBEDHHA—FDZETT, TAIVAFENFELEDTAIVAITEBEATREEITONE Lice EMFLEDOTAILA
CRILKSEFECOAVE2—2—BICBELTWHOSTY, [T1IVA] EWSAEIE. HoAEEDTILT LT
BRI ADDELDICER O TEREINDZEDNFLKHYET, TOREIFRAICERINDLDICGEY. KV IEEGRA
BCH5 [RIVUTT7) BEROHDYV T FITIT) NEREBICEWRASNELDICE>TVET,

A2 —R2—TA )V AIE EICRITRIE T 7AIVE RFAAVMERBLE T, IE1—2—TAJVAITERRET B L.
TOT7 TV 5= 3 KVERICEEDH S I— FHAFUHINTRITENE T, 71/ RAE. I—F—HEERAHE
[EAEZFEDITRNTDT 7 A IVCRERT HTENTEET,

AVE1—32—J14 IV ADOBENEFEBIESEBEKRTT, N—RFT A RIS 774 IV EBERMNICHIRTEDTAILR
HEHI . TDOE ST TAIVAIEAEBRE T, — A RBMIUIREARIZIHEVTAIVAEH Y T, ERENEICTI—
P—HEERSE. BODREBEERT D ELTHENOIAIVLAEBH Y £,

1 6.1.2 T—L

AVE1—2—T—L&EF XY =0 NLTRREODIAVEI—Z—2HRELTCELT 5. BEOHZIA—FD
A7V LZBLET, VAIVAET—LOEANGEVNE. T—AXRBICGRETESTETY, T—LAEE
FOT7A)N (Efld 77—t 42—) IEFLEBA. T—ALIET FLARDEF A —IL7 FLAZN LTIED DD\
£reldxy bT=07 75— avoteFal T LOMHEEEBRALET,

WO T V=LA VEL=2=T (VAKX VIZBEDNTERED SN TT A V2= MIL{ERLTWS e T —
LE) = AD SR, BRICE DTN THRARICBIHT S EAHYET., BCBIET H8EINHHDT. M
DRIV 7 LVIFZDNBERTT,

VATLRTT—LOERET DL ZLOREELRENF SR ENDZIEHBVET, T7MIVDHIR. VAT
LINT 4 =R YADETRIFTELS. TATS L8NG BRI EToHYET, AVE1—2—T—LIFZTDAER
DOEEPZIC, MOV 70 HXFEE] LY ET,

V12D —LICRELIBEI. BEOHZIA—FHAFENTWSARENEW D, BET 71 L ZHIR
THLEEBDLET,

ESET File Security for Microsoft Windows Server 1—H—2X< =1 77)b



61 <L T OEE Chapter @

=h
oo

S
1 6.13 FOSDKRE
R 201 —2—RHFTOMAAMDOKREF. BEEBERE AV ILICRENF. I—TF—ZBRLTETEIELD

ETBRIVTITDI DELTEEREINTEE LT
A DAREDHEIIIFEICEVD T, Z<DOYTAT ) —IcnETCELT,

Ayyo—4— AR —Zy OSSOV T 7 EA Y O— KT 5ER A tBEDH S 700
PN

FowiN— WEESITZAE1—2— ORIV 2 7 ERIAGEZEDSH S 007 5 I

Ny 7 IV RNID—=0ZFBLTCOAVEI—R2—ICT7 72 A L, RRBIECERLDICT HEZD
S WARETAT NN

F—OH— IA—H—DADLBEF—AMO—7%EH L. 2v N0 ZB L TZDIEREXE

(F—RbO—vOhH—) | 9570054

BLYZ— A—HP—DA VR —Zv bF—EX7ONA A —TlEEL. BRIBRY—EIAENLT
BRI ALORATNIEBEDH DOV LTT, HLWEGEHIMERINIZT &I
I—H—DRILDIE. IFEAERBIETY, 2147 7—CTHEEZZITBHDIE. X1V
W7 BT LEERT A1 —0DHTT, SETIHOEVFERINTOEEA,

AVE1—2—EDT7VHA ACDREE LTREENHE. BEDOHZI— FLHOADTWEWERELS
feb, 77 AN ZHIRT 2 LEBBDLET,

614 Ib—FFv b

IW—hrFy bEld, REEDNBCDFEEZR LENS VAT AICESIRICT VA TEDLSICTREEDHSTOT
SLTY, Ib—bFy MEL YATLILT7ER GBBIE AT LOMHEEEBERLEYT) Lt AXL—FT0 7
9Z?A®ﬁb;%%%ﬁ%bf TAIWARNEY 7 b Iz 7ICLBBEERNET T, BEEMICIE 7O 771/,
Windows LY A ) —F—2%BBLET, ZDTH BEDT A MMEFERBL THEET B EIZFEAETEEHA,

Jb—~F v bORHELERBICIE 2 DD LANILAB Y £T,

1) YRATLNNDT 7R EFEHFCWNDBEEITIE, VAT LRITIIFELEZVDT, FBLTOWEEA, TOLANL
B Ib—hFY MIBRRELTVWAE T 7ML ERETENLTVWTVD T A VAR Y AT LFIV— ~F v b =25k
TEET,

2) BEOBRA CHREEINEZWESIL. ESET Endpoint Security D7 > F AT JVAFMAEMB LT, 7774 7xb—k
Fu b EBRE L TRRTEETT,

615 FTFYyI7

7RI TE LEREETR— L TWAY T M7 TY, LEERRTAHTOTT LN COAT ) —ITHE
SNET, 7RO T 7TV =3 viE REHDRTINSFH LR Y 777y TEEZ Web 75 7 —RICBEIMIC
AWz Web 7505 —DR—LR—IBZZBBLIEVTEHZEANKLKHBVET, 7Rz 7iE 7U—oz7707
S LDREEIEREAED LN TEDL DI, 7=z 7ICK{MITNTVE T,

7RO 7R BRTRDY EA. I—T—DLESICMEENDT T, BREDIE 7 KU 7HRA/I AT
7 EERIC, BYHREERIBET S DB LEVDTETT,

ESET File Security for Microsoft Windows Server 11— —2X~< =27 )b 242



6.1 IV T T DFEE Chapter6

=h
oo

S
T =D 1 7HMREFRTABEICE. A VAL TOT I LAIRFICEFELTLREN, KEDA VA =L 707
L (VAR =2=) & 7ROz 7 7075 LZEMTA VANV E 21— —ICBHILEY, 7RUT
TDAVAS=)VEF vV, 7RO T7HELTENDTOY S LEA VA N—IVTESDT EN—MNTT,

BICEo2TE 7RI T7EA VA M—)VLEWEBHNDTOT S L&A VA =)V TEGD Dfc . HEEDEIRE
1’1? Li?g&%%‘)i@l U, ZD7 RO T 7 HEEICY AT LI [BENIT) 77 2R T 20N H 5 &
BRLET, -7 P70 VA —JVICEAR LSS T,

VREDI7ELTREENS 7 7ILA DY E1—2—(LHB25EIE. BEDH S I— FHEENTL2RIEELEL
fesb. BRI BT L EHEDLET,

1 6.1.6 RINAUIT

AT, A—Y—DRELFHLLVEFEANBEREZXEITEZINCDT7 TV r— 3 VhEELET,
AL iﬁﬁﬂﬂ%ﬁb%@ﬁﬁb’(\ 7R ALTcWeb U b D—&. I—H—DFEEFLE A MHDEFA—ILT F
LA BENF—RA A= EDRA GRS T —2ZXELET,

ZINA T T T OEREE. O LEFAII—Y—DZ—XELBOEAEL. WERFLEEHESEDICTBHTE
HNEWNTHAHEFRLET, BEE BRET7 TV Ir—r a3y EBROHZT7 ) r— 3> & OBICRERZEREN
50 LOBSIEHEINEBEBAERINS Z EIFHEWV. ETENEBHIETEGRWTETT, XINA T 7HNELTET—
2IclEF AF 270 D= R PINRTTOOBRESHENTENTVWAT ELBVE T R/INA T 7ET7 ) —/N\—T 3>
TOUZ LOERENTOT T AICBIRLIEY  7AT S LDA VA M—=)VRICR/INA T T T7HAEENTWVWB I EET1—

—ICHIS BB ENKLCHYET, ThE. RINATIT7HFENTWEWERNN—T a7y TIL—R9a &K
SMRT T ET. Wk EFfe). 7ATSLEBATREMEEZLSELTWAHTT,

AINA T T T HEFANSNTWEERLEZT -7z 78GRE LT P2P (E7Y—ET) XY bNT—=0 D747 >
NPT — 3B Y ET, Spyfalcon ¥ Spy Sheriff #iheb & I 22D T O 5 Lld. Z/INA T T 7 DRFEDY T
A7FOV—ICBLE T, INSIE—R. A/IAM T2 7R/RTATV T LICRZAEITH. REFFNEBEH /17770
I LIEDTY,

AINATI7ELTREENS T 7V E1—2—ICH 2581 BREOHZI— FHASEN TV LRI8EENS
Wesh, BRI 5 =B LET,

1 6.1.7 Ry bxv b

Ay bElEWeb ORY M. BRIV 70T LTHY . 2y bIT—0 7 FLADT7Oy 7 & &EEL. MEFEE
AVE1—REZRBPEEET, TOR2ATDTATILICE>T. Ny A—HREEICERODI V1 —2E5F>E.
INSDAVEI—R2%ZRY b (VVE) ICEZBTENTEET, — MBI/ \v A—ERY b E@ERLT.ZHOO>
E1—42EBREEET, TOXIBAREEEERIVE1—207IV—THRY bxv bEMENE T, OvE1—
AR L. Ry bRy FDAVN=ICHEDE DEEIY —C IEBERE (DDoS) THERATNETENTEEY, ik
I—F—PH5BEVEICA 2=y b ETCOBENEROS MW ZRITT AHOICERITAHIEETERT GKEA—)b.
TA)ADEE. FIFBTOFRABRY VLYY bH— FBEESLEDENBROGEE L),

ESET File Security for Microsoft Windows Server 11— —2X~< =27 )b 243



6.1

Q)T T OEE

1 6.1.8 SUYLYIIT

SMEBN TERATNAREDBEDNIVI I 7Y T NI T, 7074 7ENDE. ST LTI TIE WEEDHR
EXIDETTINAREET —E2NDT7 72 A% BIELE T,

619 ERTOISL

EETOT I LG BEORIVO 7% 1 DO\ r—2lca—IL7 v T35 214 LECRERTAIET 71V T
ED

SH—EMEERTOY S AlciE. UPX. PE_Compact. PKLite. ASPack "W ET ., BIOEMHB S OT S LEFERBLT
EfELIEEE. BURIVI I 7HARGSTRESNATENAH Y ET, EBTOT T LITE V72 F v —EEREOR
BEHICEEE R, IV I 7 DR EHIRZEREEICT 2HED H U E T,

1 6.1.10 T/RFO/bTOv Y

IVXA7AA4 70y 7iE Web 7508 — PDF U—4— EF A=)V Z4 7> b, Microsoft Office IV R—*
brl. —MNICRIBESNE 7 T —2 3 > OREERILT BTODEETT, Ty X704 f\’éﬁ??*‘lib\%é
REGTOCLREERLET, BEDH STV 71 IVOREICF LT 2RI E LA S ENGRLGRMTZHRALTVLS
fesb. REL AV —HDEBMEN, HEENDIISHEBIEENET,

TIVRTAA M TAY ZICE O TABLGTOCANTEEND L. TAOCADLEITELESN, BEICET 2T —4
DEEIRENE T, BBIRENIcT —Z I ESET LiveGrid 7 57 R AT LCKEEINE T, FMEESNIeT —2(F ESET B&
FRICE > THBEN. IRTCOI— Y —EREEDBR L OTAHE (WERHNEWNFHLL U —RENEIILT T
7)) DO KYURMRNICRET BIcHITEREINE T,

| 6.1.11 FHHAEURE (T RFNYRARAEYRFvF—)

TRNVARARURAF v F—ld. TVXT7OA0 MTOv 7 EEBICEEL, #FLEIEBSeERT ST LT
ROV T 7 WEEMOREZ BT 2 L D ICRFAENLRIVT T 7T 5 REZ R LE T AREDT 2L —> 3>
FlFe1—URAT 4 v I TIEBRESBREEINGVIEE. 7 FN\YARAERUAF v F—IC L > TARELGEFESE L.
VAT LAY —ICEN L EIIBRERETEE T,

TRNVARARDZAF v F—Id. BEICHFTUCINLIVT T 7ICHLTEEMTIN. TI/RTAC TRy &
FRGY, BOORITENDHETT . 2FY. BREMREEINEEILIE BREOHDEIHBUCKTEINTLS L
WO URIBHIET, fefcl. MOREFEDNERT 2BEIHBADEHNTED LV OMRDBBYET,

| 6.1.12 R2TREVARMELSHZT7 TV r—2a >

YN T=VICERENOVE1—2—DBBABRRBICT A7 TV r—2avigzlHuEzd, Inh. BEDHS
I—Y—DFITEDE. FNEGBNTERINSRIEEMEND Y £J, ESET File Security for Microsoft Windows Server |
FCDEOBBEERET A4 T arhbl) T,

DEENICBRIEDS 27 T r—a>v] iIKd. VE— MNP IERY—Ibe INAT— w7 7V r—> 3>, #—0
A— (A—Y—DAALEEF—AbO—VEZBRITZTOVTL) BEOTOATSLHEENTT,

BERICBREDSDZT7 75— 3V BEEL. RITENTVS (LHb. BATEA VA F—ILLTWEY) T&
ICRDVBEIE, Ry NT— U EREICERT B\ TOT T r—Y 3V EHKRLTEEY

ESET File Security for Microsoft Windows Server 11— —2X~< =27 )b 244

=h
oo

&



61 <L T OEE Chapter @

=h
g

=
| 6.1.13 EBEMICFELT IUT—YaY

BT LEBEDHD LRIV ELAD. AVE1—2—DN\T X VAICEBEEESZ 208EHDH 57 7)) 75—
2avTY, BE.CDKSGT7T)r—232%A VA M—IVTBITIERBHIRETT, CDOLIE7TUr— 3>
EAVEI—Z—ICA VAN —IVTBE A VAN IVEIEIERGDRETY AT LOBELE T,
ROREGLEWNNIRDESY T,

- INKTICRRENCZ EDEVFH LVBEELEC
- BLTOERABT 774 TG ETENS

« VAT L)Y —AOERENELGS

- REERDELD

7TV =a v E— TN\ LBET S

ESET File Security for Microsoft Windows Server 11— —2X~< =27 )b 245



	はじめに
	1.1 ESET File Security for Microsoft Windows Serverについて 
	1.2 動作環境 
	1.3 ユーザーインターフェース 

	インストール
	2.1 インストール手順 
	2.2 完全インストール
	2.3 カスタムインストール
	2.4 アクティベーション
	2.5 ターミナルサーバー
	2.6 最新バージョンへのアップグレード
	2.7 アンインストール

	ご利用開始時の確認・設定事項
	3.1 画面構成 
	3.2 保護状態の確認 
	3.3 アップデートの設定
	3.4 プロキシサーバーの設定
	3.5 設定の保護
	3.6 ESET Security Management Centerとの接続 

	メインメニューの操作
	4.1 ログファイル
	4.2 検査
	4.3 アップデート
	4.4 設定
	4.5 ツール 

	設定
	5.1 詳細設定

	用語集
	6.1 マルウェアの種類


