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/silent ARV RZA eI =EMT B EEIC. EFRRERTBmERRLET A,
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- 07 % Sysinspector 77 71— 3 VICEMHAS
SysInspector.exe .\clientlog.xml

- ARV RSAUHLOTEERT B
SysInspector.exe /gen=.\mynewlog.xml

- WRIERERIN LT BEREXOOTERT S
SysInspector.exe /gen=.\mynewlog.zip /privacy /zip

- 2207 EHER L CEVERERT S
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ELTIVAR=bL. RBLEA TV MCHIBFRROR =7 ZHFET, COTF—ERXT VT ST 7 AL ERT
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BH—EXRX ) 7T FOERH
DA INWANETOT S ALATIHBEINGEV T A IV AITELREL TWEEWVALZEEICTOEXPEY 2 —)bAEOY

Ea1—2—DLBIRT2ENTELT,

TASL TR

BIEFIR

0 ESET Sysinspector &) L C. Y AT LAF Y T3y baFiRICERLET,

€) rer—varITUTTRNOES Y a v ES Uy Lk, [Shifl %R LEHSREDL Y
$avESU Yo LT, SRTOLI Y 3V ERRLET,

€) E=RLrtyvavEEs v L. [BRUES S 3V EY—ERRSUT MY RAE— 1] %
sUv s LES,
BIRLIc Y av Y —ERX VU T T 7A4IVELTTHF AN T 7AIVERTI Y AR— FENKT,

O T/ 3K~ F LY —ERRIUT b TP AVETHR P IF 18— HETEOVT, HIBRREOTA
TOATILY FORFCHS [ 28% [+] BEIEELET,

Y—ERARXV VT P CREEELGFIETY, AXNL—T A VIV RTLDEERT 7AIVOF TV 1V b T+]
ESICEELTVEWNT EZRRLTIIEEL,

““““““ Tt B e PO e B0 e B0 e B O]
ESET SystemStatus log, versions: ev ]254 (ZU 50924) ev 6.2, 2033 0, Iv1.0
Session start: 18 Moy 2015, 15:15:42.

Session end: 18 Now 2015, 15:25:261
Flags: 32bit, fntiStealtht
Description: Syslnspector-WAKARLO7-PC-151116-1515411

1

2

3

4

5

Gl

7101) Running processes:

8|~ System ldle Process *D 10774

9 |- System *4,2638%1

10 |- ci¥windows¥systend2¥smnss. exe ¥268,3E25%1

11 |- ci¥windowsYsystemd2¥csres. exe *#400,2060% L
2 |- cr¥windows¥systemdZ¥wininit.exe *452,E200% 1
3 |- er¥windows¥aystend2¥carss. exe *460,2080% 1
4 |- ci¥windowsYsystend2¥winlogon.exe ¥508,BD74*1
5 |- er¥windows¥svstend2¥services. exe ¥052, 2BH3% 1
6 |- c:r¥windows¥oystemd2¥ | sass. exe ¥568, 2502k 1
7| cr¥windows¥aystem3Z¥ |sm. exe ¥076, A994% .
8 |- cr¥windows¥systend2¥svchost . exe *B96,007%1
G- cr¥windows¥oystemd2¥ovchost . exe ¥772,637%1

- cr¥windows¥systemdZ¥svchost .exe %840,CBC2% 1

1 |- ci¥windows¥system32¥evchost .exe %924, 805%1
7 |- ci¥windowsYsystemd2¥svchost . exe ¥956, 9D4Fx 1

23 |- ci¥windows¥system32¥svchost . exe *888,E169% 1

2&1 - c:\lwm‘ows?’system’o’Z\gsvch?st.exe *]IEG,BE%QM

= LR + o’ tng X S'dl

© EseTsysinspector d [7740U] > [B—ERRHUT bOEIT] £ Uy o L, FIE4 TREELE
LI —ERRZ U T h 774 LR LET.,

O s BrUY s LTH— RS U T M EEFLET,

W —ERXRI V)T FDER

Y—EXXT )T S ERERT BITIE ESET Sysinspector DF 45— a > T U7 TRED I a>aaG7 ) v L.
AVTFAMAZI—D5 [TRTCOE I avEF—ERXV YT MCIVAR— N 20 ) v odm0N o>y
FEFERRLTCHSAET VYT LAV TEFA M Za—H5 [BRLEEIYaVEZY—EXX VU T MCIZU AR—

N Z7D)y T LET,

.

2207 EHBRLTVWSEER. T—ERRI VT 2TV RAR—FFBIEETEERA,
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BY—EXRV )7 FDiEE

Y—EXX 7T DNy Z—DF7IclEd, T /IN\—=T 3> (ev). GUINN—T 3> (gv). AT/8—=T 3> (v) I
BT ABHROBHEINTVE T, COT—2ZFHALT. X7V T bEERLE xml 77 4 IIVADEEREZ B L.
HRITRICAEEDEETLDEHSTENTEET, AV T DNy A—FIEFEE LEWVWTLEEL,

TASL TR

ANV E=FTUTE. €77 aVenhnNTEY . RAZRETHIENTEET, BEDFEICHS [-) iB5% [+ &
BICBTHA S LT BEAMUEBNRE LTIR—7ENET, RV UTMADELT Y 3 VIE ZOTICE>TEY]
SNTVWET, BT ¥ avicd ESE2A MUBMIITSNTVET,

01) Running processes (R{THhD 7O+t R)
VATLATRETENTVABIANTCOTALALNEENT T, FTOLXIE UNC/NRE, T*) (PRZURXYT) TH
TN CRCI6/\Y 2 O— FICK > THRBITNE T,

fl:

01) Running processes:

- \SystemRoot\System32\smss.exe *4725%

- C:\Windows\system32\svchost.exe *FD08%*
+ C:\Windows\system32\module32.exe *CF8A*
[...]

ZORFITIE. At X module32exe] MEIRETNTVET ([+] BETY—VINTVEY), 2DTOtRIE Y—
EXRT )T FDORTEICET LET,

02) Loaded modules (FRHAENTEY 2—I))
BEFEAINTWAEYRTLAEY 2—)LO—BHAFRREINE T,

.

02) Loaded modules:

- c:\windows\system32\svchost.exe
- c:\windows\system32\kernel32.d1l1l
+ c:\windows\system32\khbekhb.d1l1l
- c:\windows\system32\advapi32.dll
[...]

ZOBITIE. £V 21— Tkhbekhbdlll BNBIRENTUVET ((+] BETCIY—T7ENTVET), Y—EXXT7UTH
HRTTHE. TV 2—)b Tkhbekhbdll] ZFERALTVWASTOLANMET LET,
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03) TCP connections (TCP &%)
BIFED TCP HEFICBE T A BHMAEENTE T,

TASL TR

.

03) TCP connections:

- Active connection: 127.0.0.1:30606 -> 127.0.0.1:55320, owner: ekrn.exe

- Active connection: 127.0.0.1:50007 -> 127.0.0.1:50006,

- Active connection: 127.0.0.1:55320 -> 127.0.0.1:30606, owner: OUTLOOK.EXE

- Listening on *, port 135 (epmap), owner: svchost.exe

+ Listening on *, port 2401, owner: fservice.exe Listening on *, port 445 (microsoft-ds),
owner:

System

[...]

Y—EAXRT )T+ 2RTTHE [+ BETCY—T7ENLTCPERADY 7Y FOFRBELNEREN. V7Y hHYE
Lo YAT LY —ADERENE T,

04) UDP endpoints (UDP T FiRA > )
BEEZMD UDP T FRA > MY AEROAZTENE T,

£ :
04) UDP endpoints:

.0, port 123 (ntp)

+ .0, port 3702

o O o o
o O o o
o O o o

0
.0, port 4500 (ipsec-msft)
.0, port 500 (isakmp)

Y—ERXXV )T b Z2RGFT5E0+] BETIY—VENCUDP T RRA > DYV 7ry FOFRBELDBEEN. Y T v
FOMEIEENE T,

05) DNS server entries (DNS H—/\—BS&EDIT > b 1J—)
WHEDODNS Y—N\—Da> 71 JL— 3 VBT 2ERHNASENET,

R

05) DNS server entries:
+ 204.74.105.85

- 172.16.152.2

[...]

Y—EXAR7 )T ERTT2E [+] B85 TI—T7ENONS T —/\—T > h U —DHEIBRENE T,
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+
)
5
06) Important registry entries (EE%ZL I A MJ—I2 F1—) %L
BEGLYRAM)—I2 M) —ICBET2ERDEENET T, (

.

06) Important registry entries:

* Category: Standard Autostart (3 items)
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
- HotKeysCmds = C:\Windows\system32\hkcmd.exe

- IgfxTray = C:\Windows\system32\igfxtray.exe
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
- Google Update = “C:\Users\antoniak\AppData\Local\Google\Update\GoogleUpdate.exe” /c
* Category: Internet Explorer (7 items)
HKLM\Software\Microsoft\Internet Explorer\Main

+ Default Page URL = http://thatcrack.com/

[...]

Y—EXRX7 VT 2RTT 5L [+] BBETCIY—7ENIY U —DHEIBRENS DL 0/ MEICHE/NEN DD\
BEEIC LYy hENET, TV MNI—IGERENS7 773V TV —0A7d)—ELIA M) —DF—1E
Ik 2 TEBVET,

07) Services (H—ER)
VAT LARDBSFEF T —ERD—EBHRRTEINET,

IR

07) Services:

- Name: Andrea ADI Filters Service, exe path: c:\windows\system32\aeadisrv.exe, state:
Running,

startup: Automatic

- Name: Application Experience Service, exe path: c:\windows\system32\aelupsvc.dll,
state: Running,

startup: Automatic

- Name: Application Layer Gateway Service, exe path: c:\windows\system32\alg.exe, state:
Stopped,

startup: Manual

[...]

Y—EXARV VT 2RTT2E. [+] BETCI—T7ENY—ERXEZDERET—EAMELL. 71V A=
ENEY,
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08) Drivers (K> 4 /3—)
A VA R—=IVBEHD RS A IN—D—EBELAFRTREINET,

TASL TR

.

08) Drivers:

- Name: Microsoft ACPI Driver, exe path: c:\windows\system32\drivers\acpi.sys, state:
Running,

startup: Boot

- Name: ADI UAA Function Driver for High Definition Audio Service, exe path: c:\windows\
system32

\drivers\adihdaud.sys, state: Running, startup: Manual

[...]

Y—EARI VT 2RTI2E [+] B85 CX—T7ENERSAN—I3MELELET, FIA/N\—ICXko2TE FLEL
BEWTELBIET,

09) Critical files (RAIREZT 71 )b)
AXL—FT 4 VTV RAT LADERICHEET BIcDITmiER T 71 JVICE T B IERHARTRINE T,

Bl

09) Critical files:

* File: win.ini

- [fonts]

- [extensions]

- [files]

- MAPI=1

[...]

* File: system.ini

- [386Enh]

- woafont=dosapp.fon
- EGA80WOA.FON=EGA80WOA.FON
[...]

* File: hosts

- 127.0.0.1 localhost

::1 localhost
[...]
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' 5.4.5 FAQ

ESET SysiInspector Z£179 2| IS EREEROIHBETIH ?
EEEERIIDED ) FEAD. BEBET ATV P THRIFNEINETELRWVERLN D Y £T, ZEI—P—FIEHIR
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I 5.5 ESET Log Collector

TASL TR

ESET Log Collector Z#f#5 & P AV G ERELGIEREZ. T—/\—DSBENINETHZENTEXT, ESETH
AZI—HR—bTlE. OV DRMEBENT HHBE5HH Y £, 5 LK ESET Log Collector ZFERT 5 &, HE
HIEREBRICNETERT,

ESET Log Collector (& [A 4> AZa2—] > [NUVFEHR— ] > TESET Log Collector] U > oo orO—R
TEEY,

(€] ESET Lag Collector - O X
ESET Endpoint Antivirus 7.0.2069.0
Collection profile Collect (2]

Artifacts to collect

Windows Processes

Running processes (open handles and loaded DLLs)
System Configuration

Drives info

ESET SysInspector log

Network configuration

Winsock LSP catalog

WP filters

[] complets Windows Registry content

List of files in temporary directories
Windows Logs

Application event log

System event log v
Logs age limit [days] ESET logs collection mode
|30 w | |Hlbe(ed binary ~ |

Save archive as

|c:¥users¥user¥.\ppnamzémePadmgaswuusu&M\uusuﬁfdg5_3wekyh3dshbwawEmpseahsmawnmads&| El

Operation log

[2:20:27] ESET Log Collector v3.1.3.0 (2018/03/03) - 64 bit

[9:20:27] Copyright (c) 1992-2018 ESET, spol. s r.o. All rights reserved.
[9:20:27]

[9:20:27] Detected product type: eea

RET 207 ZF v IRy VATHERLET, EECTIE. INTOOTHMERENTVET, L2 r v LT
Y DRESAZIRELTC URF] 27w o LET, BV T7 7 IVAIGEFNICREENE T, [Collect] 271w
5L AVDIREDFIRENE T,

OJINERE. BIE MO MUIBOY] U142 RO TETRONEBZREET 5 ENTEXRT, BT I5L07 774
IV (emsx_logszip &) —BAFRREN. ERBICAOT 7 7 MIVIMREENcC EZRLE T,
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I 5.6 ESET SysRescue Live
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ESET SysRescue Live (& ESET 754 77> MREGROD T — bAIBET « RV 2T 51c&bDI1—7T 1 T 4« —7TY, ESET
TIAT 2 MEREISOAA—DHE[FBOTC, ANL—T 4 VIV AT LHOSRILTEIL. T4 RTETT7AIVT R
TLICBE 7V EATELLDICHEVET, £few AXL—T 4 VTV R T LOERITRITIFBFRHD TEHE VB ALK
L OhREHRELET,

AAAZa—D [V—JU] > [ESET SysRescue Live] ZEIRT H&. 127 54D ESET D Web 1 FHAFRRENEK T,
20— FOEEEEELZERL. [(40>O0—F] 27U v 7 L&Y,
5% L <& TESET SysRescue Live I—H—H1 K1 A#EBBLTIEET0N,

@ ESET SysRescue | ESET X

&~ = O i} & ESET, spol.sro. [SK] hiips://www.eset.com/int/support/sysrescue/#c660:

Download ESET SysRescue

By downloading an older version of this product you explicitly agree to the terms and conditions of new End-
@  userlicense agreement. Otherwise, please download the latest version of the product.

Configure download Documentation

I User guide

Language | English - United States
User guide

DOWNLOAD

iso | File size: 571 Mi |

Filename: eset_sysi live_enu

rescue_live_e
Version: 1.0.16.0
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