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ARV T MITIAR-FTBHIELTELT,

YR b

TOUSLRATDTET =2 3> EKVBZICT BIDDOBEDIED. 7> 510> TOER
BRG EDMDIR R IEHEED S ENE T,

~NIVT

ESET SysInspector &% DREREICRE T BIBHRAEFESR CE £,

A VEEICRRENSBREEER B TE2HOHFRTELT,

MEAX] £—FiE Y AT LO—RIGREEICH T 2REREBZIRT cdDBEROZTENE T,
M £—Flg. —RECTIRIGBVEFRZBERORTINE T,

522] £— R TR HHERBOBRAITHEGT T NTCDBRIRTENET,

TZAIVEIVG

VAT LADED LW T 7 AIVEIE LI A M= N —%"BDIFBeHlc. BIREIC
ISCTHEBREBRIRAGCENTEET, ROAZ—%ZEHT & BELNIVTEICERZ 7 4
JVE—TEET, AT 2~k (BELNIV]) IRETBE. TNTDEEHARTIN
£, AOABZ—FAICHH T ERRINTVBINIVEY RELRBEDIHDERRENE T,
Ao A—khi (BELNIVI) £TEETSE. BANDBEFBEDOHNERREINE T,
BIELANIL6~9DIEBIE. IRTEFa1UTa ) ATHECHREEEN DY £,
PPZIPIA

BEDBELANIVIE, BEDBLBRLNIVDRZ A A —DE%E BT 5 EEHEICHTEXT,

EES

BEDT AT LB EIFBADO—MIc L > TRRLET, REERIF. HRAVAV Y
ICRRENE T,
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)

ERIERIFAERNZ )y 7§55 LT FATA Y RURICRREINZBERETVER
BT ENTEET, [BackSpace] +—& [AR—R] F—%#HLTERDCENTELT,

ART—RAEY
vav

FETF—2 3 AV RORDRED ./ — FaRRLET,
FRETRRENTWVBIERIL. Sysinspector Ic & > TEENLEERMED DB EHEENIR
BEZIBECY, L. RBTERREINTOTHERLTEIWEBEWS DIF TIEH Y £
Hho HIBRT 2HIIC. 77 1IVHARBITEREDOESD. ABENESHERBLTLIEEW

WFETF—2a ) 70ENE

ESET SysInspector "Cl&

B — R EMIENSEBOEARL VY 3 VIR TFHES =2 3 VT U TICRRENE T,

YT/ —FhH5%61E. YT/ —FE2EBRLCENEREZ#IETELd, /— FORBE MU iclcdid. /—Fa%
LTI ) w7 TBON/— FRDBICHS HEREEEZ, ) v I LET, FES—2 3> T 7 TEEEZRRT 5L,
BT VITERORTENE T, AT 7 CHEEZERT L. FFHAT 7 ICEHFRBEROERTENE T,

@ C:¥ProgramData¥ESET¥ESET Security¥Sysinspector¥Sysinspe

SYSINSPECTOR
%’Fﬂ: 45T (errr— ﬁ

| AF—9AhSax ERPOTOEL

- m =i

l b SZ:Lor L

i B LAFhiEE
i r)=z: |
----- ef*j K-S A%

B2 Feb)—bEE
& SEBLSZNIYN

E-( TATARASI—35AY
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OFES—avIVTDFAAMV/—F
RIS, FET=23VIA Y RODAAY S/ —RE FBYA Y RUBXUFHRY > FUDOBEEIFRICOWLTEREBL

£t
)

TS T

£
AFv T3y MEBBRERITENTW 7 75— 3 v ETALRICET BRIV EE
NEY, FHAVAY PO TOCRICE>TEASINEAAFIvISATIUEY
ATLRDETNSDZATZUDBM, 7T ) r—2 3 v\ E—D%F. 771D
BRLANWGE, ETAOCXICET HEMOFMIFHRINFRTEINE T,
E(5thD 7O+ X SO A ROITIE. 77OV A X0\ 2 2 G EFGIRRIA R ENE T,

ARL—T 4 VI RTLE BEOEERH—RIVIVR—X > P TERENEY., chsnaY
R—2 > bE, BEREEL. DI —F—T7 TV s—> 3 Vit L TEEGHAEARMLET., H—
XIVAVR—Z 2 bDTACRDT 7 A JVINZAH T\?\] THEDHBEDHY FT., N2\ (FiELEET
IOt 2 E2RBELT BEDT. YATALICES>TERETY,

v b =R

ST RUIKE. FES =Y a3y oA ROTERLETE )L (TCP E12lE UDP)
EFEALTRY NT—URBREATBEITZTALRET TV r—2 3> D) X HRREN
£Y, £fe. 7TV =2 av0EREEGED ) E- T FLAL—HEICRRENE T,
DNSH—/\—DIP7 FLRZFTVITEHILELTEELT,

FlTUA Y RUIKiE. 77T A X0\ 2kl FElERIARREINE T,

BEGLIYRMIIY

AT LORBICEET DL IA M-IV M —DAFRREINET,

) AU A Y RO BEDLIZA M) =TI N —I|CBHET DT 7 A VAR TEE T,
SREBY A > Rolclid. Windows H—EXE LTERENTWE 7 7A4ILD Y X M HFTRE
H—EX NET, FHIAYRFTT, U—EREZHIBT SODREREE. 77 1IVICET %
EDFHMIERAER CEET,
— s BT A Y R IClE. YATLIKA VAN =ILENTWE RSA/N—=D 1) X kRRREN
N2 WA
S
=B DE:] =77
EELT 7)) RBAD >~ RolTlE. Microsoft Windows A XL —F 4« >V F I AT LICEHET H2BE T 7

A IVDRBHERRENE T,

YRFLRTI21—F

BT A > Rolcld. Windows 2 X7 A7V 1 —FIC L2 THBINDEZZATDY A LD

BRY FRENET,

T HBEYA Y RYICiE. N—RI T 7EY T D T 7ICET BEMER. LU set BIETHK.
728 I—H—HER. YRFLANY FOSICET BERAEREINET,

5 £ D (7002 L77410] 7HIVE—HNOEBGVAT LI 7AIWSLOCT7A4ILD) AT
’ - T, T IVEEDBMERIE. YA Ry EEAY (Y RO THRTEET,

N3 SR SHBEY A > R (Tl ESET Sysinspector D/A—2 3 VT T A IBRP IO TOT T LE

3718 J1—ILDYUR FAERENET,
BEER AT A RYICiE. BRERDFHENFRINET,
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B+—FR—Fra—rhv b
ESET Sysinspector CERTEASF—R— K a—bAvy ME. RDEBY TT,

TASL TR

77141V

Ctrl+0 BEOOJZREELT,

Ctrl + S e LTIe0 7 &2 RELE S,

OXER

Ctrl + G EEODAF Y Tay baERLET,

Ctrl +H WREREZIDIEA STy TV ay bEERLET,

@EHDT A IVR) VT

1.0 BiF. BRELNILV1~9D ./ —FERRLET,

2 B, BERLANIV2~9D/— RERRLET,

3 B BRLANIV3~9D/— FEaRRLET,

4, U TBE. fERELANIV4~9D ./ — RERRLET,

5 RBE. BRELANIVS5~90D/— RaRRLET,

6 RBE, fBERELANIV6~9D ./ — RERRLET,

7. B fEp&, BEELNIVT ~9D ./ — RERRLET,

8 fap&, fEELNIL8~9D ./ — RERRLET,

9 fEpE, BEELNILID ./ — RERRLET,
ARV TDERLNILETITET,

+ AR TDERLNIVE EITET,

Ctrl + 9 TAIWB) TNV ERFEUEDBRELANILD. — FERRLET,

Ctrl +0 TAIWB) 2T LNV ERZEDBERLANIVD ./ — FOIHRRLET,

OXKTR

Ctrl +5 IRTCONYZ—=HZRRLET,

Ctrl + 6 Microsoft DAFRLE T,

Ctrl +7 Microsoft UMADTXTONY Z—=RRLE T,

Ctrl + 3 TELFMEREERRLET,

Ctrl + 2 PIEEOFHMIERERRLET,

Ctrl +1 BEANGERERTLET,

BackSpace 1 DHIDERICRY £,

Space 1 DEDERICEHE T,

Ctrl + W /=Ry —%ZRBELET,

Ctrl + Q /=Ry =& e fehET,
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F
i
=
B

Ozt FaO—b g

- 4

Ctrl + T BRERERCEIRLIcER. BREOTOBGRAICESHLET, R

Ctrl + P BHEOEAEREEZRLE T,

Ctrl + A BEOIXNTCDEREEXZRLET,

Ctrl + C BIRLTWAIERHDOY ! —%= - L%,

Ctrl + X FEIRLTWBEEDBERZ IE—LET,

Ctrl + B BIRLTWAT77AIVEDWTDERE A V2 —% v M ETRERLE T,

Ctrl + L BIRLTWAB T 7MIVDERENTWE T 4+ IV —5BEET,

FZEITAHBI VM- ZLIRAN—I7 4 2—CHELT, lcl. TO¥3—bAy bE

cul+R B35 05 TIHFIATEE A,

Ctrl + 2 EEOT 7 A IVICEERMITONTWAHBE. 7 7AIVETO/NNAZIE—-LE T,
Ctrl + F BERT 1 —ILRICT BT T,

Ctrl + D BEREREBACE T,

Ctrl + E Y—EXRT )T EERITLET,

OLtH

Ctrl + Alt + O trsorE KBS0 Z#HEEL T,

Ctrl + Alt + R R B LE T,

Ctrl + Alt + 1 INTOBERERRLET,

Ctrl + Alt + 2 BMETNBEROF}ZRRLET, EEICIKIBEDOTICHABROFTREINET,
Ctrl + Alt + 3 HIBRENTEBROIA AR LT T, BEICIEEIROOVICHSBERHIFREINE T,
Ctrl + Alt + 4 BEMAONIBEROHERTLET (74 ZEE),

Ctrl + Alt + 5 EBEEINLBROFZRTLE T,

Ctrl + Alt + C HEERERTLET,

Ctrl + Alt + N REOOJVZRRLET,

Ctrl + Alt + P BIRIDO/ ZREELT,

Oz nfth

F1 NV TZRRLET,

Alt + F4 ESET SysInspector ZBALCE 9

Alt + Shift + F4 WS89 T ESET Sysinspector ZEACE T,

Ctrl + 1 REtEO IR LE T,

WOJ DL

20007 %R LT, HEEEZANELET, OVOUBIE VAT LOEEZEH L. BEOHZI— FZRET
BDIRIEET,

ESET Endpoint 77> F & A )V AL~ — A< =1 7L



5.4  ESET Sysinspector Chapter 5

OnJDRE/RT
ESET Sysinspector 77 71— 3 VHEEIT A& BEINICHLWLWAOTDMEREINE T, [T 71I/V] > [OT7DRE]
BV ITHE QU ERECERT, RELLAVERCICE [T70V] > [O7%F<] 20Uy o LET,

TASL TR

OnJ LB DET
BEXRTIN WA ERESNATZERLET, [T74/)V] > [BTOLE] > [T71)VDER] 271y
7L HRI2O00EERLET, HBHRTEN. 2 D00V CREGEAEEDHHDEEICKRTEINE T,

¥Sysinspector-DESKTQP-7FSDBD1-180404- 1918 14zip <H.EX®> C¥ProgrambData¥Es..

ET Security}

Irey Y-~ UAMUx NLTEY

5L A1

TWEHA.

A MIERRENDESIE. ROBHREXRLET,

HEOBICR R ENAESIC OV TCRICHALET,
+ HaEIDA ZITISEFE LIE VT LULME

4] wLMeZEGY ) —

= YEIDATICDHFET . BIFFENTE
= HifrENfefgzasy ) —

“ BEENTVWAE/ 771

@ BEENIAE/ T7AIESEY ) —

] BRLANIVOMFINR T & HET

F] ERLANIVHMEIDA T &Y & EF

EEA D TO70ORE] €72 3 VIciE BEHROOTDEFHNRRENE T, el THE7A VDA €7
23 VTR INCDESDHEHDERTENE T,

DS DIREE |

IRIEMOY: Sysinspector-DESKTOP-TFSDED1- 180404 1918 14xml [fF24LEXTZIR
A0 Sysinspector-DESKTOP-TFSDED - 180403065724 xmil [SERAETLIZIF
HH#E [HFER R

w&7( 038 |

+ EilENIAE O Iag e -

= Hig=nLIAE 2 TR R —

L e B B e sENET

W AFSIET IR —

A IFHI R @ 774 R —

IYRAV b

[Z710)V] > [BJDRE] THBEAVET 7AINREFELT. BTHS LD TEEXT,
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T
&
5

543 ARV ESAVHSOOTER 3
T

RIS A —B2—EEF LT Windows DT RSA VASOTEERT BT EHTEET, *

/gen ESET SysInspector Z#2EEICAR Y R4 VA SBEEOVEERLET,

/privacy BWRERAER L0/ EERLET,

/zip EREINcOT% ZIP 7—hHA TR THRELE T,

/silent ARV RZA eI =EMT B EEIC. EFRRERTBmERRLET A,

/blank 07 DA FidriAd+ 17409 1 ESET Sysinspector Z#2E) L £ T

Bl :

- 07 % Sysinspector 77 71— 3 VICEMHAS
SysInspector.exe .\clientlog.xml

- ARV RSAUHLOTEERT B
SysInspector.exe /gen=.\mynewlog.xml

- WRIERERIN LT BEREXOOTERT S

SysInspector.exe /gen=.\mynewlog.zip /privacy /zip
- 2207 R L GEVWETHRERT

SysInspector.exe new.xml old.xml

770/ T IV E—DEREICEANEENTWAIEER. &EiZ5IARF ') (VRA AT «—) THEGRENLD
WEI,

| 544 H—EZXRIUTtH

T—EXRI VT N 2ERT 2L VAT LDOARBEA TV 17 b ZBBRICHIRTEEL T,

T—ERRI VT Z2ERLTARELGF TV 17 M 2EIRT B, BBBEI Y 32ZT—EXRT )TN T 741
ELTIVAR—F L. RBEA TV MIHBRRROI =7 ZMFE T, COT—EXRXT7 U T N7 71 )L&RT
THE X—VENMIA TV MOV AT LD SHIBRENE T,

'E B

Y—EXRT VT ME BRI —@F DY —ILTY, +RBEAHN GV IS DBV R T LZEETHEFNL—
TAVIVRT LOBREZS | ERITHEENBYET,
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BH—EXRX ) 7T FOERH
DA INWANETOT S ALATIHBEINGEV T A IV AITELREL TWEEWVALZEEICTOEXPEY 2 —)bAEOY

Ea1—2—DLBIRT2ENTELT,

TASL TR

BIEFIR

0 ESET Sysinspector &) L C. Y AT LAF Y T3y baFiRICERLET,

€) rer—varITUTTRNOES Y a v ES Uy Lk, [Shifl %R LEHSREDL Y
$avESU Yo LT, SRTOLI Y 3V ERRLET,

€) E=RLrtyvavEEs v L. [BRUES S 3V EY—ERRSUT MY RAE— 1] %
sUv s LES,
BIRLIc Y av Y —ERX VU T T 7A4IVELTTHF AN T 7AIVERTI Y AR— FENKT,

O T/ 3K~ F LY —ERRIUT b TP AVETHR P IF 18— HETEOVT, HIBRREOTA
TOATILY FORFCHS [ 28% [+] BEIEELET,

Y—ERARXV VT P CREEELGFIETY, AXNL—T A VIV RTLDEERT 7AIVOF TV 1V b T+]
ESICEELTVEWNT EZRRLTIIEEL,

““““““ Tt B e B0 s B0 e B0 e B e O]
ESET SystemStatus log, versions: ev ]254 (ZU 50924) ev 6.2, 2033 0, Iv1.0
Session start: 18 Moy 2015, 15:15:42.

Session end: 18 Now 2015, 15:25:261
Flags: 32bit, fntiStealtht
Description: Syslnspector-WAKARLO7-PC-151116-1515411

1

2

3

4

5

Gl

7101) Running processes:

8|~ System ldle Process *D 10774

9 |- System *4,2638%1

10 |- ci¥windows¥systend2¥smnss. exe ¥268,3E25%1

11 |- ci¥windowsYsystemd2¥csres. exe *#400,2060% L
2 |- cr¥windows¥systemdZ¥wininit.exe *452,E200% 1
3 |- er¥windows¥aystend2¥carss. exe *460,2080% 1
4 |- ci¥windowsYsystend2¥winlogon.exe ¥508,BD74*1
5 |- er¥windows¥svstend2¥services. exe ¥052, 2BH3% 1
6 |- c:r¥windows¥oystemd2¥ | sass. exe ¥568, 2502k 1
7| cr¥windows¥aystem3Z¥ |sm. exe ¥076, A994% .
8 |- cr¥windows¥systend2¥svchost . exe *B96,007%1
G- cr¥windows¥oystemd2¥ovchost . exe ¥772,637%1

- cr¥windows¥systemdZ¥svchost .exe %840,CBC2% 1

1 |- ci¥windows¥system32¥evchost .exe %924, 805%1
7 |- ci¥windowsYsystemd2¥svchost . exe ¥956, 9D4Fx 1

23 |- ci¥windows¥system32¥svchost . exe *888,E169% 1

2&1 - c:\lwm‘ows?’system’o’Z\gsvch?st.exe *]IEG,BE%QM

= LR + o’ tng X S'dl

© EseTsysinspector d [7740U] > [B—ERRHUT bOEIT] £ Uy o L, FIE4 TREELE
LI —ERRZ U T h 774 LR LET.,

O s BrUY s LTH— RS U T M EEFLET,

W —ERXRI V)T FDER

Y—EXXT )T S ERERT BITIE ESET Sysinspector DF 45— a > T U7 TRED I a>aaG7 ) v L.
AVTFAMAZI—D5 [TRTCOE I avEF—ERXV YT MCIVAR— N 20 ) v odm0N o>y
FEFERRLTCHSAET VYT LAV TEFA M Za—H5 [BRLEEIYaVEZY—EXX VU T MCIZU AR—

N Z7D)y T LET,

.

2207 EHBRLTVWSEER. T—ERRI VT 2TV RAR—FFBIEETEERA,
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BY—EXRV )7 FDiEE

Y—EXX T T DNy ZOFICE. T /IN\—=T 3> (ev). GUINN—=T 3> (gv). AF/N—=T 3> (v) ICE8
FTHBRDEEHINTVET, CDT7T—2AEFERLT. RVUTMEER LI xml 77 4I)IVADEEARZ B L. R
THRICREEDNRET HDERSTEDNTERT, RV VT EDOAY ZITIEEELGEWTLEEL,

TASL TR

ANV ETUTIE. 272 3aVIEenhnNTsY . RBZRET2HIENTEET., HEDFICHD -] &£5% +] i85
ICBEMA ST LT, BAMUEBRNGRELTR—7ENET, RV UTFROELT Y 3 VidE ZOFICE > TREIS
NCVET, oy avicid. ESEZA MVHMHIFSNTVETY,

01) Running processes (R{THhD 7O+t R)
VATLATRETENTVABIANTCOTALALNEENT T, FTOLXIE UNC/NRE, T*) (PRZURXYT) TH
TN CRCI6/\Y 2 O— FICK > THRBITNE T,

fl:

01) Running processes:

- \SystemRoot\System32\smss.exe *4725%

- C:\Windows\system32\svchost.exe *FD08%*
+ C:\Windows\system32\module32.exe *CF8A*
[...]

ZORFITIE. At X module32exe] MEIRETNTVET ([+] BETY—VINTVEY), 2DTOtRIE Y—
EXRT )T FDORTEICET LET,

02) Loaded modules (FRHAENTEY 2—I))
BEFEAINTWAEYRTLAEY 2—)LO—BHAFRREINE T,

.

02) Loaded modules:

- c:\windows\system32\svchost.exe
- c:\windows\system32\kernel32.d1l1l
+ c:\windows\system32\khbekhb.d1l1l
- c:\windows\system32\advapi32.dll
[...]

ZOBITIE. £V 21— Tkhbekhbdlll BNBIRENTUVET ((+] BETCIY—T7ENTVET), Y—EXXT7UTH
HRTTHE. TV 2—)b Tkhbekhbdll] ZFERALTVWASTOLANMET LET,

ESET Endpoint 77> F & A )V AL~ — A< =1 7L
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03) TCP connections (TCP &%)
BIFED TCP HEFICBE T A BHMAEENTE T,

TASL TR

.

03) TCP connections:

- Active connection: 127.0.0.1:30606 -> 127.0.0.1:55320, owner: ekrn.exe

- Active connection: 127.0.0.1:50007 -> 127.0.0.1:50006,

- Active connection: 127.0.0.1:55320 -> 127.0.0.1:30606, owner: OUTLOOK.EXE

- Listening on *, port 135 (epmap), owner: svchost.exe

+ Listening on *, port 2401, owner: fservice.exe Listening on *, port 445 (microsoft-ds),
owner:

System

[...]

Y—EAXRT )T+ 2RTTHE [+ BETCY—T7ENLTCPERADY 7Y FOFRBELNEREN. V7Y hHYE
Lo YAT LY —ADERENE T,

04) UDP endpoints (UDP T FiRA > )
BEEZMD UDP T FRA > MY AEROAZTENE T,

£ :
04) UDP endpoints:

.0, port 123 (ntp)

+ .0, port 3702

o O o o
o O o o
o O o o

0
.0, port 4500 (ipsec-msft)
.0, port 500 (isakmp)

Y—ERXXV )T b Z2RGFT5E0+] BETIY—VENCUDP T RRA > DYV 7ry FOFRBELDBEEN. Y T v
FOMEIEENE T,

05) DNS server entries (DNS H—/\—BS&EDIT > b 1J—)
WHEDODNS Y—N\—Da> 71 JL— 3 VBT 2ERHNASENET,

R

05) DNS server entries:
+ 204.74.105.85

- 172.16.152.2

[...]

Y—EXAR7 )T ERTT2E [+] B85 TI—T7ENONS T —/\—T > h U —DHEIBRENE T,
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+
)
5
06) Important registry entries (EE%ZL I A MJ—I2 F1—) %L
BEGLYRAM)—I2 M) —ICBET2ERDEENET T, (

.

06) Important registry entries:

* Category: Standard Autostart (3 items)
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
- HotKeysCmds = C:\Windows\system32\hkcmd.exe

- IgfxTray = C:\Windows\system32\igfxtray.exe
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
- Google Update = “C:\Users\antoniak\AppData\Local\Google\Update\GoogleUpdate.exe” /c
* Category: Internet Explorer (7 items)
HKLM\Software\Microsoft\Internet Explorer\Main

+ Default Page URL = http://thatcrack.com/

[...]

Y—EXRX7 VT 2RTT 5L [+] BBETCIY—7ENIY U —DHEIBRENS DL 0/ MEICHE/NEN DD\
BEEIC LYy hENET, TV MNI—IGERENS7 773V TV —0A7d)—ELIA M) —DF—1E
Ik 2 TEBVET,

07) Services (H—ER)
VAT LARDBSFEF T —ERD—EBHRRTEINET,

IR

07) Services:

- Name: Andrea ADI Filters Service, exe path: c:\windows\system32\aeadisrv.exe, state:
Running,

startup: Automatic

- Name: Application Experience Service, exe path: c:\windows\system32\aelupsvc.dll,
state: Running,

startup: Automatic

- Name: Application Layer Gateway Service, exe path: c:\windows\system32\alg.exe, state:
Stopped,

startup: Manual

[...]

Y—EXARV VT 2RTT2E. [+] BETCI—T7ENY—ERXEZDERET—EAMELL. 71V A=
ENEY,

ESET Endpoint 77> F DA JVA 1= =A< =27 ) 161
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08) Drivers (K> 4 /3—)
A VA R—=IVBEHD RS A IN—D—EBELAFRTREINET,

TASL TR

.

08) Drivers:

- Name: Microsoft ACPI Driver, exe path: c:\windows\system32\drivers\acpi.sys, state:
Running,

startup: Boot

- Name: ADI UAA Function Driver for High Definition Audio Service, exe path: c:\windows\
system32

\drivers\adihdaud.sys, state: Running, startup: Manual

[...]

Y—EARI VT 2RTI2E [+] B85 CX—T7ENERSAN—I3MELELET, FIA/N\—ICXko2TE FLEL
BEWTELBIET,

09) Critical files (RAIREZT 71 )b)
AXL—FT 4 VTV RAT LADERICHEET BIcDITmiER T 71 JVICE T B IERHARTRINE T,

Bl

09) Critical files:

* File: win.ini

- [fonts]

- [extensions]

- [files]

- MAPI=1

[...]

* File: system.ini

- [386Enh]

- woafont=dosapp.fon
- EGA80WOA.FON=EGA80WOA.FON
[...]

* File: hosts

- 127.0.0.1 localhost

::1 localhost
[...]

Y—EARXT7 VT ERTT2E [+] BETI—I7ENLT 7 MIUFHIRENZ D, TDEICU LY hENET,

ESET Endpoint 7> F 9 LRI —HF— X< =217/l
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WY —EZXR7 1) T FDRT
ROBIECH—C AR U T FERFLET,

TASL TR

B#IEFIE

@ 75 AP IFS—EEoT Y—ERRIUT R T 7 A U TRIBIR L B BEEE [+) RS TI—
oL, RELTBLET.

E)EﬁTWWMEGWT[774WJ>[ﬁ—EZ17U7F®$ﬁ]%7UW7L$¢O

Y—EXRTUTIDNEEL. [T—EXRTUT T 7AIVB>ERITLETH N LW DAY E—IHERR
TNEY,
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