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XDR (eXtended Detection and Response)
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1.(FUsIC
2.2 AT LEH
3.BADHEN
4.FE/1%R [EP AfEZE]
5.7 —HINR—=ADA > A ~—)L [El fIfE]
6.EI Server -1 > X b—)L [EI AI/EZE]
7.EI Connector M/ER [EP fIl{EZ]
8.EI Web Console MR [EI fIVFZ]
9.EI B A M5 ESET Endpoint &Gt
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1. (XUSIC

O &Z(d. XDR (eXtended Detection and Response)® [ESET Inspect] & FIF(C
RBBETFTMTOBAFIEEELRDFT,

AREF REEHRIFDOY DT b TV RGI\— BRI VDU T DIBIRICED SRR SN
TWEY. VI RITT7DI\=23>2 7y ITRELCKD, BENEEV T DTV (CHE
H SN TVDHEERUBINIELR D TVWBIHENSH D ET ., FLABDOAFE. KT
EIRLEEIT DI ENHDFET,

(U —/(—1R1T]

B JN\—=3>

Microsoft Windows Server 2019
MySQL 8.0.31 LI&
Microsoft SQL Server 2019 LIp%
(ESET RIR]

Rmt N==3>
ESET Inspect 1.9 DAB%
ESET PROTECT 10.0 BApF

O AEBERNICHITDEZINILUTDEDTY
=) IERXBR
EI ESET Inspect

EI Connector ESET Inspect Connector

EP ESET PROTECT

ESMC ESET Security Management Center

EM Agent ESET Management Agent

MSSQL Microsoft SQL Server

AFIEEO—EEREIINTZHEMTES, B, BB I DT LEFTORRERDT ., £
CE9.

ESET Enterprise Inspector & D ESET Inspect (CRIMNIEE(CIRAD LU,
ESET Security Management Center (&/\—=3> 8.0 Lf#F (&, ESET PROTECT (C

BITNEESNTNET,
XAFIEZ (X EP V10.0 ZfER U TR L TVWE T,
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2. SATLEHF
EIZ8ATBICHIED. UTDEFZINTHZL TVWDIRENSDDET.

2.1 EI Server E{F

(1).EP V10.0 LIBFEMEBASNTVWDIHEN DD FT,

(2). &R \— RO T VR/NEHFEFUT ERDFT,
(MySQL]

I>RRA> MR

Memory

Disk Size

Disk IOPS (*1)

CPU Cores

[MS SQL Sever]
I RIRA> MY

Memory

Disk Size

Disk IOPS (*1)
CPU Cores

(* 1) Disk Input Output per Second : 1#&HIED (AR TED [EZAH] & 5
FHAFr] DR

ERER

(a). COMEFE )\ BRBMAHZTETZ I T2HDIET I . SERINSDIEFENDEREENHDFET.
(b).7 4 RORAR—=RDE(F. T—FH 1 "ABMRFSN TS EVWSEHRICEDNT
DFEICIXDFET ., CNlE. BRI TOEIDFT IAIL MEEIRDTVET,

(3). 1> A —=)LAJEE/RHR— bk 0S &EF —HINR—X(FUATF ERDFET,
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[H7R— bk OS]
H7k—h 0S F—*FOFv
Windows Server 2012 x64
Windows Server 2012 R2 (*1) x64
Windows Server 2016 x64
Windows Server 2019 x64

Windows Server 2022 X64

(*1)2014 F£ 4 BY Y —XDOEFH IO S /s KB2919355 DEANNE

[Z—&~R—X]

MySQL5.7.40 LAB#. ZF/z(E MySQL8.0.31 LAB#

Microsoft SQL Server

Microsoft SQL Server2017

Microsoft SQL Server2019

Microsoft SQL Server2022

% Microsoft SQL Server Z{ERH I D&, IRD ODBC RS54 /)\—D

WINHIKRETT,

- ODBC driver11 for SQL Server

- ODBC driver13 for SQL Server

- ODBC driver17 for SQL Server
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2.2 EI Connector E{F

(1).EI Connector #B AT D051 7> hnk(C(E. UTFDTOTS LA
EASNTWDIRENHDFT.

ESET Endpoint Security / 77>FJ-JLX V10.0.2034.1 L%

ESET Endpoint Security / 77>F2-)LX for OS X V 6.11.606.0 2f#

ESET Server Security for Microsoft Windows Server | V9.0.12013.1 {fF

ESET Server Security for Linux V9.1.89.0 AR
ESET Endpoint 77>FJ-JLX for Linux V9.1.4.0 DABF

(2) ESET PROTECT V10.0 ETEE=NTLWDIHENHDFET,




ESET Inspect (V1.9) EAF|EE

(3) >R b—)LAlEE/RHR— K OS (FUTF &R0 FET,
H7k—h 0S F—*FOFv
Windows Server 2012 x64
Windows Server 2012 R2 (*1) x64
Windows Server 2016 x64
Windows Server 2019 x64
Windows Server 2022 x64
Windows 7 SP1 x86/x64
Windows 8.1 x86/x64
Windows 10 version 21H1 % x86/x64
Windows 11 version 21H2 DA% x86/x64
Mac OS 10.15 (Catalina) x64

Mac OS 11 (Big Sur) x64

Mac OS 12 (Monterey) x64

Mac OS 13 (Ventura) x64

Red Hat Enterprise Linux 7.6 LA} | x64

Red Hat Enterprise Linux 8 x64

Red Hat Enterprise Linux 9 x64
CentOS 7.6 Ak x64
Ubuntu 18.04 x64
Ubuntu 20.04 x64
Ubuntu 22.04 x64

SUSE Linux Enterprise Server 12 x64

SUSE Linux Enterprise Server 15 x64

Amazon Linux 2 x64

(*1)2014 F£ 4 AU U —XXDEFHTIOT S s KB2919355 DEANNE




ESET Inspect (V1.9) EAFEE

2.3 SEARMIRESE

ElZEATDICHIED. UTORBTZEMI D EZERLET,

R 1 A A=ILHAROY—/)\—[CEEFE IP 7V RLREREIT D EZHERLFET,

HEEZE 2 1 Microsoft Windows Server (C(I&HTOEFHTOT S LAZERIT D EZHERL
S
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3. BADFHEN
ESET Inspect ZEAWZZL (CHIED ., BAFEDRNUILLITOED T, w49 [2.2X
FALFM] BTHERRVWZIZE, BAEEORN. HEREREHERO L. EAFEZEDD
KOCLTLEEL,
4. SH1#EfRm [EP AWEZX] (P11)
- EI £ EP ZEETEIHICITOFEZRBLET .
4.1 BEREF1IUTDBEML
4.2 FEAZEDIERK
4.3 tEPRERTE
4.4 1—H—77720> bOVERK

5. T—HIR=XDA > X =)L [EI flfe%] (P19)

- MySQL 8 &7z(3 MSSQL Server2019 O > X h—)LE=BLET
5.1 MySQL8.0 M1 > X k—JL
5.2 MSSQL Server2019 M- > k—JL

6. EI Server 1> X ~—JL [EI filfEEE] (P38)

- EI Server D1 A M=)V EEEEHEUET .
6.1 EI Server 1> X =)L

7. EI Agent D1 > X b—)L [EP fAl{EZE] (P47)

- EI SAE>ADEFRIB LT, EI Connector D1 A M—)LEEERRUET .
7.1 El A2 RDERK
7.2.1 547> MMIRD(CLD EI Connector D1 > b—JL
722 A=)NA2ITAAN—=5—(CLD—HFEA>A=IL

8. EI Web Console 2 [EI l{ExE] (P61)

- EI Web Console AOOD A iR EREUET .
8.1 EI Web Console D&

9. EI &AM ESET Endpoint EFRDHEELTE (P64)
- BEREFIVUTsEESDD. EI ZLDHRNISEAVWEES EHICUTORER
WRUET,
9.1 HEERESTEDEN®
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4. EaidEfE [EP fI{EE]
4-1 SEREFIVUFT DEMLE
(1).https://(EP Server ZEBA Uz —/)\—D IP 77 RL-X)/era (CT7OLAULZET,

UTFTOBEENRRRSNEITD T, [XXXXXXXXXXXX (CTPIOTRTD (ZLTEHDE
BA)l ZOUVOULET,

A

COEBR TR TSI —HMRESNFEBA

pE

ZZTIE. ESET PROTECT D1 > X b—JLEF(CERR LT+ UF v SEBREZFIA L
TWBTze, BIRERE 7O TAK(C LEOFREENFRRENET, BEVDI ST
([CKD. RRABHERDFT.
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(2).EP Web Console (CBIREERDSHD 7 HD> hcOJd1> UET,
[BAGE] &#RUT [EPOJA>%] - [EPOJA )X DT—R] ZAHU.
rag+a>1 #0J0v2oUET,

PROTECT

aJ14>

| - EBEIERTH I~ b
INZAT]—F

(3). [¥#]->[U—/\—DFE]->[#E]->[BERTF I U T v (BEBHNRE) | ZEML
L. [RFI2D0UYIULFET,

H—J) (- bEEB I E)

Web3 Y — LR — MEE

BERUF2UT @R s

SRS ERENLE)

FyTFE—
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(4). TWindows &—] + [R] &#TF. [J7AILZ=EIBELTCEIT] 407700 T.
[services.mscl &AL, TOK] Z#OUwVOUET,

I I EREEELTER bt

) EA7370750&. SERBTANS- PRI M, V5~
= pyhy-AeEAALTREN.

EFIO); | Services.msc

o ]

(5). TESET PROTECT Server| Z&RU. [U— EX0BE#H =TIV ILET,
PROTECT Server] H—EXDIREEN, EITHTHDCEEMERUET,

& vt o X
TrAME BIFA) E=RM  ALFH

e DECR HE »enw

& H-EXO-1) L H-ER @A

ESET PROTECT Server £8 - B 8B AF-tPT0EE 0dAy
-J.‘;;’;Encryptmq File System (EFS) " FE (M-S Local S..

-,‘3:)_; Enterprise App Managemen... I245.. Local 5.
C).ESETEl Agent Local S...

Q ESET Firewall Helper =17 Local 5.

{C).ESET HTTP Server

ESET PROTECT Server service,

ESET Rogue Detection Sensor ESET ..
{6 ESET Service ESET ..
-J.‘;:J; Extensible Authentication P.. IL3E.
-,‘;) Function Discovery Provider.. FDR.. =
-.‘.‘,:J Function Discovery Resourc... Z0J.. =7 FEh (MU -EE
&;?;Geo\ocation Service o 30
Q;Goog\e Chrome Elevation S... ES)
€ Google Update #-£7 (gup... Goo.. BE (BEES)
\‘,‘::)_:GDDQ‘E Update #-E7 (gup... Goo.. ES)
-J.‘;:J;Graph\csPervac =3
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-.‘.‘;:J_;Human Interface Device Ser.. ES =
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5. T—IR—ZAD1M > A ~—)b [EI fIfF:R]

FIFAETRERT —H R —(F, MySQL Hh* MSSQL Sever DLV ERDET .

MySQL ZFIFS 3¥%B&(d 5.1 MySQL8 - > X h—JLI %, MSSQL Sever ZFIF 9%
BA(E 5.2 MSSQL Server2019 O YA h—Jb] ZFEL T &L,

5.1 MySQL8 D > X h—JL

MySQL8 ZFIA T 3I5aXU T DOFIEZ R, [6.EEI B—/\—D1>AM—)L] &

ToTLKIEELN,

(1).MySQL =& A9 58 —/{—(C [Microsoft Visual C++ 2015 redistributable
Package(x64)] M > XA h—=ILENTLVRWEE(E. UF URL KOS D>O— R,
BLUPA A=) ZTTEFT,

https://learn.microsoft.com/ja-jp/cpp/windows/latest-supported-vc-

redist?view=msvc-170

(2).LAF URL &, MySQL D~ > X b—Z—(mysql-installer-community-8.0.xx.msi)
O O—-R BROA> A =)Lz LET,
https://dev.mysqgl.com/downloads/windows/installer/8.0.html

(3).Choosing a Setup Type BHE C[Server Only]ZER U[Next]Zz2o v O ULET,

| =] mysat installer

MySQL. Installer Choosing a Setup Type
Adding Community

Please select the Setup Type that suits your use case.

O Developer Default Setup Type Description
Installs all products needed for |Installs only the MySQL Server. This type should
MySQL development purposes. be used where you want to deploy 2 MySQL
|Server, but will not be developing MySQL
|applications.

@ Server only

Installs only the MySQL Server
product.

Q Client only

Installs only the MySQL Client
products, without a server,

O Full

Installs all included MySQL
products and features.

O Custom

Manually select the products that
should be installed on the
system.

Cancel



https://learn.microsoft.com/ja-jp/cpp/windows/latest-supported-vc-redist?view=msvc-170
https://learn.microsoft.com/ja-jp/cpp/windows/latest-supported-vc-redist?view=msvc-170
https://dev.mysql.com/downloads/windows/installer/8.0.html
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(4).Installation @ CT[Product]h' MySQL Sever 8.0.31 Tdd Z &. Status ##@h Ready
to Install] THDZ &=MEFRU[Execute]ZzoVUwv I ULET,

[Z] MysQL Installer -

MySQL. Installer Installation

Adding Community
The following products will be installed.

Product Status Progress Notes
MySQL Server 5.0.31 Ready to Install

Installation

Click [Execute] to install the following packages.

e [ o]

(5).Installation & T [Product]” MySQL Sever 8.0.31 Td&dZ &. Status A
[Complete] THDZEZMHERU[Next]ZzoUwvIULET,

[Z] MysQL Installer -

™,

b "-.}
MySQL. Installer Installation
Adding Community

The following products will be installed.

Product Status Progress Notes

<] MySQL Server 8.0.31 Complete

Installation

Show Details »
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(6).Product Configuration [EE T Status ##/' [Ready to configure] EFRRESNZ5.

[Next]Zz2OUw 2O ULZET,

[E] MysQL Installer

MySQL. Installer Product Configuration

Adding Community
‘We'll now walk through a configuration wizard for each of the following products,

You can cancel at any point if you wish to leave this wizard without configuring all the

products,

Status
Ready to configure

Product
MySQL Server 8.0.31

Cancel

(7).Type and Networking IEE T Config Type (C[Server Computer]Z:&iRUE I,
ZOAMIBEEMBDFEE[Next]=oUw I UET,

[Z] mysaL Installer

MySQL. Installer Type and Networking

MySQL Server 8.0.31 Server Configuration Type
Choose the correct server configuration type for this MySOL Server installation. This setting will

Type and Netw

Connectivity

T N P S A S AR A —
& Tcesp Port X Protocol Port:

Open Windows Firewall ports for network access
[ Marned Pipe Pipe Name:  MYSCL

[ Shared Memory Memory Narne:  MYSCOL

Advanced Configuration

Select the check box below to get additional configuration pages where you can set advanced
and legging options for this server instance.

[ Show Advanced and Logging Options

Cancel
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(8).Authentication Method BHMNFRENFE T, [Use Legacy Authentication Method
(Retain MySQL 5.x Compatibility)]Z:#RL. [Next]ZzoUw O ULET,

[5] MySaL Installer X

MySQL". Installer Authentication Method

MySQL Server 8.0.31
O Use Strong Password Encryption for Authentication (RECOMMENDED)
MySQL & supports a new authentication based on improved stronger SHA236-based password
methods, It is recommended that all new MySOL Server installations use this method going
forward.

Attention: This new authentication plugin on the server side requires new versions
A of connectors and clients which add support for this new 8.0 default authentication
(caching_sha2_password authentication).

Currently MySQL 8.0 Connectors and community drivers which use libmysglclient 8.0 support
this new method. If clients and applications cannot be updated to support this new
authentication method, the MySOL 8.0 Server can be configured to use the legacy MySQOL
Authentication Method below.

(® Use Legacy Authentication Method (Retain MySOL 5.x Compatibility)

Using the old MySOL 5.x legacy authentication method should only be considered in the
following cases:

- If applications cannot be updated to use MySQL 8 enabled Connectors and drivers.
- For cases where re-compilation of an existing application is not feasible.
- An updated, language specific connector or driver is not yet available.

Security Guidance: When possible, we highly recommend taking needed steps towards
upgrading your applications, libraries, and database servers to the new stronger authentication.
This new method will significantly improve your security.

Cancel
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(9).Accounts and Roles EE T. MySQL HMERT S root /\XDT— RZEFEL. #l\T
[Add User|Zz2Uw 2O ULET,

[Z] MysQL Installer

W,
MySQL. Installer Accounts and Roles
MySQL Server 8.0.31

Root Account Passwerd
Enter the password for the root account. Please remember to store this password in a secure
3

MySQL Root Password: |

Repeat Password: |

Password strength: Strong

Accounts and Roles

MySOL User Accounts

Create MySQL user accounts for your users and applications. Assign a role to the user that
consists of a set of privileges.

MySCOL User Name Host User Role Add User

MySQL User Account

A 4
Please specify the user name, password, and database role.

)
”\{’\\ini‘ll User Mame: |
S5 | Host: |<AIIHosts(%J>

Role: |DB Adrmin

Authentication: @ MySQL
My5S0L user credentials

Password: ||

Confirm Password: |

Password strength: Max

Cancel

MySQL User Account 51 7O T, UTFD@D AL UET,

User Name (EFEO1—Y—2%AH)

Host <All Hosts (%)>

Role DB Admin

Authentication MySQL

Password (EBD/)\RXT— RZEAN)

Confirm Password (EERER—D/IKRXT—RZAN)

XARBEHECTAHDURZ MySQL -5 =712 hE)IRDT—REZAELTLSIZEL,
MySQL 1—H—77H1D> h&E/IRXT— R(FIESE 6-1 (7) TERALET,
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(10).Accounts and Roles 51 7OJ(CRDD T, [Next]Zo w2 ULET,
(11).Windows Service BIH(IEIEMEDEFE. [Next]ZzoUwvIULFET,

[E] mysaL Installer

MySQL. Installer Windows Service
MySQL Server 8.0.31 Configure My5QL Server as a Windows Service

Windows Service Details

Please specify a Windows Service name to be used for this MySCL Server instance,
A unique name is required for each instance.

Windows Service Name: |MySCOLBD

Start the MySQL Server at System Startup

Run Windows Service as ...
The MySQL Server needs to run under a given user account. Based on the security
requirements of your system you need to pick one of the options below.

®) Standard System Account
Recommended for most scenarios.
(O Custom User

An existing user account can be selected for advanced scenarios.

< Back |I| Net> |f Concel

(12).Server File Permissions EE C[Next]Zz2oUw O ULFE T,
[Z] MysaL Installer

m
MySQL. Installer Server File Permissions

MySQL Server 8.0.31 MySQL Installer can secure the server's data directory by updating the permissions of files and
folders located at:

C:\ProgramData\MySQL\MySQL Server 8.0\Data

Do you want MySQL Installer to update the server file permissions for you?

® Yes, grant full access to the user running the Windows Service (if applicable) and the
administrators group only. Other users and groups will not have access.

O VYes, but let me review and configure the level of access.

Server File Pesmissions O No, | will manage the permissions after the server configuration.
erver File Permiss

Cancel
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(13).Apply Configuration EIH C[Execute]Zz20Jwv O UET, HEENRRESNDIDTUL
FELFEFT,

[E] MySQL Installer

MySQL. Installer Apply Configuration
MySQL Server 8.0.31 Click [Execute] to apply the changes
. Configuration Steps  Log

O writing configuration file
Updating Windows Firewall rules
Adjusting Windows service
Initializing database (may take a long time)

Updating permissions for the data folder and related server files

Applying security settings

Creating user accounts

o}
o}
s}
o}
O Starting the server
o}
o}
o}

Updating the Start menu link

< Back I Execute Il Cancel |

(14).Apply Configuration EE T. [Finish]Zz2JUw2oULZET,

[Z] MysaL Installer —

MySQL. Installer Apply Configuration

MySQL Server 8.0.31 The configuration operation has completed.

Configuration Steps Log
& Writing configuration file
Updating Windows Firewall rules
Adjusting Windows service
Initializing database (may take a long time)
Updating permissions for the data folder and related server files
Starting the server
Applying security settings

iguration R
Creating user accounts

Q@ e Q@QQa@aa

Updating the Start menu link

The configuration for MySCQL Server 8.0.31 was successful.
Click Finish to continue.
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(15).Product Configuration [EE T Configuration complete DFRZH#EZEL. [Next]Z
U IULERT,

[Z] MysaL Installer

MySQL. Installer Product Configuration
Adding Community

We'll now walk through a configuration wizard for each of the following products.

‘You can cancel at any point if you wish to leave this wizard without configuring all the
products,

Drocct T

I MySQL Server 8.0.31 Configuration complete.

Configuration

[Z] MysaL Installer

AN
MySQL. Installer Installation Complete
Adding Community

The installation procedure has been completed.

Copy Log to Clipboard

Installation Complete
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(17).C:¥ProgramData¥MySQL¥MySQL Server (J{\—=3 > &FS)¥my.ini #5F+ X LT
T+ I THEFET,
% [ProgramDatal (FBEL I AT DIz, [Fx] 9TELD [BULI7IL] (CFT
wO%Z U CHRRSBTLIZE,

| M = | MySQL Server 8.0 O X

b HE ER (7]

« v 4 « O-h)l- F1A%(C) > ProgramData > MySQL > MySQL Server 8.0 > « Q| | MySQL Server 80Mi&%E P

-~

=11 EFBE B PEP
i 949 FHER

B 7RI T

& 990K )
3 FFaAvE &1 mydni
= Ty

Data 2022/03/14 8:24 D740 72T -

Uploads 2022/03/14 8:24 I74 N IH5F -
2022/03/14 8:24 XKML FFaXVE
2022/03/14 8:24 BRERE

installer_config.xml

S pC

S pybI-4

4 fB0EE
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(18).my.ini 771 )LRDU T D FEIEEHDERZUATDORDICEELF T, FEURVEE
EEFIERE LTSSV, £ my.ini T7 )L ERET IR, FHITZ2TFANIFT
« (& Windows DAEIRUNDI T« FZ2ERALET .

) Ctemp¥myini - sakura 2.4,1.2849 - [m] x
TPAMF) REE FBROQ BES Y-MD BEOQ) MYFIW ALTH)

BE-Hd| oo @[5B P60 ufimul

[ 14,1 15 1 |6 1

11 12
Other default tuning valuese
My5QL Server Instance Configuration File<

Generated by the MySGL Server Instance Configuration Wizarde

(a0
Installation Instructionse
an

a
On Linux vou can copy this file to Jetc/my.cnf to set global options,e
mysal-data-dir/my.cnf to set server-specific optionse

(Plocalstatedir® for this installation) or toe

“Famy.cnf to set user-specific options.«

e

T £0 P — O 00 OO —) O O e C0 D —

On Windows, when My50L has been installed using My30L Installer youe
should keep this file in the ProgramData directory of wour server<
(e.z. C:¥ProzramData¥MySOL¥MySOL Server X.¥Y). To make sure the servere
reads the config file, use the startup option “--defaults-file”. «

o —lm

—
-

1T 1fr CRLF U+0023 UTF-8

[my.ini]Z 7))L
*** TNNODB Specific options ***
innodb_buffer_pool_size= (3%1)

innodb_flush_log_at_trx_commit=0

innodb_log_file_size= (3%2)
open_files_limit=30000

***** Group Replication Related *****

lower_case_table_names=1

max_connections=300

*F I A4)L N TIEUATEREIEBDORESEN Tz, [mysqld] o 3 > ORi&iT(CEZ
BEEULFET,

event_scheduler=0N

log_bin_trust_function_creators=1

thread_stack=256K

local_infile=1

disable-log-bin

wait_timeout=900
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(%1) MySQL ZA > X b—=)LUTe—)\—D¥E&k RAM D 80%ZRELE T . X
(£ 16GB M RAM #9255 —/\—T[F 126 ZIBELE T . s=/IMEEF 1G.
B TEELET.

(3¢2) innodb_buffer_pool_size (CIEE UIZ/ED 50% (N=LUUTYHET) &IEE
LEY,

(18). my.ini ZRFLUCTFANIT 4 IZHAUET,
[Windows +—] + [R] Z#TF., [J7AILEZ&EIEELTEIT] 407700 T,
[services.msc] &EAB L. [OKl Z0UwOULET,

3 TP NBEEELTET b

= ETT 3709545, FERB AN - RpEFAV bR, A 05~
= b U-ZEBEAALTES.

%ET[Q):I services,msc| I

$ovtll SEE)..

(19). MySQL80 Z:&R L. [—EXRDBEE#H]ZT v ILFET,
MySQL80 B —EXDIREN, EERTHD I LZMRLET,

G H-ER g o x
TPIWE)  BFA ETRM ALTH)
e EECz Hm > 0w
GY-ER@-n || $-Fr @A
MySQLE0 &8 - B8 #E  A9-l7vToEE
& Microsoft (R) BRINTIEED., B#F.. 8
Gk Microsoft Account Sign-in ... 1-7.. EE (FH-EH)
\C}: Microsoft App-V Client Man... =3
18} Microsoft iSCS! Initiator Ser..  Z(J... FH
&} Microsoft Passport a1-1.. 5 (FUA-F)
{8} Microsoft Passport Container 1D 7... 3 (FUA-F8)
&k Microsoft Software Shadow...  il1... FE

1-.. E2 ] Local 5.
\E;{‘;Network Connecticn Broker  Wind... 1T FE (M-S Local 5.
1€} Network Connections Fyb. S Local 5.
1} Network Connectivity Assist. Ul ... FE (MH-E) Local 5.

XMySQL H—EXNIERICEEE ULIRVVESE(E. my.ini DFEERANE UULVHEESR
LTLIEE0N,
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5.2 MSSQL Server2019 1 > XA M=)l
MSSQL Sever2019 Standard I35 >3 >. F£/z(d Enterprise I5« >3 >%Fl
BY3B8EUTOFIEEEMEE, [6.EI H—I\—DA1 > XA M=ILI1Z{TO>TLIEEL\,

(1). EI Sever =& A9 5 —/){—(C [Microsoft Visual C++ 2015 redistributable
Package(x64)] 1> XA M—)LENTULVRWEES(E. UTFURLELDAD>O—-RU
A2 RA=ILUET,
https://learn.microsoft.com/ja-jp/cpp/windows/latest-supported-vc-

redist?view=msvc-170

(2). ERDIH(C setup.exe ZEE UEITUE T,

(3). TA>AB—ILDIEEZEVFT ] T [DRYL] ZBERUAAM—ILZEITUE
3_0

(4). TSQL Server 1 >R h=)Lz>4—] BEMSFRRENLES, EXZ1— [A2 A
=)Ll #OUYDOULET,

% saL Server 1 YAb-JL Y-

T35 Lb N-FOITEYIRIITOEE

£l N-FIIFE UV IRIITOEHERTLET.

HIFFIR I t¥2UFCET I FFAY
-l t¥1UF4IBT IFF AV MERTRLET.

Yy-3 Eh:- YU-2 b
73y VU-AoBFERERTLET.
‘Ljix AT LERFIvN-
j SQL Server NEERICA VAN TEBLEDILIBEHNBINEINERETIV-ILEEBL
7.
u'v Data Migration Assistant (DMA) 05%0-F

Data Migration Assistant (DMA) EEET3ZET. 1 VAN )LEHD SQL Server J/M-F
YhES L. SQL Server 2019 [ZPY T I - FF IRTER3RICEEN HERS V21-EHELE
7.

L% AAR=NDONIT
AJAM- LB aRF 24 MERERT.

: :h SQL Server 2019 J1=)VA-/(- I3RSV TOEBFE
SQL Server 2019 J1-)lA-/(- 755V T ORE% S ELET IRHFESBLIES.

% P77 -FEF R4V
LIE0/(-230® SQL Server £'5 SQL Server 2019 TPy T L -FF 35 EERALEFFal
VrEETLEY.

Microsoft SQL Server 2019 E% SQL Server Migration Assistant (SSMA) M7 »0-F

SQL Server Migration Assistant (SSMA) [Z&Y. Oracle. SAP ASE. MySQL. DB2. Access
F-5N-AE SQL Server, Microsoft Azure SQL Database, Microsoft Azure SQL Data



https://learn.microsoft.com/ja-jp/cpp/windows/latest-supported-vc-redist?view=msvc-170%20
https://learn.microsoft.com/ja-jp/cpp/windows/latest-supported-vc-redist?view=msvc-170%20
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(6). TSQL Sever MFFRRASY> RF7O>A > X M—=I)LZFITIT DM BIFOA > ~—

JUICHERE

BNl 20U IULET,

757
17A=N
AIFFIR
J-l
Y-

EePEV

Microsoft SQL Server 2019

]

SQL Server DFRAFVFFOY 4 VAM-LEETT N, BEOS VAM-ILICHEE:E
i -FEEELT. 3E7525-F1F(C SQL Server 2019 1 VAL T34, BFD sQL
Server 2019 1 VA9 AICBEEEEMLET.

SQL Server Reporting Services 04 A=l

SQL Server Reporting Services B4 UAM-L ¥ 3EHOU IEBEL T DT IVO-F K-
EEBLET. SSRSEAVAMLT IR, 19—y EENBETT.

SQL Server EEY-ILOA YA

SQL Server Management Studio., SQL Server Command Line Utilities (SQLCMD & BCP)
. SQL Server PowerShell 70/(4 5~ SQL Server Profiler, 7=9/A-2 F1-Z4 PEI4
—EAYAR-AFIEHOVITERELTVIFVVO-F K-JEEHLET. Iho0U-ILES
JAN=NF IR, A /7-FMEENLETT.

SQL Server Data Tools 04 A=)l

SQL Server Data Tools (SSDT) &4 YAr-ILE 2EHOUY7EERELTVIYIVO-F K-3%
#£H8LZ7. SSDT Tid. Microsoft Azure SQL Database, SQL Server F=9/A-2 IV,
Reporting Services, Analysis Services, Integration Services 233 370V17F YAFA %
M-rEST. Visual Studio DEEEERELTVET. SSOT B VAT IR, 153y
MEENBETY.

LigiM/-/3V0 SQL Server s Py T 7L -F
- FEEELT. LEn/(-2320 SQL Server & SQL Server 2019 [Py 7 7L-FLET.
ZIEIVYOLTRAICTYT I -FIcEF oFF AV MERTTD

(7). OO0 F—2ANTD (B)] CFTvoZEAN. TOYIF—2ZANLT
RN OJ)wOUET,

W sQL Server 2019 Y7y

Tk ¥-

AYAR-)LF SQL Server 2019 DIF( Y3V EEELET.

Jo5Ih %~
SAUIAZE
J0-/100 =)y
Microsoft Update
REOEHIOJ54
tyb7y7 File D1 VRN
1A= -1
BREDER
‘-
‘EEsl-
AJAM-IDEEET
1AM NOETRR

=T

Microsoft Certificate of Authenticity ZZ&/(yT-JICEREN TS 25 XFOF-EANLT, SQL Server
2019 OZDA VAT YA BRI L TS\, ZX3. SQL Server DEEDIFT1Y3Y (Developer, Evaluation,
Express) #3EE T OTLETEXT. SQL Server AY54Y JyIICBESNTALIIC. Evaluation [Z(3 SQL Server
DREFBRES(EINTHY. 180 BRANEHBRIETFIT17LENZT. Developer IT V3V [CREHNE
BA B BXNIBER Evaluation LEILTIT A FEERRTOT-IN-2 7IT-v3VBREN CBYS(
YN EEINET. (VAN ENTVBIF1Y3YHERIDIT(Y3VIEPYTIV-F 3 3, IF1V3Y PyTT
U-F 91 -FERFLTGE .

O EBOIF(Y3VEEETIO:

Evaluation

@© 7057k - ANTH(E):

ZAN) >
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(8). AL RFEICARLUET | (CFTzvIZEAN. [IRN] Z0UvIULFET,
% saL Server 2019 vy b7y O X

122 A%ER
SQL Server 2019 B/ VAM-ILF BIER. ¥(20YIk YIMII7 S{EVARRLAETILELSBYET.

JO5Tk 4-
S4tvAZHE
7a-400 -Jl MICROSOFT SQL SERVER 2019 EVALUATION
Microsoft Update
U A OOUTk VORI S LR R (T, RS TURRHENET) 12, BB
sy File D4Rl Microsoft Corporation (F7z| 3B FHEOFFTEHRI FJIFU?EF*E])?E??E LI r?'fﬁﬂb’?tﬂ tlz\
L&) SOERFPERRL £ . AT EERR BRSSO B B ARBII, LITDF
AVAN=N = AR T 2 27 B LT EDU TR D s RS N7 47 (WTFEBHL T Db 9271 &
BEQER LWWET) IDERENET, Fe, S5 £ RERBIIEY T V7| ET S FicY 20V
wElL-L DGl ChEFRSNALODELET .

AEERL-
AVAM-NOEEET
AYA-NDETHT . BMUTRIIT
=T

7 A 20V 2 FEEERY 2 7 S o AEKE

o EMIAISL

SAEYAERBEERICAELET (A

SQL Server Tif. HEOSEMLEENLLT, 1VAMLEFCET3ERL. ROERKRELFI04-VU2
DF-5E Microsoft [SEELXT. T-FRBETS (V- EELETIEAL. (VA RIZIOBRROREES
BICFIAELTEL EXaAVh BTECESL.

ol

[Microsoft Update ZFIFALU CEH T OIS LZHERIT D] (CFTvIZEAN. IR
Nl #OUVOUET,

® sQL Server 2019 7y 7

Microsoft Update
Microsoft Update 2R LTEEREF J0/SLERETS

Jo57h %~ Microsoft Update (3. Windows & SQL Server 2019 228 (EH'D Microsoft Y IMIIP D FaVF1EFT
FMEVAEE OD75L v DEEREF J0/5LERELET. EF 0754 EHEFEEET I\ Microsoft

Jo-100 =) Update Web #4 MNcPIALTRBIBILATERT.
Llmemmifl i I [ Microsoft Update EEELTEH/0I5LERETS (BDM)
=EOEFHIOI54

£yRT7 File D4 YAR-Il ierese”s Lpcate B FAG

AVAR=I -1l : :

BEOER

me)l -

wEEml-)

{A-NDERET

(YA DEFHR

=7
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(10). THEEEBEIR] BEHIICT, [T7—IXR-XXI>Z2HP—EX] & [SQLIZAT7> b~
#&#e SDK] [CFTwOZAN. [IRN] 20Uy DI UEXT,

8 sQL Server 2019 try +7 v

WEEDRER
AJAM-I T3 Evaluation MEETERLET.

1A= -
R SRLTIN?  Web A5F9V0-F3
BEOER © Reporting Services EHRLTIN?  Web o

‘el REF): BEORS:
—

(ATIADR . SQL Server 1 Y25 JADA A5 /AN, &
$-/(-0R= M 7-9R-2 IV 4-E€2 ELL A (80 SQL Server 1 V25 VAL 3R
FT-IN-AIVIVDEE [ sQt Server LTUT-3y RSN TLIAT. SQL Server DIEAD1 Y ATV

mEsEsL-) [J Machine Learning Services 5&U S BN E R ERE LS E L IR-2 VMNP

1IA-NOER/ET 1JAM=NEdH:

1IAM-NDRITRR Windows PowerShell 3.0 or higher

=7 WL DIOUIEES TR O PEUE-I R B

[[] Data Quality Services BERT (AT ER(D)

[ ##5-5 7 PolyBase JI!) #-£2
[T1 HOFS 7=5 V-2 Java 3375

F547 C: 1003 MB AT, 46652 MB (B =& ‘

INTER(A) FATERER(Y)

AIRZIR W=k F4LTMIR): C:¥Program Files¥Microsoft SQL Server¥
=F|eET LIS, VC:lProgmm Files¥Microsoft SQL Server¥

EFRETVIN (x86)(X): C:¥Program Files (x86)¥Microsoft SQL Server¥

ol

(11). TA>RHZADOERK] BE(CCEIEBDERE RNl 20Uy IUET,

1 saL server 2019 FybFPyT

1YAFIADMEEL
SQL Server {YASYADEMBEUAYAF YA ID EWELET. 4YRFVA ID & AVAR-) (RO—H(BYET.

AJAM=N NN ® EE0/YA5JAD)

—r O &RAE(VATYA(A: | MSSQLSERVER
®eElL-I

1VAF AN
$-/(-0ma
F-IA-R 15O
L
1JAM-NDERBET SQL Server FALIM: C:¥Program Files¥Microsoft SQL Server¥MSSQL15.MSSQLSERVER
1VAM-LDETKER

ET

AYAFYA D(): [MSSQLSERVER

A2AM-NFEHBDAIATIAL):

1V2A5I2% {YA5JA 1D IF{yay K=3y

< E3B) el
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(12). Y—)\—iEpk] EECTREEDFEE RN] 20Uy IULET,
% SQL Server 2019 y+7yT (] X

Y-K-0RERK
$-€2 PHOVNRAMFORREEELLT.

A= = Y-EAPNIVN BREE
BEOER
BEL-
1IAFVADER $-£2 THIINE K29-F 25-h7yTDES
Y- /(-0 B -rvicc¥SQLSERVER... E
F-HR-2 IYIVOER [sQL Server 7-5R-2 IYIY NT Service¥MSSQLSERV... | =% |
s SQL Server Browser |NT AUTHORITY¥LOCAL ... | |=m v]
VA-IOERRT .
1IAM-LOEFHR [JsQL Server 7=9A-2 Iy $-EAINYI-L XUTFTIR FATERTIDREELTSTIG)
%7 IDFER F-5 A-IOEROBRREEETIILIESTIM N ORBNBLEEHLET. Znl&
YEIRENSEIYFYY CPIEARET T 510, BROBROGHITEES YT,

2EIE0EIYYY

£ SQL Server $-ERIZFI4 OF NIV IMEBRTIILES BHLET (M)

cxom -

(13). [F—=HOIR-XI>Z>ERK] BEICT. PREE—R] Z#R, sa/(IXDT—R

ZE. [REOI—T—=ZEN] 20Uy IU. IRN] 20Uy IULFET,

% SOL Server 2019 tw k7w O X

F-HN-2A IVIVDHR

F-9A-R IyIOEFTF1YT1 T-F. EBE. T-F F1LIHU. TempDB. #7I1E OB ABE. AT O#IE. Filestream
DBEEEEELRY.

AR =) Y-I-D@E -4 F4LIM) TempDB MaxDOP XEU  FILESTREAM
BEDER

el

A YRS AN
#-/(-0ER
F-IR-2 LI DR
mEEm-
1IAM-ILDERTET SQL Server D YATLERE (sa) FHIVMDIAT-FEEELET.

2RV A A0-FOIAE: 00000008
=T
[R7-FOEEAN0): | 00000000

T-IN-A LVYVOBHE-FELUEESEEELLT.

@ BET-F (SQL Server EEF & Windows EEF)(M)

SQL Server EEE OET

WIN-BGOTUVTEVIO¥Administrator (Administrator) SQL Server DEEBE(CIL. F-9A-
ALVTVICHTIESROTIEA
EHBYRT.

BIER(R)

Saadll
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(14). TA4>RXb=)LOEfHTT] BEICT. [1>AM=)L] ZO0UvIULFET,
™ saL Server 2019 ty+7v7 [m] X

1A= OERTT
{YAN-JLENS SQL Server 2019 DEEERELET.

AVAB=IL - SQL Server 2019 B4 VAM-)L FSERR T:
BEOER ——

‘El-l IF74¥3Y: Evaluation

1 IR ADER 77937 Install (REDEFTOT5L)

H-/-0ER - HERIVR-ZVb

oy A - A AN FH:

gl e Windows PowerShell 3.0 or higher
‘el Microsoft Visual C++ 2017 BfE#H Al g/(vr-Y
1VA-VDEERT SRER

AYA-IOEFHR 2] )
=T FT-IN-AIVIY $-ER
SQL 754 7Y MEE SDK
- AR IADER
AR5 A%&: MSSQLSERVER
4JA5 Y2 ID: MSSQLSERVER
=-1YAFVAID
SQL F-#A-2 IU%Y: MSSQL15.MSSQLSERVER
A A8 YA 747 R: C:¥Program Files¥Microsoft SQL Server¥
o ZEIYR-ZYA -k F4LIRY)
<

BRI O

| C:¥Program Files¥Microsoft SQL Server¥150¥Setup Bootstrap¥Log¥20220311_115852¥ConfigurationFile.ini

<E3(B) A VA=A ool

(15). =7 BEE(CT, RENETHRINTHDZEZHRLT FUD] Uy IU
ig-o

7 saL Server 2019 Py 7w T

=7
SQL Server 2019 QYA FEBERT LALR (HEOEFHIOISLESE).

A VAN -
BEOER
meEL- ) . , S
“19’”’“ 1@ saL Browser )

#-1(-0mEs @ saL515-

F-FR-A IV OER 1@ saL 754 Y REE SDK

sEER - @ SQL 751 FI/NEE

VAL OERET (@ 51 kP T HiB— File

AVAM-LOETRR

=T ##(D):

A A F=IAFET LELT.

b7y TR EERTAZ BROFECE T IER0:

H/EDT TP INORFSE:
C:¥Program Files¥Microsoft SQL Server¥150¥Setup Bootstrap¥Log¥20220311 115852¥Summary WIN-

BGOTUVTBVIO 20220311 115852.txt
S—
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AA—hAZa—&D, [SQL B —/\ B ~N*R—>v—] ZHEET, £X_-1
—® [SQL Sever ®rwv D —2a%] -> MSSQLSERVER @O0 ~1JL] &2V
w2 UERT,

& Sql Server Configuration Manager
TPUME  BfEA) BFRW  ALTH
L AN 1NEY
48 sOL Server ERVF-Uv— (0-7)1) EE

B satsevermy-£2 MSSQLSERVER ORI
4 s0L Server 2y b7- 72 (32 F9H B

v ﬂ SO Server Fy bI-J DR
= MSSQLSERVER m70RI))

(17). BXAZa2—0 [TCP/IP] ZHDVIYOL. A2FTFAMAZa—&D ALl =
BEIRUEX T,

!E Sql Server Configuration Manager
IrHE  #BiFRA) BRM ALTH
L AR NERES

48 sQL Server R VF-Sv- (D-11)1) JoraE
5 saL Server D#-E2 P —
4 sQL Server 2yh0-21E8 (32 b "Em
2 5QL Native Client 11.0 DS (32 E9b)
v~ J sl server 35h0-08E5
= MSSQLSERVER 07O
£ sQL Native Client 11.0 DiE5E

73§ [

ToNF4(R)
ALT(H)
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(18). £EAXAZa1—®d [SQL Server DY —EX] #0Uwv2oUL., BXZ1—®d [SQL
Server (MSSQLSERVER) | #ZH20Uwvw oL, [HBicg)| Z2xETUET,

% Sql Server Configuration Manager
TR #BiFA) FRNV) ALTH
e 7| H= H>»OO®

8 SOl Server BRYF-Sv— (-1
B sa Server DY-ER ) — =0
~H STy Ea—
2 5OL Native Client 11.0 D& (32 Fa ) %it 2::: ;’f’:ser zi n;;m;r R
v B SOl Server Ry h7-o08ER -

B MSSOLSERVER D70
% SQL Mative Client 11.0 DL

’E Sql Server Configuration Manager
TP BiFR) JRV  ALTH)
L AR IENET] 7 RECKOROR)

e A % WeER
B saL Severm¥#-£2 NSQL Server (MSS.. 3 NT Service¥MSSQL...

. S0L Server 3yh7-7HEM (32 Ky ) B NT AUTHORITY¥LO.
£ 5QL Native Client 11.0 DEER (32 EwN _ AL Server o # T Service¥S SER-"
1 sal Server 29h9-70 188 S Server T T e SasE
& MSSQLSERVER MO Ik EBE
SQL Native Client 11.0 DI L ey
2 fve Clien L8

FO/F4(R)
ALF(H)

BRENY-CRERELET.
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6. EI Server @1 > A b—)L [EI fl{E3]

6.1 EI Server D1 > XA =)L

(1).EI Server ®EA RN Windows Server 2012 R2 Mig&(E. [April 2014 update
rollup(KB2919355)] Z1 > XA —=JLUZFET,

(2).EI Server M1 > A b—S—(ei_server_nt64_enu.msi)ZFEAL. 1> X ~—)LZH
ALFET,

3).[Next]Z# oUW OUTA A=D1 —RZEHEDHF I, End-User License
Agreement B C(&. [I accept the terms in the license Agreement](CFTwvo

EANKT,

ﬁ ESET Inspect Server Setup

End-User License Agreement

Pleaze read the following license agreement carefully

Effective as of October 19, 2021.

IMPORTANT: Please read the terms and conditions of product
application set out below carefully prior to download, installation,
copy or use. THROUGH DOWNLOADING, INSTALLING,
COPYING OR USING THE SOFTWARE YOU ARE
EXPRESSING YOUR. CONSENT TO THESE TERMS AND
CONDITIONS AND YOU ACKNOWLEDGE PRIVACY
POLICY.

[«11 accept the terms in the License Agreement

Privacy Paolicy




ESET Inspect (V1.9) EAFEE

(4).Product improvement program & @ [Participate in product improvement
program]DF TV I (IMEETYI,
X EI OHEEL. RIBRICF TV IZ AN CEFATEET,
1 ESET Inspect Server Setup — X

Product improvement program

Please help improve the product.

Crash reports and anonymous telemetry data such as 05
version and type, ESET product version and other
product-specific information is being sent to ESET when
enabled.

Partidpate in product improvement program

Due to nature of telemetry the IP address of machine the
information is sent from is also collected.

Learn more

(5). Destination Folder BIEIC. FED1 > A S=ILIA IS ZIEBELET,

ﬁ ESET Inspect Server Setup

Destination Folder
Click Next to install to the default folder or dick Change to choose another

Install ESET Inspect Server to:

C:¥Program Files¥ESET¥Inspect Server¥

Change...
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(6). Sever connection EIE C. Web Console 3 KU Agent DiEHR— NMEIREA T U

ESE

ﬂ ESET Inspect Server Setup

Server connection

Please input Web Console and server ports

Web Console HTTPS port:
Web Console HTTP port:

Connectors port:

(7). Database connection BT, T —&FX—XDEHIERZANDUET,
@© BUFE MySQL ZHIA LTS DREE LR D F I, Database account D
Username (FI8Z 5-1(9) TER LIc 11— —1BHRZ AN ULET,

'ﬁ ESET Inspect Server Setup

Database connection

Please enter database settings

— % |

MySQL Sever &
TIAFIAZ 1 —h5iBIRT S

Database:
Database name:
Hostname:

Port:

Database account
Username:

Password:

| r
MySQL Server J/I/

|eidb

[localhost

3306
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@ KUTFIEMSSQLZFHBUIBEDEEIEERDET .

Database account @

Username (FIEZ 5-2(13) CTERR LT 1 —H —1BHR=ZE AN ULE T,

ﬂ ESET Inspect Server Setup =

Vall

Database connection

Please enter database settings

MS SQL Sever &
TIWAHIIAZ1—h58IRT D

r

Database: MS SQL Server

Database name: |eidb

Hostname: llocalhost

Port: {1433
Use Named Instance:

ODBC driver: ODBC Driver 17 for SQL Server

Database account

Username: ]sa

Password: ||noouonno

=

(8). Enterprise Inspect Usage BIEIC. JOJ7 1 )LR—ADKEZITVNET .
AFIETERUIEB(CKD. DT TA)L ROBERBENEDDET,

&5 ESET Inspect Server Setup

ESET Inspect Usage

To setup ESET Inspect, select which type of user best represents you.
This will pre-select various settings that are optimized for this use-case.

(O Security Operations Center with fully dedicated resources for EDR <

(® Security-focused IT Team with some time dedicated to EDR

(O IT Administrator with limited time

- EDRERAVY—R5mUI

TFIVUFAARL—S3 25—

- EDR [CH I EEDIHZEIK CENTES

TFIVUFAERDIT F—4A

- BEHIRSNTNS IT EEE

More information about ESET Inspect usage

Individual settings can be customized in the next steps or at any time in the product.

=

Cancel
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(9). Detection Rules HIHI C. 4 DDERELNLICEDWTBMICTDIL—ILZERL
F9, AFIETERUCABICED., EI 1R M=)LEICBIETEMICRDIL—ILA
ZHDFERT,

ﬁ ESET Inspect Server Setup

Detection Rules

Select which new ESET Inspect detection rules will be enabled after installation.

e Threat, Warning and Informational severity (recommeded for Security Operations
Centers)

(®) Threat and Warning severity {recommended for security-focused IT Teams)

O Threat severity {recommended for IT Administrators; only shows highly probable
threats)

SEBLVIEROEREZER LU TIREBIL—INZRIICT

Disable all detection rules {not recommended
© ( ) V‘ - R/

3

- BECEEDERERERLUTIRBIL-IVEBHICTS
The more severities are enabled, the more sensitively the
but will alsa generate significantly more detections. - BEOEXREZIIOREIN—IDHEEHICTS
Rules can be enabled or disabled at any time in the "Admin s IARTORBIL—ILEEHICTS

Mare information about rules and severities

the product.

(10). Data Collection BIEI Cld. EI TOFT—FWEA TS 3> =R ELET . AFIET:E
RUERBICKD., T—INT—IR-R(RFINDHERE/ELUE T, El TR
N3O0V —-DEREICHELET,

ﬁ ESET Inspect Server Setup

Data Collection

Select how much data should be collected from Endpoints and stored in the database.

Store all available data
() This creates a very large database and allows to retroactively investigate data that
was not identified as suspicious by the product.

Store most important data
(®) This stores all data related to processes but limits the collection of low-evel even - FIATRERIATDF—YERETS

suspicious ones.
- B 5 —
0O Store only data directly related to detections BROERRT —IERFID

This is recommended unless in-depth investigations beyond detections are required. - REBICEHIEEET 3F—YDIMREET S

More information about stored data
This setting can be changed at any time in the “Admin > Server Settings™ section of the
product.
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(11). Data Retention BEIE C(&. EI TOFT—~DFEFREZIEIRUET,
AFIET(E, BET—IDRLANILT—IDRFEHRRZRELE T,
XAGREF EL 1> A M—)LEICEHRELENTIETI,

#5 ESET Inspect Server Setup —

Data Retention

Select how long data should be stored in the database. The longer the period, the larger
the database will become before old data is purged.

Store detection for: 3 months

Store lowevel data for: 1 week

Low-evel data accounts for most of the database size and should be stored as briefly as
possible. When it is removed, it only limits detailed investigations of data that was not
identified as an suspicious by the product.

More information about stored data

This setting can be changed at any time in the "Admin > Server Settings” section of the

Back Cancel

product.

(12). Settings of ESET Protect BIEIC. EP D#E#tiGiRZ AN LUET,

ﬂ ESET Inspect Server Setup

Settings of ESET Protect

Please enter settings that will be used for connecting to ESET Protect

Data connection to ESET Protect

ESET Protect host address: I!

ESET Protect port for data connection: |2223

ESET Protect user: lAdministrator

ESET Protect password: ||

Connection to web console of ESET Protect

Protocol used: QOHrTP

ESET Protect port of web console: |443
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(13). Connecting to ESET Protect 51 7OJNWFRRESNFEIDT. [[FL] Z&ERUZE
a_o

LMAZN)

(14). Server Certificate BIE C. EI Server & EI Connector RID3E#: (C{EREI BiEAE
DEUSHEZIBRUET., CCTIEBIED [Get the certificate from ESET
Protect] Z3#ERUL. [RN\]1ZOVUvVIULET,

ﬂ ESET Inspect Server Setup

Server certificate

Get a certificate to secure the communication between Connector and Server

ESET Inspect needs a certificate to secure the communication between ESET Inspect
Connector and ESET Inspect Server

Select how to get the server certificate:

(®) Get the certificate from ESET Protect

(O Import the certificate from a file

More information Cancel
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(15). Server certificate BEIFE C. Fa1EM CTIEMK UIZEERAZE(I8E 4 4.2 TERR) Z#IR U
F 9, Certificate password (FEEBAE/EREF (CERTE UTIT/\AD— RZ AN ULET,
(Z(CUEHZE. ANDARE)

ﬁ ESET Inspect Server Setup

Server certificate

Get a certificate to secure the communication between Connector and Server

Select ESET Inspect Server certificate Create new certificate

CN=x3x.300¢. Xxx. xxx_Servers [BAE;C=1p;

Certificate password

More information Back

(16). Web console certificate EIFE C. EI Web Console TR 9 SFEEAZ Z&ER U
F9., CCTIEHEEE®D [Use the same certificate as for Agent/Server
communication] Z&ERLU. [AN]&ZTOJUv I UET,

ﬁ ESET Inspect Server Setup

Web console certificate

Get a certificate to enable HTTPS/SSL for the web console

ESET Inspect needs a certificate to enable HTTPS/S5L connection between ESET Inspect web
console and web browsers

Select how to get HTTPS/S5L certificate:
() Get the certificate from ESET Protect
_( Import the certificate from 2 file

(®) Use the same certificate as for Connector /Server communication

Additional HTTPS/55L certificate requirements:

- This certificate has to be signed using the SHA-2 algorithm (enable Advanced security in
ESET Protect = Server Settings > Connection)

- The Certification Authority used to sign the certificate has to be present in web browser
HTTPS/SSL certificates list

If these requirements are not met, a web browser wil display a warning when connecting to
ESET Inspect web console.

More information Back

451767
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(17). Ready to install ESET Inspect Server BEHEH C. [Install] Z0Uwvw 2O UZET,

ﬁ ESET Inspect Server Setup

Ready to install ESET Inspect Server

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

(18). 1> A b—JL5ETHIC [Finish] 20Uy oULET,

ﬁ ESET Inspect Server Setup

Completed the ESET Inspect Server
Setup Wizard

Click the Finish button to exit the Setup Wizard.
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7. EI Agent OB [EP I{E%E)
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GZEAA XD DEBIRINRE (LB UIEBS IR IONHINT I, BREMERD PC (C [EI
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(2). Windows!] 7r>— [1>AS—=5—D4F > 00— RZFE/z(E ESET Remote
Deployment Tool DfFERA] (CFTwvoIZAN. OAR—FK> hE&RUET,
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(4). [B—/)\—=RRX & (FEEY—/)—DIP7RLX)] C. EFa1UFTEEY—IL
DIRA b, F2lE IP7RLRZADUET,

A A =S5 — DR
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H—)t—R A FEEFET—/—DIPF ELZ) @

(5)R—bES [2222] PAHSNTVNDZEZHERLUET.

A A =S — DR

AHwzasi—F > ESET Management Agent

H— (=R FR(FERET—/—DPF ELR) @

LRN

2222

® EEIRE

(6). [EF7EEPAE] @ [ESET PROTECT iEBAZE] Z#IRL. FEBAENE LU\ & HEER
LET,
JIRATL—=REH/ELTVWDIHZAR. WEL/IATL—XZADULET,

A A = —DAFRL

HwoaAR— > ESET Management Agent

H— - PRERRT—/—OPFELR) @

® sttt
2222

® EFEEAE

o ESET PROTECTEERE

DAL LIRS

® ESET PROTECTIEERS

B e AT N

HRERATL-Z O




ESET Inspect (V1.9) EAFEE

. [ZOMDREZNDAINAX] Z#20Vw oL, FEEZHELET.
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A >AL—5— > ESET Endpoint Security + ESET Inspect Connector
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(3).FIEIOT 1 > B(C(E. [IEZE 6.1 EI Server D1 > X b—)L] OFIE 9 THRE UZAT
DEENBERRSNET . LR LFEHRDIERZERLU. [APPLYRY>ZTUYIL
ia_o

Select which new Enterprise Inspector detection rules will be enabled.

Threat, Warning and Informational severity (recommended for Security Operations Centers)
o Threat and Warning severity (recommended for security-focused IT teams)
Threat severity (recommended for IT administraters; only shows highly probable threats)

Disable all detection rules (not recommended)

More information about rules and severities
The more severities are enabled, the more sensitively the product will react to threats. It will also generate significantly more detections.

Rules can be enabled or disabled at any time in the Admin > Detection rules section of the product.

(4). AT OBEE T I(3HIE EIRI IV —T=238E UBEE THRINL—ILZERBIRE T Y . ((ER)

Enable rule learning mode

Learning mede automatically ¢reates exclusions to adapt Enterprise Inspector to your netwark for a certain time.

Any detection found while the learning mede is enabled is assumed to be a false pasitive, and a corresponding exclusion |

important Enable rule learning mode

If a real threat appears while the learning mode is enabled, it may be falsely excluded.
1 Choose a set of typical computers that are certain not to be infected

2 Enable learning made for a short time period Groups NAME (1)
3 Review the automatically created exclusicns and make sure they are correct

2~ [ All Computers
L.

Learning mode can be run periadically to update exclusions.

£ LOST+FOUND
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