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(FU&IC
ARE(CHTDIEROFIR
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MySQL D/\—==3> 7w [EI fIVEZ]
EI Server D/\—=3> 7w [EI fAlfE]
EI Connector d/\—=3> 77w [EP fAlfEzE]
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1. (XUSIC

O &Z(d. XDR (eXtended Detection and Response) [ESET Inspect| ZZF#MA(CR
DEESF@IST, IB/N—==3>h5 ESET Inspect V1.8AN\—=3>7vI%9 3
TCHODFINEE EIRDFT,

AREF, REEHRIFDOYV DT MO T 7 RGI\— RO T 7 OBRICEDS/ER SN TLE
9, VIRIDTTDIN=23>TyvIRECKD, BEABT LY T DT 7 (CE#S
NTVDHEBENRU BRI D TLDIHBENHDFET ., TABONER. TS
IRKEEITDZENHBDDFET,

O FAEACHITDEINILULTDOED T
BEFR IEXBTR
EI ESET Inspect

EEI Agent ESET Enterprise Inspector Agent

EI Connector ESET Inspect Connector
EP ESET PROTECT
ESMC ESET Security Management Center

EM Agent ESET Management Agent

EES ESET Endpoint Security

EEA ESET Endpoint 77>F D1 J)LX

ESSW ESET Server Security for Microsoft Windows Server
EFSW ESET File Security for Microsoft Windows Server
MSSQL Microsoft SQL Server

SSMS SQL Server Management Studio

O AFIEEO—EFTZ(FINTZEMTES., ER. WEIT DI EETORRERDT .
FEUFT,

ESET Enterprise Inspector &0 ESET Inspect (CEZINEE(CIRDFE U,
X EEI Agent (CDULVTHE ESET Inspect Connector [CRITIERE(CIADF U,
XTS5 % ESET Inspect (CEEERDFE U,

J\—==3> 8.0 IfETI(d. ESET Security Management Center (& ESET PROTECT
(CHBINEENTVET,

J\—==3> 8.0 BIBF T ESET File Security for Microsoft Windows Server (& ESET
Server Security for Microsoft Windows Server [CEZIINEEEINTLET,
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UTFosariiRE LT, EL IB/\—23 25 EIVLI.8 AN —=23>7y T I3BnT0
—PERRZEH U CHDET.

N—==>3>rPyvT N—=>3>F7vIHk
gi(Version) (Version)
H—)(— EI Server B/\—=3> 1.8
(Windows
Server 2019)

MySQL D& 8.0.25 8.0.30 LUp%

MSSQL D& MSSQL 2017 LA | MSSQL 2017 LAR

EFSW/ESSW 7.3 LAp% 9.0 BUf#

ESMC | ESMC/EP Server 7.2 LIB# 9.1 AP
/EP EFSW/ESSW 7.3 LABF 9.0 Bz
2JZ477> | EEI Agent/EI Connector [B/\—=3> 1.8

(Windows 10) EES/EEA 8.0 LAB% 9.1 LIB%

EM Agent 7.2 LIp% 9.1 BUf#

EEEE

N==3> 7y TEERIBDDENCUATOBRAZHEIZ L TVND I &R LTI ZE0,
WIZUCWRWEBHN S D5E(E. BT EHZBEIRIBECLTHSINN—>a>TFyvIE
EEBIBUTSEZ,

(1) EP V9.1 MEZFEAL TN E

(2) /BEUTUVBIHETEEM Agent VO.1 LIEEFIBL TN &

(3) BISAT> NEFRTIE EES/EEA VO.1 LIB§. ESSW V9.0 LIEEFIBLTVWS T &

(4) MSSQL ZZFIFADEE. [FIE4.2.2 MSSQL () \w 277w TEUE] B5(C SSMS % 1#
AHUZET,

% ESMC/EP & EM Agent. EES/EEA/EFSW D)X\—=3> 7w I (CDWTIZLTD
HiR— M= S IZE0N,
https://eset-support.canon-its.jp/faq/show/20808?site_domain=business
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3. \—=23>7vIJoFHEn
B/\=23>h\5 EI V1.8 A= 3>7y TZTSHRNIUTOED TY.

4, F—HINR=XD)\wo7vT [El flfez£] (P7)

- N\—=23>FPvITEEEMAET DEIC,. T—IR—ADN\YIPYITZBBUET .
4.1 EI Server DB —EX{=1E
4.2.1 MySQL ®/\w o 7w THUS
4.2.2 MSSQL @) \w 77w TEUS

5. T—HAIR-XD/)\—=3>7v T [EIl A¥EE] (P13)
FF—HIR—RADN—3A TV T ERELET .

5.1.1 MySQL oY —E=fE1E

5.1.2 MySQL D/\—=3> 7y

5.2.1 MSSQL O —E 2 4S1E

5.2.2 MSSQL D\—=3> 7w

6. EI Server ®/\—=3>77wvJ [EI Al{EZ] (P21)
- EI Server D)\—>3>7v I &REUEY,
6.1 EI Server D/)\—=3> 7w S

7. EI Connector ®/\—=3>77wv > [EPlWEE] (P30)

- BI5A4 7> NiiFERD EI Connector D)\—>3>7v I ZREBUET,
7.1 OS5A 7> NMIRZIICKB EI Connector D)\—=3> 7w S

p=3=E 3]

T —=AIR=ZAD)\Y IT v T =TI —BNICEl —/N\—DP—-EXZFELEEFET,
H—EXMBELELUTWDEIEOJDIRER TR EFEAN, D—EABBR(CEI T ->1
> MMERFLTWEOON EI B —/)\—(CXfESNFE T,

- EI V1.8 T(F MySQL D/\—= 3 > BHNEE(C/RDTzs. MySQL ZZFHIHDSERME
[FIC MySQL DI\—==3 > 7y TFIEEZEH LU TLET,




ESET Inspect (V1.8) A"D/\—=3> 7w FFgE

4, F—HINR—AD)\VvO 7wV [EI BI{EXE]

FF 4.2 I TEHSHFHADT —IR—XDIEFEIC L > T/\WwI77vw T DEL

BAENERDET,

4.1 EI Server DY —EX{EI1E
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(1). TWindows +—]+TRITI 7 AILEZEIEEL CHRITE BT 1> ROZERZEcmd]
EAAL. TOK] Z#OUYOUET,

7 I BEBELTET

=73 3T0730E. FERBTANT-PEFAVME, V5

= b Uy-22EAALTHS.

£3i(0] [emd
T05 A IEBESEC FManaT.

vl SZ(@).

(2). OX>RTJO>T bOBEmEICT, BUF (77) ~ () DigEZ4iTL MySQL )\ 277
v I EEISLET .
(77) [cd “C:¥Program Files¥MySQL¥MySQL Server 8.0¥bin"]&E A L. enter F+—

ZHUET,

f——

B EEE: C¥Windows¥systern32¥cmd.exe
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4.2.2 MSSQLDN\Y O 7Y

(1).B'F URL &D. SQL Server Management Studio 18 #45>0O—RU. B—/\
—ANAAR=)ILUTLIZEN,
<SQL Server Management Studio 4> 0O0— RY-o k>
https://docs.microsoft.com/ja-jp/sql/ssms
XA M—)Lig BEBHMNERSNIIGSEBEESHULET,

(2). [Microsoft SQL Server Management Studio18] =& ULFEJ,
X{HTEENT DIHFE. EENIALZBRBINMNDET,

(3). —/\—AD#EGEE C. U TOBDIEBRZHE U CHERIRY>Z2oUy IULE
ER
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Microsoft SQL Server Management Studio
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MSSQL Z{#FH L T EI Server Z#&E L CL\DH&(E. [6. EI Server M)\

—>3>7vT [ETAWEE] (SEATLIESUN,

5-1 MySQL oY —EXRF1E

(1). T'Windows F+—1 + [R] TI7AILEZIEE LU TEIT

[services.msc] &AL, TOK] #ZOUwOULET,

3 T NBEEELTET

Fyb UY-AEBEANLTIEN.

ETF2T0I50E. FERE AN - prR1AVE (V5

IOFATFEEEHET MY,

Foorull

Services.msc ~

EE(B)..

SEDITA 2 RDZHRE

(2). TMySQL80] H—EXRZEIRL., T—EXDELEZIUYIULFET.

% ¥-E2
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Q( Microsoft iSCSI Initiator Ser...
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Q Microsoft Software Shado...
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5-2 MySQLON—>3>7v>

(1). IMicrosoft Visual C++ 2015-2019 redistributable Package(x64)] 1> X k=)L
SNTULRWNEE(. BUIF URL KD O R, BRUA>AM=ILZFTTEET
<FEE0,
https://support.microsoft.com/ja-jp/help/2977003/the-latest-supported-visua

[-c-downloads

(2).2LF URL KD, MySQL - > X b—Z—(mysqgl-installer-community-8.0.xx.msi)
w#ADO— R BRKOCA A M=ILERIELUET,

https://dev.mysqgl.com/downloads/windows/installer/8.0.html

(3).Welcome back! BEET. [Next]ZzoUwIULFET,

[Z] MysaL Installer

n
MySQL. Installer Welcome Back!

Upgrading Community
Thank you for downloading and installing an updated MySQL Installer for Windows bundle.

4

With this wizard you will be able to identify and install any upgrades for installed packages.

Simply click Next when you are ready to proceed.

Cancel



https://support.microsoft.com/ja-jp/help/2977003/the-latest-supported-visual-c-downloads
https://support.microsoft.com/ja-jp/help/2977003/the-latest-supported-visual-c-downloads
https://dev.mysql.com/downloads/windows/installer/8.0.html
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(4).Select Products To Upgrade EIFE C. [Next]Z2oJUwv2OUET,

D MySQL Installer

b

AR
MySQL. Installer

Upgrading Community

Select Products To Upgrade

(5).Apply Updates [BEIFET.

Select Products To Upgrade

Using this wizard you will be able to update your installed products.

Upgradeable Products

Product

Architecture  Installed

Upgrade To

%] MySQL Server

Xe4 80.25 8031

Available Upgrades

Version

Published Changes

Cancel

[Execute]Zz0 w2 ULFET,

[ mysaL Installer

N

W\,
MySQL. Installer

Upgrading Community

Apply Updates

Apply Updates

The following products will be updated.

Upgrade
MySQL Server 8.0.31 (Upgradin...

Status Progress

Ready to Upgrade

Notes

Click [Execute] to update the following packages.

Cancel
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(6).Status ##H' [Complete] THDZEZHER L. [Next]Z2oUwIULET,

[Z] mysaL Installer

MySQLE. Installer Apply Updates

Upgrading Community
The following products will be updated.

Upgrade Status Progress Notes

Q MySQL Server 8.0.31 (Upgradin... Complete

Apply Updates

Show Details >

Cancel

(7).Product Configuration [EH C. Status /' [Ready to configure] EFrENiE5.

[Next]=OUw O ULZEYT,

D MySQL Installer

T

W\
MySQL. Installer Product Configuration

Upgrading Community
We'll now walk through a configuration wizard for each of the following products.

You can cancel at any point if you wish to leave this wizard without configuring all the
products.

Product -
MySQL Server 8031 Ready to configure

Product Configuration

Cancel
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(8).Authentication Method EIFE T. [Use Legacy Authentication Method(Retain
MySQL 5.x Compatibility)]Z:#iRU. [Next]ZzoUwOULZFRT.

= MySQL Installer

MySQL. Installer Authentication Method

MySQL Server 8.0.31 : o
O Use Strong Password Encryption for Authentication (RECOMMENDED)

MySQL 8 supports a new authentication based on improved stronger SHA256-based password
methods. It is recommended that all new MySQL Server installations use this method going

Authentication Method forivara:

connectors and clients which add support for this new 8.0 default authentication

Attention: This new authentication plugin on the server side requires new versions of
A (caching_sha2_password authentication).

Currently MySQL 8.0 Connectors and community drivers which use libmysqlclient 8.0 support
this new method. If clients and applications cannot be updated to support this new
authentication method, the MySQL 8.0 Server can be configured to use the legacy MySQL
Authentication Method below.

(® Use Legacy Authentication Method (Retain MySQL 5.x Compatibility)

following cases:

- If applications cannot be updated to u§le MySQL 8 enabled Connectors and drivers,
- For cases where re-compilation of an gkisting application is not feasible,
- An updated, language specific connedfor or driver is not yet available.

Security Guidance: When possible, we highly recommend taking needed steps towards
upgrading your applications, libraries, ajd database servers to the new stronger authentication.
This new method will significantly imprfjve your security,

_- Cancel

(9).Check and Upgrade Database EIFI C. [Skip system tables upgrade check and
process.(Not recommended)]|DF T v IHHNTWNDZ E&HER L. [Next]ZoU
vIUERT,

D MySQL Installer

\
MySQL. Installer Check and Upgrade Database

MySQL Server 8.0.31 To maintain data integrity following a server upgrade, MySQL Installer must check your database
and upgrade its system and data dictionary tables if necessary.

This upgrade process is performed by MySQL Server, without relying on the mysgl_upgrade
client. The server will be started, then the data dictionary and system tables will be checked and
upgraded automatically. After this process finishes, the server will be able to accept incoming
connections.

Check and Upgrade Database

I [] Skip system tables upgrade check and pracess. (Not recommended) I

Cancel
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(10).Server File Permissions & C. [Yes, grant full access to the user running the
Windows Service ~]Z&IRU. [Next]ZzoUwvoOULET,

[ MysaL Installer

MySQf. Installer Server File Permissions

MySQL Server 8.0.31 MySQL Installer can secure the server's data directory by updating the permissions of files and
folders located at:

C:\ProgramData\MySQL\MySQL Server 8.0\Data

Do you want MySQL Installer to update the server file permissions for you?

® Yes, grant full access to the user running the Windows Service (if applicable) and the
administrators group only. Othzr vcers aad grcups will not have access.

Server File Permissions

O VYes, but let me review and configure tiffe level of access.

O No, | will manage the permissions aftel the server configuration

(11).Apply Configuration EET. [Execute]Zz2Jwv O UET, EENETRESNDIDT
LIESL<FEET,

D MySQL Installer

L

W\
MySQL. Installer Apply Configuration
MySQL Server 8.0.31 Click [Execute] to apply the changes
Configuration Steps Log

O Updating permissions for the data folder and related server files
O Starting the server and upgrading system tables (may take a long time)
O Updating the Start menu link

y Configuration

< Back I Execute I Cancel I
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(12).Apply Configuration EMEC. [Finish]ZzoUwOUFET,

[T MysQL Installer

=

W\
MySQL. Installer Apply Configuration
T fi i

MySQL Server 8.0.31 ation has completed.
Log

& Updating permissions for the data folder and related server files
& Starting the server and upgrading system tables (may take a long time)

& Updating the Start menu link

Apply Configuration

The configuration for MySQL Server 8.0.31 was successful.
Click Finish to continue.

Finish

(13).Product Configuration EET. Status ##@h' [Configuration complete.| &7/2>T

WD &R L. [Next]Z2OUwvIULFET.

D MySQL Installer

T

W\,
MySQL. Installer Product Configuration

Upgrading Community
We'll now walk through a configuration wizard for each of the following products.

You can cancel at any point if you wish to leave this wizard without configuring all the
products.

Product
MySQL Server 8031 Configuration complete.

Product Configuration

Cancel
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(14).Finished BIE C. [Finish]22Uw 2 L. MySQL D/\—=3 > Py I &ETUET,
lj MySQL Installer

A
MySQL. Installer Finished
Upgrading Community

The Upgrade has completed. Please click Finish to close this wizard.

I Copy Log to Clipboard

Finished

Finish I

(15).MySQL Installer BIEC. ALD[X]ZoUwvoU. 1A b=S—ZHAUET,

[Z] mysaL installer - X

MySQL.

Installer @ ®

Product Version Architecture  Quick Action Add ...
MySQL Server 8.0.31 X64 Reconfigure Modify ...
Upgrade ...

Remove...

Catalog...
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(16). TWindows #+—1 + [R] TI7AILBAZIEL CEITSEBDIT1 > ROZHE
[appwiz.cpl] EAAU. [OK] ZDOUwWOUET,

3 I NBEEELTET

=] =TTa7075LE. itfif;_ﬁ(]ﬂlL‘;“—ﬁF#ﬂ:ﬂ bE. A 5-
= ey Y-ZEEAILTEE.

|appwiz.cpl|
IDFATFEBEFETIFRINZT.

ool ZE(B)..

(17). TMySQL Server 8.0] D/\—==3 > ER>TVWDZEZERLET,

] TOTFLE#EE

oGl > IO AR > FATOIVO-L KFIEE > TOYSLE#EE

ROl LG el TOISLOTPIA VA EE IS

;’BF‘MMEWW?AE TOFFLEFIAYAM-LT B, —ENSTOSFLEEALT [FAYARIL [EE]. T (58] 27U970L57.
SN

@ Windows DEEEOELE
e B2 - TUA-L EE (EE

£z - FITR 1YA=E ¥4X =3y

[®] Amazon Corretto & (x64) Amazon 2019/09/18 313MB 180222

") ESET Enterprise Inspector Agent ESET spol.sro. 2022/11/08 135MB 16.1766

2 )ESET Enterprise Inspector Server ESET, spol. s r.o. 2022/11/07 103 MB 16.1766

@ESET Management Agent ESET spol.sro. 2022/11/08 223MB  9.1.1298.0

@ESET Server Security ESET, spol. s r.o. 2022/11/07 221 MB 9.0.12013.1

) Microsoft Office Professional Plus 2016 - ja-jp Microsoft Corporation 2019/08/01 16.0.4266.1003

ﬁMicrosof‘t Visual C++ 2015-2019 Redistributable (x64).. Microsoft Corporation 2019/11/11 23.1MB 14.20.27508.1

ﬂMicrosoﬁ Visual C++ 2015-2019 Redistributable (x86).. Microsoft Corporation 2019/11/11 20.1MB  14.20.27508.1

il . .

MySQL Server 8.0 Oracle Corporation 2022/11/07 516 MB 8.0.31
%{] Grr/aRy v

mVMware Tools VMware, Inc. 2019/11/1 908 MB  11.0.0.14549434

o] Oracle Corporation s:5/(-J3v: 8031
K X 516 MB
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(18).C:¥ProgramData¥MySQL¥MySQL Server (JA\—=3 &S )¥my.ini 27+ A LT
T+ I THEFET,
% [ProgramDatal (FBLITAILS DI, [FRx] 9TLD BUIF7AIL] (CFT
wO%Z U CHRRSBTLIZE,

| ™ = | MySQL Server 8.0

hh  #E  BE

« v P « O-hl 74A%(C) > ProgramData > MySQL > MySQL Server 8.0 > ~|©) | MySQL Server 8.00#& %
4 h =g B
s 04u TOER
B FRIbT
¥ F9v0-F
&l REatvh
= EoFy

Data /03714 8:24 i i i
Uploads /03/14 824 74 TA T -
2 installer_config.xml /03/14 8:24 XML FFaAvE
&1 myini /03/14 8:24 BEFTE
= pC

@ FyhT-2

4 E0EER

(19).my.ini 771 JLRDLL FOREEEHDERZU TDLSICEEUE T, FIELURLEK
EETESEE U TLIESV. Fe. my.ini J7 AL ERET IR, FRIDITFIANT
T« AL Windows DAEIRMSNDI S« FZ=ERLUET,

] C¥temp¥myini - sakura 2.4.1.2849 O x
IrALF) REE) FRO BRSO U-MM B DAUEDW) ALTH)

D@ -Hid|oo|as|b?orsd s @nalb

P P - T - P T I T - T - P A

Other default tuning values< 2
My50L Server Instance GConfiguration Files

Generated by the My30L Server Instance Gonfizuration Wizards
ca

(a0
Installation Instructionse

«
(a0

On Linux you can copy this file to Jetc/my.cnf to set global options,«
mysol-data-dir/my.cnf to set server-specific options+

(Blocalstatedir® for this installation) or toe

“/.my.cnf to set user-specific options.«

o

On Windows, when My30L has been installed using MySOL Installer youe
should keep this file in the Programbata directory of wour servere
(e.g. Ci¥ProgramDataMySOLYMyE0L Server X.Y). To make sure the server«
reads the config file, use the startup option “--defaults-file”. «

OO ) O O e 00 R — O C0 00~ O O g C0 D —

i) S D i

—

1T 187 CRLF U+0023 UTF-8
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[my.ini]Z7-1JL
**F**% Group Replication Related *****

max_connections=300

*TJA4)L N TIEUTEREIEBOLR&HMNENZH. [mysqld]| oS 3 > DOREITIEZRE
LUEY,

wait_timeout=900

(20).my.ini ZRF LU CTFANIT 4 9= UET,
[Windows +—] + [Rl Z#TF. [J7AILE&EIEELTCEIT] 407700 T,
[services.msc] EAH L. [OK] Z0UwvOUET,

= IrLBEEBELTET X

= E=TI370M5LE. SEEETAS- PRI M. 125~
= Rk UY-ZEBEAALTEE.

& ﬁf[Q):I services, m5c|

£t SE@)..

(21).MySQL80 Z&ER L. [U—ERDBEH ] ZT' v ILFET,
MySQL80 B —EXDIRRENY, BT TH D EZMBLET,

& v-¥x gt o x
TME BEL ERY  ALTH
e |FECE BEI v o 0w
& H-ER(0-h o0 $-¥R @7l
MySQLE0 28 - B8 % 25—k T0ES
&k Microsoft (R) ZRFNTIEED. BHF.. E

T—_‘:Mﬂt‘_. \,C:{‘;M\crosoft Account Sign-in .. 1-T.. =& (RUH-B8)
3 = &k Microsoft App-V Client Man... =35
\,C;{‘;M\crosoft iSCS Initiator Ser.. 207 ES )
&} Microsoft Passport 1-#.. FE (M-
& Microsoft Passport Container 1D 7. =& (M-
G Microsoft Software Shadow...  il2... 5

»52: Netlogon 1-H.. 8 Local 5.
16k Network Connection Broker  Wind... =77 FE (MA-EM)  LocalS..
G} Network Connections Fyh... FE Local S...
».C:’: Network Connectivity Assist.. Ul .. EE (FUH-EH) Local 5.

XMySQL B —EXNEE (CHEES LRV IFE(E. my.ini DERANIE UV VHOVESR
LTLIEELY,
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6. EI Server D)\—>3>7v> [EI fl{E2]

6-1 EI Server D)\—>3>7v>

(1).EI Server V1.8 1> X h—=— (eei_server_nt64_ENU.msi) ZFERAL. 1>X
h—)LZRIELUET,

(2). Welcome to the ESET Inspect Server Setup Wizard EIE C. [Next]ZzoUw2oUL
ESE

ﬁ ESET Inspect Server Setup

Welcome to the ESET Inspect Server
Setup Wizard

The Setup Wizard will install ESET Inspect Server on your
computer. Click Next to continue or Cancel to exit the Setup
Wizard.

Version 1.8.2214.0 (64 bit)

(3).Sever connection EE T. Web Console 8K Agent DIFEHR— NMERMNA TSN
TWBZ E&MER L. [Next]Z=OUw O UET,

ﬁl ESET Inspect Server Setup

Server connection

Please input Web Console and server ports

Web Console HTTPS port:

Web Console HTTP port:

Connectors port:
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(4). Database connection BE T, T—49X—XADIEHIBHRNAII SN TUND C &=

U. [Next]’zOUwOUEYT,

ﬂ ESET Inspect Server Setup

Database connection

Please enter database settings

Database:
Database name:
Hostname:

Port:

MySQL Server

|enterpriseinspectordb

|localhost

|3306

Database account
Username:

Password:

|eei_server_user

“......O.l

Y

= (.

(5). Detection Rules BIEI T, 4 DDEARELANILICEDWTERICTDIL—)LEBIRUE
9. AFIETERUZABICKD., EIN=23> 7y TRICBEETENICRDIL—IL

NEDDFEY,

ﬁ ESET Inspect Server Setup

Detection Rules

Select which new ESET Inspect detection rules will be enabled after installation.

Centers)

®) Threat, Warning and Informational severity (recommeded for Security Operations

(®)Threat and Warning severity (recommended for security-focused IT Teams);

threats)

e Threat severity (recommended for IT Administrators; only shows highly probable

(") Disable all detection rules (not recommend

Mare information about rules and severitig]

but will also generate significantly mare de

Rules can be enabled or disabled at any ti
the product.

The mare severities are enabled, the mor]ze

]

- BRI/ EEBLVIEROEREZER U TREIL-IWVEBHICTS
- BRIEEEOEREZEAL TRIBIL-IILEZRTHCITS

- BRIDEXREZF ORI —-IVDHEEHICTS

c FARTOREIV—IVEEINICT D
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(6). Data Collection BIEI Cld. EI TOFT—HWNEA TS 3 > #ZH/ELE T AFIETIER
UTERBICKD, T—INFT—IR-AMREFNDHEERELUET ., El THRRS
Nn370tAVY —-DIEHRE(CHELUET,

ﬁ ESET Inspect Server Setup

Data Collection

Select how much data should be collected from Endpeints and stored in the database.

Store all available data

(®)This creates a very large database and allows to retroactively investigate data mat

was not identified as suspidous by the product. i
Store most important data

() This staores &ll data related to processes but limits the collection of lowevel events to

SUSpICious ones, —

O Store only data directly related to detections
This is recommended unless in-depth investigations be|

- FIATIEERINTDT —HERFIT D
- REEERT—YERFID

More information about stored data - RHUICEEEET 35 —YDMHREFIT S

This setting can be changed at any time in thgl "Admin > 4
product.

(7). Data Retention EIE Tl&. El TOFT—FDFRFAMIZEIRUE T AFIBETIE. &
F—IRLANILT—F DR ZRE LE T,
XAREFEIN=23 > 7Y TEICEREZLENTFETT,

ﬁ ESET Inspect Server Setup

Data Retention

Select how long data should be stored in the database, The longer the period, the larger
the database will become before old data is purged.

Store detection for: 1 year

Store lowevel data for: 1month

Low-evel data accounts for most of the datal§ase size and should be stored as briefly as
possible, When it is removed, it only limits detgiled investigations of data that was not
identified as an suspicious by the product.

More information about stored data

This setting can be changed at any time in the "Admin > Server Set§ngs” section of the
product,
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(8). Settings of ESET Security Management Center BIE C. EP ODIEHtIBIHRMNMA I =N
TWBZExMERL. [Next]2O UV O UET,

ﬁ ESET Inspect Server Setup

Settings of ESET Protect

Please enter settings that will be used for connecting to ESET Protect

Data connection to ESET Protect

ESET Protect host address: |192. 163, 254, 120|

ESET Protect port for data connection: |2223

ESET Protect user: I.ﬁ.dministl'ahar

ESET Protect password: || L LI L]

Connection to web console of ESET P

Protocol used: OHrTP

ESET Protect port of web console: |4‘43

(9). Connecting to ESET Security Management Center 5« 7O WK RESNDDT.
[FL] ZERUE T,

Lonmeciing (o E3ET Probed

LALLM
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(10). Server certificate HEET. [Use the current certificate or import from a file]
ZEIRL. [Next]ZzoUw O ULET,
ﬂ ESET Inspect Server Setup

Server certificate

Get a certificate to secure the communication between Connector and Server
ESET Inspect needs a certificate to secure the communication between ESET Inspect
Connector and ESET Inspect Server

Select how to get the server certificate:

(O Get the certificate from ESET Protect

(® ise the current certificate or import from a file:

More information

(11).  Server certificate EHEC.
"IV IOUET,
ﬁ ESET Inspect Server Setup

Server certificate

Import the server certificate from a file:

Server certificate |¥certs¥agents¥#.gent:erﬁﬁcate.pf’x Change...

Certificate password ||

Certification Authority |C:¥Prngram Files¥ESET¥Enterprise Ir Change...

Leave thigfield empty if the Certification Authority is
already present in the system's certificates store on
the com FSET Inspect Server

Mare information




ESET Inspect (V1.8) A"D/\—=3> 7w FFgE

(12).Web console certificate EIE C. [Use the current certificate or import from a
file]Z#RL. [Next]Z=oUw I UET,

ﬁ ESET Inspect Server Setup

Web console certificate

Get a certificate to enable HTTPS/SSL for the web console

ESET Inspect needs a certificate to enable HTTPS/SSL connection between ESET Inspect web
console and web browsers

Select how to get HTTPS/S5L certificate:
() Get the certificate from ESET Protect
(®) Use the current certificate or import from a file:

() Uze the same certificate as for Connector/Server communication

Additional HTTPS/S5L certificate requirements:

- This certificate has to be signed using the SHA-2 algorithm (enable Advanced security in
ESET Protect = Server Settings > Connection)

- The Certification Authority used to sign the certificate has to be present in web browser
HTTPS/S5L certificates list

If these requirements are not met, a web browser will display a warning when connecting to
ESET Inspect web console.

More information

(13).Web console certificate & C.
"ZOJ)vIOUET,

ﬂ ESET Inspect Server Setup

Web console certificate

Select a certificate to enable HTTPS/SSL connection for the web console

Import HTTPS/SSL certificate from a file:

HTTPS/SSL certificate |/er¥certs¥web¥AgentCertjﬁcate.pfx Change...

Certificate password H

More information
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(14).Ready to install ESET Enterprise Inspector Server BEC. [Installl Z20Uw 2o
LEI,

ﬁl ESET Inspect Server Setup

Ready to install ESET Inspect Server

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

' Install 3

(15).Completed the ESET Enterprise Inspector Server Setup Wizard EIE C. [Finish]
wUw2U. EI Server D)I\—=3> 7y I =ETUET,

ﬁ ESET Inspect Server Setup

Completed the ESET Inspect Server
Setup Wizard

Click the Finish button to exit the Setup Wizard.
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(16).[https://(EI Server ZEA Uz —/\—D IP 7 RL ) [C7IOTZALET,
EI Web Console (COJ1>9 3. 1—H—-%&&E/\XT—RZAHDL. [LOG IN|ZD
UwOUZET,

PROTECT & INSPECT

Log in

A EI_SERVER

Log into Domain

HELP &

Top 10 Unresolved ESET Inspect Detections Top 10 Unresolved ESET Endpoint DR

N data of this type No data of this type

ESET Inspect Detections ESET Endpoint Detections
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(18).EI 1 V1.8 (/> TWB T & &RRUET.

PROTECT & INSPECT

About

>y IFIEE

ESET Inspect, Version 1.8.2214.0 (Oct 30 2022 19:15:46)

npm version: 6.14.11
compiler: MSVC 19.28.29910.0

LWAToLNZaTo! N1 (ol KoL P N ST T a1 M o | WA T8 MM =l

Warning:

This program is protected by copyright and international treaties.
Copying or distributing without permission from ESET, spol. s r.o. by any
means, in part or in full, is strictly prohibited and will result in
prosecution to the full extent that these laws will allow internationally.
ESET, the ESET logo, ESET Smart Security, LiveGrid, LiveGrid logo,
SysInspector are either registered trademarks or trademarks of ESET,

spaol. s r.0. in the European Union and/or other countries. All other
trademarks are the property of their respective owners.

Protected by US Patent 8,943,592,
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7. EI Connector O/)\—>3>7wv>’ [EP fI{E%]
7-1 9547 > MIRIICELS EI Connector DI\—3>7 v
(1).https://(EP D IP 7 RL-X)/era (C772tAL. EP Web Console ([CEIREERDSD
27O hTO04>UFET,
[BAGE] Z&RUT. [OJ1>4al - 10942 )\ RAD—=R] =#AHU. [OT412>]
") IOUET,

PROTECT

oo—1>

| » smEERFAD> -

| & 29—k

’Jﬁ‘f/ > ERD



https://(ep/

m[EAEISa>
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2 ERDRBIZFEELET

5T ERICHTZHELFT

B ERDFAZEHLKT

BRI DTIFE INTDHYRYD

HRD [VIRDIDTTA2RA =)L) ZERUET

m[REIST>

ESET S1t>X:

B UIZ EI S22 RA72&#EIR

AAR=ILTDINwT—2

[URZ KU/ —2% A > X b—)L]7Z#ER

<)\ —=iEIR > - EI Connector V1.8 &3i&iR

(77U —>23>I> RI—Y
—ERFESED...]

FITVIZANTT

ARAB=IVIS A5

/AN

WHEIXEE (CHEN(CHBIEEE

FTw IR

(3).[NIB—DtEk 2Oy DO ULET,

BSA T bEZOERENELE. ST RUA-—TENLETH?

>

ror-ons | (IEEE
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(4). [FMR]Eo>3a>7T [OA>Ea—4F—DEMEEE[DIL—T0EMZT' )W U,
EI Connector Z/\—=>3> 7w I3 3W&KR=EERE. [OK]Z0oUvOUET,

@sED PROTECT

FuL U A —mem

FAG 3§ IA—RADAR

(5).[T1ZOUYIULFET,
PROTECT

LN RUF—omiEil
g > HUW SIS —HA0AT

Ty bo1T

JzEa—4-
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GEE I XD DEBIRRINDREB(CEBR U5 X IMRINT T,
PROTECT

QRA29147F

I'\ B 257922

(7). [O>Ea2—4—-]1LD¥KROOA>E1—F—"BRUC[ElEERR]-> [1>AM—
JUiBH 7 T4 —<3>]T [ESET Inspect Connector V1.8] (C/\—=3> 7w
NTWBZEZTHRLSIEEUN,

PROTECT
AEa—%— > | O3 & deskiop-9esj297

im= am R - N=a> B XMB] ISzt BHOFT N—2a>F
® #=F
@ oy

ESET Endpoint Security ESET, spol. s .. 9.1.2060.1 Bl

0 __ESETM figent ESET. spol. s 0.1.1203.0
— —

D GRIDIIT
ESET Inspect Cannector ESET, spol s 1822140

8 AVARESFTVr—.,
A T5-F

? =

& feheIER

== ]

METN—23>7vTERETTY.




