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XDR (eXtended Detection and Response)
ESET Inspect (V1.11)

BEAFIRE

% 1.0 hix
20234 10H 3 H
FV I IR—=TFT+4 202w )R




ESET Inspect (V1.11) EAFEE

FiTH

el

2023 10HA 3 H

HINRFEST




ESET Inspect (V1.11) EAFEE

RS
1.(FUsIC
2.2 AT LEH
3.BADHEN
4.FE/1%R [EP AIfEZE]
5.7 —HINR—=ADA > A ~—)L [El fIfE]
6.EI Server M- > X b—)L [EI flfEZ£]
7.EI Agent D/ER (EP RIWEZ]
8.EI Web Console DR [EI RIVFZ]
9.EI B A M5 ESET Endpoint &Gt
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1. [XUSIC

O &Z(d. XDR (eXtended Detection and Response)® [ESET Inspect] & FIF(C
RBBETFTMTOBAFIEEELRDFT,

AREF REEHRIFDOY DT b TV RGI\— BRI VDU T DIBIRICED SRR SN
TWEY. VI RITT7DI\=23>2 7y ITRELCKD, BENEEV T DTV (CHE
H SN TVDHEERUBINIELR D TVWBIHENSH D ET ., FLABDOAFE. KT
EIRLEEIT DI ENHDFET,

(U —/(—1R1T]

i N—=3>

Microsoft Windows Server 2019
MySQL 8.0.33 LAB#
Microsoft SQL Server 2019 LIp%
(ESET iR1R)
Kt N—==3>
ESET Inspect 1.1 1 AB%
ESET PROTECT 10. 1 BAB%

O AREBEACHSITDEINILUTOEOTY
=) IERRFR
El ESET Inspect

EI Connector ESET Inspect Connector

EP ESET PROTECT

ESMC ESET Security Management Center

EM Agent ESET Management Agent

MSSQL Microsoft SQL Server

AFIEEO—EEREIINTZHEMTES, B, BB I DT LEFTORRERDT ., £
CE9.

ESET Enterprise Inspector & D ESET Inspect (CRIMNIEE(CIRAD LU,
ESET Security Management Center (&/\—=>3> 8.0 LI T(&. ESET PROTECT (C

BITNEESNTNET,
XAFIEZ (X EP V10.1 ZfER U TR L TVWET .

4/ 67
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2. SATLEH
EIZ8ATBICHIED. UTOEHZINTHZLTVWDIRENSHDET,

2.1 EI Server EF

(1).EP V10.1 IENMBEA SN TLWDIREN DD FET,

(2). &R \— RO T VR/NEF ST ERDFET,
(MySQL]

I RIRA> MR 500 1000

Memory 4GB 4GB

Disk Size 566GB 1.1TB

Disk IOPS (*1) 1000 2000

CPU Cores 2 2

[MS SQL Sever]
I>RRA> MR
Memory

Disk Size

Disk IOPS (*1)
CPU Cores

(* 1) Disk Input Output per Second : 1#&=D (AUBTED [EFAH] & (5
FHAF+] DL

ERER

(). COMEIIEINEEHZRmIc T IZODIET T, SBINSDIEIENDaRENGDDFE T,
(b).7T 4 RORAR—ADETEIFE. T—FN 1 "BRREFESIN TV EWNSEHRICEDNT
OFE(ICIRDFET, N, BEETOEIDOTIAIL MEERD TULET,
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(3). 1 >R N—JLATRESR DR — b 0S &F—HIR—RFUTF ERDET

[H7R— bk OS]
H7K—h 0S F—*FOFv
Windows Server 2012 x64
Windows Server 2012 R2 (*1) x64
Windows Server 2016 x64
Windows Server 2019 x64
Windows Server 2022 X64
(*1)2014 F 4 AU YU —-XXDEFHITOT S s KB2919355 DEANNE

[—IR—X]

MySQL5.7.42 LAB%. ZF/z(E MySQL8.0.33 LABF

Microsoft SQL Server

Microsoft SQL Server2017

Microsoft SQL Server2019

Microsoft SQL Server2022

% Microsoft SQL Server Z{£FH 9 D&, RD ODBC RS- /\—D

WINMPIRETT,

- ODBC driver11 for SQL Server

- ODBC driver13 for SQL Server

- ODBC driver17 for SQL Server
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2.2 EI Connector E{F

(1).EI Connector Z#EB AT D051 7> hmk(Cld. ATFTDTOTS LA
BASNTWDIRENSDDET,

ESET Endpoint Security / 77>F 1)L V10.0.2045.1 DIf#

ESET Endpoint Security for OS X V 6.11.606.0 ARF

ESET Server Security for Microsoft Windows Server | V10.0.12010.0 A

ESET Server Security for Linux V9.1.98.0 LU

ESET Endpoint 77>F2J-JLX for Linux V9.1.11.0 LAfg

(2) ESET PROTECT V10.1 M TERBEN TV IHBEN G DET,

(3) 1> A b—)LEJRBIAD/R— b OS (FUATF &R FE T,
H7K—k 0S F—FFUFv
Windows Server 2012 x64
Windows Server 2012 R2 (*1) x64
Windows Server 2016 x64
Windows Server 2019 x64
Windows Server 2022 x64
Windows 10 version 21H1 LA x86/x64
Windows 11 version 21H2 L% x86/x64
Mac OS 10.15 (Catalina) x64
Mac OS 11 (Big Sur) x64
Mac OS 12 (Monterey) x64
Mac OS 13 (Ventura) x64
Red Hat Enterprise Linux 7.6 LIf& | x64

Red Hat Enterprise Linux 8 x64

Red Hat Enterprise Linux 9 x64
CentOS 7.6 Ak x64
Ubuntu 18.04 x64
Ubuntu 20.04 x64
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Ubuntu 22.04

x64

Debian 10 LA#

x64

Ubuntu 18.04

x64

SUSE Linux Enterprise Server 12

x64

SUSE Linux Enterprise Server 15

x64

SUSE Linux Enterprise Desktop 15

x64

Oracle Linux 2

x64

Amazon Linux 2

x64

Alma Linux 9.1

x64

Linux Mint 20

x64

Linux Mint 21.1

x64

(*1)2014 F£ 4 BU U —XDOEFH T OIS /s KB2919355 DERANNE
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2.3 SEARMIRESE

EIZ8ATBCHID. UTORNEZEMI D EZHERELET.

HE 1 ElOA > A M=ILIRROY—/)—(CFEE IP 7 RLAZKET D TR
LET,

HEEZ 2 @ Microsoft Windows Server (C(I&HTOEFHTOT S LAZBERIT D EZHERL
S

I3 EI D1 >R h—=)LIHRODY—)\—(C(& ESET Server Security for Microsoft
Windows Server X (& ESET Management Agent Zz-{ > A h—)L 3D &=
HELUFET,
(AABR=ILENTUVRWNE EI DA A R=ILTERVNGENTEVET)
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3. EADFEN

ESET Inspect ZEAWZZL (CHIED ., BAFEDRNUILLITOED T, w49 [2.2X
TS BIHERWICIZE, BAEEDORN. WERBRZHEZD L. EAFEZEDD
KICLTLEEN,

4. SHrifm [EP AWEE] (P11)
‘EI £ EP ZEBEETEILHICUTOERERBLET
4.1 BEREFIVUT 1 DEME
4.2 SEBAEDIERL
4.3 HEMREYE
4.4 1—Y—=771T> bRk

5. T—HIR=XDA > =)L [EI flfe%] (P19)

- MySQL 8 &F7z(& MSSQL Server2019 O > A =)L EXREULET,
5.1 MySQL8.0 1> XA h—)L
5.2 MSSQL Server2019 M- > X k=)L

6. EI Server 1 >X b—)L [EI @I¥E%] (P38)
- EI Server D1 > A M=)V EEEEEUET .
6.1 EI Server 1> X =)L

7. EI Agent 1> X ~—JL [EP filfEEE] (P47)

- EI SAEADEFIB LT, EI Connector D1 A M—=)LEEERBUET .
7.1 El 542 RADERK
7.2.1 O5A7> MMIRAD(CKD EI Connector D1 > b—)L
722 A=)NA2TAAR—=F—(CLKD—HFE A =)L

8. EI Web Console dO#:2 [EI AlfExE] (P61)

- EI Web Console AQOY A > HERERBLET .
8.1 EI Web Console DR

9. EI &AM ESET Endpoint EFRDHEELTE (P64)
- BEREFIVUTEESDD. EI ZLDHRNISEAVWEES EHICITONRER
WRUET,
9.1 HEERTEDENM
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4. Em#(E (EP fI{E%]
4-1 SERELFI1IVUSTr DEME
(1). https://(EP Server Z&8 A U= —)\—D IP 77 RL-X)/era (CT7IOTAULET,

UTFTOBEENRRRESNEITD T, [XXXXXXXXXXXX (CTPIOTRTD (ZLTEHDE
BA)l ZOUVOULET,

A

COEBR TR TSI —HMRESNFEBA

pE

ZZTld. ESET PROTECT D1 > X b—)LEF (TR LTzt U v sERREZFIAE L
TWaTze, BIRERE VO TAK(C LEOFREER N FRRENET, BEVDISTY
([CKD. RRABHERDFT.
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(2).EP Web Console (CBIREERDSH D 7HD> hcOJ1> UET,
[BAGE] #RUT [EPOJA>%] - [EPOJA )N ADT—R] ZAHU.
rag+a>1 #0J0v2oUET,

(es[) PROTECT

(3). [FFHl]->[RE]-> [ ]-> [BELTF 1 VT« (BREBNMVE) | 2BEL. [&REF]
I IUET,

EELREFIUT s mERNEE

SRS EENN B

PodF—t

HHRE

HAEIAX
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(4). TWindows &—] + [R] &#TF. [J7AILZ=EIBELTCEIT] 407700 T.
[services.mscl &AL, TOK] Z#OUwWOUET,

I I EREEELTER bt

) EA7370750&. SERBTANS- PRI M, V5~
= pyhy-AeEAALTREN.

EFIO); | Services.msc

o ]

(5). TESET PROTECT Server| Z&iRU. [U— EX0BE#H =TIV ILET,
PROTECT Server] H—EXDIREEN, EITHTHDCEEMERUET,

& vt o X
TrAME BIFA) E=RM  ALFH

e DECR HE »enw

& H-EXO-1) L H-ER @A

ESET PROTECT Server £8 - B 8B AF-tPT0EE 0dAy
-J.‘;;’;Encryptmq File System (EFS) " FE (M-S Local S..

-,‘3:)_; Enterprise App Managemen... I245.. Local 5.
C).ESETEl Agent Local S...

Q ESET Firewall Helper =17 Local 5.

{C).ESET HTTP Server

ESET PROTECT Server service,

ESET Rogue Detection Sensor ESET ..
{6 ESET Service ESET ..
-J.‘;:J; Extensible Authentication P.. IL3E.
-,‘;) Function Discovery Provider.. FDR.. =
-.‘.‘,:J Function Discovery Resourc... Z0J.. =7 FEh (MU -EE
&;?;Geo\ocation Service o 30
Q;Goog\e Chrome Elevation S... ES)
€ Google Update #-£7 (gup... Goo.. BE (BEES)
\‘,‘::)_:GDDQ‘E Update #-E7 (gup... Goo.. ES)
-J.‘;:J;Graph\csPervac =3
-,‘E:J_;Gmup Policy Client - 24T BE (FUF-EE)
-.‘.‘;:J_;Human Interface Device Ser.. ES =
CLHVIRN #-£7, =8 (M-
x_.“"é_; Hyper-V Data Exchange Ser... . 3 (MUA B
-&3 Hyper-V Guest Service Interf... “ FE (M-
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4.2 SEBAZE/ERX

(1).EP Web Console (CBOJ1>UZEY,
[BAGE] ZBRUT. [EPOJa>%&] - [EPOJA>2 )R D—R] Z#AH L.
ag«>] #z0J)voU%ET,

(€s[3) PROTECT
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(3).RDBED. FLUZI3aZOEEEBZANDL. [T12I0UYVIULET,
m[ER|EoO>3>

S

CTHRE > ERSOER

NKATL—X

N2 FokEE

RIE(fF)

1S 2

[t

- =

W TEME

&P BIEEDFE. FZ(FEBDEEZADLTIZE)
®m ESET Inspect H—)\—

KA EI H—/)\—DIP 7 RL R

FEEIC ] ZEATICERITETEA
NRAIL—X BIEEDFE., FIERDEEANLTSEZWL
KR T— KRR FE

tiEH EI 5—)\—®d IP 7 RL X _Server iEAZE

E3J—k P

METZ(FEPERTR BEBDFFE., FEFMEBDEZADLTIEES0)

R BMEMEDFRFR, FFMEBDEZADLTIEE)

HERER AL BEBEOFE. F(HMEREDEZANDLTIZSN

B3R E BMEMEDFRFR, FFMEBDEZADLTIEE)

BNHAR BMEMBEDFRFR, FFMEBDEZADLTIES)
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m[EXTISa>

SEBAZODERY

FHRE > HHBOMER

NARE Lptx I 7

RO/ RTL—X

m
B2k DR EIEET S

<PEHEER> BLEDRIER&EIRY 3
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4.3 1—Y—=F7hHO> MER
(1). [ZE]->[1—Y—]->[FREm]-> [FHFLunwo—hIL1—Y—-1&20Uv I ULET,

Fno—h)L1—H—

34— > EI_SERVER

a—4—

EI_SERVER

EL]

w"—haIN—F

NRADT— RFOHE
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(2).FrLVLWO—HLI—Y—]EmEIC, U TOBDOANDUET,
m[ER|EoO>3>
d1—Y— {51 : EI_SERVER
IR—LDIL—=T EBDFNT L — T =168TE
JXXD— R 8 XFU EDAERD/(XT— R
JNR D — BHEER BAR
THO> S Baxh
JINRD— REBENE )
B&#0J770 BEZ(HMERDE
K& BFTZ(HMERDIE
A—=)L7 RLX BFRZIHMERDIE
BiEES BEZ(HMERDIE

m[igER]|EO> 3>

FLwOo-HniLa-—+-—
3-4- > BSRVR

ARy FERATA T 1~ CHDYT TS,

ETIRLEE hd AT T2~ — "ELSERVER"(CHID L THNE LIe

A ESET Inspear—/ (—EBETE

2 EWEERb b

MRUERREy M
O BEFIER
7 e e PUE B B
BAA 2 I—T
o-nna1-—4—
nE

Uil Fedy ARk

ESET Inspect Administrator

EP (CABSN T EEBHERT W  TESET Inspect H—/\—1&R:&E ] ZIBELE
g_o

(2).[BT12OIUYIULET,
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5. T—HNR—ADA A M=)V [EI {il{E%]

FIFTEIRERT — IR — X (F. MySQL Hh* MSSQL Sever DL\T N ERDET,

MySQL ZFIFA9 31%5(& 5.1 MySQL8 D1 > A M—JL] Z=. MSSQL Sever ZFIFHT D
BE(E 5.2 MSSQL Server2019 D1 A M=)l ZEEL T IZEL,

5.1 MySQL8 D1 > A =)L

MySQL8 ZFIA T 35X TOFIRZ =R, [6.EI1 H—/)\—D1>A =)L) &

ToTLKIEEL,

(1).MySQL =8 A9 35 —/(—(C [Microsoft Visual C++ 2015 redistributable
Package(x64)] "1 > XA h—=JLENTLRWEEE. BUF URL K05 D> 00— R,
BrUPAM A =)L ZTTEFT,

https://learn.microsoft.com/ja-jp/cpp/windows/latest-supported-vc-

redist?view=msvc-170

(2).2LF URL &, MySQL -1 > X b—=—(mysgl-installer-community-8.0.xx.msi)
I O—-R BROA>A—=)LZMIELET,
https://dev.mysqgl.com/downloads/windows/installer/8.0.html

(3).Choosing a Setup Type EIE C[Server Only]Z:#&IRU[Next]|ZzoUw O ULET,

[Z] MysaL Installer

N
MySQL. Installer Choosing a Setup Type
Adding Community

Please select the Setup Type that suits your use case.

@ Server only Setup Type Description
Installs only the MySQL Server Installs only the MySQL Server. This type should
product be used when you want to deploy a MySQL
Server, but will not be developing MySQL
applications.

QO diient only

Installs only the MySQL Client
products, without a server,

O Full

Installs all included MySQL
products and features.

O Custom

Manually select the products that
should be installed on the
system.

Cancel



https://learn.microsoft.com/ja-jp/cpp/windows/latest-supported-vc-redist?view=msvc-170
https://learn.microsoft.com/ja-jp/cpp/windows/latest-supported-vc-redist?view=msvc-170
https://dev.mysql.com/downloads/windows/installer/8.0.html
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(4).Installation EE C[Product]h' MySQL Sever 8.0.33 LB Td 3 &, Status M
[Ready to Install] T2 &ZMER U [Execute]ZzoUw O ULET,

— x

Installer Installation

Adding Community
The following products will be installed.

Product Status Progress Notg
MySOL Server 8.0.34 Ready to Install

Installation

<

Click [Execute] to install the following packages.

< Back n Execute I Cancel

(5).Installation [EE CT[Product]h® MySQL Sever 8.0.33 LU TdrSd &, Status A
[Complete] THDZEZMHERU[Next]ZzoUw I ULET,

[E] mys0L Installer -

MySQL. Installer Installation
Adding Community

The following preducts will be installed.

Product Status Progress MNotes
@ |- | MysoL servers.024 Complete

Installation

Show Details =
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(6).Product Configuration EIE T Status ##5' [Ready to configure| EFRSNES.
[Next]ZzoOUw O ULZET,

=] MySOL Installer

MySQL. Installer Product Configuration
Adding Community

‘We'll now walk through a cenfiguration wizard for each of the following products.

fou can cancel at any point if you wish to leave this wizard without configuring all the
products,

Product Status

MySQL Server 8.0.34 Ready to configure
Product Cenfiguration

(7).Type and Networking IEHE T Config Type (C[Server Computer]Z:#iRUZE I,
TDMIBIEBDEE[Next]Z2T W I ULET,

[Z] mysQL Installer

MySQL. Installer Type and Networking
MySQL Server 8.0.34

Server Configuration Type

Choose the correct server configuration type for this MySQL Server installation. This setting will

Cenfig Type:

Connectivity

Use thefol\uwing controls to select how Jou would like to connect to this server.

] TCPAP Port: X Protacol Port

Open Windows Firewall ports for network access
] Named Pipe Pipe Mame: | MYSOL

[ Shared Memory Memory Name: | MYSCL

Advanced Configuration

Select the check box below to get additional configuration pages where you can set advanced
and legging options for this server instance.

[] Show Advanced and Logging Optiens
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(8).Authentication Method BEIHA'FRRxENFE I, [Use Legacy Authentication Method
(Retain MySQL 5.x Compatibility)]zZ:#R L. [Next]z2oJUw O ULET,

[Z] MysaL installer x

MySQL}. Installer Authentication Method

MySQL Server 8.0.34 .
(O Use Strong Passwerd Encryption for Authentication (RECOMMENDED)
MySQL 8 supports a new authentication based on improved stronger SHA236-based password
methods, Itis recommended that all new MySQL Server installations use this method going
forward.

Attention: This new authentication plugin on the server side requires new versions
A of connectors and clients which add support for this new 8.0 default authentication
(caching_sha2_password authentication).
Currently MySQL 8.0 Connectors and community drivers which use libmysglclient 8.0 support
this new method. If clients and applications cannot be updated to support this new
authentication method, the MySCL 8.0 Server can be configured to use the legacy MySQL
Authentication Method below.

(®) Use Legacy Authentication Method (Retain MySOL 5.x Compatibility)

Using the old My5QL 5.x legacy authentication method should enly be considered in the
following cases:

- If applications cannot be updated to use My50L 8 enabled Connectors and drivers,
- For cases where re-compilation of an existing application is not feasible.
- An updated, language specific connector or driver is not yet available.

Security Guidance: When possible, we highly recommend taking needed steps towards
upgrading your applications, libraries, and database servers to the new stronger authentication.
This new method will significantly improve your security,

Cancel
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Accounts and Roles EE T. MySQL h“#EAT B root /\AT— RZRE L. L\ T[Add
User|Zz2 w2 LET,

[Z] MysaL Installer

MySQL. Installer Accounts and Roles
MySQL Server 8.0.34

Root Account Password
Enter the password for the root account. Please remember to store this password in a secure
i

MySQL Root Password: |

Repeat Password: ‘

Passward strength: Strong

Accounts and Roles

MySQL User Accounts

Create MySQOL user accounts for your users and applications. Assign a role to the user that
consists of a set of privileges.

MySQOL User Name Host User Role I Add User I

Edit ser

MySQOL User Account

A 4
Please specify the user name, password, and database role,

User Name: |

Host: |<AII Hosts (%)=

Role: |DB Adrnin

Authentication: ® MySQL
My5S0L user credentials

Password: ||

Confirm Password: |

Password strength: Max

Cancel

MySQL User Account ¥ 7O T, UTFDEBDOASIULET,

User Name (EFROI1—Y—%%ZAN)

Host <All Hosts (%)>

Role DB Admin

Authentication MySQL

Password (ERD)\RXT— RZEAN)

Confirm Password (EEEB—D/\XDT—RZAN)

XARBEHECTAHDLEZ MySQL I1—H =712 hE)IRT—REAELTLSIZEL,
MySQL A—H5—77H1D> bE/KXRD— R(FIEE 6-1 (7) THEALET,
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(9).Accounts and Roles 5 7O (CRBDT. [Next]®2UwoIUEY,
(10).Windows Service BIH(IEIEMEDEFE. [Next]ZzoUwvIULFET,

[E] mysat Installer

MySQL. Installer Windows Service
MySQL Server 8.0.34 Configure MySOL Server as a Windows Service
Windows Service Details

Please specify a Windows Service name to be used for this My5S0L Server instance.
A unique name is required for each instance.

Windows Service Name: | MyS0LE0

Start the MySOL Server at System Startup

Run Windows Service as ...

The MyS0L Server needs to run under a given user account, Based on the security
requirements of your system you need to pick one of the options below.

(®) Standard System Account
Recommended for most scenarios.
() Custom User

An existing user account can be selected for advanced scenarios,

(11).Server File Permissions EHE C[Next]Zz2oUw O ULFE T,

[Z] MysQL Installer

MySQL. Installer Server File Permissions

rver 8.0.34 MySOL Installer can secure the server's data directory by updating the permissions of files and
folders located at:

C\ProgramData' MySQL\MySOL Server 8.0\Data
Do you want MySQOL Installer to update the server file permissions for you?

@ Yes, grant full access to the user running the Windows Service (if applicable) and the
administrators group only. Other users and groups will not have access,

() Yes, but let me review and configure the level of access,

(O Mo, | will manage the permissions after the server configuration.

Cancel
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(12).Apply Configuration B C[Execute]Z22Uw O LET ., EENRRESNDDT
UIEB<FEFET,

[Z] MysaL Installer

MySQL. Installer Apply Configuration
MySQL Server 8.0.34 Click [Execute] to apply the changes
) Configuration Steps  Log

O Writing configuration file
Updating Windows Firewall rules
Adjusting Windows service
Initializing database (may take a long time)

Updating permissions for the data folder and related server files

Applying security settings

Creating user accounts

o]
o]
@]
o]
O Starting the server
o]
@]
o]

Updating the Start menu link

< Back l Execute I Cancel |

(13).Apply Configuration EE T. [Finish]z2oJUw 2O UZE9,

[Z] MySQL Installer

G,
MySQL. Installer Apply Configuration

MySQL Server 8.0.34 The configuration operation has completed.
Configuration Steps  Log

& Writing configurstion file

Updating Windows Firewall rules

Adjusting Windows service

Initializing database (may take a long time)

Updating permissions for the data folder and related server files
Starting the server

Applying security settings

nfiguration
Creating user accounts

Qe Q@eaaeaa

Updating the Start menu link

The configuration for MySQOL Server 8.0.34 was successful.
Click Finish to centinue.
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(14).Product Configuration EHE € Configuration complete MFRZMHRE L. [Next]Z

DUYIUEY,

[Z] MysQL Installer

Product Configuration

Adding Community
We'll now walk through a configuration wizard for each of the following products.

“fou can cancel at any point if you wish te leave this wizard without configuring all the

products,

Status
Configuration complete,

Product
MySOL Server 8034

Product Configuration

Cancel

[Z] MysaL Installer

MySQL. Installer Installation Complete

Adding Community
The installation procedure has been completed.

Copy Log to Clipboard

Installation Complete
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(16).C:¥ProgramData¥MySQL¥MySQL Server (J\—=3>&FS)¥my.ini Z7F XX ML
T THEFET,
% [ProgramDatal (ZFRU I AILS DIz, [FRx] 9TED BBLUI7AIL] (CFT
v % L TERRSEBTLLIZE,

| = | MySQL Server 8.0
-l #5 £
«

v » PC » O-AL T4A7(C) » ProgramData » MySQL » MySQL Server8.0 »

&8 .
i 497 TR
W FA7hyT
¥ 59v0-F 2 installer_config.xml 2023/04/06 14:21 XML FFa4 -
= FFadvk

= E9Fv

Data 2023/04/06 1:21 I e TN -

Uploads 2023/04/06 14:21 I e TN -

o miyini 2023/04/06 14:21 EmEE

= PC

@ FuLI-7

4EDER
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(17).my.ini 771 )LD T DOEEEEDGERZU T DRI ICEEUFE T . FELUIRE
EMEFBRR L TLSIZE W, Few my.ini 7L ZRET DB, FAITDTFA RIS
« & (& Windows DX EWRUND IS« FZ2FEALET .
XFRIR(CKDUATOEENRGENHDFEITDOT. KRICIHC TBELTLZE0,

] C¥temp¥myini - sakura 2.4.1.2849 - O x
TR REE ERO BRES UMM BEO MYEIW ALTFH)

b rHAoo|an| BB esd v HoAalE

AP P - T - P T - T - T AT

Other default tuning values< 2
My50L Server Instance GConfiguration Files

ol

Generated by the MyS0L Server Instance Configuration Wizard«
e
(a0
Installation Instructionse

«

aa
On Linux you can copy this file to Jetc/my.cnf to set global options,«
mysol-data-dir/my.cnf to set server-specific options+

(@localstatedir® for this installation) or toe

“/.my.cnf to set user-specific optiong.«

o

On Windows, when My30L has been installed using MySOL Installer youe
should keep this file in the Programbata directory of wour servere
(e.g. Ci¥ProgramDataMySOLYMyE0L Server X.Y). To make sure the server«
reads the config file, use the startup option “--defaults-file”. «

N e D0 3 — DO CD 0~ O3 ET e £0 [ —

-

—
A

1T 187 CRLF U+0023 UTF-8

[my.ini]Z 7L
*** INNODB Specific options ***
slow-query-log=0 XHE(CSL TREZE S0

innodb_buffer_pool_size= (3¢1)
innodb_flush_log_at_trx_commit=0
innodb_log_file_size= (3%2)
open_files_limit=30000
innodb_redo_log_capacity=(3%3)
*F**% Group Replication Related *****
lower_case_table_names=1

max_connections=300

*ZTJA4) hTIIUTREEEHDSEESMNENZSD, [mysqld|Toc 3 > O&&ITICEZ
BEEUET,

event_scheduler=0ON

log_bin_trust_function_creators=1

thread_stack=256K

local_infile=1

disable-log-bin

wait_timeout=900
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(1) MySQL %= > X h—)LUTe—/\—DfE# RAM D 80% %X ELET . HlX
(X 16GB D RAM Z 883 2 —/\—TF 12G ZI_8ELF I . =/IMEF 1G.
B TIEELET.
(3%2) innodb_buffer_pool_size (3¢1) (CIETE ULTZMBED 50% (IMERBUTEET)
ZERELET,
(3¢3) innodb_buffer_pool_size (3¢1) (CIEEUEZIBELET,

(18). my.ini ZRF L TCTFRAMIT 4 59&HUET,
[Windows +—] + [Rl Z#TF., [J71ILZ&EIEELTCEITI 407700 T,
[services.msc] EAH L. [OK] Z0UwvOUET,

3 I NBEEELTET b

= ETI3T050E, SEEIANT-pRELA MR, V5~
= b VU-REEAALTHEEL.

£ Ef{g):l SErvices. m5c|

$ovtll E2E(B)..

(19). MySQL80 ZBIRL, [H—EXDEiE &= v I LET,
MySQL80 H—EXDIREEN', BT TH D EEHRLET.

& 4-£2 g o %

IrlE)  BfFa) ®ERYM  ALTH

e @EEd= HE > o0

SH-EAO-IW || o 4-¢R @)

MySQLED s - =W HE A-RyToRSE

R &) Microsoft (R) ZBFNTEEDL., .. =5

Z-LADEL 1) Microsoft Account Sign-in .. 1-.. E5 (M-
; oI Q;M\crosoftApp—VClient Man... 3

Gk Microsoft iSCS| Initiator Ser.. 207 E=1]

1k Microsoft Passport 1-H.. FE (M -E)

1k Microsoft Passport Container 1D F.. FE (M -E)

1k Microsoft Software Shadow... il1... 8

».C:“: Netlogen ES
1 Network Connection Broker .. =T EEB (FUH-E)
».C:?:Network Connections ES
&) Network Connectivity Assist... FE (MUA-2m)

XMySQL B — EXNIERE(CHBIES LRWVWEE(E. my.ini OFEERAE UUOHVEER
LTLIEELY,
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5.2 MSSQL Server2019 1 > XA =)L
MSSQL Sever2019 Standard I7« >3 >, £/=(3 Enterprise I5 >3 > %%
A9 38 EUTOFIEZRMEE, [6.EI H—)\—D1 > A M=)L1Z{T>TLEEL\,

(1). EI Sever #& A9 5H—/\—(C [Microsoft Visual C++ 2015 redistributable
Package(x64)] 1 > A h—JLNTULVRWNEE(F. BIF URL DA O—-RU
A2 AM=ILUET,

https://learn.microsoft.com/ja-jp/cpp/windows/latest-supported-vc-

redist?view=msvc-170

(2). ERDIHZATIC setup.exe ZEEE UEITUE T,

(3). TA>RAb—ILDEEEEVET | T [DRIL] ZERUA A R—)LERITUE
3_0

(4). ISQL Server 1 >R h=)LE>45—] BENFRRENES, EXZ1— [/ A b
=)L) #O0UvOULET,

% saL Server 1 YAb-JL Y-

T35 Lb N-FOITEYIRIITOEE

£l N-FIIFE UV IRIITOEHERTLET.

HIFFIR I t¥2UFCET I FFAY
-l t¥1UF4IBT IFF AV MERTRLET.

Y- P U2 J-F
_— b VY-RDEFERERRLET.

‘Ljix AT LERFIvN-

j SQL Server NEERICA VAN TEBLEDILIBEHNBINEINERETIV-ILEEBL
7.

u'v Data Migration Assistant (DMA) 05%0-F

Data Migration Assistant (DMA) EEET3ZET. 1 VAN )LEHD SQL Server J/M-F
YhES L. SQL Server 2019 [ZPY T I - FF IRTER3RICEEN HERS V21-EHELE
7.

L% AAR=NDONIT
AJAM- LB aRF 24 MERERT.

: :h SQL Server 2019 J1=)VA-/(- I3RSV TOEBFE
SQL Server 2019 J1-)lA-/(- 755V T ORE% S ELET IRHFESBLIES.

% P77 -FEF R4V
LIE0/(-230® SQL Server £'5 SQL Server 2019 TPy T L -FF 35 EERALEFFal
VrEETLEY.

Microsoft SQL Server 2019 E% SQL Server Migration Assistant (SSMA) M7 »0-F
SQL Server Migration Assistant (SSMA) [Z&Y. Oracle. SAP ASE. MySQL. DB2. Access
F-5N-AE SQL Server, Microsoft Azure SQL Database, Microsoft Azure SQL Data



https://learn.microsoft.com/ja-jp/cpp/windows/latest-supported-vc-redist?view=msvc-170
https://learn.microsoft.com/ja-jp/cpp/windows/latest-supported-vc-redist?view=msvc-170
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(6). [SQL Sever DFMAY> R77O>A > A b—)L@FKITIDh\ BIFOA>X ~—

JUICHERE

BN Z2O0UYIULET,

W saL server 1Y A= )L 1%

757
17A=N
AIFFIR
J-l
Y-

EePEV

Microsoft SQL Server 2019

] X

SQL Server DFRAT Y FTOY 4 JAM-ILEETT . BFOA VA ILICHEEEREN
i -FEEELT. 3E7525-F1F(C SQL Server 2019 1 VAL T34, BFD sQL
Server 2019 1 VA JAICHEEEE2NLET.

SQL Server Reporting Services 04 A=l

SQL Server Reporting Services B4 UAM-L ¥ 3EHOU IEBEL T DT IVO-F K-
EEBLET. SSRSEAVAMLT IR, 19—y EENBETT.

SQL Server EEY-ILOA YA

SQL Server Management Studio., SQL Server Command Line Utilities (SQLCMD & BCP)
. SQL Server PowerShell 70/(4 5~ SQL Server Profiler, 7=9/A-2 F1-Z4 PEI4
—EAYAR-AFIEHOVITERELTVIFVVO-F K-JEEHLET. Iho0U-ILES

JAN=NF IR, A /7-FMEENLETT.

SQL Server Data Tools 04 A=)l

SQL Server Data Tools (SSDT) &4 YA b= )L 30U 7EBELTNIFIVO-F RK-T&
EFLET. SSDT Tl Microsoft Azure SQL Database, SQL Server -9/~ IV,
Reporting Services, Analysis Services, Integration Services 233 370V17F YAFA %
M-hrEST. Visual Studio DR EERELTVET . SSDT &4 VAR-LFIIIE, 125-Fy
rMEENBETT.

LigiM/-/3V0 SQL Server s Py T 7L -F
- FEEELT. LEn/(-2320 SQL Server & SQL Server 2019 [Py 7 7L-FLET.
ZIEIVYOLTRAICTYT I -FIcEF oFF AV MERTTD

(7). 17090 hF—2Z2AN93 (B)] (CFzyvoEAN, TOFITRF—ZAHNLT
[RAN] DUy DO UET,

W sQL Server 2019 Y7y

Tk ¥-

AYAR-)LF SQL Server 2019 DIF( Y3V EEELET.

JO5Ik %~
SAUIAZE
J0-/100 =)y
Microsoft Update
REOEHIOJ54
tyb7y7 File D1 VRN
1A= -1
BREDER
‘-
‘EEsl-
AJAM-IDEEET
1AM NOETRR

=T

Microsoft Certificate of Authenticity ZZ&/(yT-JICEREN TS 25 XFOF-EANLT, SQL Server
2019 OZDA VAT YA BRI L TS\, ZX3. SQL Server DEEDIFT1Y3Y (Developer, Evaluation,
Express) #3EE T OTLETEXT. SQL Server AY54Y JyIICBESNTALIIC. Evaluation [Z(3 SQL Server
DBREHNBRES(EINTHY. 180 SROF BRI ETT V717 LENnET. Developer I7 13V [C3HHHE
BA B BXNIBER Evaluation LEILTIT A FEERRTOT-IN-2 7IT-v3VBREN CBYS(
YN EEINET. (VAN ENTVBIF1Y3YHERIDIT(Y3VIEPYTIV-F 3 3, IF1V3Y PyTT
U-F 91 -FERFLTGE .

O EBOIF(Y3VEEETIO:

Evaluation

@© 7057k - ANTH(E):

ZAN) >
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(8). SAEARKIEICARULET ] (CFTvIZAN. [IRN] Z0UvIULFET,
% saL Server 2019 vy b7y O X

122 A%ER
SQL Server 2019 B/ VAM-ILF BIER. ¥(20YIk YIMII7 S{EVARRLAETILELSBYET.

JO5Tk 4-
S4tvAZHE
7a-400 -Jl MICROSOFT SQL SERVER 2019 EVALUATION
Microsoft Update
U A OOUTk VORI S LR R (T, RS TURRHENET) 12, BB
sy File D4Rl Microsoft Corporation (F7z| 3B FHEOFFTEHRI FJIFU?EF*E])?E??E LI r?'fﬁﬂb’?tﬂ tlz\
L&) SOERFPERRL £ . AT EERR BRSSO B B ARBII, LITDF
AVAN=N = AR T 2 27 B LT EDU TR D s RS N7 47 (WTFEBHL T Db 9271 &
BEQER LWWET) IDERENET, Fe, S5 £ RERBIIEY T V7| ET S FicY 20V
wElL-L DGl ChEFRSNALODELET .

AEERL-
AVAM-NOEEET
AYA-NDETHT . BMUTRIIT
=T

7 A 20V 2 FEEERY 2 7 S o AEKE

o EMIAISL

SAEYAERBEERICAELET (A

SQL Server Tif. HEOSEMLEENLLT, 1VAMLEFCET3ERL. ROERKRELFI04-VU2
DF-5E Microsoft [SEELXT. T-FRBETS (V- EELETIEAL. (VA RIZIOBRROREES
BICFIAELTEL EXaAVh BTECESL.

ol

[Microsoft Update ZFI|A U CEH OIS LEERIT D] (CFTvIEAN. IR
N Z0UwOULET,

® sQL Server 2019 7y 7

Microsoft Update
Microsoft Update 2R LTEEREF J0/SLERETS

Jo57h %~ Microsoft Update (3. Windows & SQL Server 2019 228 (EH'D Microsoft Y IMIIP D FaVF1EFT
FMEVAEE OD75L v DEEREF J0/5LERELET. EF 0754 EHEFEEET I\ Microsoft

Jo-100 =) Update Web #4 MNcPIALTRBIBILATERT.
Llmemmifl i I [ Microsoft Update EEELTEH/0I5LERETS (BDM)
=EOEFHIOI54

£yRT7 File D4 YAR-Il ierese”s Lpcate B FAG

AVAR=I -1l : :

BEOER

me)l -

wEEml-)

{A-NDERET

(YA DEFHR

=7
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(10). TH#EEEIR] BHEIICT, [7—IXR-XXI>Z>HP—EX] & [SQLIZA 7> bk
1Rt SDK] (CFTwOZAN [IRN] Z0 v DO ULFET,

8 sQL Server 2019 try +7 v

WEEDRER
AJAM-I T3 Evaluation MEETERLET.

1A= -
R SRLTIN?  Web A5F9V0-F3
BEOER © Reporting Services EHRLTIN?  Web o

‘el REF): BEORS:
—

(ATIADR . SQL Server 1 Y25 JADA A5 /AN, &
$-/(-0R= M 7-9R-2 IV 4-E€2 ELL A (80 SQL Server 1 V25 VAL 3R
FT-IN-AIVIVDEE [ sQt Server LTUT-3y RSN TLIAT. SQL Server DIEAD1 Y ATV

mEsEsL-) [J Machine Learning Services 5&U S BN E R ERE LS E L IR-2 VMNP

1IA-NOER/ET 1JAM=NEdH:

1IAM-NDRITRR Windows PowerShell 3.0 or higher

=7 WL DIOUIEES TR O PEUE-I R B

[[] Data Quality Services BERT (AT ER(D)

[ ##5-5 7 PolyBase JI!) #-£2
[T1 HOFS 7=5 V-2 Java 3375

F547 C: 1003 MB AT, 46652 MB (B =& ‘

INTER(A) FATERER(Y)

AIRZIR W=k F4LTMIR): C:¥Program Files¥Microsoft SQL Server¥
=F|eET LIS, VC:lProgmm Files¥Microsoft SQL Server¥

EFRETVIN (x86)(X): C:¥Program Files (x86)¥Microsoft SQL Server¥

ol

(11). TA>RHZADERK] BE(CCEIEBDERE RN 20Uy IUET,

1 saL server 2019 FybFPyT

1YAFIADMEEL
SQL Server {YASYADEMBEUAYAF YA ID EWELET. 4YRFVA ID & AVAR-) (RO—H(BYET.

AJAM=N NN ® EE0/YA5JAD)

—r O &RAE(VATYA(A: | MSSQLSERVER
®eElL-I

1VAF AN
$-/(-0ma
F-IA-R 15O
L
1JAM-NDERBET SQL Server FALIM: C:¥Program Files¥Microsoft SQL Server¥MSSQL15.MSSQLSERVER
1VAM-LDETKER

ET

AYAFYA D(): [MSSQLSERVER

A2AM-NFEHBDAIATIAL):

1V2A5I2% {YA5JA 1D IF{yay K=3y

< E3B) el
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(12). 9—=)\—Dt8pk] BE(CTBIEEDEE IRN] 20Uy IULET,
% SQL Server 2019 y+7yT (] X

Y-K-0RERK
$-€2 PHOVNRAMFORREEELLT.

A= = Y-EAPNIVN BREE
BAEOER
BEL-
{IAGIANER $-£2 THIINE K29-F 25-h7yTDES
Y- /(-0 NT Service¥SQLSERVER... E
F-IR-2 IYIY DB [sQL Server 7-5R-2 IYIY NT Service¥MSSQLSERV... | =% |
s SQL Server Browser |NT AUTHORITY¥LOCAL ... | |=m v]
(VAN ERRT .
1IAM-LOEFHR [JsQL Server 7=9A-2 Iy $-EAINYI-L XUTFTIR FATERTIDREELTSTIG)
%7 IOSER -5 R-IDRROBRNERBRTIL LTI N ORBNELERRH LET. TNk
YEIRENSEIYFYY CPIEARET T 510, BROBROGHITEES YT,
%t'gl‘:"" ‘Ef!; ™ 2

£ SQL Server $-ERIZFI4 OF NIV IMEBRTIILES BHLET (M)

cxom -

(13). [F—AHR—T>T>0E/k] BEICT. DEAE—R] &R, sa/(XDJ—R

ZEE. [REDI—Y—ZEBM] 20Uy IU. IRN] 20Uy IULFET,

% SOL Server 2019 tw k7w O X

F-HN-2A IVIVDHR

F-9A-R IyIOEFTF1YT1 T-F. EBE. T-F F1LIHU. TempDB. #7I1E OB ABE. AT O#IE. Filestream
DBEEEEELRY.

AR =) Y-I-D@E -4 F4LIM) TempDB MaxDOP XEU  FILESTREAM
‘E0ER
el
AYAFIADER FTE-F

H-I-0Ea

F-IR-2 LI DR

mEEm-

1IAM-ILDERTET SQL Server D YATLERE (sa) FHIVMDIAT-FEEELET.

2RV A A0-FOIAE: 00000008
=T
[R7-FOEEAN0): | 00000000

T-IN-A LVYVOBHE-FELUEESEEELLT.

® B&T-F (SQL Server EEE & Windows EEE)(M)

SQL Server EEE OET

EAdministrator (Administrator) SQL Server DEEBE(CIL. F-9A-
ALVTVICHTIESROTIEA
EHBYRT.

BIER(R)

Saadll




(14).
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> A —=)LO#EETT ] BEICT, [1>XA =)Ll 20Uy IULET,

™ saL Server 2019 ty+7v7

1A= OERTT
{YAN-JLENS SQL Server 2019 DEEERELET.

[m] X

AN -1
BMENER

meEL-I
AI25IADES
pariell 4
F-IN-A IVIVDER
s
1VAM-IDEERT
1AM OETRR
=T

SQL Server 2019 ZA VAR TIER/ET:

= BE
IF74¥3Y: Evaluation
77937 Install (REDEFTOT5L)
HSEZIVH-FVb
- A AN FH:
Windows PowerShell 3.0 or higher
Microsoft Visual C++ 2017 BfE#H Al g/(vr-Y
SRER
- BRE
F-IN-ZAIVIY $-ER
SQL 754 7V hE# SDK
- A IRV ANE’ER
A Y5 A%&: MSSQLSERVER
AR5 ID: MSSQLSERVER
= 1JAFJAID
SQL F-#A-2 IU%Y: MSSQL15.MSSQLSERVER
A A8 YA 747 R: C:¥Program Files¥Microsoft SQL Server¥
= EHIVR-RYE -k F4L7R)

<

BRI O

| C:¥Program Files¥Microsoft SQL Server¥150¥Setup Bootstrap¥Log¥20220311_115852¥ConfigurationFile.ini

<E3(B) A VA=A ool

(15).
*7,

(5571 BEICT, RENETHRINTHDZ L2 RLT U3 Uy IU

7 saL Server 2019 Py 7w T

=T

SQL Server 2019 D1 VAM-NHFERICRT LELE (RREOEF IOT5LEST).

A2AM=N =)
mEOER

mEEl- )
AIATIADES
i 14
F-FR-A IVIVOER
Lo g
AJAM-LOERTET
AV A-NDETRR

=T

b7y TR EERTAZ BROFECE T IER0:
K

1@ sQL Browser

1@ saL 515-

1@ saL 754 Y REE SDK
1@ saL 754 7Y NEE
@+ kP T HE—h File

E®(0):
A A =LAFET LELTZ.

BEQT I ORFR:

G m Files¥Microsoft SQL Server¥150¥Setup Bootstrap¥Log¥20220311 115852¥Summary WIN-
BC 20220311 115852t
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(16). RF—hAXZa1—&D., [SQL Server 2019 B ~NR—>v—X% ] ZHEET,
AEAXZ1—d [SQL Sever xv NDJ—2#8pk ] -> MSSQLSERVER 700 ~1)L] %

DIvIUEY,
X7 TV —232&EFA A R=)LUIET —IR—ADERICHHER TS,

E Sql Server Configuration Manager
T7ME BER) BTV ALTH)
ez

48 sQL Server EAYE-S4- (0-11l) EE

[ saL server 0¥ -£2 -
RS N ST EETS I
2ts Hodialies LIBT3 7
&= MSSQLSERVER (070

B 5QL Native Client 11.0 DR

(17). BAZa2—0 [TCP/IP] ZHBO0YUYIL. OA>TFIAMAZ2—LD [BHL] =

BEIRUE T,

[ Sql Server Configuration Manager
TPMD  BEA FFW ALTE)
e 25
48 SQL Server BEYA-Sv— (0-Dl) Jorane
B saL sever 0¥-£2 e p—
1 SQL Server FyR7-7888 (32 €51 A
8 QL Native Client 11.0 DR (2291
v { sl Server ¥y I-70EM HAHLE)

- MSSQLSERVER 07ORIN au)
& 5QL Native Client 11.0 DI

JONF4R)

ALT(H)
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(18). EX=1—® [SQL Server DH—EX] #HUwHL. AX=1—0 [SQL
Server (MSSQLSERVER) | #z520Uwv 2oL, [BiE#] ZFTU%E9,

% Sql Server Configuration Manager
TR #BiFA) FRNV) ALTH
e 7| H= H>»OO®

8 SOl Server BRYF-Sv— (-1
B sa Server DY-ER ) — =0
~H STy Ea—
2 5OL Native Client 11.0 D& (32 Fa ) %it 2::: ;’f’:ser zi n;;m;r R
v B SOl Server Ry h7-o08ER -

B MSSOLSERVER D70
% SQL Mative Client 11.0 DL

’E Sql Server Configuration Manager
TP BiFR) JRV  ALTH)
L AR IENET] 7 RECKOROR)

e A % WeER
B saL Severm¥#-£2 NSQL Server (MSS.. 3 NT Service¥MSSQL...

. S0L Server 3yh7-7HEM (32 Ky ) B NT AUTHORITY¥LO.
£ 5QL Native Client 11.0 DEER (32 EwN _ AL Server o # T Service¥S SER-"
1 sal Server 29h9-70 188 S Server T T e SasE
& MSSQLSERVER MO Ik EBE
SQL Native Client 11.0 DI L ey
2 fve Clien L8

FO/F4(R)
ALF(H)

BRENY-CRERELET.
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6. EI Server 1 > X M=)l [EI {il{E%£]

6.1 EI Server M1 > X =)L EI Server ®EAXIERN Windows Server 2012 R2 @D
HZ&a(E. [April 2014 update rollup(KB2919355)] Z#1 > A ~—)LUZET,

(2).EI Server M1 > A b—=—(ei_server_nt64_enu.msi)ZFEAL. 1> X ~—)LZH
ébig_o

3).[Next]Z# U OUTA A=D1 —RZEHEDHF I, End-User License
Agreement EIE CI(&. [I accept the terms in the license Agreement](CF T w2

ZEANET,

ﬁ ESET Inspect Server Setup

End-User License Agreement

Please read the following license agreement carefully

Effective as of October 19, 2021.

IMPORTANT: Please read the terms and conditions of product
application set out below carefully prior to download, installation,
copy or use. THROUGH DOWNLOADING, INSTALLING,
COPYING OR USING THE SOFTWARE YOU ARE
EXPRESSING YOUR. CONSENT TO THESE TERMS AND
CONDITIONS AND YOU ACKENOWLEDGE PRIVACY
POLICY.

[+]1 accept the terms in the License Agreement

Privacy Policy
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(4).Product improvement program [& [ @ [Participate in product improvement
program]DF T v I (FEETI,
X EI OEEE. RIBEBEICF TV IZANRLS CEFATEET,
1 ESET Inspect Server Setup — X

Product improvement program

Please help improve the product.

Crash reports and anonymous telemetry data such as 05
version and type, ESET product version and other
product-specific information is being sent to ESET when
enabled.

Partidpate in product improvement program

Due to nature of telemetry the IP address of machine the
information is sent from is also collected.

Learn more

(5). Destination Folder BIEI T, 2D > XA h—=ILI AT ZIEELET,

ﬁ ESET Inspect Server Setup

Destination Folder
Click Next to install to the default folder or dick Change to choose another

Install ESET Inspect Server to:

C:¥Program Files¥ESET¥Inspect Server¥

Change...
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(6). Sever connection EIE C. Web Console 3 KU Agent DiEHR— NEERE AT U

ia_o

ﬂ ESET Inspect Server Setup

Server connection

Please input Web Console and server ports

Web Console HTTPS port:
Web Console HTTP port:

Connectors port:

(7). Database connection BIEIC. T —9X—XDEFIERZANDUET,
@ BT MySQL ZFIRAUEISEDRTEIEE/RDFE I, Database account @
Username (FIEZ 5-1(9) TERR LTz 1 —H —1BHRE AN ULET,

'ﬁ ESET Inspect Server Setup

Database connection

Please enter database settings

— % |

MySQL Sever &
TIWHFIAZ1—h5i8IRT D

Database:
Database name:
Hostname:

Port:

Database account
Username:

Password:

| r
MySQL Server J/I/

|eidb

[localhost

3306
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@ BAITFEMSSQL Z#FAUEBEDREME /RN E T, Database account D
Username (FI8Z 5-2(13) CTERR LT 11— — 188 E AN UE T,

all

ﬁ ESET Inspect Server Setup =

Database connection

Please enter database settings TIWAHIIAZ1—h58IRT D

MS SQL Sever &

Database: MS SQL Server

Database name: |eidb

Hostname: Ilocalhost

Port: ‘ 1433
Use Named Instance:

ODBC driver: ODBC Driver 17 for SQL Server

Database account

Username: ]sa

Password: ”oooooooooooo

T

(8). Enterprise Inspect Usage BIE C. JOJ 7 1I)ILR—ADKEEITLET,
AFIETERUIEEB(CKD. DT T A)L MOBRIENEDDET,

&5 ESET Inspect Server Setup

ESET Inspect Usage

To setup ESET Inspect, select which type of user best represents you.
This will pre-select various settings that are optimized for this use-case.

(O Security Operations Center with fully dedicated resources for EDR <

(® Security-focused IT Team with some time dedicated to EDR

(O IT Administrator with limited time

More information about ESET Inspect usage

- EDRERAVY -5 U
TFIVUFAARL -3 25—

- EDR [CH D EEDIHZEIK CENTES
TFIVUTAERDIT F—A

- REHIRSNTNWS IT EEE

Individual settings can be customized in the next steps or at any time in the product.

=

Cancel
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(9). Detection Rules BIHEIC. 4 DDEKRELANILICEDWTEMICTDIL—ILZERL
F9, AFIETERUZABICED. EI 12X h—=)LEICBIETEMNICRDIL—ILN
ZHDET,

ﬁ ESET Inspect Server Setup

Detection Rules

Select which new ESET Inspect detection rules will be enabled atter installation.

0 Threat, Warning and Informational severity {recommeded for Security Operations
Centers)

(®) Threat and Warning severity (recommended for security-focused IT Teams)

0 Thhreat geverity (recommended for IT Administrators; only shows highly probable
reats

(") Disable all detection rules (not recommended)

‘\J - BRI/ BESLUBROEREZERALUTRBIL—ILZBHCT
)
The more severities are enabled, the more sensitively the produ
but will also generate significantly more detections. - BREESDEXREZFERAUTREBIL-IIVEBIICTS
Rules can be enabled or disabled at any time in the "Admin = De - BRIOEAEEZFOBREIL—INOHEEHICTS
the product.
s INRTORBIL—ILEESNCT S

More information about rules and severities

(10). Data Collection BIEIC(d. EI TOFT—FWREA TS 3> =R ELET . AFIET:E
RUERBICKD., T—INFT—IR-RRFETNDHERE/ELUET . El TR
N3O0V —DEREICHELET,

ﬁ ESET Inspect Server Setup

Data Collection

Select how much data should be collected from Endpoints and stored in the database.

Store all available data
(") This creates a very large database and allows to retroactively investigate data that
was not identified as suspicious by the product.

Store most important data
(®) This stores all data related to processes but limits the collection of low-evel even . FIATRERIATDF—YERETS

sUspiCious ones.
e Store only data directly related to detections FROEBRRT —IERFID

This is recommended unless in-depth investigations beyond detections are required. - REBICEHIEEET 3F—YDMMEET S

More information about stored data
This setting can be changed at any time in the "Admin = Server Settings” section of the
product,




ESET Inspect (V1.11) EAFEE

(11). Data Retention BEE T(d. EI TOFT—SDIFRFARIZEIRUET .
AFIETIE, H&ET—FIPELAN)LFT—IDRFHAEZRELE T,
XAHIE(F EI A >R M—)LEICERELENTIRETT

#5 ESET Inspect Server Setup —

Data Retention

Select how long data should be stored in the database. The longer the period, the larger
the database will become before old data is purged.

Store detection for: 3 months

Store lowevel data for: 1 week

Low-evel data accounts for most of the database size and should be stored as briefly as
possible. When it is removed, it only limits detailed investigations of data that was not
identified as an suspicious by the product.

More information about stored data

This setting can be changed at any time in the "Admin > Server Settings” section of the

Back Cancel

product.

(12). Settings of ESET Protect BIEIC. EP DiEftIBHiZANDLET,

ﬂ ESET Inspect Server Setup

Settings of ESET Protect

Please enter settings that will be used for connecting to ESET Protect

Data connection to ESET Protect

ESET Protect host address: [

ESET Protect port for data connection: |2223

ESET Protect user: |Administrator

ESET Protect password: ||

Connection to web console of ESET Protect

Protocol used: OHrTP

ESET Protect port of web console: |443

Bock [ _text ]| | conce
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(13). Connecting to ESET Protect 5«1 7OJNWFRRESNFEIDT. [([FL\] Z&ERUZE
3_0

LMAZN)

(14). Server Certificate EIHE C. EI Server & EI Connector fDiEf#E(C{ER I DIEAE
DEGHEZERLUE T, CZTIEHEEIED [Get the certificate from ESET
Protect] Z&RU. [RN\]ZOVUvV I UET,

ﬂ ESET Inspect Server Setup

Server certificate

Get a certificate to secure the communication between Connector and Server

ESET Inspect needs a certificate to secure the communication between ESET Inspect
Connector and ESET Inspect Server

Select how to get the server certificate:

(®) Get the certificate from ESET Protect

(O Import the certificate from a file

More information Cancel
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(15). Server certificate BEIE €. Sa1#m CIEK UIZEEAZE (IEE 4 4.2 TERR) ZEIR U
F 9, Certificate password (FEEBAEEREF (CERTE LI/ \AD— RZ AN ULET,
(ZBICULHZE. ANARE)

ﬁ ESET Inspect Server Setup

Server certificate

Get a certificate to secure the communication between Connector and Server

Select ESET Inspect Server certificate Create new certificate

CN=330¢.300¢. %% %xx_Servers [BRE;C=1p;

Certificate password

More information Back

(16). Web console certificate EIFE C. EI Web Console TR 9 SiEEAZ Z&ER U
9., CCTIEIBIED [Use the same certificate as for Agent/Server
communication] Z&ERU. [AN]&ZEOJUvIUET,

ﬂ ESET Inspect Server Setup

Web console certificate

Get a certificate to enable HTTPS/S5L for the web console

ESET Inspect needs a certificate to enable HTTPS/S5L connection between ESET Inspect web
console and web browsers

Select how to get HTTPS/SSL certificate:
() Get the certificate from ESET Protect
1 Import the certificate from 3 file

(®) Use the same certificate as for Connector/Server communication

Additional HTTPS/5S5L certificate requirements:

- This certificate has to be signed using the SHA-2 algorithm (enable Advanced security in
ESET Protect = Server Settings > Connection)

- The Certification Autharity used to sign the certificate has to be present in web browser
HTTPS/S5L certificates list

If these requirements are not met, a web browser will display a warning when connecting to
ESET Inspect web console,

Mare information Back
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(17). Ready to install ESET Inspect Server @EHE . [Install] ZoUwv O UET,

ﬁ ESET Inspect Server Setup

Ready to install ESET Inspect Server

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

(18). 1> A b—)LETH#IC [Finish] 20Uy o UET,

ﬁ ESET Inspect Server Setup

Completed the ESET Inspect Server
Setup Wizard

Click the Finish button to exit the Setup Wizard.
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7. EI Agent OER [EP I{FZ]
7.1 EI1SAE>ADEH
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(2). TWindows| 77/ >— [ > A —=5—DF D> 0O— RZE/z(E ESET Remote
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(7). [ZOMDREZNRIRAX] 20Uy oL, BEBZRELFT.
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A >AL—5— > ESET Endpoint Security + ESET Inspect Connector
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EI Web Console D2 [EI {I{FZ%)
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(3).¥IEIOT 1 >, UToOBEEMNRRSNZS, [x] TRHUET.

ESET Inspect product tour

@=[D PROTECT & INSPECT cLouo

ESET Inspect is a sophisticated EDR component for the ESET PROTECT
platform. It enables the ides n of anemalous behavior and breaches,
risk assess: : se, investigation and remediation

@ Computen
The following screens explain some of the key concepts and features of ESET

— Unresslved Detections severity Unresolved Detections priority Resolved/unresolved detections
nspec

Dashboard

'

There are several dashboards that give 3 quick but detailed overview of the
threat level in the network and related metrics.

The Detections dashboard shows unresolved detections, their severity and
frequency and enables easy s to details by clicking the detection names
in the legend

The Executables and Computers dashboards show the distribution of those
e i the e sezoning 1 th securty sate e S I

Then there are more charts that show simplified metrics related to

detections and computers to quickly identify where attention might be
needed

ESET PROTECT

Some aspects of ESET Inspect, such as computers or access rights, can be
managed from PROTECT. You can access this and other parts of the
ecosystem at any time from the menu in the header.

Page 1 0f 6

(4). TI8Z 6.1 EI Server D> A =)L) OFIE9 THEULUTOEHNBERRS
nrimZa,. LR EEROIEBZERU[APPLYRY > Z 20Uy O ULFET.

Select which new Enterprise Inspector detection rules will be enabled.

Threat, Warning and Informational severity (recommended for Security Operations Centers)
o Threat and Warning severity (recommended for security-focused IT teams)
Threat severity (recommended for IT administrators; only shows highly probable threats)

Disable all detection rules (not recommended)

More information about rules and
The more severities are enabled, the more sensitively the product will react to threats. It will also generate significantly more detections.

Rules can be enabled or disabled at any time in the Admin > Detection rules section of the product.
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(5). AT OEETIFHE EMRI I —TZ8E UBB THRINL—)LZERBIEE T T . ((ER)

Enable rule learning mode

Learning mode automatically ereates exclusions to adapr Enterprise Inspector to your network for a certain time.
Any detection found while the learning mede is enabled is assumed to be a false positive, and a corresponding exclusion

Enable rule learning mode

Important:
1f a real threat appears while the learming mode is enabled, it may be faksely excluded
1 Choose a set of typical computers that are certain not to be infected

2 Enable learning made for a short time period Groups NAME (1)

3 Review the automatically created exclusions and make sure they are correct

A ] All Computers
Learning mode can be run periadically to update exclusions. .

{3 LOST+FOUND

(6).EI(COJA>TED MR LET,

PROTECT & INSPECT

v [ Executables @ Computers

Top 10 unresolved ESET Inspect detections Top 10 unresolved ESET Endpoint Security detections

No data of this type Na data of this type.

ESET Inspect detections ESET Endpoint Security detections

I Derections per
aq

2023BA25H 2022EEA0E 202359A4E 202350A98 03EA 18 20389520 U 03EbR25E 203800 202350R4E 2023%0A00 N3ERUE  203E0H08
Date Date

BI LT ESET Inspect DEA (FTT T,
X DAB% (S EI BABFD ESET Endpoint BEDMERSTEEZCENLUTHDET,
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