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1 HTML/Phishing.Agent 16.9% | A—=JUTHATENIAIERS HTML
T

2 JS/Adware.Agent 15.8% | 7R917

3 DOC/Fraud 14.8% | FEERDA bOU>IMEDAFNTZ
doc J7A Il

4 JS/Adware.TerraClicks 12.7% | 7ko17

5 JS/Agent 5.9% | “E#R JavaScript QLA Z

6 JS/Adware.Sculinst 5.2% | 7kJI7

7 MSIL/TrojanDownloader.Agent 1.3% | Av>0-4-

8 HTML/Phishing.Gen 0.9% | J1v>>)BEEVEAIER
HTML J71)L

9 DOC/TrojanDownloader.Agent 0.7% | Av>0-4-

10 JS/Scrlnject 0.7% | AIER JavaScript OFLARH &
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3 AICEARTRHZMRHENYILIT7(E. HTML/Phishing.Agent TUTZ.

HTML/Phishing.Agent (& X—=)UTHTRATENTEAIER HTML J74)LOFBA&E % TY . HTML J71 )L
AITIBHAFNIZ URL [LIEHT I L. BAIBIROTFER. YILIIT7DFI>0— REVOTAREISESATREMEN
HOFET,

WordPress #IH5IEE

WordPress (& GNU General Public License (GPL) O F CEMEINTVWSIA-T>Y-20I> T IVE
BTN (CMS) TY, SREEARBT I Z2AEZZEPIOBETERWOT V) GUI 2wz TLSIEh
5. HREZEDOEA - 22N WordPress Z{ELTWEY . WordPress DFZ(cLdE. Web ED
43%0YA M WordPress ZFIFBLTS ¥ EdNTVET,

UH\U. FIFBENZWNEWVSCE(F, ZNEFREE(AODNDITVEVSCETERHDET,

YA\ —tF1U713MWTIE. WordPress 57—y UYL D1 7 BefnFv >R -2z FERRM (CHESEL TLIE
9, Flo. DURREICLHTUBDIAFNZEBEHZI— RIRAACOHIZDMEEIN TV HIEHDET .
ZD1zsh. WordPress 2ZE(CFIATIHIC(F. EBEZZ 32 L2 BEUVREBEEZ I BRCKS
(N TEZEFIUTAHEHNNE T,

3 AOVILITTLR—RT(E 2023 £ 12 BIZfThNT Balada Injector (C&% WordPress #HofzFv
>R=>%HIIC. WordPress ZER 9 2BRCRZELANERZBNTUILVERVET,

Balada Injector

Balada Injector &(d. WordPress #45—4"w NCANIER: JavaScript ZESHIADBNILNGAS ) >R~
>0 1DTY, EDEENE 2017 FNSHKEGEL THERZSNTULET . Web Y1 hallb b1 /\—tF+1U57( &
S%%> SUCURI H2ABILTZ 2022 Website Threat Research Report? Tl =AILITZFrox
>0 1 2ELTBIMENEL.

2023 £ 12 AD+v>_—->T(4. Balada Injector (& Popup Builder Offz551% (CVE-2023-
6000) ZEBRALTLELR, Y

Popup Builder (& WordPress 0757 1>® 1 DT, fFHIC Web R—J(IRyT Py TR R TEDE =T
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Popup Builder ((7F7EL TR EREROZ YA NRIUTF 425 DRSS 14N CVE-2023-6000% TF, &
OIS MABRTZCL T, EEHMEBDTTTA 201> AN OF R EEBE THY> NV BT
STENTEET,

WEFE
EDLSBRNT CVE-2023-6000 HEBASNZONERRHUET .

WEDAI-Ty R0, MM IEL TORWEWI-23>0 Popup Builder B> k=)laniz
WordPress T,

Popup Builder TERUTERY T 7y T ERAURE Web R—SIC(E UTFOBHROLSITRY T 7y THER RS
Ny, SEIFCNETRARTY, JEVOXFHZECEGFENY T 7Y TELTRRLTVET, HTML J-R
THRIANBZIBEIDIEHTEFT .

NIETANTY,

RYITPYIBHRHRFRENTNSHRF

FEOFBEIEEN TS Web R—J(SWHU T, curl ¥ ReVWGEERITVET . AT OEHRIC curl 3
Y RD data AT 3V(CEFNTVEO— RO—EZRUFUI. BHFAOI— RIC(E. FIEEORDICTI-R
PEEAZITOTVET,
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curl A¥> K data A7'>3>0—EB

curl Y RD data A2 3>(C(E. Popup Builder D% EIBIRNMASISNTVET, $F(C sgpb-
ShouldOpen=alert(document.domain); L EXESN TVB RN EETHD. Ry TPy THFRNMIZERED
EMENMETESNTVET, SEIES O TIVRTS5— MR RIS JavaScript OO— RERWT, BMEHERZIT
WE9,

curl OYY REATE(SRY T 7Y THRRENZ Web R—SICTFHITERTRE AERRENB(ETOHRELR
v Py B TI373< JavaScript 75— MiFRRENFT

@ localhost:8000

localhost

RYTPYITBHKT BRET 5 — MIRRSN TV HRF
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WordPress OEIREBEEN SR T 7yT—EZHRITDE TSI DI THEHRNS HTML (CZEES
NTVBZENDNDET , TN, SEFEEITULR curl XU RICEL T My T Py TORBNESISNIHE
RTY,

N> R3E1THI
B #1r0 RTREH 2F—4 2 217

O 7777 ey ] @

N> REITER
B 21rn s FEN AF=22 247

0 ;)thﬁi#i‘yUf?wj (& 2 o

IV RETHIED Popup builder DRYI 7vD°

Fle, YT PYTOFEMNS . RRESNBBRICEDLSBRI— RYIEITEINBRE IO TVI N R TEET,
TR (FZEHTUIN, alert(document.domain);¢ZEESNTHN. curl IV RTIERUBEENERITS
NBETEICROTVBIENDMDET,

#1 Add the code you want to run before the popup opening. This will be a
condition for opening the popup, that is processed and defined before the popup
opening. If the return value is "true" then the popup will open, if the value is
"false" the popup won't open.

alert(docu ment.domain);|

RYIT 7Y DA
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WAF (Web Application Firewall) #&A93
WordPress ¥ 7551 >0\ -3  ER&ECIT
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2024 FEICA>THS IVN® (BHN&NS: WordPress (CBIET 25514 (3 200 482 %9, Fle. 2023
£ 12 A® Balada Injector OIRE(F. XIS 37vT7— MAENEERIC. 7vTT—NIRXER
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JHORESSMHEICRI T 2B EUNE S D2NENHDET .
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NTLIZEW, BEB{EUTE JavaScript ZRARLTLVED, UY—ZD ID ZEUS 3 2:@8E%iToTLEhE, INE
ZBEEUGBECEFENENEBORHENMANE T,




(esl)

2024 £ 3 A WII7RIRR

FEH
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1 DOMRICKANTEDERL I RIRA Y MOT = MITA BEBEDETF LN EETY
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https://ja.wordpress.org/

2) 2022 Website Threat Research Report | SUCURI

https://sucuri.net/reports/2022-hacked-website-report/

3) Thousands of Sites with Popup Builder Compromised by Balada Injector | SUCURi BLOG
https://blog.sucuri.net/2024/01/thousands-of-sites-with-popup-builder-compromised-by-balada-

injector.html
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