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ﬁconhosum 332
Description: Windows PowerShell

Company:  Microsoft Corporation

Path: CAWindows\SysWOWbd\WindowsPowerShell\v1.U\powershell.exe

Command: "C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" -enc UwBOAGEAcgBOACOA

User: I

PID: 12264 Started:  2022/11/15 10:56:50
Exited:  2022/11/1510:57:10
! Go To Event ‘: Include Process ‘ L Include Subtree ‘
start: 244
A — : length: 244 —

Recipe Bl A Input _— ki + O] § =
o © 11 |VBBAGEACEBOACOAUNBSAGUAZQBWACAALQBZACAAMQAUADSATABS AGUADQBVAH
SRR R YAZQAtAEKAJABLAGOAT AALAFAAYQBBAGEATAAIAEMAOEBCAFUACKBIAHIACKBC
preraron AHMAXWB1AHMAZQBYAFWARABVAHCADEBSAGBAYQBKAHMAXABNAFMASQBMAF AT

A-Ze-20-84fa *  |BQAFUAXABZAGEADQBWAGWAZQAUAGUACABIACTATAAtAEYADWBYAGHAZQAS]

Remove non-alphabet chars

Decode text Qn

Encoding
UTF-16LE (1200)

time: 1ms

Output length: o1 [ I_D 3]

lines: 1

Ll |
Ld

Start-Sleep -s 1@; Remove-Item -Path

"C:\Users \—sample .exe" -Force

STEP

Auto Bake

EUE PowerShell £XF51% Base64 T71— RURFER
% Base64 71—RICMA T, UTF-16 OF1—RE{FTHO>TVWEY
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ESET | WeliveSecurity [Discord: una plataforma atractiva para cibercriminales
utilizada mas alla de la comunidad gamer]
https://www.welivesecurity.com/la-es/2021/08/19/discord-plataforma-atractiva-

cibercriminales-utilizada-comunidad-gamer/

ESET | WeliveSecurity [Campana de espionaje distribuyd el malware njRAT en
organizaciones de Colombial
https://www.welivesecurity.com/la-es/2022/05/20/campana-espionaje-malware-

njrat-organizaciones-colombia/
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