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*1 HRH2R(C(E PUA (Potentially Unwanted/Unsafe Application; @9 UbEBENHBE(ERSRVN, IDE1-9-D)INTA-I>R

(B EEREITIREN DS 7 VT -3V ) EHTVET.
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NEAiZ N7 = =yl
1 JS/Adware.Agent 20.2% 7Ro17
2 JS/Adware.Sculinst 8.8% 7Ro17
o A= )JUTTFSNIARIE R
3 HTML/Phishing.Agent 8.4%
HTML J71 )
FERRY A hDU I MBHIAENTZ
4 DOC/Fraud 7.0%
doc J71 )
5 JS/Adware.TerraClicks 4.8% 7RoI7
6 JS/Adware.Subprop 4.8% 7RoI7
7 HTML/Scrlnject 1.5% | HTML (QEHAFNEARERIT
FERRY A hDU I MBHIAENTZ
8 HTML/Fraud 1.5%
HTML J71)L
9 JS/Adware.PopAds 1.5% 7RoI7
BOEENZFRRIED
10 HTML/FakeAlert 1.5%
HTML J71)
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1 | JS/Adware.Agent 20.0% | 7Rko1r

2 | JS/Adware.Sculinst 8.8% | 7RU17

3 | HTML/Phishing.Agent 6.5% | X=)USHATENIZAIERS HTML J7 1)L

4 | DOC/Fraud 6.0% | FEHRDA bOUSINEsAEN T doc T7 1)L
5 | JS/Adware.TerraClicks 53% | 7RO17

6 | JS/Adware.Subprop 4.3% | 7RO17

7 HTML/Phishing 2.3% | BEDHD HTML OiFLAEL %

8 | HTML/ScrInject 2.0% | HTML [(BHIAFNSEAIERIUT S

9 | JS/Adware.PopAds 1.5% | 7ko17

10 | HTML/Fraud 1.4% | FEERY A bOUIMESDIAEN T HTML J71)L

EAVIOI7EEE £ (2021 £ 8 A)
NEAiZ NII17 = &5

1 | JS/Adware.Agent 20.4% | 7RI17

2 | HTML/Phishing.Agent 10.1% | X—JUSHRATESNIEARLERR HTML J7 1)L

3 | JS/Adware.Sculinst 8.8% | 7RU17

4 | DOC/Fraud 7.8% | FEEROA DOV INMBSIAFNT doc Tr 1)L
5 | JS/Adware.Subprop 52% | 7kI17

6 | JS/Adware.TerraClicks 4.4% | 7RI17

7 HTML/FakeAlert 2.2% | ROEENZFRRIED HTML J71)L

8 | HTML/Fraud 1.7% | FEERY A bOUIMBSIAEN T HTML J71)L
9 | JS/Adware.PopAds 1.6% | 7RD17
10 | HTML/ScrlInject 1.1% | HTML [(B&AFNIEARIEAII T~
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7 A& 8 BICERNTRHZ R ENNILIIP(E, JS/Adware.Agent TUT,
JS/Adware.Agent (&, BEOHILEZFRRIEBT7RUIFONAREZTI . Web Y1 MNEEEF(CE
TENnE9d.

7 A& 8 Bb. Web J37H— L TEITENZBRANSEIRLENTVET  ARHEN LT 10 FEC(E, TRY
IO )RR IR T BN A TVED

CNSOBRIINCE. 7 AL 8 BICE. 2P ADIT LockBit 2.0 (CLBHENE ARSI DEEETHEREN
TWEY,

LockBit (. 2019 AL THERINILEI Y ADITTY, 2021 £ 6 BEON->3> 2.0 AeT7YT)
L—RenZui.

LockBit 2.0 (&. 7/ ILOBESALIEII TIRLT —ADNTBERHITVE T, TU T, AT -2 T3E00
ERFS2IICERBBITRABIERINTVET,

c onion - & O & =
.. . LEAKED DATA @ CONDITIONS FOR PARTNERS AND CONTACTS »

ENCRYPTED

FILES ARE

PUBLISHED

09 Sep, 2021 16:21:00

- -

ALL AVAILABLE DATA PUBLISHED !

SIZE
822.44k8
911.90kB
5.79MB
9.69MB
655.19kB
17.70kB

51.55kB

EROENSHEUL1EERE2LRULTWVS LockBit 2.0 D704
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IRTEMERSN TVBRRPHFIRE L TR, Ry N —IHERICIFIE I BRESS EDEBRARENEITBNE T,
LockBit 2.0 ([T 3L, TrMILhES{EEN. HL5RFZ[lockbit [[CEEINE T,
FIz, BPRAR(C PC OEHRZLI T OERICEEINET

'3 LOCKEIFXY
PRRGITEY poR TANT FILESERTISTOLEN AND ENCRYPTED)

All your files stolen and encrypted
for more information see

RESTORE-MY-FILES.TXT
that is located in every encrypted folder.

ke lo eam millions of dollars?

ERD RSN SEHERL TEEREABILTWVS LockBit 2.0 ©J'0Y

HET hta (HTML7U5—-33>) RO Y L/-MERRENET S>Y L/ — NG, Tor T30
—DAY ANV FTE, BERUI PC (SRERCEDRA. ERHIROVTENMTVET,

Lockgit

3 LoCKEEa
AR 11 IMPORTANT FILES::{ISTOLEN AND ENCRYPTED!

Any attempts to restore your files with the thrid-party software will be fatal for your files!
To recovery your data and not to allow data leakage, it is possible only through purchase of a private key from us

ATTENTION!

There is only one way to get your files back:

Through a standard browser o nups:/[Bay ve Diockza. We recommend using a Tor browser (or Brave) 1o
access the TOR site
@ Brave (supports Tor links) @ FireFox @ Chrome @ Edge O Opera
+ Do not rename encrypted fies.
4 Donotiry 1o decrypt using thira pary sonware, R May cause permanent data loss.
, Decryplion of your fles with the help of third parties may cause Increased price (they add
their fee {0 our).
B , TOf Browser may be biocked in your CoUnty Of COTpOrale network. Use
« Download Tor Browser - ips v JENREG instail it Eips F U8 TOF Browser over
Open one of links in Tor browser and follow instructions on these pages: + Tor Browser user manual Jioe: S
. L +  Allyour stolen important data will be loaded into our blog If you do not pay ransom.
 ormirmor
okt Jonion o Our biog nitp-uiocky [ <" of
These 1ok R —— niips /R here you can see daia of the companies which refused to pay ransom

& Follow the instructions on this page

BPBICRRSNBZSF YL/ —-b
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BUINERITREOTOCRZR 2L ZHOFIOCRZFRLTVBIENDNIDET .
FIOERTES Y ROIE-DHIER. Windows BEMEEHEEDEIMEAA> bOYJ OHIBRRERFTOTV

9,
EL i

sgomd.exe (2544) 8 Micr... C:¥windows¥ System32¥cmd.exe” /¢ vssadmin delete shadows /all /quiet & wmic shad...
& Conhost.exe (4024) . G Micr... DE... ¥27¥C:¥WINDOWS¥system3Z2¥ conhost.exe Dxfffffff —Forcel1
W vesadmin.exe (6368) Micro... C:¥... Micr... DE... vssadmin delete shadows /all /quiet
“WMIC.exe (2288) WMI ... C:¥... Micr... DE... wmic shadowcopy delete
W bededit.exe (8908) F—... C:¥.. Micr... DE... bededit /set {default} bootstatuspolicy ignoreallfailures
¥ bededit.exe (3364) F—.. CiH.. Micr... DE... bededit /set {default} recoveryenabled no

=cmd.exe (4080) Windo... C:¥... Micr... DE... fc vssadmin Delete Shadows /All /Quiet
&4 Conhost.exe (5504) av.. Ci¥ Micr... DE... ¥924C:¥WINDOWS¥system32¥conhost.exe Oxffffffff ~Farcel/]
¥ vssadmin.exe (4260) Micro... C:¥... Micr... DE... vssadmin Delete Shadows /All /Quiet

=ggomd.exe (4856) Wwindo... C:¥... Micr... DE... /c bededit /set {default] recoveryenabled No
&8 Conhost.exe (732) .. Ci¥. Micr... DE... $994C:¥WINDOWS¥system3Z¥ conhost.exe Oxffffffff —ForceV1
¥ bededit.exe (8368) .. C¥ Micr... DE... bededit /set {default} recoveryenabled No

=g cmd. exe (4BA0) windo... C:¥... Micr... DE... /c bededit /set {default} bootstatuspolicy ignorealifailures
& Conhost.exe (6948) .. C¥ Micr... DE... ¥994C:¥WINDOWS¥system3Z¥ conhost.exe Oxfiffff —Forcel
¥ bededit.exe (7174) F—... C:¥.. Micr... DE... bededit /set {default} bootstatuspolicy ignorealifailures

=gcmd.exe (6464) windo... C:¥... Micr... DE... fc wmic SHADOWCOPY /nointeractive
&l Conhost.exe (4844) av. CiH. Micr... DE... ¥29%C:¥WINDOWS¥system32¥ conhost.axe Offifff —Forcel
EWMIC. exe (1680) WMl ... C:¥... Micr... DE... wmic SHADOWCOPY /nointeractive

=gdcmd.exe (1380) windo... C:¥... Micr... DE... /c weviutil ol security
&4 Conhost.exe (3844) av. G Micr... DE... ¥92¥C:¥WINDOWSYsystem32¥ conhost,exe Dxffffffff —ForceVl
% wevtutil, exe (648) A, Ci¥.. Micr... DE... weviutil cl security

=micmd.exe (1096) Windo... C:¥... Micr... DE... /c weviutil ¢l system
&4 Conhost.exe (5300) av.. Ci¥. Micr... DE... ¥924C:¥WINDOWS¥system32¥conhost.exe Oxffffff —Forcel]
W wevtutil.exe (5372) A~ CiY. Micr... DE... weviutil cl system

=ggicmd.exe (1780) windo... C:¥... Micr... DE... fc wevtutil ¢l application
&4 Conhost.exe (8576) Q... G Micr... DE... ¥22¥C:¥WINDOWSYsystem32¥conhost.exe Oxffffffff —Force1
© wevtutil.exe (5220) A ... C¥ Micr... DE... wevtuti ¢l application

o cmd.exe (2796) windo... C:¥... Micr... DE... /c vesadmin Delete Shadows /All /Guiet
&8 Conhost.exe (5794) Q.. Ci¥ Micr... DE... ¥27¥C:¥WINDOWS¥system32¥ conhost.exe Dxfffffff ~ForceVl
# vssadmin.exe (3740) Micro... C:¥... Micr... DE... vssadmin Delete Shadows /All /Quiet

< > Windo... C:¥... Micr... DE... /c bededit fset {defaultl recoveryenabled Mo

LockBit 2.0 [CRERULEROHRIOEALFIOLAD—E

Sy ROIE-ZHIBRI BN, BESIEURIP VOB ZIFE S DRHIEEEZIONF T, &z, RS Y
RODE-ZBIBRI DIl SEEERIVYRTEITLTVE T,

bededit exe (2097 =M =3 I7
¥ bodedit.exe (8717 —hHERT -3 IF7A— CH¥WNDOWS¥system32¥

Description: 'WMI JT>/E 34> 1-F4U5¢

Description:  Microsoft® RUa—/A Svk0 I — Y—E2OIVIE 54> 124-T14X

Company:  Microsoft Corporation TR P — $ Microsoft Corporation
Path: CAWINDOWS\system32\vssadmin.exe =IRges Filcxyt—2 rERRSET : .
Command: [5edmin SeTete shadows sque ] 2w FyaE—%HlkR

User

v ROIE-ZHIBRI 31V RERTLTVSITOEAR
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Windows NESE(CEEBURVERO NI 1—TA 20 EATCITBTET. SATLAETRERIHEL TV
3EEZPNFT,

3 cdedit &
uﬁcmdexe 2740

Description: 7—MIEET 51745
Company:  Microsoft Corp

Path: CAWINDOWS\system32\bcdedit.exe Windows®) B E1{&18 % OFF
Command: bcdedit /set {default} recoveryenabled no ‘-— —g— %
PID: 8 Started:  2021/09/10 16:53:57

Exited: 2021/09/10 16:53:57

Go To Event Include Process Include Subtree

Windows O BEMEEKEEZATICLTVSITOER

TFIVF(0JPIRTL0Y . 7TV -23>0) ZHIi 3 2IBBREL T BBOEHZRIENEZISNG
ED

] C¥WINDOWSY¥systemaZ¥ ...
niCothst.exe (2 :]J) Jl.l 'jf)l“j ﬂiZI‘ OfWI\DOWSﬁSystemSQ -

Description:  AAXNIRLR 342 1-F4U74
Company:  Microsoft Corporation

Path: CAWINDOWS\system32\wevtutil.exe
Command:  wevtutil (IE -t'_ .‘-F = U -7' 4 an 7%%”[‘%
|

User:
PID: 1744 Started:  2021/09/10 16:53:58
Exited: 2021/09/10 16:53:58
Go To Event Include Process Include Subtree
= gcmdexe (3532)  [Windows J9/F J0EyY C¥WINDOWS¥system32¥ .. |
¥ Conhost exe (35— )b D1vRD Kb C¥WINDOWSY¥System32...

ERvevtutil.exe (78 4N JIVR 340 2 =71 C¥WINDOWSY¥ systemd2¥

Description: A/AYRITUR 4> 1-F471
Company:  Microsoft Corporation

Path: CAWINDOWS\system32\wevtutil.exe

Command:  wevtutil c@ v R 7_— .LA aon ? é‘ Eu[‘%
e

PID: 780 Started:  2021/09/10 16:53:58

Exited:  2021/09/10 16:53:58

Go To Event Include Process Include Subtree

Windows IV T JUTEZTYT CFWINDUWSF SySteimozs ... T
By~ b '3{‘/|'~':' ﬂ'zh C: uwmcwsusystmez

Description:  AAYRITUR S 1-F4UF¢
Company:  Microsoft Corporation o =
Path: CAWINDOWS\system3ziwevtutilexe  [IAPAR Ky sEob g /) Nm B/ 4
Command:  wevtutil c ‘ﬁul}%

T

PID: 7980 Started:  2021/09/10 16:53:58
Exited:  2021/09/10 16:53:58

Go To Event Include Process Include Subtree
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HBITUIRESIC, 7 AE 8 Bl 3>BADI7 LockBit 2.0 [CLIMEZHETRL TVET . COLIBRHE(C
EORVWESHICH, TF1UT RREZIELCGERIIENEETY . Fo. ATS12/\WIT7yITZBUS I B
T, IOY AUV O E(CB R EZER CE DR REMEN'DDET

m EBENSURVEERT DIHDIFRICONT
BEF CTEALTOVBLSBRURTE RO RZTERWVLET .
T ECOXIREEML T,

1. ESET HROBRHIVIY (VANVAERT—IN-R) ZBMICTYIT—ID
ESET ®mTIF. RAZ EFRETIHLBINIITRECTHL TERRMIGLTEDET .
BHTOBRICETERLI BRHIV DY (VMILAERT —IN-R) &7y TT— N TIZEW,

2. 0S O7YI7T—bhaiTV., EF21UF 1 )\yFEEAHTS
IIWITT DL (S, OS (CEFN B 1 ZFAL T E 15— (TR UET .
[Windows Update1i2ED OS 077y 75— NefTU), MEssEEREEL TUZEL,

3. YIMIIPDFPYIT—bMefTl. tF1UF1\vF2iEBRATS

JIIIITDZHMESTRESS M |(E. Java. Adobe Flash Player. Adobe Reader REDT IV —232(CE
EFNTVET,

By NOPYTT—NefT0\ MESSIEEARHL TIZEL,

4. F=HIDIN\YVIFPYVI=ITHOTHS
A= 7(CRRERUIEGE. IoE1—45—0#ERE (UH/\U—-) BRENREBCRITENHNFT,
20, T-ADN\NYI TV TEITOTHNTIEE,

5. BENFEIHILEHND

[FISRVAIEDETHHD TV A IDFIMNILIT P (TG T BIADIRNEEZSNE T . WILIIPEVIBRL
(CERNTUFSAICIBES ICEN TEBNSTY .

iR Zias, R -EHENSTFIUTA (BT IBEMNIEEINTVET . COLSRBIRICBZET, [H5
MUBHBRZH O THULBEETT.
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M ESET (&, ESET, spol. s r.o.OEEKEZETY, Windows (&, K[E Microsoft Corporation 0. *
E. BASIUZDOENDOEICH 2 EFEIRE(IEIETYT,

5|/t
m welivesecurity [Accenture es victima de un ataque del ransomware Lockbit 2.0}
https://www.welivesecurity.com/la-es/2021/08/12/accenture-es-victima-de-ataque-

del-ransomware-lockbit-2-
0/?utm_campaign=welivesecurity&utm_source=twitter&utm_medium=social
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