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Latest updates on coronavirus disease
outbreak

Every monith, frentline health responders around the world

peed hese supples (nd moretoprotecthemseiesasd.— Concerning Corona-virus Disease (COVID-19)
(B Outbreak, the World Health Organisation brings

: ::m':::’ you the Corona-virus EBook and Grants/Donation
* 1,53 milkon gogghes: guﬂd

* 76 millon glaves

* 2.9 million liters hand sanitizer @
- . Inside this book (MY-HEALTH.PDF), you shall
Feoronaiis @W"h?ﬁm find out the simplest and fastest way to take care

of your health and protect others. More new [~]

WHO #5&3571v3 I A=)l (FEEE)
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Coranavirus (COVID-19) new cases confirmed in your city
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Dear - -
As you know, the Department of Health and Human Services has declared the Coronavirus (COVID-19) a public health
Eemergency.
At this time, three new cases have been confirmed around your location today. The risk to the Public in your city and
throughout the World is very HIGH.
The World Health Crganization has named the new coronavirus, Covid-19, and the Centers for Disease Control and
Prevention has established precautions.
* The CDC requires you go avoid (HIGH-RISK) zone around your city to Minimize Chance for Exposures. =

* A high-risk person is currently being monitored around your city center.

For additional infermation about high-risk places around your city, please see below;

https:f/www.cde,gov/COVID-19/newcases fab13/your-city. html

http://urlobes
As always, it is recommended to you
* Wash hands often with soap and water for 20 seconds. Use an : |
hand.
* Cover the nose and mouth with sleeve or tissue when coughing |
* Avoid (HIGH-RISK) zone, see above for newly updated places to |
* Limit close contact with people who are sick.

National Center for Health Marketing |

Division of eHealth Marketing SR Py LT S P ERL T

Centers for Disease Control and Prevention v ——
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OneDrive

Log in your work email to Onedrive

Enter your work email

2020 Microsoft oneDrive v1.2.9-20200123_103005 Privacy

Support
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NELUIZ. AXIDII7(E. OS © Web T30 — (R FEINICIBIRZHBERI VI IIT T,
EATIREFBIOFT VA ABRRE ORI RN T RENE T, ToRESNZEE (L, 32X RTFOIKFE
@ Coronavirus Resource Center MEHLTVB AT Web H4 heEBRORBNTRRENET,

Corona-virus-Map.com.exe “Webt A k

S COROMAVIRUS RESOURCE CENTER

Exri, HERE, Gasmir, PAO,NO

Track Reported Cases of COVID-19

Use our interactive web-based map to track cases of the virus around the world

Corona-virus-Map.com.exe &2 Web - MO LEE

AT, FHELIOF VAN ABRIEDRIGIR T ERRUTVBETIE, OS P Web TS50 - (CRFE
NE#HRZEUSL. C&C Y—N\—(TXET 2Dk 2 BITOTANETENE T,

B’ |Corona-virus-Map.com.exe (224) "C:¥Users¥User01¥Desktop¥Corona-virus-Map.com.exe"
-/ Corona.exe (4788) "C:¥Users¥User01¥AppData¥Roaming¥Z11062600¥Corona.exe"
- micmd.exe (3536) C:¥Windows¥system32¥cmd.exe /c ""C:¥Users¥User01¥AppData¥Local¥Temp¥RarSFX0¥Corona.bat" "
E¥conhost.exe (1124) ¥?2?¥C:¥Windows¥system32¥conhost.exe Oxffffffff -ForceV1
- i Corona.sfx.exe (344) Corona.sfx.exe -p3D2oetdNuZUqQHPImcMDDHYoqkyNVsFkOr -dC:¥Windows¥System32
-/#Corona.exe (4860) "C:¥Users¥User01¥AppData¥Local¥Temp¥RarSFX1¥Corona.exe"
% bin.exe (5144) "C:¥Users¥User01¥AppData¥Roaming¥Z58538177¥bin.exe"
- #7Build.exe (3740) "C:¥Users¥User01¥AppData¥Roaming¥Z58538177¥%Build.exe"
-/mIWindows.Globalization.Fontgroups.exe (4340) C:¥Users¥User01¥AppData¥Roaming¥amd64_netfx4-system.runti..dowsruntime.ui.xaml¥Windows.Gl..
- % Windows.Globalization.Fontgroups.module.exe (5976) |C:¥Users¥User01¥AppData¥Roaming¥amd64_netfx4-system.runti..dowsruntime.ui.xaml¥Windows.Gl..
E¥conhost.exe (4296) ¥?2?¥C:¥Windows¥system32¥conhost.exe OXffffffff -ForceV1
— u attrib.exe (4624) attrib +s +h "C:¥Users¥User01¥AppData¥Roaming¥amd64_netfx4-system.runti..dowsruntime.ui.xaml"
Edconhost.exe (2788) ¥?2?¥C:¥Windows¥system32¥conhost.exe OXffffffff -ForceV1
@Corona-virus-Map.com.exe (4916) "C:¥Users¥User01¥AppData¥Roaming¥Z11062600¥Corona-virus-Map.com.exe"

Corona-virus-Map.com.exe E{Ti0IOLAYY—

VEERENBIBERICE. OS 1 Web J3UH - (TRIFESNIEREEIBIR UL Sy M — RIBRRBRENHDET .
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FRIZFy TRFOTXTZ 74 1L Desktop TXT Files  2020/03/17 16:10  J74JL JA L4~
F—rar7Y— ER © AutoFills.txt 2020/03/17 16:10  THAF FF1AVE 1KB
LTy bAH—FIER | CreditCards.txt 2020/03/17 16:10  THAM RF1AVE 1KB
0S8« 2770t R4 EDIEIR  Information.txt  2020/03/17 16:10  FHAR FFIAVE 3KB
INATT— FiEH | Passwords.txt 2020/03/17 16:10  FFAk RFIAVR 1KB
Ao U—=vray b &/ Screen.jpg 2020/03/17 16:10  JPG J7 Al 44 KB
7 EOEE
Corona-virus-Map.com.exe NEHELZIEER
| Passwords.txt - AT - O X
TPAINF) EIEE) EH(0) FJRN) ANILTH)
#/ Y
g === FjasskHard Work CLIPPER + STEALER ===
# |==== FiasskHard Work CLIPPER + STEALER ====
# |=== https:// - e ==|
# “’ /

Name: Google Chrome

Link: https://accounts. google. com/SignUp (https://accounts. google. com/)
Login: test123. account

Password: test_password

" CreditCards.txt - X5 - m] X
IPIUE) EIEE) BH(O) FRV) ALTH)

%/ ¥

i === FiasskHard Work CLIPPER + STEALER ===|

# |==== FiasskHard Work CLIPPER + STEALER ====

g “=== https// - 1 e ===}

Name: Google Chrome

Card Number: 4111111111111
Name: test test

Date: 3/2020
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AINIIT (. SOV LADIT T ASYADIT7DZFRE. Jr1IES{ER(ICERREIN3EiBX(C"Coro
na ransomware”OXF5HHs (TRIOREED) CECHRULED,

@) HELP_ ME_RECOVER MY FILES.txt - XE B . -
I7ME) BRE) ERXQ FFN MIH

3 - How Do I Pay ?
Payment is accepted in bitcoin only. You can buy bitcoins from :

-https://www.coinbase.com
-https://localbitcoins.com

The final price of decryption is 300% .

First : Send 300$ worth of bitcoin

Second: send an e-mail to recoba90@protonmail.com and don't forget to precise the
name of you compagny, your wallet ID and your

unique identifier key.After that, we will send you our corona decryption tool to restore
all your files.

1111Be warned, we won't be able to recover your files if your start fiddling with

Corona ransomware |
No System Is Safe

Corona ransomware D&EEX

ESAEENIZI7IUE, T7V IR FEEESNFRAN BIBUNS 2D T 2L TERRDF
F, Fle. RIDY AUV FEEREZEELEEA. 3 A 19 BHIRTE. EIHSFERFHEERSINTOEE A,




(esD)

2020 1 A 2 A VIUIFRHRR

» Word Ea

74 IR—=LIBA THALAT7 SEi 2R

Microsoft Word

TrANVERTOELT, I5—DREVFEUL,
ROBAFRITOTEALY

| * MEFFRIATOT I AEEMESRL TUZEV,

T ZEENRVS ST A AIOEEREN D CHHERFERL T,
* FHANOHETY)N—F—TIPA IRV TIEEL,

(C:¥Users¥User01¥Desktop¥test.docx)
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2. 0S O7YI77—bEITV. EF1UF\vFEERTS
YWIIT7DEL(E. OS (CEFENBIHESSMHE 1ZFALTI 15— (CRERUET,
[Windows Update|RED OS O7vT T — N7\, MEFHEAREL TS,
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4. F=HDON\YVITPYI&ITOTHE
AH—III7([CRREUREE, 145 —-0#EME (UH/\U=) BENRBICRITENHDET,
B0, T-ID)\WI TV TR ITOTEVNTLRE W,

5. BENFEIHILEND

[FI5RVAIEDET RIS TVB A IDOFHNILIITICRERT BURAVHMERNEEZBNE T VILIIVEVWS B
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®  [Emotet EFFIEN3 I ANDBERZIAIA—ILIDONT | IPA

https://www.ipa.go.jp/security/announce/20191202.html#L12

) 2019 € FEMILITTLR-b | JILITTIERB
https://eset-info.canon-its.jp/malware_info/trend/detail/200305.html

o [BEREIF-]VFESEIFRL | ? Emotet DBRIEMHRICOVT | #7045/ >3+ —[EhiE]

https://onlineseminar-mj.adobeconnect.com/p9rje2o00o0h3x/

®  COVID-19 Interactive Map | 3>X-RFF>XK%F Coronavirus Resource Center[5:E]

https://coronavirus.jhu.edu/map.html
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