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1. 7B 8 Bo#bR
2. 3> AD17 Sodinokibi D&

1. 7 RB&8 BOWERICDOWT

2019 7R (7H1H~7H31R) £88 (88 1H~8H 31H) (CESET R@N'EATIR
HUNIDI7 DREEE AT OESNTY,
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*1 MRHENC(E PUA (Potentially Unwanted/Unsafe Application; 49 UEEENHDE(EPRSRR
M AE1-9-DONTA-X D RICEBEE% R EF IS OIREEN D27 V-3 ) e EHTVET,
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2019 F 7 B¢ 8 BOEARNILIIZAREEE, 6 BB IBERAMLELLN, 4 BLUAILLERIZES
VKEEICHDF T ARESNERILIIT ORERELA T DESD T,

BV OI7RLE*2 i1 (201947 A-8A)

Mgz NIWVII7 A £ =il

1 JS/Adware.Agent 16.8% | 7kII7

2 JS/Adware.Subprop 8.1% | 7Ru17

3 HTML/ScrlInject 7.5% | HTML [(BSHIAFNTLARIERIUT~
4 HTML/IFrame 4.0% | BIOR-S(BHEEZRIUTH

5 HTML/Refresh 2.0% | BIOR—IJIHBREEEZRIUTH

6 HTML/FakeAlert 1.7% | BROBENZRTRIDAIVTH

7 JS/Redirector 1.6% | BIOR-J(CBHEEEZRIUT~

8 Win32/Exploit.CVE-2017-11882 1.4% | MessttzBAIBTIITT

9 PDF/Fraud 1.3% | J4v>>4JB8O PDF J7A)L
10 Win32/Injector.Autoit 1.1% | foJOtR(C(>21923> 33717

*2 AFRICIF PUA ZEHTLFEE A,
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ERVILOI7RhE*2 i1 (20194 7 A)

NEfsz NIWVIIT4 = =5l
1 | JS/Adware.Agent 15.8% | 7RI17
2 | JS/Adware.Subprop 8.8% | 7kIr¥
3 | HTML/Scrlnject 6.6% | HTML (SEHAFNIZARIERIUT B
4 HTML/IFrame 4.2% | BlOR—SITBBSEZ YT
5 | HTML/FakeAlert 2.3% | ROBEEXERRIDAIVTH
6 HTML/Refresh 2.0% | BIOR-J(CBHEEEZRIUTH
7 | JS/Redirector 1.5% | BlOR-SICEBEEZRIUTH
8 | Win32/Exploit.CVE-2017-11882 1.5% | MessttzERAT 2D
9 | VBA/TrojanDownloader.Agent 1.4% | 9vo>0-4-
10 | Win32/Injector.Autoit 1.3% | toXOtR((>>1933>933IITT

EAVIVDI7 L2 £ (2019 £ 8 A)

NEfiz NIWIIT4 £ =51
1 | JS/Adware.Agent 17.8% | 7ko17
2 HTML/ScrInject 8.6% | HTML ([C3BIAFNIZAIERIUT N
3 | JS/Adware.Subprop 7.4% | 7RO17
4 HTML/IFrame 3.8% | BIOR—-J(BEEEZRAVUTH
5 PDF/Fraud 2.0% | 71y B8O PDF J7AIL
6 | HTML/Refresh 2.0% | BIOR—SIBRESEZZIVT
7 | JS/Redirector 1.7% | BlOR—-S(BBESEZZI)TH
8 | Win32/Exploit.CVE-2017-11882 1.3% | Mes5M=2BAIZNILIIY
9 DOC/Abnormal 1.1% | RFXDMEROVNIIITDNFE%
10 | HTML/FakeAlert 1.0% | ROBEXERRIZAIITH

*2 ARFKR(CF PUA ZEDHTOFEEA
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7 Bt 8 ACERNTROZUMREEINLNILIIT(E. 6 BICEIEHE IS/Adware.Agent TUTz,
JS/Adware.Agent (IARIERILEZFRRSEZ7RUIT T, Web Y1 MEBRFCEITENET, 2 FBEHICE
G&tEniz 1S/Adware.Subprop BEBROENMEZTZV7RIIVYTY ., LI 7 FEETOVILITIT(EFIART
Web J39H - ETRITINZBRIT. RELEPLIVZTOA My MEREBESNTVS YA NIEEETZRY
UTRNENZEUET,

8 fiIMd Win32/Exploit.CVE-2017-11882 (& Microsoft Office #HIFT 17 —ICTFIET DHET5 14

(CVE-2017-11882) ZEBAIZVINIIVTY , SENHHSIRAZ (CAREENEIIL. 2019 & 6 AIC
(FRESSERERF (2017 £ 11 A) omtEzE _EEDFEUZ, CVE-2017-11882 (CXHALULIHAEIETTOY
SAlF 2017 &0 11 AORFRTARENEULN, KRIZCEZOMESEEEZBAIIWENMVTVET, HIE
WO PCIAEIETOI S ANMBEREINTVBNEIN, S—EHER T,
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2. 7>YADU17 Sodinokibi D& &L

2019 & 4 BLB#. Sodinokibi (ESET #&H$ : Win32/Filecoder.Sodinokibi) &M(IN33>H LD
I7HNERSN TIREEZESTVET,

8 ADHEIC(ET7 XA -THBAMT 23 HERDIMF BIaHAN Sodinokibi O#EE(C&HofzEFh. 8 BRI
7XHOEBEHPTA EOBERIER TRIS> Y ADI 7 OREEIMRELTVET,
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Sodinokibi DFHREL T, REEIREENLIL(CHIZREN TN T AT E—HITY,

1. X=OFMITrAIINEEITID

2. A=)UICEEEENTZ URL i I7( )V 0—-R-E1795

3. Exploit Kit (CVE-2018-4878 &% EH) HMRkiESNIZ Web Y1 M 2BIET S

4. Oracle WebLogic Server OESS4E (CVE-2019-2725) ZzEBAHIN. WEHBY-/\-H5T71)
ZIEDIAFND

CCTREHMRERMA[L.] A-OFAAT7 I AREORBRERICOVTEERLE S .
SEFERUA—ILERET 2EE R ZE O THD, HESNIV R I BEDRB TREBNRA T
ZRKELSFEBLET .
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A=)UTHFSENTZ zip T7 (Ve RREUH(CHD exe T/ &3R179 3L, Sodinokibi T>H ADT7 (RS
LET. TARI LOT7VEEES{EEn, HRFMNIDILRBREF (WITNOI7 ILBED) CEEENF
¥, 20’ TAIMNTDOEHENEEENF T,

All of your files are encrypted!

Find fliy7i8lg-readme.txt and follow instuctions

Sodinokibi BREDT A NI EIm

ESEENIrPIVEBUIANA —([C@TFANTTAINDERENE S . TFARTPAILOHICE, Tr(ILZTT
(CRIFGFELTHREENBRUZ Web B4 MI7I7ERI 375 ENGEEHINTVET,
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7 fiy7iglg-readme.txt - XE#E
771’11.(5 BEEQ BFROQ EBRW AVTH)

-=== Welcome. Again. ===--- ~

[+] Whats Happen? [+]

Your files are encrypted, and currently unavailable. You can check it: all files on vou computer has expansion fl1iv/7i8lq.

By the way, everything is possible to recover (restore), but you need to follow our instructions. Otherwise, you cant return vour data (NEVER).
[+] What euarantees? [+]

[tz just a business. We absolutely do not care about wou and your deals, except getting benefits. If we do not do our work and liabilities - no
To check the ability of returning files, You should go to our website. There you can decrypt one file for free. That is our guarantee.
If you will not cooperate with our service - for us, its does not matter. But wou will lose your time and data, cause just we have the private

[+] How to get access on website? [+]
You have two ways:

1) [Recommended] Using a TOR browser!
a) Download and install TOR browser from this site: https://torproject.org/
b) Open our website: http:// - .onion/

2) If TOR blocked in your country, try to use VPN! But you can use our secondary website. For this:

a) Open your any browser (Chrome, Firefox, Opera, Edee
b) Open our secondary website: hitp: //decryptor top/?SQAF84C342EBDEF

Warning: secondary website can be blocked, thats why first variant much better and more available.
When you open our website, put the following data in the input form:
Key:

Ls@SmDEJe0gq,/sct+mU [1tg+BoEGmALwapplp0 i Ujx0 iSHZNFUNTOZWoNUURUEQP £
F3]jGkBreRTE56FUBUCB38yB38vVIPYh IR4p7 /Lg7mRE ibFUTUBe /TZmfa /M2 +pHZG
TPBEStyw/wallbduYMcSAS [cS2 tB0yhdt ik Dk R¥wl Ca9sGHMIFaEHNN | gUK vk Oos .

<

Sodinokibi D5>YA/—-bk (BREERXE)

WEED Web Y1 MlF. BREDIAWGEEEEANGTHINTVET,

BREOEKEAS 0.11862719 EyhI(> (2019 £ 9 BIRESLZ 129,000 ) T, 7 HHUAITK
DB OIIGEREREMBEBIIEEMTVET BREZZIAELTE, IRTOI7AIINTTILR
BHREEEHDER Ao




20194 7 A-8 A YIIFIRHRR

Your documents, photos, To decrypt your files you need to You can do it right now. Follow the
databases and other important files buy our special software - instructions below. But remember
encrypted q0482nz25-Decryptor that you do not have much time
q0482nz25-Decryptor price
You have 6 days, 23:59:16 Current price 0.11862719 BTC
* If you do not pay on time, the price will be doubled ~1200 USD
*Time ends on Sep 19, 07:26:53 After time ends 0.23725438 BTC
= 2,400 USD
Bitcoin address: *BTC will be recalculated in 5 hours with an actual rate.
INSTRUCTIONS CHAT SUPPORT
Buy Bitcoins with Bank
How to decrypt files? Account or Bank Transfer
SR&TIVAEOY b

Sodinokibi [FREREFENFEHMEINI O AIITD—DTI . SEEOFENSSIIIHEI LD
EIBNTY, T RWEDTHADIP(FEAANLITERL BAFHECEREEREEERE DS VT 5%
FO#EM# IR ERCHDES . EERT —HIIERE(CN\YI 7y ITZEUSL. 2y NI —ID5BREEEL Ttz
HREUET,

TEBNULRLSIC, 7 B 8 BlE Web I35 —aHITIRIBEIIBRNEMREINFEUR. Ft.
Sodinokibi EMEENZI>H AT ODRENMERATLHOTVET , BICRIOBRIGERZ Ty F 7y
U, WEREEMUTLKTENEETT,
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m EEENSURTERRMT BIHDITRICONT

BEFETTEALTVBISRYRTE RO REZZEZRVLEFT,
T ECOXMFREEML T,

1. ESET ®2RJ0JSLADIREI>OYY (VMIIWRAERT—IN—-R) 2BHICFYIT—-NT3
ESET R TIE, R4 ERETIFRIRIINIITRETTH U TERRMIGLTHNET .
BROBBIHGTERLS BEIOSY (IIAERT —IN-R) ERIFFICTVTIT— MU TS,

2. 0S O7YIT— TV, 1T NvF & BRI
DAIVADZA(&, OS (CEFNZIMEEEH 1 2FIAL TV E 15— (CRRERULET .
[Windows Update]i2ED OS O7yT5—MeiT0), MEss = fREL TTEE W,

3. YIMNIIPDO7YIT—MefTV, EF1VT  NyF2BRATS

1L ADZ<HMBSIAESSE (Z. Java. Adobe Flash Player. Adobe Reader REDTIVI—232(CH
SENTVET,

BRE7NOT7YTT—NeATU MESs I ARHL TXTEEL,

4. F=IDNYIPYIT&ITOTHS
A=D1V AICERUBE, I2E1-5-0FEE (Un/\U-) BREMBEICRBILNHDFT ., &0k
B T=AD)\WIPYTEITOTENTKIZEL,

5. BENFEIHLEND
[FI5BVALEDETFHIOTVB AN IO DI AICRER T BRI FENEZEZBNET T . TV AEWSBRLIC
AN TUEIRICIEES ICENTEZNSTT,

B zins, - FEENMSTFIVTA(CETIERIFEEINTOET . COLSRIBIRICBZRAT . [H5
WUHBRZF > THUEEERTT.

XESET (&. ESET, spol. s r.o.OFEE T, Microsoft (&, K[E Microsoft Corporation OKE. HA
BLUZOMOE (BT 2B REIREEEIERTI
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