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1 VBA/TrojanDownloader.Agent 9.9% | A 0-4-

2 HTML/FakeAlert 9.1% ROEENZRRIDAIVT
3 JS/CoinMiner 6.5% | XAZJJRIUTH

4 JS/Redirector 5.4% a5~

5 JS/TrojanDownloader.Nemucod 5.0% A9>0-4-

6 Suspicious 4.6% | KORFEIrAIIFHR
7 JS/Adware.Imali 2.2% | 7Ro17

8 JS/Adware.Agent 2.2% 7ROy

9 PowerShell/TrojanDownloader.Agent | 2.1% A>o-4-
10 JS/TrojanDownloader.Agent 2.0% | Av>o-4-
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4 BE. REEIESNENHTEZWWILIITEHDERFATURR. B 1 413, FEA(CS|EkGE
[VBA/TrojanDownloader.Agent | TU. COVILII7(E. Microsoft Office L THIFRIEERTDY 5=
> E58D VBA(Visual Basic for Applications) TEMN AT O-5-TY . BEEVLHERES2E
A= UTTATEN TV B ZENHESREINTVE T . INBDT7 A U (CFANBWES T FELZE L,

3 (HTML Fit)

= 2018/04/04 (K) 15:45
._QL\_;T‘\ Lok e siEn w e
! | sEaEaEe
B ™ TP ] e b "

= R EME_22740.xls
B 52 KB

CHREOEF B TSI BLIFLC, FREGUOEASGIRAH T,

VBA/TrojanDownloader.Agent hViF{FEn e XA =L DI

2. Adobe Flash Player OffEss14Z2EBRAULI> Y ADI 7 (RS RINE

Adobe Flash Player D581 (CVE-2018-4878) ZEBRULIRENMGVTWVEY, Itss4zEBHI3
J—R%E3 Microsoft Office J7A ) & HFUIEA—)UEREADILEL DfEIC. Web Y+ MEBOILENHiESR
SNTLET,

WEE(E 1-Y—2I/2T04 by MEDAFNAR-S(EFELET,

I7Z27014htyh (Exploit Kit) &(FMESEIEZBAT 3IcHDIEY -LDOIETT  SEINSEFITE. Rig.
Magnitude. Sundown. Grandsoft REDITATOA My MMEDNEURZ. T7XT04 My MhTEHIA
FNEAR-DZBKE. ILIITHFI>0-REN, BITINFT,

BUF(C. FessEBRORNZRI TRUET .
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SHADIT T BACRFEMTONTVWET,

2018/1 2018/2 2018/3 2018/4 2018/5
L . | | . | . T
GandCrab vl GandCrab v2 GandCrabv2.1 GandCrabv3

GandCrab O)/\—3>&HHIRESHA

GandCrab (FI2E1-4—-&REQEARIFIROEFEM. J0-/0L IP PRLAPFIALTWS EF1UT1VTH
DI7DBIRBE. 1-Y-(CBIT R4 BIBIRZEUSL. IREE (CRCY-/\-) (OXELET. IN5D1E
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T CRAB-DECRYPLtxt - AEW - o =
IriME ARE ST BEY ALTH

Attentien!
All your files documents, photos, databases and other important files are encrypted and have the extensic
The cnly method of recovering files is to purchase a private key. It is on cur server ard only we can rec

The server with vour key iz in a closed network TOR. You can get there by the fol lowing wavs:
lcad Tor browser - httes://wm. torproiect .ora/

1. ]rstall Tor browser

2. Tor Browser

3. Open link in TOR browser: htte://sarderablpieldet.cnion/

4, Follow the instructions on this pase

=

If Tor/Tor browser is locked in your country or vou can ret install it. open one of the following lirks i

0. httes://zandcrablpiel3et .onion. rie
1. https://gandcrabZpieldet .onion.plu
2. httes://zandcrabloieldet .onion. to/

ATTENTION! Use regular browser enly to contact us. Buv decrvetor enly throush TOR browser lirk or Jabber
On our page vou will see instructions on payment and zet the ceportunity to decrwot 1 file for free.

The alternat ive way te contact us is to use Jabber messanger. Read how to:
Dcwnload Psi-Plus Jabber Client: httes://psi-im ore/downlcad’
1s{er rew account: hite://si.ms/register.phe
Enter Tuserrame :
Enter nasswcrd your password
2. Add rew account in Psi
3. Add ard write Jabber ID: ransomwarefsi.ns any message
4, Follow instruction bot

It isabot! It's fully autemated artificial system without human control!
To contact us use TOR lirks, We can provide yvou all reauired proofs of decrption ava-lwbnluly an;‘tzume ¥
You can read instructiors how to irstall and use jabber here http://wwn.sfu.ca/iabber/Ps

DANGERDLS!
Do rot try to mdify files or use your own private key - this will result in the loss of your data foreve

< >
3817, w03 F|

GandCrab V2.1 D35>8 AJ)—b (BBEAVE-Y)

Adobe Flash Player OFfE5MH(Cx IS Adobe #tDtF1UT47vIT — b (FERCABESNTVWET , K
HDZE . BONCGEAINAEEHERUET,

ESET &M T, MesstzEAUE Flash J71 )% SWF/Exploit. CVE-2018-4878]. GandCrab 3>
YLD 7% Win32/Filecoder.GandCrab JEL TR UET .

3. J—LATEANEZRETDIY ALY

BREORDVICT - LATHEN EE®REITZT AU (PUBG Ransomware) hERINFUE.

COIZY AT BREIDET A NI DTV EESAEL. TP/ &OHLsRF2". PUBG" (CEELFE
9, 2L T TPMILOBESIENST T I2ET R MU T OSSR B BEE 2R RUET
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You Played :0 Sec...

STATUS : T ..

Ercrypiad - CUse ¥ Unar W Desksopi P
Ercrppled - C W Useon¥ Unarl W DeakdopWFd-
Erdrppbed - W Ubena¥ Liard Whaakaop¥Fi
Enirypie | CLUSaW Linar) TWDwabaspyFa
Enirypii - T L Linsr] 1¥DeabaopvFi
Encrypbid: TV Usea¥ Uisal
Encrypbad - CUseea W Usarl T8 Duakaopy Pl
Ercrppbnd - & Upan¥ Usad W DeskiopiiFi
Efcrppbed - W Upa¥ Liner WDwakaophiFae
Efirypiesd’ C WL e Ui T¥ Durbaapv Fil

THDaskzap¥Fi

PUBG Ransomware O HEME

PUBG Ransomware

HRIZOT7A ), B, B, XEFES{LEnFEU,
HRIZOT7A )& PUBG Ransomware ([C&oTHES{banF Uiz,
UNU. DBELRWTKZEW | OYvI%FRIR T 2DEEELDDE R A
FAFIHENERUBR 212, 1 B5fE PUBG TizA TIZE0,
Frzld. @8- R, "s2acxx56a2sae5fjh5k2gb5s2e" TY,

BEEEOAYE—S (BAFER)

COBEEHACE. COTPYAVITOBNINEEREZSIIETERVEL, TPV EESIB(C(E. 1 B
PUBG &LV —ATEES 6K BBEECEHEI- R ANT D IBBNDIEDAY T - INRREINE

ED

BE, SOYLAIIVRIFINEES I REMAEL T RBREREDEZHREERLEIN OV LIITT

(& F—AT 1 BEEENCEZEELET,

UNU. EBRICET7AIINZIES IR —AT 1 BERIESNE(FRL, "TsIGame”"t WOARHINEIT IO

J34 (TJOEX) '3 BUERESHUTVIIEE. BESEESNIr/IUHESENEI (%1).
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Files ic oncreypt

L ol

You Played :3 Sec...
STATUS : T— ————

I7AVIESSNEROERE (FFHBESSNEI7/IDO—E)

F. 65 1 DOFEELTHEICFRRENZEHEI-F (s2acxx56a2sae5fjh5k2gb5s2e) %
[RESTORE CODE|TFXANMWIRICANTBRCETIFANEIEBTTIDENTEEI (1),
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E{E]1—- RO A S0

COFTYLADIT (. ) ILIB PGB TONTHS T ALHEAOIFEICEM T, [EEI-READ
FRLTIPANEESTERIENS, TLRBERITIERRSNZEEZEZBNE T UNU. BOS> Y ADITEEER
(S MBEADKBREIREE (BEFOEE. BHRE) W BFICHESEEINBECBIEDDEHDEEA.
FIe. TPANVBIEUIETRSNBUWT — A% 2 (X 1) TENSER/NETY  (LHEBNEFERIENS., (FHD
WEENI-FMRAUTERIILERBIRINET,

2P, ESET &R, 2OVIILI1 7% MSIL/Filecoder.HD OFFEfE FIADOAE JEVDIZBITRELET .

ENDPOINT SECURITY v X

A BirEnEs
I~
C:\Users\User01\Desktop\malware\copy.exe
=] %
MSIL/Filecoder. HDOEE 1A DS
faE:
BIER(CE-TEERENFL

ESET Endpoint Security V6.5 [T HE R
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(%1) HHTHSRURAK TR, BNy LO—87 — I REUIELETRSNRWSENHS
ERHERLTVET,

CHBITUIEEDIC, 4 A& Adobe Flash Player ORESS 2 ZEINEED . FHERIRS Y ADT P HHERRE
NEUL. BICROBRIEHRETvF YT I2ENEE T,

m EEENSURVEERKT BIHDIFRICONT

BEF CTEALTVBISBRURIE RO R ETERWVLET .
T ECOXIRE ML T,

1. ESET 2RI OVSADIMNAERT —IN—-AZBRHICTYIFT— TS
ESET KRG T, R4 ERETIFATRNIIITRETH U TERRMIGLTHNED .
EBHOBRICHIGTERLD, VMV AEERT —IN—2A2BHF(CT7vTT— N TREL,

2. 0S O7YI)7—bMafTW EF1VFT1 NvFZ2BRATS
I1IWADZA(ZE. OS (CEFNZIMESSMHE 1ZFIBL T E 1—9—(TREERUET,
[Windows Update ]2ED OS O7vT T — MefTU\, MEssHEfEEL TIEEW,

3. YIMNIIPDO7YIT—befTV., EF1VF(\yFRIBRATS

DA IVADZHMBSI eSS4 1 (3. Java. Adobe Flash Player. Adobe Reader REDT7 T —23Ulh
EFENTVET,

By NO7YTT—NefTu\ MEsSIEEARIHL TIZEL,

4. T=H9DN\YVIFPYI&ITOTHE
AIH—O1ARRRUBE. IoE1—-9—-0#FEE (VH/\U=) BRENMB(CRBENHDFT, =D
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[FI5RBVAIELDETHID TV A IDFT DIV AICRER T BURIHRNEZZANET . D1ILAEWSIBEIC
MNTUESHICIRES ITENTEENS T,

B ziaY. FER-FEENMSTFIUT/(CRTIERNIFEEINTVET . COLRIBERCBZET. [8H5
HUDBREZI O THUTLEEETT,

MESET (&, ESET, spol. s r.0.OEET Y, Microsoft. Windows (&. K[E Microsoft Corporation O
KE. BABIUZOMOECH B ETREREEEHIRTT .
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