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http://edition.cnn.com/TECH/computing/9806/12/upstarts.idg/index.html
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https://www.cc.gatech.edu/gvu/user_surveys/survey-1998-04/graphs/technology/q15.htm

11 GVU's Tenth WWW User Survey Graphs | Georgia Institute of Technology
https://www.cc.gatech.edu/gvu/user_surveys/survey-1998-10/graphs/technology/q41.htm

12 News & Events - Press Releases | WebSideStory
https://web.archive.org/web/20050424013759/http://www.websidestory.com/news-events/press-releases/view-release.html?id=132

13 News & Events - Press Releases | WebSideStory
https://web.archive.org/web/20050424013536/http://www.websidestory.com/news-events/press-releases/view-release.html?id=129

14 News & Events - Press Releases | WebSideStory
https://web.archive.org/web/20050424012649/http://www.websidestory.com/news-events/press-releases/view-release.html?id=117

15 News & Events - Press Releases | WebSideStory
https://web.archive.org/web/20050424014402/http://www.websidestory.com/news-events/press-releases/view-release.html?id=75

16 News & Events - Press Releases | WebSideStory
https://web.archive.org/web/20050424012743/http://www.websidestory.com/news-events/press-releases/view-release.html?id=53

17 News & Events - Press Releases | WebSideStory
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18 News & Events - Press Releases | WebSideStory
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19 News & Events - Press Releases | WebSideStory
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20 OneStat Website Statistics and website metrics - Preom | OneStat.com
http://www.onestat.com/html/aboutus_pressbox4.html

21 OneStat Website Statistics and website metrics - Press Room | OneStat.com

http://www.onestat.com/html/aboutus_pressbox7.html

22 OneStat Website Statistics and website metrics - Press Room | OneStat.com

http://www.onestat.com/html/aboutus_pressbox11.html

23 OneStat Website Statistics and website metrics - Press Room | OneStat.com
http://www.onestat.com/html/aboutus_pressbox15.html

24 OneStat Website Statistics and website metrics - Press Room | OneStat.com
http://www.onestat.com/html/aboutus_pressbox18.html

25 OneStat Website Statistics and website metrics - Press Room | OneStat.com

http://www.onestat.com/html/aboutus_pressbox23.html

26 OneStat Website Statistics and website metrics - Press Room | OneStat.com

http://www.onestat.com/html/aboutus_pressbox26.html

27 OneStat Website Statistics and website metrics - Press Room | OneStat.com

http://www.onestat.com/html/aboutus_pressbox30.html

28 OneStat Website Statistics and website metrics - Press Room | OneStat.com

http://www.onestat.com/html/aboutus_pressbox34.html

29 OneStat Website Statistics and website metrics - Press Room | OneStat.com

http://www.onestat.com/html/aboutus_pressbox36.html

30 OneStat Website Statistics and website metrics - Press Room | OneStat.com

http://www.onestat.com/html/aboutus_pressbox37.html

31 OneStat Website Statistics and website metrics - Press Room | OneStat.com
http://www.onestat.com/html/aboutus_pressbox40_browser _market firefox_growing.html

32 OneStat Website Statistics and website metrics - Press Room | OneStat.com
http://www.onestat.com/html/aboutus_pressbox42 microsoft_internet_explorer_has_slightly_increased.html

33 OneStat Website Statistics and website metrics - Press Room | OneStat.com
http://www.onestat.com/html/aboutus_pressbox44-mozilla-firefox-has-slightly-increased.html

34 OneStat Website Statistics and website metrics - Press Room | OneStat.com
http://www.onestat.com/html/aboutus_pressbox48-microsoft-internet-explorer-usage.html

35 OneStat Website Statistics and website metrics - Press Room | OneStat.com
http://www.onestat.com/html/aboutus_pressbox49-microsoft-internet-explorer-7-usage.html

36 OneStat Website Statistics and website metrics - Press Room | OneStat.com
http://www.onestat.com/html/aboutus_pressbox50-microsoft-internet-explorer-7-usage.html

37 Mozilla's Firefox global usage share is still growing according to OneStat.com
http://www.onestat.com/html/aboutus_pressbox57-firefox-mozilla-ie-browser-market-share.html

38 Google's Chrome global usage share is 0.54 percent on the web | OneStat.com
http://www.onestat.com/html/press-release-google-chrome-global-usage-share.html

39 Desktop Browser Market Share Worldwide | Statcounter Global Stats
https://gs.statcounter.com/browser-market-share/desktop/worldwide/#yearly-2009-2022
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40 Microsoft, INZERNSMEAER DEBESMNEZZ(FES | [Tmedia NEWS
https://www.itmedia.co.jp/news/articles/0901/17/news003.html

41 RIEMNRBERT—IN—2R | JVN iPedia

https://jvndb.jvn.jp/search/index.php?mode=_vulnerability search IA_VulnSearch&lang=ja&keyword=Internet+Explorer&useSynony
m=1&vendor=2&product=27&datePublicFromYear=1998&datePublicFromMonth=01&datePublicToYear=2022&datePublicToMonth
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&searchProductld=

42 PEFEMEERERT—9IX—X | JVN iPedia

https://jvndb.jvn.jp/search/index.php?mode=_vulnerability search IA VulnSearch&lang=ja&keyword=Internet+Explorer&useSynony
m=1&vendor=2&product=27&datePublicFromYear=1998&datePublicFromMonth=01&datePublicToYear=2022&datePublicToMonth
=06&datelastPublishedFromYear=&datelLastPublishedFromMonth=&datelLastPublishedToYear=&dateLastPublishedToMonth=&sever
ity%5B%5D=01&cwe=&searchProductld=

43 BENTIEFRBRSKHEWV, WebT'SOYDEFa1UT« | BRIORTYD
https://xtech.nikkei.com/it/members/ITPro/SEC_CHECK/20010914/1/

44 Y470V T EFa1UT 1R MS00-075 - B2
https://docs.microsoft.com/ja-jp/security-updates/securitybulletins/2000/ms00-075

45 CVE-2000-1061 | The MITRE Corporation
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2000-1061

46 [XR=)VANZRLKEFTRETDUAIVRITER]|—IPA | BRIJORTYD
https://xtech.nikkei.com/it/free/ITPro/NEWS/20030501/1/

47 AVI—RybtFaUToDESE $£110 [Nimda 9—LA] | JPCERT/CC
https://www.jpcert.or.jp/tips/2007/wr074601.html

48 Y4270V tFa1UT«IEHR MS01-020 - B2
https://docs.microsoft.com/ja-jp/security-updates/securitybulletins/2001/ms01-020

49 CVE-2001-0154 | The MITRE Corporation
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2001-0154

50 2570 15F L O BERIEICBS 7 Y FIAIVA - BABREF 21U DIREELEE(1/3 R—Y) | ITmedia TVI—TF54 X
https://www.itmedia.co.jp/enterprise/articles/1509/24/news014.html

51 Y470V tFa1UT«IEHR MS14-021 - B2
https://docs.microsoft.com/ja-jp/security-updates/securitybulletins/2014/ms14-021?redirectedfrom=MSDN

52 CVE-2014-1776 | The MITRE Corporation
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-1776

53 CVE-2021-26419 | The MITRE Corporation
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-26419

54 Internet Explorer@FERIT (20224F) | F—IVRXRvb
https://kn.itmedia.co.jp/kn/articles/2204/14/news015.html

55 Internet Explorer h*5 Microsoft Edge ND#EITHA RS> | Japan Developer Support Internet Team Blog
https://jpdsi.github.io/blog/internet-explorer-microsoft-edge/guidelines-for-migrating-from-ie-to-microsoft-edge/

56 ChromeEdge DILREEERIICTILD TP ER, I TIC300AANSTDO—K | PC Watch
https://pc.watch.impress.co.jp/docs/news/1295872.html
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FUlzo

Bl EDTEICK) HRPDAT 17 TlogdShellBMHRUSN FBEZEBUDERELRIEFUI,

4.4 LogdShellZBAT ZWEDHERT

Log4dShellzEBBAT 2L T UE—MOREERFEBDI—RERTIDENTRETH Y SERBBENERSINTUVE
o ZD—PIFUTFDESITTY,

@CoinMinerlCLdREXYAZVT
@Ry (Mirai, Tsunami) DR
@> Y LADT7 (Khonsari, Conti) N
OAPTIEEDERL,

@GTEL B PR B IBIRDEFE

Log4ShellZER 3 2BIEEZE LIRS ESETREREIAVA/EXploit. CVE-2021-44228 L LTHE T L @EZTOY
JUET (K 4-4),

i AREBEFEGRDONAREETRESINSBEDHIET,
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[‘Em' SERVER SECURITY
Ty ND— AR @
=153 RV FHzaz Jobal L—O-LE

2022/08/10 13:23:40 |*'E¢:L'JF~.’E.‘§EET$LE‘§.EI€J,‘-EE'.‘..EJ Jowh  Tce JAVA/Exploit.CVE-2021-44228

4-4 ESET Server Security [C&2Log4Shellz BT 2 KED&HEE

BURTIFIAVA/EXploit. CVE-2021-44228 DIRHIRZN'S. 20215 128~2022F6R(CH 3 BLogdShellZBALIC
WEDEEZDTLET .
(FUSIC BEBBICHIFDREHDEREGZH 4-5[CRLE T,

W 7xun

WUz
KA
55

W o5z

[ J=E3

W zoft

4-5 Java/Exploit.CVE-2021-44228 DEFIHEEIE (20214125~2022468)

4-505 RBE<BESINCEBRI T AUNT. 26IDA FUREDEDREVNIENDDIE T HERIFOMIEIEO>THY,
2HEOHEDPCI%ZEDTVFRLI,
VT AREBOHFREBADREHIER ZZTNZTNH 4-6£H 4-7(TRULE T,
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2021F12R1H 20224118 2022428180 202243F18 202244810 202245818 202246818
4-6 JAVA/Exploit.CVE-2021-44228 DHRIIREEHER (20215128 ~2022£66 7 - £ 1H57)

202112818 20221818 2022F2H18 2022%3H1H 20224818 202245818 2022%6H18

4-7 JAVA/Exploit. CVE-2021-44228 DE5FIi& L (20216128 ~20225F6 7 -EM)

4-6EH 4-70 52 HFR-BARICSV T, LogdShellZZfEH T DIEE/ VW F I RBEN/C20214 128108 MHADRE
HHRHUTEZVWTENTHENE T D%, 2022FEN 53 BICHOEEREDLogdShellDBAZHH D WENRE
HICITONTWVBIEDHDDIE T EATE. /Sy FREANSHE HRBLI2022F6 8 148ICOREREMEEREE
DIRBHA RSN THY AKAREL THID TETRVIRR T . TDIcth. S CEMEMICHET R Logs 272 ERT27 S
DT —23V R R0WHERSR T 2L EHRELE T,
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4.5 Log4ShelldxizR

ROEAWRERE. LogdShellWBHSNIeN—Y3VICPv T —hTBHIETT,
Log4Shellh"BBE S NIc/N—Y 3V IF FEEDEBU T,

@Java 8LIED 1—H—: Logdj 2.17.1

@Java 7O1—Y—: Logdj 2.12.4

@Java 61— —: Log4dj 2.3.2

B$. LogaShellld . RV F—mBDIEIE/NWFHARTETH eI EN2EFEELTVNE T, 2021F128108ICLogd]
2.15.0.20214E128158(CLog4] 2.16.0 Java 8LIEED 1—H'—@lF) Elogd] 2.12.2 (Java 7D 1—H—@EF) h'
UU—ZEINTVFEIH ZNZENATR CHOICebFR MRS M REINTVET (CVE-2021-45046. CVE-
2021-45105.CVE-2021-44832),

LogdShellBMBHE NN =Y 3D 7y T — M R# R BE(F BIRZEERT 2 & C—RNICRBHEOF EZD
BT DT ENTEET Y, sHllFApache Logging Services®hSDIERP FERLTVRDRBRNY T —DIFERESEICLT
<fEEL

Log4ShellD RN WE G m(d. BEPLEREMIERLUTVDRGRICLog | 2HFET DN ESIHDNM TSVRTY,
4-3TRUICES Y LogdShellDFEEZZ T 2RBEFFFRICZVIEH FERALTVS2E TORBICXHUTCLogd 20 EHEZ
BRLUEALTVRIN—YaVEBZRURITNERUE B A CDRIBEENS. VIR I 7 ERINTVZ2TODI
VIR—RVNEFREHIZSBOM (Software Bill of Materials) DEEMNEF>TUE T SBOMIBRENFELRZWVHEIC
BUNTIE CERT/CChOERBINT VD RF T —REZANDEHRN T,

4.6 LogdShellhFE&T BERE
AEICIF. BAMrE@IF(ClogdShellh’ F4E T BRRZ#EHRLE T .
4.6.1 Lookups

Lookups °[FLog4j2 " EEL TV BHEEED 1 DT Y AFEDN TN EZEHE LTI T 2 & T EITIHR P A I ImARDE
P F—9ZREBL.OTICHENTEIIENTEET,

S I 2BHICI > CIFIFREEN G FRBL TV JavaDRIBIBRZEG I DJava Lookup». 071 LTWVS
1—HY'—27%ZEE 9 DEnvironment LookupBENARINTVETD,

Log4ShellidFLookups®D 1D T&HBIndi LookupZBA T 258 T . Indi LookupZFIFATHTET Javad 7Vt
NMREDT—IZRRTDENTEDT AL IMIT—EX(UNDI: Java Naming and Directory Interface) &9
BDTENTEFT . ZULT INDIFABD T —/N—(LDAPTF —/Y— DNSH—/V\— RMIT — /-3 &) EBEZITV. T —
IEIHRRIT B EHTRETT,

UE—FDIEEFINdi LookupZERBIICHEES BT ET HBENHRUCHIY —/\—EBEZ{TH T &IRMIC
EEDI—RZRTUE T . Lookups MBS C K> TRERMICHKREES B SN TURIRRIFRIETHESLE T,
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LookupsDIERAIEENT LET . AMREHRIFEDMERZH 4-8(CRULET,

Java7 FUsr—vav
V—23—R:Sample.java

AR~
1—Y—(kD
F—R—RAA

v

Log4j2

o7

2—H—hE—R— R
AUtEXFsIEEs

BEIT7AI:
Log4j2.xml

4-8 LooKupsZi#sld 2 1csh DIRFIRFHIRE

4-8CRUizSample.java&logdj2 xmlOREZK 4-9ICRLE T,

[ Sanmpieina, i - Sample.java
l_lelmport java.util.Scanner;

2 import org.apache.logging.log4j.LogManager; =
3 import org.apache.logging.log4j.Logger;

4

S public class Sample {

6 private static final Logger logger = LogManager.getLogger(Sample.class);
7= public static void main(String[] args) {

8 try (Scanner scan = new Scanner(System.in)) {
9 String str = scan.next(); [[A=F—HAA U XFFI R EH<str>(THRA
10 logger.info(" AT ENIZ3IFH: " + str); /HEMRDXFFEL0og4j2D %MsgNET
11 ¥
12} —
13 } v

0 logéi2amt X Log4j2.xml
1 <?ml version="1.0" encoding="UTF-8"?>

2e <Configuration status="WARN">
3e <Appenders>

40 <Console name="Console" target="SYSTEM_OUT">
5 <PatternLayout pattern=|“ %d{HH:mm:ss.SSS} [%t] %-5level %logger - %msg%n"/>
6 </Console> Java lookup Log4j2ndiHfzat
7 </Appenders>
8= <loggers>
9e <Root level="info">
10 <AppenderRef ref="Console"/>
11 </Root>
12 </Loggers>
13 </Configuration> v
< >

4-9 Sample.java(Y—23—NR) &Log4j2.xml(Log4j2DERE T 71 )L) DNE

Sample.javaldJava TRk LIcY — R O—RT I, ITE CEHStrIC I DA ST INFINERALTVET . ZL T,
10/TECRIMADIEFRZLog4 | 2D%msgITELTHY ., ZDIBRDPICIFITE CHRELCEHMSrHSTN VKT,
log4j2.xmliF.Logdj2DEET7AILTT . 5TETOT ZHIT 2N FIDEAEIBELTVWET, ZDPTlava
LookupZ#EAL. JavaDRIEERZEELE T,
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4-9[C7RUTizSample.javaZzSRiTUICiERZH 4-10(CRLE T,

' Sysr—% - THRTO-5— X e % =0
v =) Demo A
> (B src

> B JRE YAFL-54T5Y- [JavaSE-17)

= pg= TWaLogdji2mN—va>
v B 8575~ BRLTL8Log4i2D/ =3
> a logdj-api2.14.Tjar - C:¥Users¥ ¥ Desktop¥apache-logdj-2.14.1-bin¥apache-logdj-2.14.1-bin

> @4 log4j-coref2.14.1jar - C:¥Users¥[I¥Desktop¥apache-log4j-2.14.1-bin¥apache-log4j-2.14.1-bin v
Iajp\i_lbéi .ﬁ@*%|§ﬂfwﬁ@]ﬁ‘g'm'@5anﬁ
<# T > Sample [Java 7S)T-33)] C:¥pleiades¥2022-06%ava¥1T¥bin¥javaw.exe (2022/08/03 14:08:58 - 14:09:02) [pid: 908]
[Test |—— 2—9—nAnLi=5) "
[Java version 17.0.3] 14:09:02.527 [main] INFO Sample - ANENIZXFF: v

4

Java lookuplZ&k>THGE NIzJavad/N\—Y3 >

4-10 LookupsD{EFfH (FATHER)

4-1003>Y—)VEEICIE. Sample. javaD R TRRANFRRINTVE T, 27BN I - —D A S UIEXLFHI T,
3178M0'0g4j2.xmlD54TE (K 4-9) TIEELUIERICAIVE SN0 T I—F =M AN LT Test™ HY,
Log4j2(C&>TOTELTHATNTWVE T F/zJava LookuplCk>T EALTWSJava/N\—Ia VBB EN. ZD

NBBHHIETNTNET,
log4j2.xmlD51TE (K 4-9) THEELLOZDHAERE, VY =)L EOENER (K 4-10) DFIGFER 4-20E8
T,

&K 4-2 log4j2. xmITHEELLOJTHATR EHNBEROMINR

log4j2.xmID51TET S . . "
=R U0 O AR aAVY—ILEDHARER HAOBRONS

[${java:version}] [Java Version 17.0.3] J%’% tgcol/k\l%p\};\fa%t/?_??;zgfc
%d{HH:mm:ss.SSS} 14:09:02.527 K7L
[%t] [main] [Ba%]
%-5level INFO ANV RNV (£5185)
%logger Sample IS52R%
%msg Test A—H—hF—R—RAALXFT
%N T GERTR) T

4.6.2  LogdShellh"®4ET2REHA

Log4Shell DIRAWRRE(F. BAHLOT DXFHCHUTHLookups M HEREL CLE S e T,

BIZIE. B 4-9MSample.javazs=iTUIZBRIC, Java Lookuph'aEd DX+ “${javaversion}” &1 —H'—H A UTz
EUFET . DR ARIFAANUEXFINZDFERFEASNRIFNS R EFEE Ao LogdShellDIESEENBRIE S NIz/N—
933 (Loga] 2.18.0) EREDEREEE R 4-1110RLET,
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B )yr—= - 2HRT0-F— x E® § =0
v =% Demo A
> (B src

> B JRE YATh- 51T 5Y- [JavaSE-17] o
v B #ﬁi*f?ﬁ‘J— fﬁﬁﬁb’cb\%ﬂ_ongoj/\_/a/
> (o logdj-api.18.Gjar - C:¥Users¥ ¥ Desktop¥apache-logdj-2.18.0-bin¥apache-logdj-2.18.0-bin
> s logdj-core R.18.Qjar - C:¥UsersYI¥Desktop¥apache-log4j-2.18.0-bin¥apache-log4j-2.18.0-bin Y
——— se X%k KEREEE re-s-BlEe =0
<887 > Sample [Java 77U -937] Cpleiades2022-06¥ava¥ | TbinKjavaw.exe (2022/08/03 143502 - 14:35:14) [pic: 3296)

${java:version Jl—— 1—Y—HAA LI TSI )
[Java version 17.0.3] 14:35:14.165 [main] INFO Sample - A D&z F5:[${Java:version}| v

< >

4-11 Java Lookuph'taE s 23 FFIN AT N0 (Log4 ShellBBEHE NIc/N\—2 3 U E R DIERGEE)

LU LogaShellDBESE N E5 5/ — /3> Tla s cLookups hMEEL T L& STth. 1— ' — AN U FFICE T
Lookupsh*EEL TLEWE T, Log4ShellDIESE I ##X 1oV —T3Y (Logd] 2.14.1) BFBEOREBEE £ 4-12

[CRULET,
(18 {y&—5 - THRTO-5— x ®8=0
v 22 Demo P
> B src
> B JRE YATL-F4T5Y- UavaSE-17] ERLTLBLog42nN— 3y
vE §§547§U—-T/
> @@ log4j-api2.14.jar - C:¥Users¥ ll¥Desktop¥apache-logdj-2.14.1-bin¥apache-log4j-2. 14.1-bin
> (oo Iogdj-corejar- C:¥UsersYIl ¥Desktop¥apache-logdj-2.14.1-bin¥apache-logdj-2.14.1-bin v
@aV-n X soR% REPEE R rO-5-Bl/e=0)
<#£7 > Sample [Java 7TUT-3Y] C¥pleiades¥2022-06¥java¥ 1 7¥bin¥javaw.exe (2022/08/03 14:30:04 — 14:30:22) [pid: 3952]
I—P—HANLEXZS 2
[Java version 17.0.3] 14:30:22.266 [main] INFO Sample - AJJ&NI=XFF:Java version 17.0.3]

4-12 Java Lookuph't#aE 92X FAN EAE N0 (LogdShellZ1a % 1o N\— V' a U {E AT DO RE R 5 E)

B _ENLogdShellDRAIRRR T Y o AMREE CnUicJava LookupD &S ICEREIERZH 19 DLookups TlFER R
BEICIR2TREMEIFEWVTI AN Indi LookupZH B CTERAT 2 ETEBREICRUETT . D UE—PDBEE(F XN
92/ Vv hAICIndi LookupZ#EES B2 X ("${jndi}") CARUIC Y —N—DFP RUREZSAIZ/INT YN EE U,
Log4ShellzBALZE T,

4.7 HHYIC

AETIE 2021F12RICHRPTEEZEDIMETFIEDLog4ShellCDWVW T BRI TZOMEPIREIN T Z  # CTHRfT
E@F(ICLogdShellDRAZMESHUE UIc, 20215 EHHFICESETRE MR UIcLogdShe lZB AT 2 WEDR B K
DOREICBRAZH S BDHENERIITONTVET . ZDIcth. EE BB CTIRSSEDH SLogdj2D/N—T 3V %A
LTV RRWD ZER T D EZHRELE T,
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1 Flaw prompts 100 hack attacks a minute, security company says | BBC
https://www.bbc.com/news/technology-59638308

2 DHS warns of critical flaw in widely used software | CNN
https://edition.cnn.com/2021/12/11/politics/dhs-log4 j-software-flaw-warning/index.html

3 OJEEBYINIRM | BREERRE
https://www.nikkei.com/article/DGKKZO78446190U1A211C2TB2000/

4 "O2YVINISHRABE VGG IPA BER2IEMRETOHMT | NHK
https://www3.nhk.or.jp/news/html/20211214/k10013387051000.html

5 Apache Log4j2 | Apache Logging Services
https://logging.apache.org/log4j/2.x/index.html

6 CVE-2021-44228 Detail | NVD
https://nvd.nist.gov/vuln/detail/CVE-2021-44228

7 cisagov/logdj-affected-db | GitHub
https://github.com/cisagov/log4j-affected-db/blob/develop/software_lists/README.md

8 Apache Log4j Security Vulnerabilities | Apache Logging Services
https://logging.apache.org/log4j/2.x/security.html

9 CERTCC/CVE-2021-44228_scanner | GitHub
https://github.com/CERTCC/CVE-2021-44228 scanner

10 Lookups | Apache Logging Services
https://logging.apache.org/log4j/2.x/manual/lookups.html
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F5E BERICLHFIUT/RGDAEFROERET SSAF1— - URT

5.1 [FU&IC

2022828248, 0V 71L& DT 54 FANDBREH BRI NE Uz, COBBATlE. D7 >4 FHARIEMEN Twitter 28U
TIT Army of Ukraine GBFR: 9754 FITE) |ORAZEF NI T2 & ICEIRNTWD LSS, T4V H)LZERE (RR) THE
BRI TR A N—ERE TCORBHEEEERVDTEERIFLI,
A N—ZEEDBBH T FICHEICE N TRy =TI P EF U T RBH RS BRREZERICLET . IOUICREB
BEENMET—HC. EF2UT(RHBRIZOME L BEDEOT 7 ILDRE- i (HER)  SEEERTOITU TSRO
EITRE VAT AR UTILEHEICRBUVERZR B BERSNCBE KSR ENE DA DT EMDIFOATVET . C
SUEERIFITEDERICLDRYND —THE P F 1T RRBICH I DFEFBRICBIRNTVET Y,
AKETCIFOGAFDERICEDRYN I —IKBZZOF 1T RHBICH T IFEFIRICEBL. ZOERELT. EF2U
TARBRN R ORFENBREINEBSICBESNIFEL. oA/ FI—VHEBODRIICOVWTHEBNULE S Fle. tFa7
REBFEEZITDCHDIBEHBIBITLET,

5.2 BEZRICKDEGEBDREERH
5.2.1 BERICKDFZERH]

20226 2H248B(ICRIBSNICOYPICRBDDI A TREIG. OV 7PRHOEFIUT A RBICHREREEZS X F U3

B25H KEHBEZER (FCONTYFIAIVAY IR I P RBREZRFE-RFTIT D0V 7 DeFaUTBEE(R

2RELOBRN BDEE|TBELEURL . KERATIE201 7F R TY TIC, OV 7 IBHEEN B EEZ DB 7R
HU OV PR EEZANAUTRER DY AT AICBALIZDTRURIN $H2HEL T, BT CO R HEDF
FAZEZIELTWVELEH, 2022638 DFCCICLDIEEICK > T BUAFHBIE (I TR B < KEBFOHEIZZ (T 2BiER

HRETHEHRBDBAZELOSNDIEICRIE U, EHRIC. 3B 158, R VEFFO@EFHIBR ZF1UT 7 (BSI) A\
HBOFHICETESPRIORBICHVEBR DEREZSTIRREZRRLCVET®,

HATEFBEEHREN S, B BHREZEE UCERBEREFRAREINTOLEFE . U U BEDRIRIFESNTLRW
BOD. 3A24BICRBEFE HWHEE . EET. NBETAN—tEF2UT 48V I—DEZTYA/N—Fa2UT 1 X548
EZ2RDDIFBBEEZVY—ALTHEN  RESNEXEAND IR FOBBZREF AT A N—tFa2UT A WERDBIEICD
WT CERIEE) | TR AT DR VBIRIC K BFRIBENSE B RELTBESINTVE T, TOUENTF AR, R
WRADEEPHAE HEEDBCOREZESACEEASN. BN CTHOARFBEEFRERECOV7REFIUT (R
BORUEVWEIEPHORER T —EZANDYVEZ BENRUSNELES,

CDRIBFERICLDERIHBNDERICET 2 ERIEEPHIRIFELLEDTIFHIEE Ao 201 8F8AKET. BUFH
BEBRUZDEEIEEICHLT. A N—tFa1UT 1 LOBIZERH(IC. PERESHDSDBEKBREDFEZLRLUD
RIEZBE)ANEEFERAN TR NE L TS UCESIRDOTREBSIHEEN DEZ DB ZSE T DEHH
HEINTLFIN . ZOEBIFREDEF>TUELTLEE A,

BATH.2018F 12B(C[ITREICHRDEDYREX [FRBOFESH R UFEFHRICEHITZPEERICBNT. YTFS
AF T URINDOHIHEL T BEFTBRETHICHE I NEBRY AT LK BB EICET DIEDOEANG T
BROFHEEAEIET DL BERAT CRELUED BN INTVET % /. 20226581 1 BICFHEE R 2REHERN
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AIIL. 5B 18BICATENE Uz, BIATIE. B84 Y ISR BEDRENRREDERICETHE]I LT BEBDBSR
([CEDE WETAEFLTIONEREB (EERFHDEA - HESEREODANBDEE - PILRE) Z8S - HHT D&
Tncuxg',

522 ybI—IUHKE. EFIUTAREBIFDOVRT LIER

BE ERPEBEIOU Ry —I#EPEF1UT( REORFERICEIE T 2D TLLOIN. TDOERICIE. EFaU
TARBNRNY AT AERZER>TVWSEWVSHEMD BIE T,

201 8F(ICKE THELESUNSDBEHEFEDREZRUOEREL T, 201 2F (K FRBERFFRIZER (HPSCI)
MEHUCHABEREEN R (IONET % COREREE TR KENDBEY AT LADRERE LOBHICEDELT. 4
EOARFBEHKSEA—H—DREZERKELECPBAFICHAABLRVLIBESNTVET . ZOEHELT PCREDTSA
PYNBRWPAY =R T VA V5 — RN CBEZITOHE . XZESNBBRIEN T T7A 74— ILPIL—5 —1g&E
DRYRT—THKR BEEMBEED LR, COUCBERE LD PRHICIBRS2 IO S AIWNIN—RDT
7-bOA JEFENDBEDF v I HEBDATNIBE  AREF I EARBERDRA L AT LADRIEEC DR DT EEM
PEFONTLFET,

Floe EF2UTAHRBEZOMEE £ LEERICKR SV AT AERNMMISSNTVNRZENLLBIET . ZD—FIN7VF
DA IRV ITNCTY . PUVFOA AV ITNE SPIEFEAEDT SA TV MNHERICA VAM—ILENTVERDEAZEF2
UTABBD1DTT o PYFIA VAV ITNIIRIILAD FOCA R T 7AIVDRE . Y RT LA TAILI —AD T 741 )b
([N ATERILD 7 DERER-FRBEZIT D Ic . LB IC RSN Y AT AMERZFR BRI e, 7V FIA LAY ThDH(C
(FITORY —EXTDI7AIUVEEOT Y ST —hDBRIC A—A—DY —N—(CH U TESLBEZTIbDbHUE
F o CDORIBRBESLSNCBRIEFABHOEET DI ENHETT  COLEEICKRIV AT LAERIFEF1UT (#BEZ
KR DCHDICHERDDTI D BAPRIESHRELGE KEBRESICOBNBUREEDHIET . 7V F AL
VINFVRT LTAIT —RDIT7A )V ORRECEDIH . BERYRAT LT 7A IVPEBICHERT FUT —23>VDE
T7710 VD RE S TR G VAT AR CERLIES. 7 UT =3V DERTN TERLIBDIBREDHENEZ SN
FY ERIC RASNCEER T 7 VD RR TR BEEN R E U BHBERINTVET L EBICTSIRY —
ERTCT7AIVDOREZITOMENBAS BB BRI VIC DRI ENDHIET .

Fle.RYND—IRB P EF VT REZRHE T IEMEMBI 2EDERREDEEZEZR T TVE T HENDRES
FEICKNSTIETIN TORENRHRINZIHE - T —EXCHRITEEMEEEECETFTE . IOUIERD.
FHURITNBEVERDSDREOFEEHRICIHEZNTTNDEEZISNE T,

53 US4 FI— W=

5.3.1 WEENFEIZEF1UT RHEBORE

LSRR TRVIY AT AERZR B SO[CHFRPTILBERAIN TV EF1UT REDFMF TR EICHESIC
EOTHHBNINTY . KEENRSICHINLIES. LEETEVI T AMERZBLU TV L. BEBEEN S DBRIE
Z{IDCENTRETT . FI2 1 DDREBOHINND L <DERICHU CHREZES A DI ECDRAIET . AEH TIF. T+
TARBEFRIC LBERASNTVWBDY IR I PP T SVN T3 — AW RBZEZ(FBH LT T SAFI—VBEE
ZDBHER EF U TFSAF -2 URIZRBNALET .
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5.3.2 BS54 F - URT

EEROEE-FAENS. BE B8 TESE YR RFETE TO—ED FOER. BLUZOERICED 3 E#E =T S5+
FI—VEFUET I FSSAFI—UHEEZZIFHIRRNBURTF BRKEL/N Y TIYICRRINBRENIR
7.7 OVEIENBARREDMEFHURD BB PR DMBEEE VN SfeBRBNIRT A N—KEPI T I
BEREDEMBPIRTRETT,

DU FSAFI—VICBI2EREZEBRAITINEN T SSAFI—VHETT . FRFOELT EF2UTHIRDH
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1 https://twitter.com/fedorovmykhailo/status/1497642156076511233

2 BRTERYAN—E NATUYRE, 9IS/ FTHULWVWKE | NHK
https://www3.nhk.or.jp/news/html/20220627/k10013690111000.html

3 DISAFICHAN—KB[OV7HET] KBEFEDHN | BAREFE
https://www.nikkei.com/article/DGXZQOGN1904E0Z10C22A2000000/

4 FCC Expands List of Equipment and Services That Pose Security Threat
https://www.fcc.gov/document/fcc-expands-list-equipment-and-services-pose-security-threat

5 H.R.2810 - National Defense Authorization Act for Fiscal Year 2018
https://www.congress.gov/bill/115th-congress/house-bill/2810/text

6 BSI warnt vor dem Einsatz von Kaspersky-Virenschutzprodukten
https://www.bsi.bund.de/DE/Service-Navi/Presse/Pressemitteilungen/Presse2022/220315_Kaspersky-Warnung.html

7 BRTORBBEEBEI YA N—tF2UTJERDBIEICDVNT GEEIRIE)
https://www.nisc.go.jp/pdf/press/20220324NISC_press.pdf

8 https://www.nikkei.com/article/DGXZQOUC080L70Y2A400C2000000/

9 H.R.5515 - John S. McCain National Defense Authorization Act for Fiscal Year 2019
https://www.congress.gov/bill/115th-congress/house-bill/5515/text

10 1T FECRZIEOYRERIEFORESH N OTFEFLHICAATZHEE

https://www.nisc.go.jp/pdf/policy/general/chotatsu_moshiawase.pdf

11 BERLFEHEEEOHE | NEER
https://www.cas.go.jp/jp/houan/220225/siryoul.pdf

12 https://intelligence.house.gov/news/documentsingle.aspx?DocumentID=96

13 https://www.itmedia.co.jp/enterprise/articles/1004/22/news020.html

14 https://japan.cnet.com/article/35100331/

15 YFPSAFI—VRBICETIMBAEBLR—N | NTTEYRRYUa—Y3vX
https://www.nttbizsol.jp/knowledge/security/202205171200000599.html

16 2021 State of the Software Supply Chain Report | Sonatype
https://www.sonatype.com/resources/state-of-the-software-supply-chain-2021

17 EMERGENCY DIRECTIVE 21-01- MITIGATE SOLARWINDS ORION CODE COMPROMISE | CISA
https://www.cisa.gov/emergency-directive-21-01

18 Suspected Russian hackers spied on U.S. Treasury emails - sources | Reuters
https://www.reuters.com/article/BigStory12/idUSKBN28NOPG

19 DHS, State and NIH join list of federal agencies — now five — hacked in major Russian cyberespionage campaign
| The Washington Post

https://www.washingtonpost.com/national-security/dhs-is-third-federal-agency-hacked-in-major-russian-cyberespionage-

campaign/2020/12/14/41f8fc98-3e3c-11eb-8bc0-ae155beedaff story.html

20 JOINT STATEMENT BY THE FEDERAL BUREAU OF INVESTIGATION (FBI), THE CYBERSECURITY AND
INFRASTRUCTURE SECURITY AGENCY (CISA), THE OFFICE OF THE DIRECTOR OF NATIONAL INTELLIGENCE
(ODNI), AND THE NATIONAL SECURITY AGENCY (NSA)

https://www.cisa.gov/news/2021/01/05/joint-statement-federal-bureau-investigation-fbi-cybersecurity-and-infrastructure

49


https://twitter.com/fedorovmykhailo/status/1497642156076511233
https://www3.nhk.or.jp/news/html/20220627/k10013690111000.html
https://www.nikkei.com/article/DGXZQOGN1904E0Z10C22A2000000/
https://www.fcc.gov/document/fcc-expands-list-equipment-and-services-pose-security-threat
https://www.congress.gov/bill/115th-congress/house-bill/2810/text
https://www.bsi.bund.de/DE/Service-Navi/Presse/Pressemitteilungen/Presse2022/220315_Kaspersky-Warnung.html
https://www.nisc.go.jp/pdf/press/20220324NISC_press.pdf
https://www.nikkei.com/article/DGXZQOUC080L70Y2A400C2000000/
https://www.congress.gov/bill/115th-congress/house-bill/5515/text
https://www.nisc.go.jp/pdf/policy/general/chotatsu_moshiawase.pdf
https://www.cas.go.jp/jp/houan/220225/siryou1.pdf
https://intelligence.house.gov/news/documentsingle.aspx?DocumentID=96
https://www.itmedia.co.jp/enterprise/articles/1004/22/news020.html
https://japan.cnet.com/article/35100331/
https://www.nttbizsol.jp/knowledge/security/202205171200000599.html
https://www.sonatype.com/resources/state-of-the-software-supply-chain-2021
https://www.cisa.gov/emergency-directive-21-01
https://www.reuters.com/article/BigStory12/idUSKBN28N0PG
https://www.washingtonpost.com/national-security/dhs-is-third-federal-agency-hacked-in-major-russian-cyberespionage-campaign/2020/12/14/41f8fc98-3e3c-11eb-8bc0-ae155bee4aff_story.html
https://www.cisa.gov/news/2021/01/05/joint-statement-federal-bureau-investigation-fbi-cybersecurity-and-infrastructure

58 ERICLZEF1UTA RREOFEFROEREYTSAF—-URT

21 FOVIIMERAETY—ILANDREFIERITDNT
https://pr.fujitsu.com/jp/news/2021/05/25.html

22 FOVIIMERHEEY—ILADRIEF I ERICDVT (EUR)
https://pr.fujitsu.com/jp/news/2021/12/9-1.html

23 FOVIINMEREBY—ILADREFZIERICDVT(ERIR)
https://pr.fujitsu.com/jp/news/2022/03/7-1.html

24 https://www.mlit.go.jp/report/press/joho02_hh_000004.html

25 https://www.mofa.go.jp/mofaj/press/release/press4_009061.html

26 https://www.soumu.go.jp/menu_news/s-news/01kanbo05 02000152.html

27 Incident Overview & Technical Details
https://helpdesk.kaseya.com/hc/en-gb/articles/4403584098961

28 MSPEEMFICHES I NEMRA Vb Kaseyah" R I 25 E B> P OF A B SEZR( T —RIN—F s [CXD A N—tEFaUFo
URT | Y4 N—tFaUTERS
https://eset-info.canon-its.jp/malware_info/special/detail/210916.html

29 2021FEYAN—tFa2UFTAUR—PZRHE ~ZRITZ2S VT LAVITHE. VWEREHERIFEHZBRAUCKBRI EZHFH~ |
YA N—tFaUT1EREB
https://eset-info.canon-its.jp/malware_info/special/detail/220316.html

30 EFaTREBFZEDRHIC | IPA
https://www.ipa.go.jp/security/jisec/choutatsu/index.html

31 ITRBOFECHS FDEF1UT(BEHUANERACRITYT | IPA
https://www.ipa.go.jp/security/it-product/guidebook.html

32 ITRRBOFECHSIFDEF2AUTABHURN | BREEEY
https://www.meti.go.jp/policy/netsecurity/cclistmetisec2018.pdf
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1 Internet Crime Report 2021 | Internet Crime Complaint Center(IC3)
https://www.ic3.gov/Media/PDF/AnnualReport/2021_IC3Report.pdf

2 Internet Crime Report 2016 | Internet Crime Complaint Center(IC3)
https://www.ic3.gov/Media/PDF/AnnualReport/2016_IC3Report.pdf

3 Internet Crime Report 2017 | Internet Crime Complaint Center(IC3)
https://www.ic3.gov/Media/PDF/AnnualReport/2017_IC3Report.pdf

4 Internet Crime Report 2018 | Internet Crime Complaint Center(IC3)
https://www.ic3.gov/Media/PDF/AnnualReport/2018_IC3Report.pdf

5 Internet Crime Report 2019 | Internet Crime Complaint Center(IC3)
https://www.ic3.gov/Media/PDF/AnnualReport/2019_IC3Report.pdf

6 Internet Crime Report 2020 | Internet Crime Complaint Center(IC3)
https://www.ic3.gov/Media/PDF/AnnualReport/2020_IC3Report.pdf
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7 TradingView : BTCUSD
https://www.tradingview.com/chart/?symbol=BITSTAMP:BTCUSD

8 EAERE. AEFERD (REBEOE, thADERCHE >t | ERZ1—2X
https://www.sankei.com/article/20180403-UK7XYIIQ6RMG3D5ZI3T2RAUT24/

9 Helix Bitcoin Mixer Owner Charged for Laundering Over $310 Million | BleepingComputer
https://www.bleepingcomputer.com/news/security/helix-bitcoin-mixer-owner-charged-for-laundering-over-310-million/

10 https://www.itmedia.co.jp/news/articles/2203/10/news131.html

11 List of Crypto Exchange Hacks: Updated 2022 | HedgewithCrypto
https://www.hedgewithcrypto.com/cryptocurrency-exchange-hacks/

12 NEMRH . AFIERBEB R T3 AZIH EIREEFAE | SHEHFETIIIL
https://www.asahi.com/articles/ASP1Q3TWBP1QUTILOOB.html

13 https://www.sankei.com/article/20180925-UVHK6YSECFLRTIURTW3FJVE5A4/

14 https://blog.liquid.com/ja/20210903-important-notice-final

15 https://www3.nhk.or.jp/news/html/20220402/k10013564131000.html

16 The 2022 Crypto Crime Report | Chainalysis
https://go.chainalysis.com/2022-Crypto-Crime-Report.html

17 Colonial Pipeline did pay ransom to hackers, sources now say - CNNPolitics
https://edition.cnn.com/2021/05/12/politics/colonial-pipeline-ransomware-payment/index.html

18 Justice Department Announces First Director of National Cryptocurrency Enforcement Team | OPA |
Department of Justice
https://www.justice.gov/opa/pr/justice-department-announces-first-director-national-cryptocurrency-enforcement-team

19 FBI seized $2.3M from affiliate of REvil, Gandcrab ransomware gangs | BleepingComputer
https://www.bleepingcomputer.com/news/security/fbi-seized-23m-from-affiliate-of-revil-gandcrab-ransomware-gangs/

20 US seizes $3.6 billion stolen in 2016 Bitfinex cryptoexchange hack | BleepingComputer
https://www.bleepingcomputer.com/news/security/us-seizes-36-billion-stolen-in-2016-bitfinex-cryptoexchange-hack/

21 Justice Department Seizes and Forfeits Approximately $500,000 from North Korean Ransomware Actors and
their Conspirators | OPA | Department of Justice
https://www.justice.gov/opa/pr/justice-department-seizes-and-forfeits-approximately-500000-north-korean-ransomware-actors

22 FEBSEEZERISRN. ANECHRBEEA - BFRNGEZELE | SHEiEs >0
https://www.yomiuri.co.jp/national/20220603-OYT1T50320/

23 United States Files Civil Action to Return $150 Million in Embezzled Funds to Sony; FBI Tracks Money to Bitcoin
| USAO-SDCA | Department of Justice
https://www.justice.gov/usao-sdca/pr/united-states-files-civil-action-return-150-million-embezzled-funds-sony-fbi-tracks

24 Reports show scammers cashing in on crypto craze | Federal Trade Commission
https://www.ftc.gov/news-events/data-visualizations/data-spotlight/2022/06/reports-show-scammers-cashing-crypto-craze

25 What To Know About Cryptocurrency and Scams | Consumer Advice
https://consumer.ftc.gov/articles/what-know-about-cryptocurrency-and-scams

26 Internet Crime Complaint Center(IC3) | The FBI Warns of Fraudulent Schemes Leveraging Cryptocurrency ATMs
and QR Codes to Facilitate Payment
https://www.ic3.gov/Media/Y2021/PSA211104
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